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Hucepramiitna poOoTa NpHUCBIYEHA BUBYEHHIO TEOPETUYHUX Ta pO3pooli
NPUKIAJHUX 3acaj A CTBOPEHHA METOAY (POPMYBAaHHS KOPEISLINHMX MpaBuil y
cucremax SIEM 3 BUKOpHUCTaHHSIM METO/IB MAIIMHHOTO HaBYAaHHS JUIsl BUSBIICHHS
aHomaJi y cdepi kibepOe3neku.

VY cydyacHOMy CBiTi, KiGepOe3neka € OHIE0 3 HAlOUIbII aKTyadbHUX TIPOOIIeM,
OCKUJIbKU K10epOe3IMeKoBl 3arpo3u CTalOTh BCE OLIbII CKIAAHUMHU 1 BUTOHUYECHUMH,
pecypciB, K 1 JrOAEH, 3a01IHUX B 1HQOPMALIHHO-KOMYHIKALIMHUX CUCTEMAX TaK0X
30UTBIIYETHCS 3 POKY B piK. BiAmoBigHO, BEKTOPIB 3MIMCHEHHS aTak 3pOCTae
TpanuiiiiHi METOAN BHUSIBICHHS 3arpo3, Takl sIK CUTHATYPHUI aHaji3 Ta KOpesUiiHI
mpaBuia 3 yTHII3allli BEIUKUX 00’ €MIB TaHWX (3KypHAIIB TOJIIM 3 CUCTEM, arlIiKaIlii)
HAa OCHOBI CTaTUYHHUX IMOPOTOBUX 3HA4Y€Hb, YaCTO HE €(PEKTUBHI MPOTH HOBHUX 1
KOMIUIEKCHHUX [l aTaKkylounmxX KOoMaHJ. ToMy BHKOPHUCTaHHS METOMIB MAaIlHHHOTO
HaB4YaHHS, 30KkpeMa DensityFunction, njs BusBICHHS aHOMAaNii B KibepmpocTopi €
MIEPCTIEKTUBHUM ITiIXOJIOM.

PoboTa cnpsiMoBaHa Ha MOJIETIICHHS IIOJAEHHOT PYTMHHOI poOOTH B IIEHTpax
npotunii kidep3arpozam (CyberSecurity Operation Centre, CSOC). OcHoBHa
npoOsemMaTuKa MoJiArae B TOMy, 110 iHdopMalliiiHa cuctemMa B MeKax oprasizauii — 11e
HAJ3BUYAHO JWHAMIYHA Ppid, OCKUIBKH 13 30UIBIICHHSIM POCTy OpraHi3aitii
30UTBIIY€EThCS  KIUIBKICTh 1H(OpMAIlll sKa IUPKYJII0€ B HIHA, 1, SK HACIIJIOK,
30uTbIIy€Thes HaBaHTaxeHHs Ha CSOC. [l BupileHHs JaHoi mpoOieMaTHKUA MOKHA
miTd ABoMma muisixamu. llepmuit — 1me 30UIBIIMTH KUTBKICTh AHANITHKIB LEHTPY

npoTUli Kibep3arpo3am, ajie TyT BUHUKAIOTh 1HIII TPpOoOiIeMH y BUTIISAl (DIHAHCOBHUX



3aTpar Ta B BelaUMKoMy Jedinuti camux (axiBiiB. HacTymHUM METOIOM BUPIIIEHHS
npoOjeMu — € MOKpallyBaTH METOAM BUSBIEHHS Ai arakyroumx. Crooad BapTo
BKJTFOYATH KOMIUIEKC 3aXO0/liB Y BUTJISI/II MIOBHOIIIHHOTO Po3BUTKY 3pisocTi CSOC.

Time To Triage (TTT), Time To Closure (TTC) ta False-Positive Ratio (FPR)
— II€ O/IHI 3 OCHOBHUX METPHUK SKMMH MO>KHA BUMIPSTH 3pUTICTh Un\a00 ePEeKTHUBHICTD
HeHTpy. BiamoBigHO, A7 MakCMMaibHOI ONTHUMI3allii JaHUX IMOKa3HHKIB, a caMe
3MEHIIIEHHA iX KUIbKICHOI XapaKTEePUCTUKH TMOTPIOHO SKICHINIE IpaIloBaTh 3
BEJIMKUMHU O0OCATaMH JaHUX KOTpl LUUPKYJIIOIOTh B MEXax 1H(OPMAaLIHHUX CHCTEM
(CKypHaJIM TOJII), MepexeBOTO TpadiKy, CIpaloBaHb BijJl PI3HOMAHITHUX CHUCTEM 3
Ki0epOe3nexu.

Y xoxi pobotu Oysio po3po0JICHO METOHA, MPU3HAYCHUHN Il TeHEpyBaHHS
KOPEJSIIIMHUX TMpaBUJl 3 BUKOPUCTAHHSIM METOJIIB MAIIMHHOTO HaBuyaHHA. Merton
BUKOpUCTOBYE 0OazoBuil anroput™m DensityFunction nis monentoBaHHS pO3MOILTY
HOPMAaJTBHOT TTOBEIHKH CUCTEMU Ta BUSIBIICHHS aHOMAUTIH.
VY Mexkax HayKoBOi poOOTHM aHOMAaNisi TPAKTYETHCS SIK CTATUCTUYHO HETUIIOBE a0o
KOHTEKCTHO HEY3TOJ[’KEHE BIIXUJICHHS Yy TeJIeMETpil IHPOpMaIliiHOI CUCTEMU, SIKE HE
MOSICHIOETHCS O4IKYBaHOIO IITATHOIO aKTUBHICTIO KOPUCTYBAYiB, CEpBICiB a00 3ac001B
3aXHUCTY Ta TOMY OTpeOye A0IaTKOBO1T EPEBIPKU aHATITUKOM.

JocnikeHHsT 30CEpe/P)KeHe Ha BUSBIICHHI TaKuX BIIXWJICHb Y JIOMEHAx
aBTOpH3aIlii, MEPEKEBOI aKTUBHOCTI, IMOIMTOBUX MOJiK, crpaioBanb IDS/EDR Ta
cepBiciB KarajoriB. Taka mocTaHOBKa MOB’A3y€ 3aCTOCYBaHHS MAIIMHHOTO HaBYaHHS
3 MPUKIIATHUMU 3a/1ayaMu 3MeHIIeHHs HaBaHTaxeHHs Ha CSOC, a He 3 abcTpakTHUM
MIOITYKOM OY/JIb-SIKO1T HETUITOBOCTI.

OcHOBHa mepeBara 3ampolOHOBAHOTO METOJY IMOJSArae B KWOro THYYKOCTI 1
3JIaTHOCTI aJIalTyBaTUCh JI0 3MIHHUX YMOB Ta HOBHUX THIIB 3arpo3. MeToJ 103BoJIst€e
BU3HAYATH Ta OHOBJIIOBATH KOPEJSALINMHI MpaBuia, 30Mparoydu AaHl Npo HOPMaIbHY
MOBEAIHKY CUCTEMU Ta aHOMaJIIi.

VY 6cmyni oOOTpyHTOBAHO aKTyaJIbHICTh JUCEPTAIIIHOI pOOOTH, CHOPMYITHOBAHO
METY Ta OCHOBHI 3aBJIaHHS JOCIIIKEHHS, HABEJIEHO B1JIOMOCTI I10JI0 3B’ 3Ky pOOOTH

3 HaykoBUM Temamu. [logaHO aHOTAIlil0O OTPUMAaHMX B JUCEPTAIlii pe3yJbTaTiB,



BHUCBITJICHO 1X HAYKOBY HOBH3HY 1 MPAKTUYHY 3HAYUMICTh, B1I3HAYEHO OCOOUCTHIA
BHECOK 3/100yBayva y CIiJIbHUX MyOJIiKaIlisax, HaBeeHO KUJIbKICHI TOKa3HUKH CTOCOBHO
OIyOJIIKOBaHUX HAyKOBUX Ipallb, CTPYKTYPH Ta OOCSTY AMCEPTALlii.

VY mepmioMy po3iai MpoOBEACHUN aHaNI3 CydacHUX KiOepOe3NMeKOBUX CHUCTEM
BUSIBJICHHSI aHOMaJIiil B KOMIT IOTEPHUX CUCTeMaX. 3a3HAYa€ThCsI, 10
3aBJIaHHs 3 OITYKY aHoMaii B icHytounx IKC He Moke 3a10BUTHHUTH BCIM Cy4acCHUM
BUKJIMKaM a0o0 PIIIeHHS KOTpI JIOCTYIHI Ha PUHKY € OOMEXEHI B MeXkaxX MEBHOIO
IPOAYKTY BiJl BUPOOHMKA Ta 3/11HCHIOIOTH BUSBJICHHS aHOMAIN TIIBKU AJI1 OKPEMOTO
nomeHy kioepOesneku. [loBmmuBatu (MoaudikyBaTH) ab0 SKOCh B3a€EMOJIATH 3
pIIEHHSIM BiJl BUPOOHHMKA HE MAa€ 3MOTH, OCKUIBKM — II€ € HOro KOMEPIIIHOIO
TaeMHULIEI0. Takox, BapTO 3a3aHYUTH, J1aHl PIIEHHS, 3a3BUYail, € JOBOJI1 JOPOTUMHU.

Bu3HaueHO akTyallbHICTh 3a/ayl 3aCTOCYBaHHsS MAIIMHHOIO HaBUYaHHS IS
aHai3y BEIUKHX 00’€MIB JaHUX Ta MOIIYKY aHOMaJid KOTpl, MOTEHI[IHHO, MOXKYTh
CBIIYMTU MpO [ii aTakyrodoi koMaHau. [IpoBenaeHO aHai3 MOXKIMBUX MOKAa3HUKIB
e(eKTUBHOCTI CHCTEM BHUSBIICHHS aHoMaliii B cdepi kiOepbOesneku. [IpomemeHo
NOPIBHSAHHSA €()EKTUBHOCTI OCHOBHHMX IHCTPYMEHTIB KiOepOe3neKkn Ta BH3HAYEHO
OCHOBHI MICIISl KOTP1 BUMararoTh OKPAIICHHS Y BUTJISIII ONITUMI3AIl| CIIPAIfOBAHb.

3a pesyapTaTamMH OMIALY JITEpaTYypHHUX DKepenl cHOpMyITbOBaHO HAIPSIMOK
JOCIIIJIKEHb 3 METOO MIJBUIIEHHS €EeKTUBHOCTI (PYHKI[IOHYBaHHS UEHTPIB MPOTHUII]
kibep3arpo3aM Ha OCHOBI 3aCTOCYBaHHSI KOPEJSIIMHUX MPaBUJI 3 BUKOPUCTAHHAM
MAIIMHHOTO HaBYaHHS.

pyeuii po30in 1oB’sa3aHU 3 PO3POOKOI0 MOJIETII MOHITOPUHTY aHOMAaJiil Ta
00pOOKOIO JTaHUX.

BusHayeHO apxiTEKTypHI MIAXOAU 10 MOOYJAOBH CUCTEMH MOHITOPUHTY 3a
noaisiMu  KibepOesneku, 300py HEOOXiAHOI TeneMeTpli 3 KIHIEBHX MPUCTPOIB Ta
CUCTEM JJI YCHIIHOI arperaiiii Ta kopessiuii. ChopMoBaHO nmapaMeTpu KOTpi OyayTh
KOPUCHUMHU JIJI1 MOHITOPUHTY aHaJIITUKaMH K10epOe3neku Ta Oy 1y Th YTHUII30BaH1 sl
BUSIBJICHHS] aHOMAJTiH.

Ha migcraBi 3a3Ha4€HOT0 3alpOIOHOBaHA METOIMKA €KCIIEPTHOTO OI[iHIOBAHHS

e(peKTUBHOCTI apXITEKTYPHOTO I1IXOy A0 MPOIIECy MOIIYKY Ta BUSBICHHS aHOMAIH.



Y mpemvomy po30ini po3po0IEHO METO/1 BUSBIICHHS aHOMAJIIH.

3anponoHOBaHUM aHaNI3 Cy4yaCHUX Ta HAHOUIbII aKTyaJIbHUX aJTOPUTMIB SIKi
BUKOPHUCTOBYIOTHCSL JJIsl MOIIyKy aHomaniii. [IpoBenena kmacudikaiiisi ocTaHHIX Ta
obrpynToBano BuOip DensityFunction B sikocTi 6a30BOro ajaroputMmy Jjisi MOAEI
MAaIIMHHOTO HaBYaHHS.

Po3po6ieno Meto, 3 OMUCOM BCiX €TamiB, CTBOPEHHS KOPETAIITHIX MpaBUi Ha
OCHOBI1 MAIlIMHHOT'O HABYaHHS ISl MOUTYKY aHOMaJIiH.

[Tepmmii eTan MeToay mependavae gitke (popMyIIrFOBaHHS 3a7a9i MO0 MICIIS 1
croco0y momryky aHomaniii. HeoOximHo 310paTu MOYaTKOBY CTATHCTHUKY, fka O
BI/IMOBIala BUMOTaM aHalli3y: BU3HAYUTH MOXKJIMBI MICLSI TIOSIBU aHOMAaJM Ta
YaCOBHI IPOMIKOK IS iX BUSBJICHHSA. Lle BaXXIMBO, OCKIIBKM aKTUBHICTh aTaKyIOUUX
MO€ TPUBATH BiJ] KIJIbKOX XBHJIMH JI0 JCKUIBKOX THXKHIB a00 MICSIIIB.

[Ticns 300py MOYATKOBOI CTATUCTUKU HEOOXITHO OLIIHUTH XapaKTEPUCTUKH Ta
po3noaut nqanux y BuOipul. [IpaBunpHuii BUOIp ONMUCY pO3NOALTY JaHUX JOIIOMOXKE
HaJajal CHPHUATH ONTUMIZaIlli dYacy, HEOOXITHOTO JJig HaBYaHHS alIrOpuTMy Ta
KpaIioMy BHSBJICHHIO aHOMAJIi.

Ha npyromy erami HEOOXiZHO po3i0OpaTHUCh 13 «IIYMOM», OYiIKyBaHUM
HABAHTAKEHHSAM KOTpPE CTBOPIOETHCS B MEKax MEBHOI 1H(OPMAIIHOI CUCTEMH 4
Ipynu JIaHUX KOTPI BIJHOCSTHCA JO OJHOTO THUMY Kiacu@ikamii (MOJEIb JaHUX).
Januit «rym» - 11€ € HopMajabHa poboTa I0oAaTKiB, cCUCTeM, KopucTyBauiB. «LIlym»
MOKe OyTH MOCTIMHMMA 4M NEPIOJUYHUH, 3arajJbHUN YU crieUU(PIYHUN I IEBHOTO
KIHIIEBOTO KOpHCTyBaua. [Iporiec BUBHAUCHHS «IIyMY» € HEBIJ €MHOIO Ta MOCTIMHO
gacTHHOIO pyTUHHOI pobotm CSOC. s MEHEIKMEHTY «IIyMy» TTOBHHHHM
MpaIloBaTH MpoIec PoOOTH 3 OCTAHHIM, a caMe MPoIeC POOOTH 3 BUHATKAMH.

Tperiii eranm mependadae poO3paxyHOK JOJATKOBHX KOPHUCHHX TapaMeTpiB
(AKIT). AKII monoMoKyTh T'paHyJIIOBATH BUSIBIICHHA aHOMalliid abo 3aTOYMTH Mijl
cnenugiyHl MoTpeOu BIAMOBIAHO O PI3HUX (PAKTOPiB KOTPl BIUIMBAIOTH HAa cam
MPOIIEC BUSIBJICHHS UM HA TUII BEJICHHS O13HECY.

YerBepTuil eranm — 1€ HaBYaHHS 0a30BOTO alrOpUTMy Ha MiATOTOBIIEHIM

CTaTUCTUYHMIA BUOIpI 0e3 «irymy» Ta 3 JKII



OcranHiii eTanm JO03BOJIUTH 3aCTOCYBATH HOBUW aJNTrOpPUTM, KOTPUH € BxKe
HAaBYEHUM Ha OCHOBI 0a30BOTrO, 10 HOBOTO JIaTaCETy B KOTPOMY MU OyJIeMO IIyKaTu
aHOMAJIIIO.

3anponoHOBaHUI BapiaHT KOMIIEHCYIOUOTO KOHTPOJIIO, Yy BUTJIANI PHU3UK-
MOJIEITi, Y pa3i He CIpaIOBaHHS KOPEJAIIHHOTO MpaBuia, TOOTO IS CIIEHAPII0 KOJIN
MOIIIYK aHOMaJIiii MOKe HE TTOKPUTH BC1 MOXKIIMBI BEKTOPHU aTaku abo il aTaKyro4oro
OyIlyTh MaKCHUMAJIBHO aKypaTHi IO BITHOIIICHHIO 10 aKTUBHOCT1 KOTPY BiH CTBOPIOE.

Y yemeepmomy po3dini  po3poOIEHO TporpamMHE 3a0e3leueHHs 13
KOpEJISIIHUME TIpaBuiIaMu Ha 0ocHOBI ML 1110/10 BUSIBIIEHHS aHOMAJTiH 3arpo3.

J1st oiiHKY e(heKTUBHOCTI 3anporoHoBaHoro 113 Ha OCHOBI OMKMCAHOTO METOTY
BIIPOBA/PKEHO Ta (PYHKIIOHye€ Ha peaJbHMX JaHuX B KoMmmadii «SoftServe» Ta
BUKOPHUCTOBYETHCS B IIOJeHHIN pyTuHHIN poboti CSOC.

Pe3ynbraTi BOpOBaKEHHS CBIAYAaTh PO €PEKTUBHICTH METOY JIJIsI BUSBIICHHS
aHomamnii y cdepi kiOepOesnekd. B TOpiBHAHHI 3 TpagulIiHUMU METOJIaMH,
3aIpPONOHOBAHUM METOJT 103BOJISIE JOCATTH:

® BHIIIOi TOYHOCTI BUSIBJICHHS 3arpo3;

® 3HU3UTHU KUIbKICTh TOMWJIKOBUX CIPAllbOBYBaHb;

® 3MIMCHIOBATH aHaNi3 JAaHUX JUIsl IPOAKTUBHOTO MOLIYKY 3arpo3 (threat
hunting).

Kuro4oBi ciioBa: anHomatisi, pu3uK, XMOHO-MIO3UTHBHI CIPAIIOBaHHS, MAIITUHHE
HaBYaHHs, QYHKI[IA TYCTUHH, IEHTp npoTuaii kibepzarpozam (CSOC), meroxn, security
information and event management (SIEM), xopernsiiiiHi mpaBuia, JaTaceT, MOCIb
nanux, yac Ha pearyBanHHsa (TTT), wac na 3akputrts (TTC), nomaTkoBI KOPHUCHI

napaMeTpu.



ABSTRACT

Karpiuk R.V. Application of Machine Learning for Detection and Investigation
of Threats in Computer Networks. — Qualification scientific work as a manuscript.
Dissertation for the degree of Doctor of Philosophy in specialty 122 "Computer
Science". - Ivan Franko National University of Lviv, Lviv, 2026.

In the modern world, cybersecurity is one of the most pressing issues, as
cybersecurity threats are becoming increasingly complex and sophisticated. The
number of resources and people involved in information and communication systems
1s also growing year by year. Consequently, the vectors for carrying out attacks are
increasing. Traditional threat detection methods, such as signature analysis and
correlation rules for utilizing large volumes of data (logs from systems, applications)
based on static threshold values, are often ineffective against new and complex actions
of attacking teams. Therefore, the use of machine learning methods, in particular
DensityFunction, for anomaly detection in cyberspace is a promising approach.

The work aims to facilitate daily routine work in CyberSecurity Operation
Centers (CSOC). The main problem is that the information system within an
organization is extremely dynamic, as the organization grows, the amount of
information circulating in it increases, and, consequently, the load on CSOC increases.
To solve this problem, there are two ways to go. The first is to increase the number of
analysts in the CyberSecurity Operation Center, but this raises other issues in the form
of financial costs and a significant shortage of specialists. The next method to solve the
problem is to improve the methods of detecting attacking actions. This should include
a set of measures in the form of a full-fledged development of CSOC maturity.

Time To Triage (TTT), Time To Closure (TTC), and False-Positive Ratio (FPR)
are some of the key metrics that can measure the maturity and/or effectiveness of the
center. Accordingly, to optimize these indicators as much as possible, namely to reduce
their quantitative characteristics, it is necessary to work more efficiently with the large
volumes of data circulating within information systems (event logs), network traffic,

and triggers from various cybersecurity systems.



A framework has been developed within the work that allows creating
correlation rules based on machine learning methods. The framework uses the basic
DensityFunction algorithm to model the distribution of normal system behavior and
detect anomalies.

Within the dissertation, an anomaly is treated as a statistically atypical or
contextually inconsistent deviation in cybersecurity telemetry that cannot be explained
by expected benign activity and therefore requires additional analyst validation.

The study focuses on detecting such deviations in authentication, network,
email, IDS/EDR, and directory-service domains. This framing links machine learning
to concrete CSOC use cases rather than to an abstract search for any irregularity.

The main advantage of the proposed approach is its flexibility and ability to
adapt to changing conditions and new types of threats. The framework allows for
defining and updating correlation rules by collecting data on the normal behavior of
the system and anomalies.

The introduction justifies the relevance of the dissertation, formulates the goal
and main tasks of the research, provides information on the relationship of the work
with scientific topics. It presents an annotation of the results obtained in the
dissertation, highlights their scientific novelty and practical significance, notes the
personal contribution of the applicant to joint publications, and provides quantitative
indicators regarding published scientific papers, the structure, and volume of the
dissertation.

The first section analyzes modern cybersecurity systems for anomaly detection
in computer systems. It is noted that the task of searching for anomalies in existing ICS
cannot satisfy all modern challenges or solutions available on the market are limited
within a certain product from the manufacturer and detect anomalies only for a specific
cybersecurity domain. It is not possible to influence (modify) or somehow interact with
the manufacturer's solution, as this is its commercial secret. It is also worth noting that
these solutions are usually quite expensive.

The relevance of the task of applying machine learning for analyzing large

volumes of data and searching for anomalies that may potentially indicate the actions



of an attacking team is determined. An analysis of possible performance indicators of
anomaly detection systems in the field of cybersecurity is conducted. A generalized
model of the process of evaluating the cybersecurity of information in ICS is proposed,
and the objective function of such a process is defined.

Based on the literature review, a direction of research aimed at improving the
efficiency of CyberSecurity Operation Centers based on the application of correlation
rules using machine learning is formulated.

The second section is related to the development of an anomaly monitoring
model and data processing.

Architectural approaches to building a system for monitoring cybersecurity
events, collecting necessary telemetry from endpoints and systems for successful
aggregation and correlation are defined. Parameters that will be useful for monitoring
by cybersecurity analysts and will be utilized for detecting anomalies are formed.

Based on the above, a method for expert evaluation of the effectiveness of the
architectural approach to the process of searching for and detecting anomalies is
proposed.

The third section develops a method for classifying anomalies.

An analysis of the most modern and relevant algorithms used for anomaly
detection is conducted. The classification of the latest algorithms is made, and the
choice of DensityFunction as the basic algorithm for the machine learning model is
justified.

A framework is developed with a description of all stages of creating correlation
rules based on machine learning for anomaly detection.

The first stage of the mentioned framework involves the correct formulation of
the task regarding how and where we will search for anomalies. That is, it is necessary
to collect initial statistics in such a way as to satisfy our request regarding where the
anomaly might be and the time frame needed to detect the anomaly since the attacking

team can conduct its activities over minutes or over weeks or months.



Once the initial statistics are collected, it is necessary to evaluate how the data
in the sample look like and what distribution they have. If an optimal distribution is
selected, it can further improve the time costs for training the algorithm.

The second stage involves dealing with "noise", the expected load created within
a certain information system or group of data that belong to one type of classification
(data model). This "noise" is the normal operation of applications, systems, and users.
The "noise" can be constant or periodic, general or specific to a particular end-user.
The process of determining "noise" is an integral and constant part of the routine work
of CSOC. A process for managing "noise", namely a process for working with
exceptions, should function for noise management.

The third stage involves calculating additional useful parameters (AUP). AUP
will help to granularize anomaly detection or tailor it to specific needs according to
various factors affecting the detection process or the type of business conduct.

The fourth stage involves training the basic algorithm on the prepared statistical
sample without "noise" and with AUP.

The final stage allows applying a new algorithm, already trained on the basis of
the basic one, to a new dataset in which we will search for an anomaly.

A compensatory control option is proposed in the form of a risk model in case
the correlation rule does not work, i.e., for the scenario where anomaly detection may
not cover all possible attack vectors or the actions of the attacker will be as careful as
possible concerning the activity they create.

In the fourth section, software with correlation rules based on ML for detecting
threat anomalies is developed.

To evaluate the effectiveness of the proposed approach, the software based on
the described framework has been implemented and operates on real data in the
company "SoftServe" and is used in the daily routine work of CSOC.

The results of the implementation confirm the effectiveness of the cybersecurity
anomaly detection framework. Compared to traditional methods, the proposed
approach allows achieving:

- higher threat detection accuracy



- reduced number of false positives

- data analysis for proactive threat hunting.

Keywords: machine learning, density function, CyberSecurity Operation Center
(CSOC), framework, security information and event management (SIEM), correlation
rules, dataset, data model, Time To Triage (TTT), Time To Closure (TTC), false-

positive, noise, additional useful parameters, training.
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