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Huceprariiiiina poOoTa MNpuCBSYEHA PO3pOOIll MOJENeH, apXiTeKTypu Ta
IpOrpaMHO-anapaTHUX 3aco0IB  KOMIUIEKCHHX CHCTEM  KOMIT IOTEPU30BAHOTO
HAyKOBOT'O €KCIIEPMMEHTY Ha OCHOBI KOHIENIii [HTepHETY peuel 13 3acTOCYyBaHHAM
710 33]1a4 ONTUYHOI CIEKTPOMETP1i. AKTYalbHICTh JOCIIIP)KEHHS 3yMOBJIEHA CTPIMKUM
3pOCTaHHSIM OOCATIB EKCIEPUMEHTANPHUX JTaHUX, YCKJIATHECHHSIM BUMIPIOBAIBHUX
METOJMK Ta MIJBUIIEHHAM BHMOT JI0 BIATBOPIOBAHOCTI PE3YJbTATIB Yy Cy4YacHIN
HAyKOBIA TpakTulll. TpaauiiiiHi aBTOHOMHI BUMIPIOBAJIbHI CHCTEMH, IO
(YHKIIIOHYIOTH 130JIbOBAaHO BiJ MEpPEXKeBOI 1HQPACTPYKTYpH, Jelaji YacTimie
MOCTYIAIOTHCS  PO3MOAUICHUM Kibephizuynum mnatdopmaM, NoOyJAOBaHUM Ha
npuHiunax IHTepHery peueil. Ilepexim n0 Takux mnaTdopM BIIKPUBAE HOBI
MOXJIMBOCTI /I JMCTAHLIMHOTO KepyBaHHA J1A0OpATOPHUM  OOJIaTHAHHSAM,
napajiebHOTO 30MpaHHsS JaHUX 13 MHOXXHHH BY3JIIB Ta BHUKOPHUCTAHHS XMapHHX
OOYHUCTIOBAILHUX PECYPCIB AJI1 MAaCIITAOOBAHOI aHAJIITUYHOI 0OPOOKU PE3YNIbTATIB.

OcobOnmuBy rocTpoTy 15 TmpoOiemMa HaOyBae y  CIHEKTPOMETPUYHHX
eKCIIEPUMEHTAX, /1€ BEJIUKUN 00CAT JAHUX MOEJHY€ETHCS 3 KPUTUIYHUMH BUMOTaMH J10
KaiOpyBaHHS TIPUJIaAiB, 4YacOBOi CHHXPOHI3aIlli BUMIPIOBaHb Ta 3a0e3IMeUeHHS
BIJITBOPIOBAHOCTI. TEeHACHINIS 1O MIHIATIOPH3AIlli CIIEKTPOMETPUYHOTO OO0IaTHAHHS
CTBOPIOE MEPEIYMOBH JJIsI TOOYI0OBH PO3MOJIJIEHUX BUMIPIOBAIBHUX MEPEXK, OJHAK
edeKTUBHA 1HTErpallis MOPTATUBHUX CIEKTpoMeTpiB y xMapHy loT-iHdpacTpykTypy
3aJIMIIIAETHCS HEBUPIIICHOO 3ajadyero. Bubip KOMyHIKAiiiHUX MPOTOKOJIB Ta
XMapHUX I1aT@opM mnotpedye OOTpyHTOBAHOTO TIAXOMY, OCKUIBKHA 3aTPUMKH

nepenavl JaHWX, HAMIAHICTh KaHaiB 3B’SI3Ky Ta MacHITa0OBaHICTh CHCTEMHU
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Oe3rnocepeHbO  BIUIMBAIOTh Ha SKICTh HAyKOBUX pe3yibTariB. BiacyTHICTH
CUCTEMAaTUYHUX KITBKICHUX JOCHIIKEHb IUX XapakTepucTuk y loT-cucremax mis
CIEKTPOMETPUYHUX 3aCTOCYBaHb 1 3YMOBJIOE AaKTYalbHICTh JAHCEPTALIIHOTO
JTOCITIIKEHHS.

Y nepiomy po3aiii 311HCHEHO BCEOITUHUI aHalli3 CTaHy Ta TeHCHIIN PO3BUTKY
KOMIUIEKCHUX CHCTEM aBTOMAaTH3allii eKCIIEPUMEHTY y KOHIeNIii [HTepHeTy pedeii.
[IpocTekeHo eBOJIOLII0 KOMIT IOTEPU30BAHUX €KCIIEPUMEHTAIbHUX YCTAHOBOK — BiJ
CTaHJIApPTU30BAHUX IIMH Ta paHHIX CcUCTeM IMPOBOro 300py MdaHUX uepe3
CEpellOBHUIlA BIPTYaTbHUX IHCTPYMEHTIB 1 MEpEXKEeBI BHUMIPIOBAIbHI CHUCTEMH JI0
CyyaCHHMX XMapHHMX 1 caMOKepoBaHuX Jabopatopid. IlokazaHo, 1m0 KoOeH
EBOJIIOLIMHMN 11a0enb  XapaKTepu3yBaBCA IMIJABUILEHHSAM pIBHS — aOcTpakuii,
PO3UIUPEHHSIM  (QYHKI[IOHATHHUX MOXJIMBOCTEH Ta 3HUKEHHSM BHUMOT [0
CHEl1a]i30BaHOl MIArOTOBKM JAociiaHuKa. OcoOiuBYy yBary MNPUAUIEHO aHajizy
koHuenuii [0T cTOCOBHO HayKOBHX Ta 1HXXEHEPHHX EKCHEPUMEHTIB: PO3IISHYTO
OaratopiBHEBY apXIiTEKTypHY MOJ€Nb, BU3HAUYEHO pOJIb PIBHIB CIPUAHATTS,
MEPEKEBOTO Ta TMPUKIATHOTO, OXapaKTEPU30BAHO CHEHU(IKY «PO3YMHHUX)
BUMIPIOBAJILHUX MPUCTPOIB. JJOCTIIKEHO CIEKTPOMETPUYHI BUMIPIOBaHHS SIK 00’ €KT
aBTOMATHU3allli: BHUSABJIEHO OCOOJMBOCTI OaraTOBUMIPHUX CIEKTPAJIbHUX JaHUX,
BUCBITJICHO NPOOJIeMH KajaiOpyBaHHS, MEPEHECEHHs KallOpyBalbHUX MOJENEH MiX
npuwiaJaMd Ta YacoBOi CHHXPOHI3aIll BHUMIPIOBaHb Yy PO3MOJIJICHUX CHCTEMax.
[IpoBeneHO MOPIBHSUIBHUN aHai3 OCHOBHUX KOMYHIKalIHUX mpoTokoiB st [oT-
3actocyBanb — MQTT, HTTP/REST ta ESP-NOW, — a Takox xmapHux miardopm loT
(AWS IoT Core, Arduino IoT Cloud, HiveMQ Cloud) 3a kpurepismMu 3aTpUMKH,
HaJIIMHOCTI, MacIITabOBAaHOCTI Ta CKJIQJHOCTI iHTerpaiii. Ha mijcraBi BUKOHAHOTO
orsiay chopMySIbOBaHO HEBUPIIICHI HAYKOBI 3a/a4i, 110 BU3HAYAIOTh CIIPSIMOBAHICTh
JCEePTaLIHOTO JOCIIIKCHHS.

Y apyromy po3auii  po3poOJICHO  METOO0JIOTIYHI OCHOBU  TOOYI0BU
koMmiuiekcHuX — loT-cucreM — aBTOMaTu3zamii  €KCIIEPUMEHTY.  3alpONOHOBAHO
y3arajibHeHy Mojeib [0T-opieHTOBaHOT €KCIEPUMEHTAIbHOI CHUCTEMHM, IO OIUCYE

dbopmalizoBaHy B3a€EMOMII0 MDK PIBHAMHU (DI3UYHUX BUMIPIOBAIBHUX MPHUCTPOIB,



KpaiioBoi 00poOKHM, KOMYHIKAIIHHOT 1HPpaCTPyKTypH Ta XMapHHUX cepBiciB. Mojenb
BpaxoOBY€ BUMOTH JI0 MacIITaOOBAaHOCTI, YaCOBOI Y3TO/HKEHOCTI Ta BIIMOBOCTIHKOCTI,
M0 € KPUTUYHO BAXKIWUBUM JUISI CHCTEM HAYKOBOTO TMpu3HaueHHA. OxpeMum
TEOPETUYHUM 3]100YTKOM € aJUTHUBHA MOJEJIb HACKPI3HOI 3aTPUMKH, IO JO3BOJISIE
KUTBKICHO OITIHIOBAaTH CYMAapHUWA YacOBHM BIATYK CHCTEMH SK CYIEPIIO3HINIO
3aTPUMOK OKPEMHX JIAHITIOTIB: BiJl BUMIPIOBAJILHOTO MPUCTPOIO Yepe3 KPalOBU BY30JT
1 KOMyHIKalllHHUH KaHa 10 XMapHOTO Opokepa Ta Hazal. Po3po6ieHo Takox MOACIb
HAJIHHOCTI TOCTaBKH TOBiJOMJICHbB, ITIO ITOB’A3Y€ PIBEHD MPIOPUTETHOCTI MPOTOKOIY,
XapaKTEePUCTUKU KaHAIy 3B’SI3Ky Ta BUMOTH JO 30epeeHOoCTi AaHuX. JleranbHO
pO3pO0JIEHO METOJIMKY I1HTErpallli MOpTaTUBHUX BHUMIpIOBaIbHUX TpmianaiB y loT-
1H(pacTpyKTypy uepe3 piBeHb aOCTpakiii amapaTHOro 3a0e3Ne4YeHHs: OMHCAHO
MeXaHi3M YH1()IKOBaHOTO MPOrpaMHOro iHTepdency, mo 3ade3neuye He3alIeKHICTh
NPUKIAAHOTO TPOrpaMHOro 3a0e3ledeHHsl Bl chemu@iky peamisanli JapaiBepiB
KOHKPETHUX TIPHUCTPOIB. 3alpOTNOHOBAHO CHCTEMY KpPHUTEpIiB  OIlIHIOBAHHS
edpektuBHOCTI  loT-cucrem  aBTOMarm3amii, 10  OXOIUIIOE  HAJIHHICTD,
MacmTabOBAaHICTh Ta MMIBUAKOMAIID M CIyUTh OCHOBOK Il OOIPYHTOBAHOIO
MOPIBHSIHHS aJIbTEPHATUBHUX aPXITEKTYPHUX PIIlICHb.

Y TpethoMy pO3aiial po3poO0JICHO Ta MPAKTUYHO BepUPIKOBAHO METOIU
oprasizarii XMapHO-1HTErPOBAaHUX CIIEKTPOMETPUYHUX €KCIIEPUMEHTIB.
dopmaiizoBaHo 0araTopiBHEBY MOJIENIb XMAaPHO-IHTETPOBAHOTO CIIEKTPOMETPUIHOTO
EKCIIEPUMEHTY, B SIKIil KpalloBHI pPiBEHb 3a0e3neuye Oe3noceperHIo B3aEMOIII0 3
BUMIPIOBAJIbHUM OOJIAHAHHSM — CIEKTPOMETPOM Ta JpKepellaMd CBITIA, —
nonepeaHo oOpoOKy W Oydepmsamiro CHEKTpadbHUX JAaHHWX, TOJI SK XMapHa
1H(pacTpyKTypa BIJINOBIJA€ 3a MaclITaboBaHe 30epiraHHs, aHaJITUYHY O0OpOOKy Ta
HaJlaHHS 3ac00iB BiJIaIeHOTO KepyBaHHs. Peali3oBaHO MOBHOIIIHHY CUCTEMY Ha 0a3i
AWS IoT Core, DynamoDB, Lambda Ta Grafana, mo 3a0e3nedye myOJiKaiio
CHEKTpalbHUX JaHux uepe3 3axumieHuid MQTT-Opokep, ixHe 30epeKeHHs,
aBTOMATHUYHE OTPAIFOBAHHS 3a JOMOMOTOI0 XMapHUX (DYHKIIH Ta Bi3yali3aiiio y
pealbHOMY 4Yaci 3 BUKOPUCTAHHSM BeO-TEXHOJIOTIH. 3anporOHOBAHO Ta peai30BaHO

METOJI OpraHizamii MOTOKIB CHEKTPaIbHUX JaHUX y XMapHOMY CEpPEOBHIII, IO



BKJIFOYAE MPOTOKOIM Oydepu3sailii mpu HecTablIbHOMY 3B'SI3KY Ta MEXaHI13MH 4acOBO1
cuHxpoHi3aiii. [lapanenbHo po3po0IeHO KOHIIETIIII0 IHTEPAKTUBHOTO CIIEKTPAILHOTO
KOHTPOJIIO 13 3aMKHYTUM LHUKIOM KepyBaHHA Ha 0a3i Arduino IoT Cloud, ne
NPUUHATTS PIIICHb IOJI0 TapaMeTpPiB HACTYIIHOIO BUMIPIOBAHHS BIJIOYBa€ThCS
aBTOMAaTUYHO HA OCHOBI PE3yJbTATIB MOTOYHOTO CHEKTPY. BUKOHAHO MOPIBHAIBHUN
a”aini3 low-code Ta MOBHOIIIHHOI XMapHOi apXiTEKTypu 3a HaOOPOM KPHUTEPIiB, IIO0
BKJIIOYA€ THYYKICTh  HaJAINTYyBaHHS, CKJIAJHICTh  PO3TOPTAaHHS,  BapTICTh
BUKOPDHCTaHHA Ta MacmTtaboBaHicTe. OTpuMmaHi pe3yibTaTd CBIig4aTh PO
B3a€MOJIONIOBHIOBAHICT, 000X  MIAXOMIB  3aJ€KHO BiJI YMOB KOHKPETHOTO
3aCTOCYBaHHS.

VY 4veTrBepTOMY P03/ TPOBEJEHO MOMTUOJICHE JOCHIIKEHHSI KOMYHIKaI[IHHUX
apxitektyp misa kepyBanHs loT-cnekrpomerpamu. [100yn0BaHO aHATITUYHY MOJEIb
3aTPUMOK Y XMapHO-OPIEHTOBAaHOMY KEpPYyBaHHI CIIEKTPOMETpaMH, IO BPaxoBYE
3aTPUMKH Ha KOKHOMY (DYHKIIIOHAJIbHOMY PIBHI CUCTEMH Ta JO3BOJISIE IPOTHO3YBAaTH
YaCcOBI XapaKTEPUCTUKHU TEpe] MPOBEACHHAM PEaIbHOIO €KCHEPUMEHTY. 3I1HCHEHO
€KCIIEpUMEHTaJIbHE JOCHKeHHs 3aTpuMoK mnpoTokory MQTT 13 3acrocyBaHHSM
nBox xMapHux 0pokepiB — AWS IoT Core Ta HiveMQ Cloud — Ha TphOX pIBHSX SIKOCTI
obcimyropyBanHs (QoS 0, 1 Ta 2). CTaTUCTUYHUN aHaATI3 13 BUKOPUCTAHHSIM
MPOIEHTUIILHOTO PO3KiaAy Ta (GYHKIIH TYCTUHU PO3MOALTY J03BOJIMB BHUSBUTH
3aKOHOMIPHOCTI TIOBEAIHKMA 3aTPUMOK 3aleXHO Bim piBHI QoS Ta crneuudiku
xMapHoro Opokepa. BcraHoBieHo, 1o BUIIMKM piBeHb QOS rapaHTye H0CTaBKY
MOBIJIOMJICHb, TIPOTE€ BHOCHUTH JOJATKOBY BaplaTUBHICTh 3aTpPUMOK. BukoHaHO
MOPIBHSUTBHUIM aHaJi3 JIBOX MPHUHIIMIIOBO PI3HUX KOMYHIKAIITHUX apXiTEKTyp — Ha
ocHoBl mpoTtokony MQTT 13 xmapHuMm OpokepoM Ta Ha ocHOBI ESP-NOW mis
JIOKaJIBHOTO OOMIHY MDK BY3JIaMH — 3a KpUTEPISIMU 3aTPUMKH, HAJIHHOCTI,
MaciITabOBaHOCTI, JAJTBHOCTI i Ta CKJIAQTHOCTI pO3rOpTaHHsA. AHaji3 JEMOHCTPYE,
o ESP-NOW 3abe3nedye cyTTeBO HUXKY1 3aTPUMKH MPU JIOKAIbHINA B3a€MOI1, TOI
sk MQTT-apxiTekTypa mepeBakae 3a MacmTabOBaHICTIO Ta MOJIHMBICTIO XMapHOT
iHTerpauii. Ha miacraBi oTpuMaHuX pe3yibTaTiB CcHOPMYIbOBAHO MpPaKTUYHI

peKoMeHaIi moa0 BUOOPY KOMYHIKAIIHWHOT apXiTeKTypu ISl PI3HUX CIEHapiiB



3aCTOCYBaHHS: Bijl TAOOPATOPHUX CUCTEM 13 KOPCTKUMHU YaCOBUMH OOMEKEHHSIMU JI0
PO3MOIIIIEHUX HAYKOBO-IOCIIIHUX MEpEeXK, JIe MPIOPUTETOM € MacIiTaboBaHICTh Ta
JOCTYII JI0 TAHUX Y XMapi.

OTpumMaHi pe3ynbTaTH PO3BUBAIOTH MIAX0au 110 moOynoBu loT-opieHTOBaHMX
CHCTEM KOMII I0TEPU30BAHOTO E€KCIIEPUMEHTY Ta BU3HAYalOTh HAYKOBY HOBH3HY, a
came:

— YIOCKOHAaJIEHO Mojieib MoOyA0BH [0T-0pieHTOBaHUX CHUCTEM aBTOMAaTH3allii
eKCIIEPUMEHTY [UIIXoM (opmamizamii B3aeMoAii MDK piBHAMH  (PI3UUHHUX
BUMIPIOBAJILHUX MIPUCTPOIB, KPaiioBOi 0OpOOKH, KOMYHIKAI[IHHOT IHPpacTpyKTypH Ta
XMapHHX CEPBICIB 3 ypaxyBaHHSIM BUMOT JI0 MacIITab0OBaHOCTI, YACOBOI y3rOJ[KEHOCTI
Ta BIIMOBOCTIMKOCT] CHCTEMH;

— BIEpILE 3aIpPONOHOBAHO MIAX1A JO PO3MOALICHOI OOpOOKH CHEKTpaIbHUX
nanux y loT-cuctemax aBTOMaTH3alii €KCIIEPUMEHTY, y SKIM KpallOBUI pPIBEHb
3abe3mneuye B3aemozito 3 USB-cnekTpoMeTpamu Ta JKepeaaMu CBITIA, MOMEPETHIO
00poOKy Ta Oydepuzallio JaHUX, a XMapHUHU PIBEeHb — MaciiTaboOBaHe 30epiraHHs,
aHaNITHYHY OOpOOKY Ta BIJIJAJIEHE KEPYBAHHS €KCIIEPUMEHTOM;

— po3pobiieno MetoA yHidikaiii goctymny 10 USB-cniekTpomMeTpiB Ta ONTUYHOT
anaparypu y xmapsiil loT-iH}pacTpykTypl Ha OCHOBI amapaTHOi aOCTpakKili, IO
3a0e3reuye He3aJeKHICTh MPUKIATHOTO MPOrpaMHOro 3a0€3MeUeHHs Bl Crielu(iku
peasizaliii gpaiiBepiB Ta IporpaMHUX 1HTEPHENCIB OKPEMHX MTPUCTPOIB;

— BCTAHOBJICHO 3aKOHOMIPHOCTI BIUIMBY MapaMeTpiB KOMYHIKaI[lHHUX
MPOTOKOJIB Ta MEXaHI3MIB JOCTAaBKH IOBIJIOMJICHb Ha YacoOBl XapaKTEPUCTHUKU
nepeaadl eKCepuMEeHTAIBHUX JaHuX y po3nonauieHux loT-cucremax aBromaTu3aiii

OINITUYHOTO CKCIICPUMCHTY.

Kuarouosi caoBa: IutepHer peueit (IoT), posymna nabopaTopis, 3aTpuMKa,
XMapHi CepBICH, XMapHI OOYHMCJICHHS, TpaHW4YHI OOYMCIIEHHS, aHaji3 JaHUuX,
1 poBUi IBIMHUK, AAIOOP T, MOIEII 30€piraHHs TaHuX, TPOTOKOJIH Miepeiadl JaHuX,

uudposi komnoHeHtu, MQTT, Quality of Service (QoS), ESP-NOW.



ABSTRACT

Krupych A. O. Models and technologies for building complex experiment
automation systems in the concept of the Internet of Things — Qualifying scientific work
on manuscript rights.

Dissertation for obtaining the scientific degree of Ph.D in specialty 122"Computer
Science" (field of study 12 “Information Technology”). — Ivan Franko National
University of Lviv, Lviv, 2026.

The dissertation is devoted to the development of models, architecture, and
software-hardware means of integrated systems for computerized scientific
experimentation based on the Internet of Things concept, with application to optical
spectrometry tasks. The relevance of the research is driven by the rapid growth in
experimental data volumes, increasing complexity of measurement techniques, and
heightened requirements for result reproducibility in modern scientific practice.
Traditional autonomous measurement systems operating in isolation from network
infrastructure are increasingly being superseded by distributed cyber-physical
platforms built on Internet of Things principles. The transition to such platforms opens
new opportunities for remote control of laboratory equipment, parallel data acquisition
from multiple nodes, and the use of cloud computing resources for scalable analytical
processing of results.

This problem is particularly acute in spectrometric experiments, where large data
volumes are combined with critical requirements for instrument calibration, temporal
synchronization of measurements, and ensuring reproducibility. The trend toward
miniaturization of spectrometric equipment creates prerequisites for building
distributed measurement networks; however, effective integration of portable
spectrometers into cloud IoT infrastructure remains an unsolved problem. The
selection of communication protocols and cloud platforms requires a reasoned
approach, since data transmission latencies, channel reliability, and system scalability
directly affect the quality of scientific results. The absence of systematic quantitative
studies of these characteristics in IoT systems for spectrometric applications is what

determines the relevance of the dissertation research.



The first chapter presents a comprehensive analysis of the state and development
trends of integrated experiment automation systems within the Internet of Things
concept. The evolution of computerized experimental setups is traced — from
standardized buses and early digital data acquisition systems, through virtual
instrument environments and networked measurement systems, to modern cloud-based
and self-driving laboratories. It is shown that each evolutionary stage was characterized
by an increased level of abstraction, expanded functional capabilities, and reduced
demands on the researcher's specialized training. Particular attention is given to the
analysis of the IoT concept as applied to scientific and engineering experiments: a
multilayer architectural model is examined, the roles of the perception, network, and
application layers are defined, and the specifics of "smart" measurement devices are
characterized. Spectrometric measurements are investigated as an object of
automation: the features of multidimensional spectral data are identified, and problems
of calibration, transfer of calibration models between instruments, and temporal
synchronization of measurements in distributed systems are highlighted. A
comparative analysis is conducted of the main communication protocols for IoT
applications — MQTT, HTTP/REST, and ESP-NOW — as well as cloud IoT platforms
(AWS IoT Core, Arduino IoT Cloud, HiveMQ Cloud) according to criteria of latency,
reliability, scalability, and integration complexity. Based on the completed review,
unresolved scientific problems are formulated that define the direction of the
dissertation research.

The second chapter develops the methodological foundations for constructing
integrated loT-based experiment automation systems. A generalized model of an IoT-
oriented experimental system is proposed, describing the formalized interaction
between the layers of physical measurement devices, edge processing, communication
infrastructure, and cloud services. The model accounts for requirements of scalability,
temporal consistency, and fault tolerance, which are critically important for scientific-
purpose systems. A separate theoretical contribution is the additive end-to-end latency
model, which enables quantitative estimation of the system's total response time as a

superposition of delays across individual links: from the measurement device through



the edge node and communication channel to the cloud broker and back. A message
delivery reliability model is also developed, linking the protocol priority level,
communication channel characteristics, and data preservation requirements. A
methodology for integrating portable measurement instruments into IoT infrastructure
via a hardware abstraction layer is developed in detail: a unified software interface
mechanism is described that ensures independence of application software from the
implementation specifics of individual device drivers. A system of performance
evaluation criteria for IoT automation systems is proposed, covering reliability,
scalability, and throughput, and serving as the basis for well-founded comparison of
alternative architectural solutions.

The third chapter develops and practically verifies methods for organizing
cloud-integrated spectrometric experiments. A multilayer model of a cloud-integrated
spectrometric experiment is formalized, in which the edge layer provides direct
interaction with measurement equipment — the spectrometer and light sources —
along with preliminary processing and buffering of spectral data, while the cloud
infrastructure is responsible for scalable storage, analytical processing, and provision
of remote control capabilities. A full-featured system based on AWS IoT Core,
DynamoDB, Lambda, and Grafana is implemented, providing publication of spectral
data through a secured MQTT broker, their storage, automated processing via cloud
functions, and real-time visualization using web technologies. A method for organizing
spectral data streams in a cloud environment is proposed and implemented, including
buffering protocols under unstable connectivity and temporal synchronization
mechanisms. In parallel, a concept for interactive spectral control with a closed-loop
control system based on Arduino IoT Cloud is developed, where decisions regarding
the parameters of the next measurement are made automatically based on the results of
the current spectrum. A comparative analysis of low-code and full-featured cloud
architectures is performed across a set of criteria including configuration flexibility,
deployment complexity, usage cost, and scalability. The results obtained indicate the
complementarity of both approaches depending on the conditions of a specific

application.



The fourth chapter presents an in-depth investigation of communication
architectures for IoT spectrometer control. An analytical latency model for cloud-
oriented spectrometer control is constructed, accounting for delays at each functional
layer of the system and enabling prediction of temporal characteristics prior to
conducting a real experiment. An experimental study of MQTT protocol latency is
carried out using two cloud brokers — AWS IoT Core and HiveMQ Cloud — at three
Quality of Service levels (QoS 0, 1, and 2). Statistical analysis using percentile
decomposition and probability density functions revealed patterns of latency behavior
as a function of QoS level and cloud broker specifics. It is established that a higher
QoS level guarantees message delivery but introduces additional latency variability. A
comparative analysis is performed of two fundamentally different communication
architectures — one based on MQTT with a cloud broker, and one based on ESP-NOW
for local inter-node exchange — according to criteria of latency, reliability, scalability,
range, and deployment complexity. The analysis demonstrates that ESP-NOW
provides significantly lower latencies for local interaction, while the MQTT
architecture is superior in terms of scalability and cloud integration capability. Based
on the results obtained, practical recommendations are formulated regarding the
selection of a communication architecture for various application scenarios: from
laboratory systems with stringent timing constraints to distributed research networks
where scalability and cloud data access are the priority.

The results obtained advance the approaches to constructing IoT-oriented

systems for computerized experimentation and define the scientific novelty, namely:

— the model for constructing loT-oriented experiment automation systems is
improved through formalization of the interaction between the layers of physical
measurement devices, edge processing, communication infrastructure, and cloud
services, accounting for system requirements of scalability, temporal consistency, and
fault tolerance;

— for the first time, an approach to distributed processing of spectral data in 1oT-

based experiment automation systems is proposed, in which the edge layer provides



interaction with USB spectrometers and light sources, preliminary data processing and
buffering, while the cloud layer provides scalable storage, analytical processing, and
remote experiment control;

—amethod for unifying access to USB spectrometers and optical instrumentation
in cloud IoT infrastructure based on hardware abstraction is developed, ensuring
independence of application software from the implementation specifics of drivers and
software interfaces of individual devices;

— patterns governing the influence of communication protocol parameters and
message delivery mechanisms on the temporal characteristics of experimental data
transmission in distributed IoT-based optical experiment automation systems are

established.

Keywords: Internet of Things (IoT), smart laboratory, latency, cloud services,
cloud computing, edge computing, data analysis, digital twin, dashboard, data storage
models, data transmission protocols, digital components, MQTT, Quality of Service

(QoS), ESP-NOW.
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