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ABSTRACT

Karpiuk R.V. Application of Machine Learning for Detection and Investigation
of Threats in Computer Networks. Qualification scientific work as a manuscript.
Dissertation for the degree of Doctor of Philosophy in specialty 122 "Computer
Science"- Ivan Fanko National University of Lviv, Lviv, 2026.

In the modern world, cybersecurity is one of the most pressing issues, a
cybersecurity threats are becoming increasingly complex and sophisticated. Th
number of resources and people involved in information and communication system
is also growing yearybyear. Consequently, the vectors for carrying out attacks are
increasing. Traditional threat detection methods, such as signature analysis ar
correlation rules for utilizing large volumes of data (logs from systems, applications)
based on static threslgolalues, are often ineffective against new and complex actions
of attacking teams. Therefore, the use of machine learning methods, in particule
DensityFunction, for anomaly detection in cyberspace is a promising approach.

The work aims to facilitate daily routine work in CyberSecurity Operation
Centers (CSOC). The main problem is that the information system within an
organization is extremely dynamic, as the organization grows, the amount o
information circulating in it inreases, and, consequently, the load on CSOC increases
To solve this problem, there are two ways to go. The first is to increase the number ¢
analysts in the CyberSecurity Operation Center, but this raises other issues in the for
of financial costs and significant shortage of specialists. The next method to solve the
problem is to improve the methods of detecting attacking actions. This should includ
a set of measures in the form of a4iléidged development of CSOC maturity.

Time To Triage (TTT), Time To Closure (TTC), and Faesitive Ratio (FPR)
are some of the key metrics that can measure the maturity and/or effectiveness of t
center. Accordingly, to optimize these indicators as much as possible, namely to redus
their quantitative characteristics, it is necessary to work more efficiently with the large
volumes of data circulating within information systems (event logs), network traffic,

and triggers from various cybersecurity systems.
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A framework has been developed within the work that allows creating correlation
rules based on machine learning methods. The framework uses the bas
DensityFunction algorithm to model the distribution of normal system behavior and
detect anomalies.

Within the dissertation, an anomaly is treated as a statistically atypical or
contextually inconsistent deviation in cybersecurity telemetry that cannot be explaine:
by expected benign activity and therefore requires additional analyst validation.

The study focuses on detecting such deviations in authentication, network, emai
IDS/EDR, and directorgervice domains. This framing links machine learning to
concrete CSOC use cases rather than to an abstract search for any irregularity.

The main advantage of the proposed approach is its flexibility and ability to adap
to changing conditions and new types of threats. The framework allows for defining
and updating correlation rules by collecting data on the normal behavior of the syster
and anomalies.

The introduction justifieshe relevance of the dissertation, formulates the goal
and main tasks of the research, provides information on the relationship of the wor
with scientific topics. It presents an annotation of the results obtained in the dissertatiol
highlights their s@ntific novelty and practical significance, notes the personal
contribution of the applicant to joint publications, and provides quantitative indicators
regarding published scientific papers, the structure, and volume of theatisge

The first sectioranalyzes modern cybersecurity systems for anomaly detection
in computer systems. It is noted that the task of searching for anomalies in existing IC
cannot satisfy all modern challenges or solutions available on the market are limite
within a certain psduct from the manufacturer and detect anomalies only for a specific
cybersecurity domain. It is not possible to influence (modify) or somehow interact with
the manufacturer's solution, as this is its commercial secret. It is also wtnidp et
these solutions are usually quite expensive.

The relevance of the task of applying machine learning for analyzing large
volumes of data and searching for anomalies that may potentially indicate the actior

of an attacking team is determined. An analysis of possible performance indicators ¢
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anomaly detection systems in the field of cybersecurity is conducted. A generalize
model of the process of evaluating the cybersecurity of information in ICS is proposec
and the objective function of such a process is defined.

Based on the literature review, a direction of research aimed at improving the
efficiency of CyberSecurity Operation Centers based on the application of correlatiot
rules using machine learning is formulated.

The second sectios related to the development of an anomaly monitoring
model and data processing.

Architectural approaches to building a system for monitoring cybersecurity
events, collecting necessary telemetry from endpoints and systems for successt
aggregation and correlation are defined. Parameters that will be useful for monitorini
by cybersecuty analysts and will be utilized for detecting anomalies are formed.

Based on the above, a method for expert evaluation of the effectiveness of th
architectural approach to the process of searching for and detecting anomalies
proposed.

The third sectiomevelops a method for classifying anomalies.

An analysis of the most modern and relevant algorithms used for anomaly
detection is conducted. The classification of the latest algorithms is made, and th
choice of DensityFunction as the basic algorithm for the machine learning model i
justified.

A framework is developed with a description of all stages of creating correlation
rules based on machine learning for anomaly detection.

The first stage of the mentioned framework involves the correct formulation of
the task regarding how and where we will search for anomalies. That is, it is necessa
to collect initial statistics in such a way as to satisfy our request regarding where th
anomaly might be and the time frame needed to detect the anomaly since the attacki
team can conduct its activities over minutes or over weeks or months.

Once the initial statistics are collected, it is necessary to evaluate how the data
the sample look like and what distribution they have. If an optimal distribution is

selected, it can further improve the time costs for training the algorithm.
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The second stage involves dealing with "noise", the expected load created withi
a certain information system or group of data that belong to one type of classificatiol
(data model). This "noise" is the normal operation of applications, systems, and user
The "noise" can be constant or periodic, general or specific to a particHasend he
process of determining "noise" is an integral and constant part of the routine work o
CSOC. A process for managing "noise", namely a process for working withtiexsgp
should function for noise management.

The third stage involves calculating additional useful parameters (AUP). AUP
will help to granularize anomaly detection or tailor it to specific needs according to
various factors affecting the detection process or the type of business conduct.

The fourth stage involves training the basic algorithm on the prepared statistica
sample without "noise” and with AUP.

The final stage allows applying a new algorithm, already trained on the basis o
the basic one, to a new dataset in which we will search for an anomaly.

A compensatory control option is proposed in the form of a risk model in case
the correlation rule does not work, i.e., for the scenario where anomaly detection ma
not cover all possible attack vectors or the actions of the attacker will be as careful &
possible concerning the activity they create.

In the fourth sectionsoftware with correlation rules based on ML for detecting
threat anomalies is developed.

To evaluate the effectiveness of the proposed approach, the software based
the described framework has been implemented and operates on real data in t
company "SoftServe" and is used in the daily routine work of CSOC.

The results of the implementation confirm the effectiveness of the cybersecurity
anomaly detection framework. Compared to traditional methods, the proposet
approach allows achieving:

- higher threat detection accuracy

- reduced number of false positives

- data analysis for proactive threat hunting.
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Keywords: machine learning, density function, CyberSecurity Operation Center
(CSOQ, framework, security information and event manager(®iM), correlation
rules, dataset, data modd&ime To Triage(TTT), Time To Qosure (TTC), false
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HtS toj Odz? dgdm HOdzdr fHtets €' BjtoL OGtetsL (), h
stcdHdyuded dizdd OMYf j SIsOBRBd. Aj EMC dZzOHdzs ' tefs
odWwedzj dzgdlz?v OdesBZOdz' 2 .

2 J SHdz ‘¢ 9 Oy dzd o 58 ftotsB dzj d3ts © ‘ B O
Odes BOdz" 2 SO hodHGC Mist wBtetsBSd HOdMz] = .
LB ' dzt hjdagdzw yOfMmkz BB CJd, h s CtedIsd ydc

BsClz, hodHC' jltsHd &Sy S Hoetied dpiddzd ¢
LOGtetsL .

wdzh s COlsjetste’ ¥ ftotsBdzj d3 ° dgj sSHdetsL
2658 LBjdhdlsd Mmkeo  Slkdoads fls:, bk y' 2
fsH' ¥/ MicOy® o Odzgdz? (OB ' & OcCtkjcEOl L
o' HOoddW s/ W o' H BOLGodBEMY so( HEHalsBI G

fMjtee Mk) o &jy0OR Stdltejlsdts’ ' dat tOMlstel
fsflsOdse y' ' Enfeicgtacatyi@e@oiexzids S § s O
{5 Gk theat mtsting' ( dzgj ' OolstsdsOlsdyded d5 da@s S «

OCIsdodz Mis' ¢ eoMmlsOdetso dz¢ * Is+ Mw dzdh jJ §° mdzw

[HAEZOSC, s 990)0'Ils: mMwv dsted3dOdz' dzgd d3 OBt
LOdzj Y detsils® ©" H CtsdgStej Isdets™ MmMdMmilsj @3 OB
Bzlsd OdetsdzOdz' dgts¥ Hdzw Hdz ' MdMmlsj &3d, O
tesLtesBClZ W Cilsdo digfrr OHglfoz’ 82 , o dovfrpCdzjdziz € d
otcOntsolzo Ol CBdzlsj CMls, o wWCtsdBz ©" HBERZO O

1 d shOsizzd By k! BRiSd N5 fisdis
bMS dzOHdzs © | Rz 20BN PCOds L kdd, 1t B' C
Bitejy0On ° destezOdz des¥ . | tjLbkd kOK',
odqwedwisd OdesdzOdz' °, WwWChts oatsdagd dzj L Efmists

Bsyj ftdLoejfMmsd HB ke, BOdE 2 deijdsijtdigl ode
stsyded i3 OBt &OHIst yYklsdde d did .

v OC By o Otclsts otcOntsolzo Olsd, hs OlOSCE
c estced3Odz dzgzeé ftso jH dgCkz (evasion/ mi micr
Zjic' sddkdz . vtz fid G Slsko Oddz HJ



26
ftedfkzh jdzdg?" htsHBs ftetslsdoadzgdC O IsO f jtojdz' €
o' Hdzsfmdes MIs' 2CddBI HBs BOMCEZzo Odgdz? [ 81] .

10 Bffdese’ ydr ftesBdzj &3 By dz0 MW stcdzlz
Htsfpdz' HYy jda@ E MW it odwedzj dedzg" OdesdzOdz' 2 :

1. t( BLttsB C Of 'dasofHa ood L Hz@w j dzdzv diO=iBtsnds QHdedl
Mo tstc® ©OIsd B dz2 " tB' ' Clsdodz IO Istsyds
odWwe dzj dgdzgv Odets 3O dz' 2, hts BEHEIS! JWiSlsde
Odets 3O dz" 2 .

2. (1 LwesBCO BilstsH' & dzOo yOdedz" MmdMmlsi &
ZzOB stcORYH Qdgd P sdzd Is! flso tstcs 9 Olsd j € tsdesd3’

3. (LB O dBjIssH' 9 odwWedzj dedzgv Odzats B3O
L dztse d3d dgd S1O@E L §f 4 udls! JWjSlsdedzsy odWedzj

4., |l ftctso OH Y j dedzw d3J IssH " 9 o dw e dzj dzdgy O
HisL o sdzd Is fjtojo tdlsd jWjCldedz fMis: Is C
ftesBdzg &3, wW¢' dzgitsBr '  Hdzs odtc’' h ko Olsd.

v LeoO6wWLSCE L ydds, esLtcsBC O cdzzyStsets
Cstej dzvy' 2dzdr ftcOQoddz Cilst’ BOL k% Is! fmw
J Ssdesdz’ ydzs o6’ Hdets ftsBkzHERZOOI ftetsyj m |
52].

120 ZOdz' L MEyOfmdeds ' HoGSH' ® odWoe dzj dadz
" dW st g0y 2 dzd R Md Ml | BOR

1 OrdMmls " dW Bted3sOy" 2dzd~ MdMmisj &3 9" H L dz
LOHOY §'BjtwBjLjSd. wlkzyomds ' deW stedzgOy"' ?
pCdzs YyoOsls! o MmjBj to' L dzgs®kOdz sdz' € tsdi3lf tsdzj
AW e OMstczS skztclz, CHzsH@SHS " shpjiplstctsyds(
BlzlIsd otcOLdzdodds HEBs ~0OCjteMm! Cdn Ok 0O¢,
CtsdaW " H j dzy' 2 dets’ CdeW stedzsOy ", W o dzOdzintse (-
st Odz' L Oy 2.
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] tesLodlsCtsdz Isjmdatsdzse ™ 2, BjssHd OlsC
o dIstsdeyd dzd d3qd . MmOC jtced odSttedMmlstsolzs Is! tc
My Odzr dzO@ " dgy jdzjte’ w, odCtstedMmlsOdzdzy o tOL
BOGOIts " dzhdr. Aj oddipsc Qf ts frpls' * H2 dEstsdsO daHH tsLTy
odwoedzj dzdzv IsO L OftsB' ¢ Odzdz?y OlsO¢ Od3.

steOHdyY" 2 dg BjssHd o dw e dzj dzdav so¢* v
LOoaYHd JjWiClkdoeodzg ftslsd dsedr ' ME &zOH da
fstc' adgvdedz or  Hdzgdmr HOdedr L 9" HsdRRd &3 M (
HdzWw o dweodzj dgdzgv ezj HBBBES |jBJEsd,0 dzOMmls! L
LMmlste" y' L deseaddid OBt d@sHdW' C o Oded d3d (
fsMmils' 2dets tsdetse dzs 9 Olsd mw . [ J IstsH odwe dzj dz
LOLHOdDzj ¢ H! odL dzOyJ dzg' fteOo d dzO HOY]  edzfsL
LOctetsLd sy kzls! dzg o' HYBo HOId yYyddz ff tcO¢

VL 99" Hfts9 " H! dO yYy' odSdzdS¢d, MmMzyoOmds
CdeW sted3OYy ' 2dedr MdMmlsj 5OR e fj B dzrhj W€
sjrdesdzse’ 2, 1sOSCdm wW¢ BOMJdedzj dzOo YO dzdz™
Bj IstsH HSLoasdzW 8 Is!d ¢ 'O dz@B MWiwadO Is ¢ O dadjndz 8
LOCtsdesdy’ todetsmis® IsO OHOf Iskzo Olsdmw His dasa c
Cstej dzw y' 2 desets OdzOdz' L2 IsO wB' ' H dzOdzdzy
slstcd 3zo Olsd B "' dz' " fsodzk COtwlsddzz ftots |
CejteBjLyjSd B dzh jWjClsdodass .

it sLtetsBdzj d2 o LOSCBteHBdzdzdr dzOkZzSCtsodn
h SHts fsCtcOn j dzdgw o dW e dzj dadzv H' 2 o}
okzL!' CsMfjy Odz LtsoaOded?2 R OLOCIsjtec IsO L HJB
" demlstclzdzj dzlst 9 €' BjteBj LY j &Y e s C tizts § A
wWesets: f deffplstelzd3j dzlskz, dzOftedSC dzOH | DS yd
Mfseo ' hjdzgdzg" 5 © ' H yYydr MdMmlsjdz IsO O0dzOdz' L I
fOlsjtcded L Odzdh O' Is! W Ys5LO ko OcBH .
4Jj toj H 9 " IsydL dgv dzd - fkzedz SOy 2, HisMIskz{ ¢
CdW sted3OYyT T ftets ftesOCIsdoded? fsh k¢ Odsts d3C
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SsBteyd dzS s ¢ . ¢clfidlssHd " HjdzssdW' SOy’ O dzts
olststecgdzj dzt € [ 6] HjlsOdz? d&z20 k9 OO ftodH"  dzv
By kzls! R OOCIsjtcdL zo Olsd OdesdzOdz! dzgz ff s9 j +
LOBJ LY Jyd dzgdzv dz® @ c As doff* frpv' oS WBojdis Ols OC d
Odets 3O dz! dz' MlsOded o i Y Or wy.

L Yy 2?2 Bl OCyYjdzls LtetsBdzj dzgts dzO OdzO
odL dzOyj dzdz? o EkZd@3seo On HEMdzZ HY ko Odese s M t
9 dedr djbdiscots’ HtsojH difd, weO tOHNj
sjrde € OLOSCHd, O ftots d3Odzts tf(AduahdediPersisientts
Threats, APTy hs ftosweodwels! mMw E odcecdzwH dzd Is
MftcOys o Odzgdz" = L OMsB' 9 LOsdMskz [ 53, 86].

t BLGdzw dzd d3ts tsMmdzs o dz' f'HatHd IO Isjrc
odwoedzj dadzy IsO L OftsB' ¢Odadz? ¢ ' BjtOISOC O3.

1214 d Misgddycp dzj dzdzv d3j 6 3 J DB o IsStcG dad

sdMmilsj ddd odwodzj dzdgvw dBjtej ¥ JotsGts olsSteq
IDS)Tyj ftedmtcts™ OBt ftescteOdidzj L OB LT Uy
dzj MOdzC y' sdetso Odetsets HBflskzfz OBt BOde f zdz
[ 20, 26]. | DS Bsabdy BRS&K] SEPHdgy ¢ NI D
LOdzj ydets © " H [IstsG ts, H] otded L &3 M j dz' :
ZzO0 &BO"N ddzOr SCtstdMmiskzeo Oy 9.

1 O2ttsL fsoMmE HY jdz' N d2B ' § tsjO ) Is Gf steokaoc SteBRdgRk
«Surid@a»lsSngre . A ] fosetcOBBd L o  HEtedIlsddz € tst
OdzOdz' L sd3. 1 tesctcOBRBdzd?2 CtslB3fdzy € dZO° WHTte
fOCjls' a9 L M dkOkztcOdzkdq CCtlste’ tsMisOyOs Is!

f dzOIsdzg' IsO¢C ' BjLSECBShIssodz ) .
{ Mdzso dzO  jitgjjo GG @z0lddNFT o O HEBMiskzy dz Mis
dbdzy * + B dezfmd, fseodbwLOd L ojddetss ¢

fsfls' 2dss OHOflssobko Olsd MdcdOlkted HE f
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Ctsjtey' 2d2 O M dz deslsdzg’ %' Hd f©0Oo ddz H
sdmwy MdcdOlkt; yYOmsslsO sdse dj d L Odj

122udMmisj 8] kfteOo dz' dzdgv ' dzW SOy’ 2 dzfs

vsdMmisy di3d E§tcOo dz' dedg?y ' deW Sted3Oy" * ¢ Is ©
Cdzs ysoddz ' deflstczdzj dzZlssdz & MisteOlsjc' wrn €' B
L to' LdzsROdz sdedr HY jtojdz, OSSR WS¢ ykid
(1 DS) IO Odzsdo ekl . fAsccOBRIL ff 3Bz 56
BjLYjS deW mB®fmlstczSIsktced IsO HEtsL o tsdzv st j tof
[Hdg "¥ L thdseddr WEkdkSy' 2 SIEM OC to ]
MdMmlsj &3 Hdzw M tesh jdzdz? BHOM MPhsets OdZOdz' |
WestcdsOIls' 9, hts HBsLotdzw' jWjiClkdoadz "j OdzOcC

10 HftsBtsess Odetstodlsdy 9 &BOMd dzedets @ ts
SIEM By odwedwisd dzjLodyuoO2dz OSIsdoe dzts
deste 3O dz! des’ ftsojH deSd, odwedwes yd f slsj dz
sOSCtsYy LOBjLY jykz® BEsd " Hjdlzdzve "l @z OEHZOD By
Hsf sd3OG6 O yd 0O0dzOdz' sdSCOds hoadHECB L ste’ ‘ dak
fslsjdzy’ 2dz " deydH jdzsd. 1 Bjtc’ cOdadz? * Lo
Hso dsfistetsC s d 2 OQdzOdz' L SO HBHtBOGOs Is!
C'"BjtwBjLYjSC(d.

ltesls g, dzd Hdoe dzv yd fy zO0 Mo s dWicl
fsLBOo dzj dzj odSdzd ¢ 9. stsd3f dzj ¢ Mdz' Mls: dz
sBMYWEeORBd HOddR oddBOcOEIs! L dzOydedr toj Mzt
stsg s, o dMtC d 2 tste 'ddsjd daldrgpdsitivg dztshtf t Oy tso z o C
ftcdLo jMlsd HB coalssdsd o' H Mftse " h jdz e, ¢
o 0Oy dzde " s jtojHY jdadzw [ 75].

1 L8008 yd dz© y' IbtekzHdetsh®, (W jSClsdoe dz
Btsy LdzOydes " Headhdlsd to' o j dz LORdMmisk
LOMssmMsoz Is' Mw o ' Lddrn MjClctcOnr, Is O
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hodHGC)] odwedzjdzdz?w IsO toj Oclkzo Odadz" dzgO@ ' dzyc
CtsdgW " Hjday' 2dets’ " dWtstedzsOy' ° IO Mmdfmilsj ds o

[Mdzso dzd B MYy sMsetd, GSte' &3 o' LEzOd L
odWwedzj dedgW L dztse dsd Mded As S He'§ BO ¢ s L th wzy dpv Y dgv
SIEM [45, 46]. sl dz tsBtsadwLCtsots d3O¥ Is!
YoMt WsttdROd LEkslsils@C syl o . § Qs fdazil dao H2,
OQOolsstedL Oyfr Hdzf PRokzL dz' @ dBsyj BOLEZo Ol
fjtcjo' oy’ ontSHYy jdgdgv | P E Mfdméd TOR
fsH Wk OQoalsjdasdW' €Oy (kMmf' 5/ dgj oH OYO,

ststej dzw y' 2dzd?2 OdzOdz’ L. HBLotdzY' ' HAE
slstcd B3O dzdzy ftso dets’™ COtelsdded fftets L dztso d3d fndz
sOCdr WwW¢ YktodzOdzd ftsH" 2, Bittjyjod2 IlstcOW
HsL o sdzw* B ' dz/ hdzwjlsidj SH<LddaCiatxiz’ © dOVseO € d .

sk KOCd2 f'HAE'H ®BsYj Bbklsd jWjSlkde
fsH' 2 IsO wWC' Mdesets MzftcsotsHEZ ftcOo ddz. 1 te
OdzOdz' Lz OBt §OIsjtedz ftsojH" dzlay / ieeDTTR) Y d
CdzOMmd ydals edi | € WG] dav wi'tss sy j daj MtcOys
Hsy' dzt dedds ° Y t5° HdzOdedgW Ctstej dzwy' °~ L o34 ks
odwoedzwisd dzjlsdise' fOIsjtecded BjL Wodes@ts t

1.23[ O d dzdzj dzO9 Y O dzdz"

[ Oh Jdgdzj dzOo yOdadzr ( ML) ° sHdz "¢ L O
MW j to' C'"BJtwBjLtiji¢d LOoaHWEd MmMoeats™ 2 LHO
seBMWYed HOdM]n, odqwedwisd ftedntso Odz L OCt
LOGtetsL [ 37, 54, 76, 3§7B.LEIs[dOMd ddzicddg® D
o' LdzsdzOdz’ sdzd~ LOoHOdZ E S 'BjteBJLOJ Y  ,
SO o dweo dzj dedz" OdetsdzOdz" 2 .

s zOmdW " ¢ Oy v sHddd3 L thdssddr
o dWw e dzj dzdzv L dzts o d3d mdzd ~ H' 2. ¢ dze sted Is dzd
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" Missted ydzd s HOdzd -, hts & Miswis! f tod ¢ dzOH
OCIsdodzsmis® . 1 ' mdzv dzOo YyOdedz? y*° Odzetsted Is
we destedzOdz' dz2' OBts L dztso d3d fpdz' .

r J o © © M[ecision deees, O odiBsdmlssakze Is+ Mls
roOdzj dzdzw te" N jdz2 dz20 GMmdatso L dz2Oyd dz2@ 9 nm
Hitcjo' ftojHMisOodzw*® Isj Mis -tdzOL sdz'ddzOIls  IdsjL figl
dzd lsdzOfp OB odnm ' Hdzj L dzOyd dzdzv . dzsj teff B PIs €
sy 2Is! JWJSIkdodzs Oy 9 Olsd L dzj © j dzd €
Btsy ks MistcOyHOIsd o' H jtcj dzOo yOdzadz” , ts
o jdzdStss ¢ dzr €' Mlsr L d2OC .

Il dff OH € ts9(Randalxi Fpepsts, RF Yy J OdzmOd3B dzj © d 2 (
odStstcdmMssolz ¢ " dz2 €O Hjtjo to' hjda@ HdAW
fJt dzOo yOdzdzw . stsydzaj Hjtejot o dz' ' dz@o v
hts HBL 9tdzv Ld3j dzh dIsd o Otc" Olsdo dz' MISRF IsC
HsBte] ftoOyssls! L ojdzdcddid IO M< dzOH dzd d3d
ssydze Mls! ' Mk 2¢' Mls! HB jtj dzOo yOdadzw [

1 " HIsted &3¢ O 9 j € IsSsipded] VeectodzdchjndSVNI) - h 2C O
' fjtolf dzsh gz, wWC O BOSC M BOdz! dgts tetsL H ' dzW °
Aj2 dBjlstsH jWjSlsdodd?2 Hdw odwedzj ddz? M€ ¢
Blzlsd odistedMmlsOded?2 wEC Hddv & d2' 2dedn, X
shspdzdots OsE@PR@IBE L oM tsL d3' tcdz |

s &zOfmls j tcdL Oy W oditstcdmissolz’ Is! Mmw H dzw
odw e dzj dzdaw Odzts 3O dz* 2, w g Bsy z1s! 9 COL |
CdzOfmlsjtedL Oy~ dsykzls! BRIsd Stedfmdad d3d H
sMC " dz@ € d otded dzj { tslstc jopOaigdyy! HYOSHJjrtcj H dz' t

K-hd to j(tdgany-yj tSHddz L d&02fttsMmis® hdr IO
CdzOfmlsjtedL Oy’ K-me aincke stz@ &Gc O Is!' mw d3° dz' o3’
sB' ‘" ClsOBBd o Cwydzsdzz € dzOMlsj to° sO y4 dzls
odLdOYjd&z "wE B' ‘Cld, WGV C gcOnGHEsE Y
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[ Jsmeans * JjWiSClsdodzadds Hdzw 9o j dzd S dnm dzC
Bsy zls! L Odzj 3 Old o' H ftsyOSsotsets oadBStol

[jsO WYkdK-méeansodB" B s tsh (1.1)

HJO-C' dzr €' Mils! ¢ OOy lsSj ' tdjlo!, ts5B''QE Istss ' k&K dz
yJ dzlste € dzOMmilsj tcO.

sdkzOMmlsjtedL Oy v dzO tsmdese ' §h " dz2 desfls’
(Density-Based Spatial Clustering of Applications with Noise, DBSCAN)j 2 d3J Is-
CdzOMmlsjtedL Oy BOLE® Is! MW dzO h ' o YA’ IsW s tis
O IsOSBY odL dZOyOlsd ""Edise sB' ‘' CIsd, w gt
f slstcj Bz i YL teldonydp disizvts € ° dzr C tsfyls” C dzOMmls j
cdzzySdds & f@mane dav dadz' L K

Il dwe dzj dgdlzv OdesdzOadz’ 2 ° Ctedlsdydzets 9 Oy ¢
sMe"  dz ¢ BOGCOLB OOS d&Os Is: O dzts 3O dz! dzlz
LsMjtejHy keIl Mw dzgO@ o dwedzj dgdz' o' H =~ ddzj dz

[ &Zv anomaly detection E €' BjttBJLTJVY

I mMdte® JtsH' [/ dztsed/ RBiteddo’ Yokt d

| dested3Odz' L 59 Odz’ f SH'

T ek’ MyteOys 9 Odzdzgy (al erts) SO M

[MSC  dz €d t' L dg LOMtsBd LO=sdMmMlskz ¢ j dg
Ctsted Ssdey UBste’ adgwdzdg " HatSH' & YtslstejBlZz®
OdzOdz' Lz SO hts 9900 Is! Mw ¢cOdetsdBOdz" * 6 &) .

c ¢ BOL 9 (baseline) f" " HaBBH( H dzw
oS tstcdmisso-zk Bs W Is@®ndi st ance/ density d3]
tesL 3" s€d IsO ftedqesHdes fteOye sls: L O dzOW o
60, 77]. g dzv | ofrolsadptds’ Aydsf -~ delidsic) do'tc Otz M
BOtcSCsoMm! €' dBsHjdz', toj Cztf dalssdsH ddyj, tc jrd
sy’ dz¢ ‘s mMw LO 2dise tedz MiIst sz Hiso dzsml
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[ &zv rmulatgie OO0¢ ' Ctejdvy' ° §fH' 2 {6
c Cstod fipbtRil@Eifdjfic yJoj L O HAzOddYe) , Hj
Zilsdftsod?2 § HCEELOW OBt hdvrn. [Ctjds M
concept drift (Stcddsfe dzjSdsda dg -© ol 4 tedD tzts)dzd:
s j Oy 2 dd3j Isbsansde | Li dgjedz" j dzdzv N Iz ddlzi nfidte)d,u pu
HisYy ' dz¢ dzts ff tstete "ohdge dadPis-gias MEsSjEdn s * .

124udfmlsj s LOSdMmisk S deyjodi fdflt
feslsdhn'’ OkOSEY ydds

sdMmlsj &g odwedzj dzdlz? 5O toj OC Iz of Qairfdliiyls to iz

(Endpoint Detecti on and Responce, ELC
C'BdtBjLJiGd, Bte' dlstsoOdedm d2O L OndMmls €
mMdteoajted SO B dz dz ftedMmlstes” . EDR sy
o dw e dzj dzdz" ' toff Otz t©'daiidr @4DIs o dz' M ls

HSf sd306c Ot yd BeOdz L Oy wWd3 oadvwedwisd

By zls! EddS dbkzlsd mMIsOdH Otclsdzd~ L OMtsB ' & B
EDR MmMdMmisjd&kd LOBjLijykzels! fimis' 2dad?2

C'dzyjodr Ibtsyton, oditttedmisselz® yd Ocj dzls

9 Cdztg yos ls! HJjlOdz ftets ftesyjmd, dGjtejJo

e ' MisteOy"' ° mMd Mis'j dgff stdigd y* ozh ji.sIsK 3 0OdzO dz’
Oz zOdz" 2, wEC' Bsybkls: 9C0OLEZo O dO L dts:
BJLYJSCC.

[Hd ‘¢ L GCdzsysedms f§jtcjoO®e EDR " m

OdzOdz' L ftsojH" dzf (), hts HBLO BV odw e dzw I
9 twkmMmd OBts WO2dzd BJL 9o HEBBSEB L dztso dzd fr
Cistej dz6 9 OIsd HOdz L tesr d2dHj cls diziy'j S & O dsds Yt
C'BJjtOIsOCd, "t LOBjLYJjuyk® B'd2 "k odHdC

stc' @3 BsdE sstcddzcz sO o dweo dzj dzdav , ED|
tcj OGlzo Odzdzgw dz2O o VW o dzj dz’ “dzydHj dals(d. A
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¢' dzyd o t5° stsySd HddzvW LOftB' cOdedzy ff sh dtoy
hCe' Hdzd o d n W0O22dz o OBts ©' HCOIs L d&3' dz,
Wizde€ y® sdzOdzt dg' Mils! dzgj 18" dzt $d HBYBSBOEO" ¢
MEBstesykz® yYOMm, dzj tpBzdzY H dzd T)dzi dzV dzaj d H gatdzts dzo .

14LOOYO yd dz0 L dzOydz' HJitjo0Ocd, ottt
Blzlsd ¢ dzOH dzd d3d Yd ted L dzj sB - " Hdz Mis! )
ZO dzOh Islzo Odedzy off dgds H C s lzo Odzdz?y ff s datsy ' d
tcj OClzo Odzgdz?y dzO0 M tcOyYs 9 Odadz?y o " H ¢ tsdzls to ts dz¥

Arext EDR
36ip inchopmawi Mepenad4a DaHux
Cepeep EDR

S

Baza naHux zarpos

)

Bigomi curHaTtypu aarpos

AHANITUNHWA [BAIYH

i ALA naHnx
BUABNEHHA aHoMani Kopenauia na IHchyM&Hm pearyBaHHA

AHanis noBagiHKK

HawSopaw Ta 26ITA

Asramrmum CKPUNTH
Buganexwn I.IJKIDJ'IM BMx dainis

Biayaniaauina cnosillexs Cran Geanekn KiHLesHx To40K [E K|Huga|ﬂ)¢ TOYOK

e

[HTErpauia 3 HIWWMK CHCTEMaMK

SIEM, IPS, dracpeonn

KoopauHauia pearysaHHA

tdm. 1. 1. uEDRBOMEF&GEI!SJ
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130 dz0dz' L fteddeydtf © ftsBlkzHtsed MkzyoOmdzadr-
oL sH dzjdegdr S BBRBY OB Isjtedzdr MdMmisj d3

g zyofmdz mMdMmilsj ©3dd d@sdz' sstcddzelz totsL §f 51
Ctedlsdydets 903 dzdoaddsd Hdzw L OBj LY j Yy dedgv 1!
ojdzdsdrs ' MmMkCeO@GERBEZz Wskzte [ 28, 42, 8 8]
fsBkzHutsod OCdr MdMmisj @30’ H BOKE @B igls O dz' &) dk
LHOIsdz' Mls! Hts hoadHECB OHOfIsOY' HES L d3 c

[ OMh sOB 59 Odz' Mlis ‘ W lzdzH Od3d dzls Odz! dzd d3
Bsdz’ Isstcd dze Iz . l sdzO HBLOtSdY mMdMmisj o3 i
tesL h dtecj dzdz' C'dz CSsMmis’ okLdz ® OBt BB' ‘ 0
CotedL Bdzls Odz descts BOMh IsOB kO OddEANIs * ( HasE IO
9 jtlsdC Odz! detsets dBOMh IsOB z9 Odzdaw (" Hoadh j
[ Olsj B3OIsdydzes j W jSIsde dz Mis! BOMN s OB ts9 Odzts
MYy 99" Hdzsh j dzdgw :

f (1.2)

HjOe -jWjiClsdoeds Mis! MmMdMgle zasdzOisfd ctssz &k 'd o C
mMdMmisj &3d fEdztctz®E - tasHEZCIsdo dz' Mis! tsH dats@

l dMsC O HsMiskzfdz Mis! ' o90O0Oydzdeotsr [ OLOC
COtOdzlslz' dzj f Jjtcjtcodzk tesBBIskz MdMmisj i3 dzOc¢
[ dz¥ HBMWGEdzj dgdg? odMmMtsC s HBMIsEY dsMmls® L O
9 Hiso sMs-tBCEMPBRY) LHISO tojfd COY" v H Oz
0 dBBtsy | Bklsd odteOyj dzO yjtejL My o 8Y mtdzsh
L OOz deyYe s yOmkz

0 —h (1.3)
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) dzZz ys " mMis: MmMdMmlsj i3 Bsdz' ssteddzc & 5L dzO Y
Bsdz' sstcddzetsotsdZde MjtejHSO N BJL dg BB
HEMYEO k' MY L O HEfsdBsess GSHEZd ds’ Ot
ftoeslstsSCtdz' 9 CdBBzd COY' ' .

PHOfIsdodzg' MiIs! 9o " HdzsMdIs! MW HEtS L HOIsdztsTr
ZOdzO"N stsozo Olsdmw dzO@ L &3 dagd o dz09 Odzls Oy j
MmdMmlsy B3d. ¢HOfIsdede MdMmlsj BB Bsde ssted dze
BOh ddzdets e 5 dz09 YyOdzdz? H det Hif ste ¢ detHaslz o @de@W Is«

AW Otern "5 Sktc® Hj Bsdmilstelz® L HOIsdz' f
Gtsted L Sdzls Odz! dzts IsO¢ ‘ o jtelsdC Odzt dzts, L
Hsf sdiices BB rOdz L3 & tjL jtcokzo Odgdz? I[sO
HES L3 dz 2 diisdz Iststed dzc so Edild * fpd te jBHSHezd N 4. t

ftejLJdzZsOy" " HGCtoj fpdzs ° ‘dzlsj ctotseo Odzd 2
tdW stcdzdOy' T, hts LOBjLYjyk' cedzdetsCj tetsL |
mdmisj d3.

[Mdetso dgtss " Hj "8 LB ' to, BSBtBBSLO IO C

oqwo dzj dzgdg ftslsjdzy’ 2dzd R ftsBdzj 53 OBt O
Bsdg sstedd bz

"YO Q0 oM o h p&

HiYOo-MisOdz Md MIDIOBI-L9 Bp@if' dBidsB@C Q@ dz® dz'yl®
HOdzZ , Glttd®BOdz L RBjlstedC.

b Iz yomds md misj d&3d Bsdz' ststed dz6 2 9d¢C St
OdzcstcdIsdz' © Hdzv BBWSBSd L'  BtcOdzgdr HOdzd n .

)| b dzc stedlsdzdd € zOfmlsjwga®y', ,HESEO&EV wE
Moty d&@ilstedéd HdAzv odweodz dzdz" § Olsj tedz" o

1 bdzc stedlsdzdd ftetse desL 2o Odzdzg™ sO¢" w G
Biteiy' , odistedMmlssokzels! Mw Hdzv (ccecdtsL iz
sfmdtse* ' Miststedydzd -~ HOdzd = .
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) b dzasL Zo Odzdzy Mls Odzz M Myls § d3q :

~ ~~

6o p 0ido 0 tdo dh o

Hj0 o p -ftescdetsL 59 Odzd?2 MlsOdz M Mlsj d3ef O dzO &
p0cGtse " CRywhys . dasd,

[HdddZ L thdseoddr odSdzds¢' &« Hdvw MmdMmisj
Is © OdzOdz' L o Ols 94 dzd € ° sBMwae(d H Odzd
odiBtedmlssoalze Is! MW Isjrdzsdztse’ ~ tesL §f SH ' dzj «
Apache Spark, wg HisL eztsizd 6 B Y g ¥) gz§ bzdes dz
HOdzdr s CkOMIsjtekz okL dz'"oa. 1" HaBHd Big
SIEMtc' h jdz2, M¢' d ¢d LOS" MmMdMmisj dizd s j tct
fsH' 2; BHABEOS CtdftjlsdzO toj Odz' L Oy ' IsvW & tegHj
[9, 43].

sdMmilsj i3 dBsd' ststeddzcz tesL fsH ' dzj dedr € &
BOGOIBWEZdC y' sdzOdz' degd sd, L OB J L G J ykze yd ¢t
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L 4

[DoerocTpokoee 3fepiralHHA

tdf. 1.2. 6o ' lsjCkkiweo Mdflsj &d

14n stz o Odzdzy f5COLdzd S @ jWjCIldo dasfls
odWodj dzdz" OdesBOdz' 2 b MW jte' €' BjteB

[y &z 0 MmdMmlsj ds o dwe dzj dadav O dzts ZO dz' 2
odCtstedMlsOdzdz" B' ‘' Clsdoadedr COLddS" @
OdzOdz' L o Osd, dOMS" &z ¢d HBsBtG] MdMmlsj BO
9' H dzje ' Isddzdedr 2 o dBtcOMztz? tf1gTtzO dz® @Y ' p
fsCOLdedCd jJWiSlkdodesmls' @ Issydz Mis! MY tcO-
My Jydw ' ydz' Mmils! ( SYw' ctle®lF cl @ ydz@"NeRdets i 1d='1 M) €
L By dzde ' Misr o Otc' -AdOdzdzy S 5 izt delp AISROE  H

l.usydz Mmis! MY tcOysio @A Is € (OP r' efrpld dsdiedptan ) f L d
MjtejH EM' 7 fsLdlsdeoddn MfttOys o Odz : Pr e



3¢
(Accuracy)i yofmlsC © oMm' n fteOoaddz dzgdrm te" N jdg : A
FP + FN) -qyy d®O0EC- "L MmMddzt dzgdd3s Hd MB OdzO«
BOdzts " dzW stcd3OIsd o detss , IstsdBz tshdsedzd?2 OC yj c
s© F1.

| AAOOAAY—A (1.6)

H j°YO- True Positive' fisd dzdzts § tsL disd dz@yOd df Om S fBisH J
fJjtej HBOYdd&zO fYwrdlsdodzed?2 CdzOfm w¢C f§sLdlsd
CdzOfyp Jjdzj Bd dzls©® * L dlsdeodeddz BsSH § dz |<
1 tod $:dgOmils | 3O odgjte jloj dfiiAfic e dzj dz@ Ctstcj Clsdats * |
MftcsBlz oL@k wWC Ldaseoddmdlz H' ' Wdz' dz' fMmis!
sM¢"  d ¢d MmMdMmisj BO fteOoddz des o L dzOyd dzO
h CBH'
"“YO - True Negative " Mis d dzdzts dzj ¢ OlstsfLodddd y Od d f OHEE
ftcOoaddz dets ff jtcj HBOYJdZzO dzj e OIsdoe dzd?2 € dzOfy
dzj cOsdodzedds ' BsHJd 1sOC Y1 t6d CdmPmlOudQ
Bsdz' ssteddzcGlz dzd ted " daJ odwWedzv' Y BHdAsS WL
Aj Mo’ Hyuydl! s Isj, "t MdMmlsj BO jWjCisde
Mlso ste ' Rz sodr MOy soalzeo Odz dzO dzj
"OU0- False Positiven B dzts  ff 5L d Is doo'd&l B keodd* Qs+ Cfipfv,, !
fsdddz¢ sots f jtoj HBOYO' dzj G OIsdo dzd 2 € dzOMm
CdzOfm J dzj o34 dzls©  ° dzj G Olsd o dzd d3, Odz] tcdizEezd
EDRfMd Misfjskle] dz¢ sots o dL dzOyo©*' dzj ¢’ sqdd3dej ¢ tets
(20 tcd S dzOH, Ctsdzd L tetsBdedy’ € f tots@ tcOd3e
fsH' Bdz fMls: HtS Isjrdz €, h QCHdzd o df ® s tetfd tints
LOBJ LY Juj dedp” dgss§ ftedLojMmisd Hs fjtejtedo
1Y Bkzdzs dzj ftcOQoddz! dets L OB dzsCtso Odets OB 9 C
"O0 - False Negativen d B dzts dzj G Ols cpo da'B zeo dotf GH Tndr,,
fsd3ddz¢ soets f jtej HBOYO' fsLdlsdoded?2 ¢ dzOM



4C
C zOf jdzj Bjdes® *° fsLdlsdodedds, Odzj tods® e e
fif ls j BO o BY B jirj izt B cQBEDRdz] o dwo dz ' 0B (¢
Bjejyjok OOCE, W zl 1fitcBmuzsy BOY Is dzlf &BC ayg

LBJteOIsd GCtsdaW' HJ dzy' 2 dz HOdz |, hts fJtodL e
dzj Hsdz' € E MdMmMlsj &3 BJLTjSCd.
A fs¢OLddsd Cdzt ysodadzd L ssys d

o' HBBtWOY O Is! dz4 dzd h j§ JWiCIlsdo dz Mmls: ¢ s
ftcOCIsdydz dzOfMmdz HECd Hdzw fJtetsyjm © odwe dz
LB dz' hlz' dzOo Odzls Oy j dzedet dal2@ Ot flsiv a df de,ts f iztB H ‘dz
ftowdd® twdLdS¢d HdzW StecOdz L Oy' .

) ssy¢d Ltttz ttseBtslsd Cyber Security
mMf cOye o Odz (Precision) dzO ff tEviligze ' o fifdiflotd)
HSHOLSC o et OdzOdz' Lz, IstsBlsts dzO dzOo Odzls O

Isets fsfzne dz My tseisded GEs 0° zd&O W< 6

Cydes™ CtejdBs™ §fsH' ', ME" & €d fted ¢ Jt
dzs Hip! €8 Fsd3qdz¢d (human error) " H Yot
LOGtetsL d.

2.1 sodesls©O ( Sensi OB ®IRt(Wue Pasittre Ratef a ¢f ¢3) to& °
o HiMtslssC ftecQoddz! des " HjdzZlsdW ® €59 Odzd ~ i 1
fsLdlsdodzds odf OHGC ' 9.

402 ——h P

.l JydwW ' ydz' Mmis-‘eo d(d pec' i foi' cHiffyls)sC f tcOo d ¢
dzj cOIsdoadzdr odfOHS "  ® L EkfMm' " tj Odz dad = dzj

- ~ > A ~

SPAAEAEAEBEOU Ry
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4. Fl-sy ' dzC-Srord)-Fylj MlsOldmisdyded?2 ¢S OL dzd €,
Hizw o dd3 tof o Odzdz? Istsydesils’ B' ®OLdscEEs §

MdtedjHdg &3 3" 4 Itsydz Mlse (Precision) ° f1
Yyqdddd HoBRO f sEWLHEdAQ Osfgts B Edle &Y & 5 teithdizD ot
CdkzOMm' o dzj o' odzgdd3 OB Ctsdzd 90Oy dzdets s
fso dzslslz.

+Accut ac

@ Ctm@/ P&

LYo iBfs, h s C®Rf Odz" W odestcdmlssa lz*
9 sstcG dzj dz (1 DS) , wWCO 9"  HYitsea' HO LO ' H
cS¢hs ywvw MmMdmlsj 3G o dwe dzv* 90 hGC' Hdzdo dn
fedzddzCsots adL dzOyoO’ 10Hdzffe " Isq B&Y = L Otz Is
hC' ' Hdzdodms Mftese (FN), Ists Pr-sqgidfoOnsEzH/f

T T UL

@ ¢ e

T p Y

AW B4 2¢O o' Hydls! ftets Isj, hts | DS o
Odzy NMj "Mz’ slsjdzy’ Odz Hdzw ftsdz' §h j dadav,
(FN) OBt fisdddzitsoadrn MftcOY! so ko OdE Y (dEERC
9COLE' dO L BOM&Oe)is® Odz fls! Rekt 31 P, N s
MdMmisj &3 ¢ Bj ®wE ] WHeisYdz," jdzpd OO B tcBYE o OcC
By kzls! ftedLotsHdlsd Hts Mkl ades 9lsteOls.
5. ROCAUC i vy Ho O oLO @I tseo ' WL @dederj ¢ 4
LOMlssmMtso zs Is! Mw  dZ2OMOBY jtejH HA&Y M sted dze
fstc' ¢ CdzOMdW ' COyYy' ' O isted @Zisa @lsaf dzikddgssy d
L dedrm HjlOdz dz' b j:

ROC (Receiver Operating Characteristi¢) y Jj G OW ' ydaj i tc
LHOIdzsls® € dzOMdW ' COtstcO totsL tc’ L dgWisd d3 ¥
1t ! OB fmydm ( X) CcOW " €O ROC ftjHMIsO:
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tcjLEzdz sOIs*' 9 (False Positive Rat e, FPF
fedzddzC soats C dzOMmdW ' Ck° Is: Mw wC L dlsde dzd
"Misddedets f sLdlsdodedr tojLblzdz SOIs' @ (True
f L dlsdoe dzd 2 C dzO M Is difitc Golaf RED'AIY . RBEY WO  dBBOIs
ftej HMsSOadlsd w¢ " delsjetcOdz 9a' H True Posit
wed?2 Lo dg¢ " Istfqw 9°"H O HB 1.

AUC _ "YO YOO 'YQO0 ¥ PP T

Hi'YOYTrue Positive Rate OB —SensHjtiTF
" MMsddzdzs f sL dIsd-8deB dzsd 2P OtfJo BN o dtf OHSC ] ;
"O0 Y Fal se Positive Rate) HgdidPEdse z§ st
o OHC-§ MisTMzdzts dzj COlsdodz od§f OHSC].

AUC (Area Underthe Curve) yj fdzsh © " H Cttdoeat® R
ydmdzse j L dzOyjdedzy, wWCj LetsHdIs! HEts ' dz
Al HBLoBdw' Yy ddlsd, dzOME" dzz €d HBBtE] ¢
Bazdy Uj L dzOyj dedz" ABHjd lodlgdsy Py dlsc
&jcOlde dzdn, Ilktselsts adh® wWC*' fls! ¢ &zOfdH"
BsHjdz2 fteOys ' dzO t' 9dze odfOHSCtSotSGtS 9@
o' Hydls' gt Isj, Nt dsHj dAUC sy dd miss Y |
we fkdk kwOfjy'2 §'H Cttdos¥ ROC. (Shr
L wedrn odL &OYO' §0OLk (FPR, TPR), Ikt A
Mezdd §dsh keoOfjy' 2 & 3 Csyds® f§shd HEE

0 "YO6 B h 0P p

Hil:-C ' dz C' s’ (ke @RS QLdrO Y | dd , § ©f) & da
L dz0yJ dzdzv .
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1 20y dedz? AUC By 20 " delsjtcfftejIskzo Olsd
o OHECBoddy Yydgdesdz ftsL dlsdoeadzed?2 odf OHtSE B L
dzj cOIsdodzd?2 odfOHBSE L O fjodass BtsH j dzdzs .
BtsH j dz o d3' tetsL to' L dgVvIsd o B3 ¥ tst€ diAQPdg® d3cf .
dzi L B OdzOdzftso Odzd d&3d & dzOM O d3d .

ROGAUC s dzd o ts € tsted fdzed o3, Ctsdzd H
CdzOMm' &8, WOFigdhd &Blzo Odzdz’ " O-tcO2MIsoa O, HJ
Blzlsd t' HE Mded dzd §tste’ adaWdets L  dzj ¢ Isd dsdzad
BsHjdz@ dz20 of' 7 dwsydzdedr § stese OR ¢ dzOMmdW
ftes wWC' Mmils! dBBHJ &z dzgj L Oty fdestc ®E @1, o d B Stek

6. 1 tetslsy, wehts fMmdMmlsj BO o dHO dzd M §
COdes B3Oz’ W/ detstc dzOe ) ' dzi Wttdkz' o dzz Istc*
(score), It ¢ ROGAHAUCHz] Ilstfcts & & d3didd plods L dz@i3), Qizdis
sM¢ " dzr € d Hdzv CticwpoltsH s odgj SRGC Hdzts L d3' dz® 9 Ols
sO tlstcd i3ze Olsd tc' L dg' f Otcd (TPR, FPR
odStedMmistsoalzo Olsd Odz' Isj tedzOIs d o dz' Halan@esl O dz

accuracy

Bal anced Aeedracy PP C

HJTPR) (True Positive Rate, ybvBdo'

, s H dztyOfm ( TNR) (True Negative Rate

YOY ——. v O0Cddz yd dzts d3, bal anced accur ac
ftcOoaddz! dzs L &zOatsHdIsd OdzsBzZOdz' ° ( TPR)
sMBdzdeots CttedMmdes L O Mddz! desects HJMB OdzO dzf
[Cte' &3 yY' t5C 5, Ctsdzd 90Oy dzdoaddz s j 60O
Hsy' dzr des o dEtstcdMmlssolzo Olsd d&3j stedSd, s
2O ted ¢ &ZOH 9" Hdetsh j dede? Istsyds Mis! HEs yYoOMmist
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O Preci i on
0ada| epehso Ur

HijPr eci s+—eifisS OL deltf ©p ehso utwrs y d f)dze * Ol Ty wo | w

(1.13)

RQI'E 0T LW 0, oi ol OCOd d2®@ ¢ dzr €' Mis! My

hour s

MY stcdsseo Odzdmr MdMisj ddss L O o d B &Q dgds I d o dlsz] it
Yy sets ' dzlsjtco Oz 90, BPRE O MPtc®CIs § Y das € °
sdfz fAal erto & ) ktdOdzORY Mighdsls jtedsd dedCy WL Qe

fsyolSsdz it sHiz, fJtQoiegEoo’ s cCrsHAE
SHdsyOmds HO' odhk yoOmksSkz Cotodmdeda Mt
BBy dzgh | Odzjtels' © & -per®@fMmur \ dzd s g®IsB| e o3 sizh z°
Triage.

K fsCOLdzd S d JWiSClkdo desfls® dzOH O¢¥ Is-
ftcsHizCIsd o dz' Mmls! mMdMmisj &3 ¢ ' BjtBjLfjCd 0
HBLotdws yd ty' ddlsd wW¢ LHOIdz fMmis: MdMmlsj «
Ldzso g mdzz s jH' deS 2z, IsOfofscd3 dal @Y dztf o ®
hs BOdZOdzn &' ¥ yYydaddd ¢ OLddcOdkzd L Odzj yd
e Odz LOyYy" ', M "  d ¢d ¢"BjtBjLYjCO-98 |
Cikf Odz ° sy kls! o " Hie' LdWIsdmw MEkzlkls' o ts.

151 stc' odgW dgdzy W jCIlsdo dzsfls’® tsmdatse dzd m

s O¢C WwWC tshdseodzddds L Oo H Odzd@SBC 1° ts yts fids ofigls’ L

ZzOo Odzls Oy j dzdzv dzO yJ dzlste Milso stg¥ 6 Is!  ISOC
1 IDS;

1 EDR;

1 Conditional Access Policy (CAP);

T #lsOlsd ydz ¢ stcj HAEMH &z o d WodDdr J da2v ACLks® ¢
Is Getwork o fMm! sets 184 CHSEMIEZY y' 2dz ftcOo d
dlstsmMtsodzts Ctstoj S Isdesls’ teLtcOabkdlEZ, o

wed2 o Milsdls! f HlsejteHyjdzd?2 Jf'LBH L dz
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' HB EZzdzOMmw, ‘ Htsfdz' HY J datss ‘ C dzOV
tesL Mdz" Hizo Odadzv ) [ 44, 52] .

[ dzZv Mlso stcj dadz? IsOB dzdy® tstc’ o dgW dadzv yts
s© CAS) ttcOdz LEk' @B HOd L O BMmdzts e dzd o3
L OL dzOyJ dz' odh j: Precisiots)y ®eOGalslo (TE
bal anced accur agty .Is @fdgdiefslz LdzCLo' jda' jC ' Mis®
B Iz dzd LGJ dz] totso Odz Y d d3d " dzmiste iz d3j dzls © d3d
CzOmdW¥W " S ks "= o ' Hftse ' Hdes HEB TP, FP
teSLEdZ"HO' @B dzj oM BtecOdz L OYy' ¥, @ tctislBdd
L dzso 3d mdets ™ . QS Is e de®fg®* hts tjLkd IsOIsc
" odzs s to Offiste[® Sdis{dRy dzd Xase sudyS @ Hdz] W Ekdz e j tofy
cCdWiSlkdodesils® o y' dzszlze.

v OB dzd yw
s'dz ¢ Mmdz' -~ EEDH SIEM, MBAC d
wdmlsj o3 TP FP FN TN
IDS 3 576 0 76357
EDR 1 36 0 12780
SIEM 0 13 1 170
CAP 0 4 1 5

]l Otelsts L OL dzOydilsd, hts TN (True Negat.
dzd W o dzd d3: P defmlstelzd3j dzlsd dzy Y tseo jtelsOE Is! i
fOCjls' o/ fsH" 2/ ftesyjMmM' @6 Bldas fftesOdOd Lt
Blzlsd dzj sy dzdo dd3 BBlz BEFHPKR sSESEts LB Y! B
TN ftsHOd WwWGC dzOBdzdy 4 dgdzv, Iy J §tsa' HdAZ
Accuracy Isshts), MmMdzZ H ' dzlsjtcftcjlszo Olsd B
HSYy' dz' dzgs HESHOISCBots oadCtsted Migdse z oTNs d( Pdgje
Recall,alerts at e) 1O SfdmOlkd ftttyjHEZzZtckz Glsted d3
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] Otelsts L OL dz0yd s d,TN (Trse Nega®i) d 5B G OB B & Ols
e ZOHdets ME ' dzr ¢ ' d ROy v ot ks MS
DSOet “wCO ¢' d¢ §' Mls! EBRSYJ M sfass? @O -
Mdflsj g daj o jtelOsls! , kosdkz y' L dOyjc
Bd e fipfmls § ds.

v OB dzd yvw
Jy dz¢ 0 j W IDSIEPR, BMENHEBAR O o dL dzOyJ dzd d3d

¢ d M ls j| Precission | Recall (TPR) | Specificity | F1-score | Balanced
accuracy
IDS 0.52% 100% 99.25% 1.03% 99.63%
EDR 2.70% 100% 99.72% 5.26% 99.86%
SIEM 0.00% 0.00% 92.90% 0.00% | 46.45%
MS CA | 0.00% 0.00% 55.56% 0.00% 27.78%

O dzOdz" Lz yd tjLbkzd sOIsd Hdw MmMdMmisj dg ¢°
Cdzs ysodr MisMmisjtejyj da :

1.1 DS EDR: £ y' sk ftcod ¢ dzOH "’ Y ©dzf |
100%, IssBlsts dzi ftesfbkmisddzd L OW' CMmtse Odz
dzdL ' C &5 YJ ted L L dzO y dzlz C' dz € Mmis ~dB

BjLYftsMjtjHdz 5 LB dz2 hlE'ge dz@o QUALOIY. j dabizf Mt
Specificity o' HBBtOY O Is! HtsH dzlzo Odadav ¢
odB ' oy 2 dzj Stdifjdhkze s dzdL* €$d2 Prec
odidmlssalz’ Is: MW bal anced accuracy, fn
odmMesi s dzOo ' Is! LO o9 jddfts’ ¢ dz CStsMls’ F
CSOCGSE sdzls j € Mis o Otclsts tosBdlsd odmdese € d  dal
f sCOLded S OB dzOo Odzls Oy § dzdz™ .

2.S1EM ' CAP: Ek vy!' Bz SCtdltjlsdskz -
ftcOQoddz/ sz’ sd¢ vy " delstelzdzd dzlsd dzy e dw e
Bsyd BLAEZOYOId wW¢ dzj HsMIsOIsdzs toj dzj 9 Odzls dz
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hts OCIsdedz Mis! dzgj ltcOfddzO ' H Edktsed f
' SIEM L O dzOvw o dzsfls zz 0z’ soesets Recal l
o' HEBGOYOs k!, hts B' d h' Mls! fsH' 2 € dzOM
"  HCte] Mdze ¥ s’ ed@dpd oo tistetsBdzyd MdMisj &3 L
odwoedzwisd toj Odz' dz L OctetsL d, Odzj 2 dzj B~

MOy SokoOde , hts Bsyj odCddSOlsd dzj § s
tjfkem' @ HdY "5 fjtjo' ©Cd. 1 OdglhelisedO dd
uklsdde ' Miss O Mfjydi' yd s, OBd 6{fl

dzOH ' 2 dz' Mis+ .

vsOCtsy 90tlsts L OL d&zOydisd, hts dzOoe j Hj dg
My dzOtc’ & | Yyomse s’ ode ' t6Cd IO dOA&zOh sk
Ctstej dzv y*' 2 dg’ ftcOQoddzO © SI EM dzj o' HY toC
dzj HsMIsOIsdzt wEC' Mis! FtcOo Pdzdzj IsPS HY Oz@ Y ©
s jtcOy' 2dets’ IstsySd L stekz ¢ ioHifuts®usss o G deds's,dz]
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HjT R B ° §OwLOd] IstsOdseio@in j'd' dzj LOOdzj ¥

L 3" dzdzd d3d .
1 Ot OdByristeadOL 8 d yO2 sy’ dg¥ 8 Iss mw yJ ted L
ftcOoHBY SH' B datsls* odSCtstedmilstseo z¥ yd B34 Is:

fcOoHYSH Bdshis' Ot Gflsdd LOYy' 2d Od
1JR02 O i3 dzO0B' t6 dzj L Odzj 3y dzd & s P dzdis H dzO ¢
OB SO &iHj d  L[.{ OwudaEjys O dfdc Oo H 5 SH '
sfdmk 2d@ce’ wd ! sktedkOlsd y' nfshlsj
Coydgse s MY shlsjtcjyj dedaw :

O/ B QoI h o] O

HJQwIT Tyj 2dtse ' teds Mde® oW z eePdztsWsiz H dzW
[ & ¢ HsBEkkBS BOCOI' 57 sy dds "' o

OB s 9 0O ¢ ts sB yd mdzs o ©Odzed 3 Iz ftcOCIsd yd

odStedMmistsolz’ Is! Mw dscOtedW d3 WkdeCy' ' tcOe

a0 B O € @R oR] T

£i?2 fjif'H H d&scOd¥ iz Mftsh iz od
hs Ltekzydzg hj Hdzv Sldd L Oy

[ dzv o dWodzj dedz?" OdesBOdz' 2 sy dzO s H j dz¥
MlsOdzz. ¢desBOZ © odL dzOYOs s v wWC  fff 1
(20 ted S dzOH, dBjdzh | jodkset ftotsesoBEB
dzts to o3q .
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IHiujanizawia: 36ip Ta NiAroTOBKA OaHWX

Bubip exigHux aMiHHKMK

k.

BuaHaveHHA MOOensHO! dhopmynuy

¥

PozpaxyHok napameTpie mogeni

k.

Ouixka AMoeipHocTed eigrykie

k.

BcTaHoBNEeHHA NOPOroBOro 3Ha4YeHHA ANA Knackdikadii

k.

Knacudikayia BUXiaHux OaHMX

l

Quiska moneni

tdme. FH.AJ BO twsBtslsd Logi sti cRegressic

317 zc stedlsd3 RandomForest Cl assifier

O zestedIsds Random Forest Classifier
RZO2ftsfkzdvtcds "dr Isjrdd ¢ E MEzyoOmdtsdiskz 0O
OdzmM OB dz2 Hjtejo t' hjdg HdzW LOBj LY j yj dak
o zZOMIsdoe " Mis+ L d3j dgh j dedzV o 665 deD BH'O dasalry &
tc' hj dz . Kj2 Odzecttedlsds IsOCYy JWJjSIlsde dzd 2
dzOB stcO®r H Odzd - .

RandomForest odittdmlstsalz’ &k ssHd Od
aggregating), Hd&zw ftsBEZzHBod Gy dsGts HJ
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ZOBtstclz. AJj LOBjLYJjyk' to' L desdzOdz Isdz fls!
BisH j dz o O dadz™ .
stsydzj Hjtjot o OdzlmOd3B dz' HO' f tots G dzts L
C ZOf, wed2 d&OBdELO®' &O2B ' d&hj "ctdsh o
O dzi O d3B z¥ :

6w | 1T AXoRYOMRY ® h og U

HiGbw® CdzOmtsdz, ftesc datsL s Odzdaz "M@ M iz B eztizs
Lt Hj] o O.

Il lsfmistej f " dzc HBLotdw' Ctydtsdzgz Hjtoj ok
Ld3j dzgh 2 yd o Otc' Osdoe dz' Mls* (variance) ° L

o 3AI POBEUA h o8 @

HJo ‘@ -ldtss BRlsMmistej §f tso Odasis ts tdfd GH adg@Bdz! Bk , H G
Ctdz €' MiIs? jdzj B3 dzls® 9 o tStede ' dzOdz' desdzz H C

1" H yom tfsBkzHtod CBydtets obkL O HJ
odJyOHECBOd?2 "  HdZOB ' t6 tSL dZOEC L dBj Istst L G
3"y HjWjoOdRB] o OdzmOd3B dz’ sO "' Hoadhz® Is t

[ dzw Coydetsets okzLdzO Hjtejo O odCtsdalz’ k
teSL GOdzzY § dadzv dzO tshdetse ™ dj Isted &, OCdnm W
Hotsrn ' HGetolkzy ' Mdzw ttsL e Odzzy J dzdz? o d L dzO1

O p B n1h o8 X

H Y 2 dBtse * todz Milss , " ts j dZfddzjtfdglso dedsogtizj yodids! dz*

RandomFor est Yyomilss o dS¢ tsted Mmlis ssokzbag, 9 d
OOB) wGC d3ddstsH HA&W y' dzt 9 Odgdz? f Sz dzts§ .
f " HodB 6l HrsBJ&EE WOBBL cOntsolz’ Ist MW L O H
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odStstcdmistsolzo Odzd ! Hdzv Istcj dzgz o Odadz? € t5dzS |
sy’ dCbk ksydtshls' o&sHj dz .

r dzv e dwedzj dgdz" Odetsd3Odz' 2, RandomFores
C dzsted3sOdz! dzdm e HOOdzd -, ' My sMmisj toj y J dadav ,
CdzOfmdW " C e lss mpw wQ Odzts 3O dz" ~ . K J aBBtsy J
o Oy dzdo smis” sL dzOC (L dOBQ@dz " s dstsy ilets” L d
fsCOLddCd 90y dzdosMmis'-Mf O] Bg 9 j dzdzd | s b i
®  H dftsedms score, &yl BlEIsd Odzsdz0dz

RandomForest Classifier Mls O omj B ' d
LOoHWECd Moats 2 LHOIdsMIs' Issydests ¢ dzOMdw " ¢
Ki?2 Odestedlsdd oadSstedMmlssolz’ Ist Mw  Hdzw tc°
odwedzj dzgdzv o Iststecc dzjHdE dzls JWE S zio ©fst] B3Fds®'j dzy
3 o 3, Hs ¢ dzOmdw' CoOoy" Bjtcjjosets Ist
stcOW ' Csd3 SO By ddoddd dBjtj yjoddkd OlOC
sO¢C By ' SCotedmdeddys ' demistelz d3j dzlstsdz H dzv, GCoizQie
f s z0dz' ) , HisL o s5dpOR2sdf , o € diaf I& ddis dsggdz'Islzj Is
o d d&z30dz® 9 Odzdz? S tsdaW * H j dzy' 2 dats”’ AW st dsOYy "
e sted3O Yyt 2 dats’ BJLYJSCSd hj BHdg ‘¥ ¢t
HiSL o sdzw ° Cel3f Odz" Wd3 By  dz¢¥ 9 Olsd oy lsdgyd3
OdzOdz' L z¥ yd HOdz Wt ‘Culzdedud Hslstg jdzg * 2 d§8' dzQ fi§
o do yd dzd n f Olsj tcd fals Ols|IsO sl § WP etizdf B ¢ d 2 C
JWJgSlsdo dztsmls RandomFor est H dzw ftsCtcOh
oltstdag tlzgj ' ®BHddd 'L BOGEOIs! 57 HBMdz HY J d&' |
Odzestedlsdzge & e OdkzzL® €C ' BjteBjLj S d.
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IHiuianizauin: 36ip Ta NioroToBKa AaHux

h J

BwsHaveHHA o3HaK AnA adanisy

4

TpedysaHHA aHcamBnio nepes pilleds

h

MapameTpW3alin Aepes: BYTCTPENIHr Ta BUGIP 03HaK

h J

Knacudpikalia nasnx Yepes nepesa pilleHs

h

lonocysasHA adcamBnio ANA BURBMNEHHA NOTEHUIRHWUX aHOMANIRA

h 4

Ouixka pesynsTarie: Bukopuetansa OOB onmA owisky ToMHOCTI

h J

Mowyk aHoManiii Ha oCHOBI rONOCYBAHHA Ta Noporie

h J

PearysaqHA Ha BUABNEH aHOMANIT T2 ONTHMIZALIA CMCTEMIU

t dm7. H.AJ BO tsBBlsd RandomForest Cl as
Odets 3O dz" 2

3.1.8 ¢ dzc tstec d ICigssGM

OneCl as s SVM ¢ Odze stedIsdBEsdz BON  dzdzts
M jy Odz dets HdzW L OHOY odWedzj dadz?" OdzatsdzOd
stedizOdz dzdr HOdzedr, dOBRBOGCO® ydm: o' HsCtej O
oddi sz ftosfMmiststc’ LO HEfdsdfs@dgef d3 ¢ H ji «
Oz zOdz" © w¢C Is' MmMisMmisjtey yjdedaw, wEC' od{fC

OneCl ass SVM 9o Hte' LdgW ' Is' MW o' H IStcOH
teSLH' dz2v' H9 O ¢ d&zOMEl asOsdlzdSV M IsWstE$ 2 i€’ 190 nfipy
CdzOMmME HOdd”R. Aj2 &BjbtsH oaditstdmssolz’ W
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HOdzdms E odhd?2 odd3 teded? fHtetsMmils' t6 ' L dzOr &
satsfdze* B dzt "2 yoOMmlsddzz ydrs HOdzd R .

1 OHOYO Bflsddz'-Cloays s S\ Wmtedzkz dzx * Is* fy
WEdeC y'v -0 jEjsste 9 06 E i tousdylsdsde” tsts ldAPEOQ B «
variables), s oadd3 toeels: Msizf di-tcPiclkf
MW Jted( y@hists o-fHOWNOd}tlstel ) N5 Ctdalstetsdzs © €
mMWjted SO ¢  dz ¢ " Mlse oadCdH" @ (odfOHSC o,

ivli,igi)s —B v ”h o8 |

led B EA@HOYO sflsdd LOYy' ° oSd¥ yo' kOG"
win o m uvh v mh Q pBHR

HJMmw -y WEdS Yy v o' HsBtoQl daafh pdd dg'ddad ded 2

Hy dBsyddej JjWJiClsdedzg teLH' dzj dzdzv H Odzd - .

OneCl ass SVM odCtstcdMmilsseo z° W lkzdzG y° o w

fosmls' © sdhc’ oL & tdshls', Hj HOdHG ©H
1 024 shdtej dz' h° WikdsCy' WHttO 98¢ dzg yos Is!
WedCy' ' (RBF) .

KiDdzectstsdqisggdzdots jWjSIsdoaded?2 Hdzw odWwec
dzf fjtjHBOYO' dzOW o dz Mls! BOGCOI! 7 ' L dao
HOdzdr Hdzv st dzz o Odlkva. s sA jS Vidits Bod IsH d3° @azulzg| C
LOMmissmMize Odz' , Hy Odesd3BOdz'e" His'dH € "'fijda’ YBBfT:
BBtsH j dz' .

10 Ol Is@lyds sOnVM dsH J dz¥ sdf selkz o3
fseojH dzf k2 Cttdmlskzeo Oy’ 9o, o MsOdeso dz¥ ¥ ydq !
hts L dzOydets o' Htc' Ldgves sy Mw o' H dtsted3dd. 1 Of
C' dz € MmlsH LOf dlIs' 8B i tsSH tinfiy e fj e OH O B $Sts dgf "teH
dzj sdf sed?2 yoOfm. Aj2 &KBjlstsH IsOCtsy jWjClIld:
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he'Hdzdoadr ftotsctcOd3, OdzOdz' Lz yd ~ Rdgs ft
9 ' Htc' Ldgwels/! "7 ' H djc' sddidesets fftotsetcOC

[ 4 dz €O HBBMEZ HyJdz " HIsG|j &g 285¥M §
C'BjteBjLtjCd. 6QF% Q@i | zMis O &@lassg FYB O dzc
Hdzw o dwoedzj dedgw dzjLodyO2dzed-s f Olsjtcdz & d3j t
MftesBd €' Bj teOls OC[41, Tidz" § 4 dfi fipti)‘'dz’ 1 Q FIEREABYEM O oz
Hdzv " HjdelsdW' SOy W hddzetsoadrm ©JiBMO2AIS'
sL dzZ0C Hdzv dzOo yOdedz? dBtsH j dz' .

36ip Ta obpobka naHux

i

Buip oaHak

Y

TpeHyeaHHA One-Class SVM Ha HOPMANEHWX OaHWX

Y

BWaHa4veHHA NOpOroBMX 3HaAYeHEL ONA BUABNEHHA aHoManIA

k

MOHITOPWHI HOBWX OaHWX

Y

BukopWcTanHA moaeni AnA inedTudikauiil aHomanii

i

AHania Ta pearyeaHHA Ha BUABNEH] aHomanil

t dm8. H.~J BO ted@leasdssyy VM Odze sted Isdsz  H dz!
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319 zc stedIsd3 Densi tyFuncti on

[ JIssH (], L Ofmdzts o O dz dz0 W Ekdz€ y' w-Baseds Iz f
Met hods) , ‘ sHdddBd L dO28' d' " 9y ds Odzo
HOdzd ~ . K BBd ssHd odL dzOyOs# Is Odzs 3O dz'
tcj G BdzOR L dzedL ' Cts8 @ E'MHstd dasdzw s vedshiyls tsds'lzH
MfsmMisjteiyjdr, hts tsLIsOhtso Odz’ o tsB &ZOMIs™

DensityBased Anomaly Detection odS¢ttdml
Bklsd tlstcd &30dz LO HBftdB@tses t' Lddr MisC
Density Estimation (KDE) IO &jltsHd; h-
nearest neighbors (KNN) [25].

KDE dzd O Od3j Isted ydzed 3 My smsetsd3 sy
odf OHC o 5° 9 J dzd yd dzqd . KDE $Qsodzfnls shistyiy * L
o dSted MisOdzdz 0L s wH[ B e%d Issys¢ H Odzd:

Mo —B U —h 08 W

Hye! €' dzr €' sy M ctHhePgj Blctdeds, L ¢ ZzOH Y Iz 9 O dac
9 ' {(m@width)

b dzts B3Oz ° odL d&zOYyO¥ Is: mMw wC Mftsmisyted yd
dz''y k& B' dz h sfls" HOdzd - :

'TT 1T Al U 3AT OA o® T

1 Oy dzd o d &3 dz¢ O dzf ts Bensitg-GnstionDR)ls © disdgy, H s W
WHicO (tetsLfBH dz) By J Ld3 dzg¥ 9 Olsdm! 9o L Oc
yom" . utsBlsts L tcOR zdes¢ we dzOfmdz' HsC
LOdz Y detsfls® © ' H teLifBH dzE HOdzdr © HOIOF

DFf tOye * dz20 shozses ' dOMmiskzy ddr W EZdC y' ;
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1 1 5tB0d &0 ¥k didoupalv distibuti®o,  (° S H dzd
ROy sfbdvieds "drF odette' ® HdY KDE yjtejL
[Olj BOIdydets o5z odL dzZOYO‘ Is! fgw wg :

L W M—_'Q _F] o p

t dm9. 3 Bted3Odz dzf B tc BB W fF tlel Yy iz’
1 { S MY sdzj dzy’ 2 dzO BkponizAtiag) ' distribwtionte . OB J L
hoduhj MfOHOddzr ' odCBtdMmMistoalk’' Is! Mw IsOC
sM¢" dz@ € otsdats d3j dzh ybklsdzdej HB ' HHOdzj C

O 1Q % od ¢

Hjl ' fOLOdi]lstsd, "t Ccdstsds hodHS "' Ml

{ dM10. 3¢ S MY Sdzj dzy ' Quizd @ Yobsdzd tp'H" oz
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1 1 @ dzC y' (Betavdistidhbtion) € tsted mdetse , € sdzd
‘'dzlsj tco Odztsdz [ O, 1], dzOf tcd & dzOH , Iz odt{
OHOf Iszo OlsdMmw HB CttO® ©® H'  OfOLBdEZ, it LC

CGteOdzd ywWeH J e dg@s OV 2 dz2C y' v BO° MCdzOHdz' h k2 Wi
s® B:

0 oIyt — (3.33)

Hp o' BYbB@ y' ‘v .

{ dfM.1 31 llsO voiste A SHE dE '

1 | OmMm" e CO tsy' dgC © ckMmlsdded ( Gaus s
WEdzC y''s Hdzw sy’ dz¥ 9 Odedz dzj f jtoj oo desSe B 1o
l s5dz0O HtsLotdzw' Mottdlsd cdzOHSEd?2 LY BH'
Odes 3Odz" 2 E HOdd~R. (SChts HOd dB@OsI! HJC
Bsyj Bl tesLhdtcjdzgy HBS BOGOIstsodd3 tedetsat
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t dM.2. 3, QMM o MWHED wWizdfyH = d&z

K WikdCy' o WHttO HBLOotdY:E s Hisfdz' HC
JWJdCIlsdo dzts odStcdmlssoa o Olsd sy’ dzf Iz G Iz
LOBJ LY Jykzs yd dBsy dzde ' Mmis! OHOf szea OIsd 0©dz
fslstejB OdzOdz' L z. 1 dB' to { tefdm'd df ClEodsy Is'tcH to
hdted dO o € dzO, kO Is odtc' h Odz' dzj L dz0 Y
tejLlzdz sOIs' 9.

l dSstedmMlsOdzdzy By dz2€d ebkMmlsddzd Hd&W 9o
LsMdtejHyk' st Mw dzO " HjdzsdW¥W ' COy' ° Mmf smlis ]
fotc' adzvdzgs L B tz! BOREE B PRPR S o dBY | dz
" Mstslsdzgs 9" HEg' Ldgw " Is MW o' H Ikdfseasets
CstedmMlszoa Oy 8. vOCBY vy dBsYyy BERZISd ftswe
sBO0" CISO. 1" H yofm OOk L & ) isgdz®dz' & CPBH'

H' ' OkOSEs yda. [Ctojddd ftoswetsd OHRzsdiE
MfeOys o0de o' H ' defflstclzdsjdals' © S B jteBjL A
1 Of tod € dzOH , Iz 3j o Y Codif Odz' Lody

~nOOSCIsjtedMlsdSd htsHts yYyoOfmstslsd O tisL d3" |
My ' dzC &z o Odzadz" , hts " Mllsdets o' Haddw ' Is! fmw
f"  HMlsQoats® HBW fBHOM htsets tisL Mdz' HIzo Odzde"
1 OzCtso Htsfpdz" HYy jdzadgw E y' 2 tsB dzOMls’
fsCtcOh j dzdz' Odze sted Is d3' & kz fp s @zdltoyfdr ""Ex5' 5 O\
Odes BOdz" 2. A HtsMdz' HY j dadz? o d L dzOy O sV tc Az
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sy’ d&iflsls@zdo f tctso OH Y § dgdzv BOh d dzdzse 58 dzO9o YO
odweodz dzgdz?" L OGtetsL .

36ip paHux

k 4

MioroToBkKa DaHKX

k 4

Buip signoBigHux 03HaK

k 4

3acTocyBaHHA ANEPHOT OWHKW WINLHOCTI

k 4

Bubip AnepHol hyHKUIT T2 HANAWTYBAHHA NapaMeTpie

h 4

OBYMCNEHHA WINBHOCTI ONA KOMHOT TOYMKIA OAHKX

k 4

BcTaHOBNEHHA NOpOry ONA BUABMNEHHA aHOMAaNIA

k 4

laeHTHdhikauia aHOMAaNLHWX CNoCTepeXeHb

k 4

Anania Ta pearyeaHHA Ha aHomani

t dm.3. 3uAj di30DetstyBuRdiaf® dzG sted Isd3gz H dzv  f sh 2 ¢

3.1.10] st o dg¥ dzdz" Okze tstedlsd3' o

1 jteh dz''y fjtej2sd HB BjLYBMjtcj Hde BGE 1S
Odzétstedlsdz" © o Hytse Hdes HBs SOCdR Ctedlsj tc

T 1 HeskbsoaI@QJHOMIEDE O Oketstedlsds MY .
HOdzdr HA&zv tetsBtSIsd.

9 tictijuif "0 Histcd &Bz* Odzétstedlsds toj ¢ tej
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1 s zOfmisj B Oy OfissmMsoz* Is! Mw Hdzw € dzOH

1 s ZOMdW T YdPyr OMmistsmMso z’ Is! Mw Hdzw C dzOF

1 1 dzd X 4 dzdzv o udf’ WdEsfiplc’'d Isd3 § T HIsted o3z °
L d3" dedlzd » HdzW MYtetsh jdedzw ° d3j dzh dr L OlstcOls

1 1 Jd L 9 yuhsupedzisedi(dzi o d BOG O f st Jjtcj HA
HOIsOMjIlskz Hdzv dzOe y O dzdzw

T 1 oudisyperdsedli § d BOcO° 5§ jtejHnd! 5° ¢
Hdzv dzO e Yy O dzdzaW

1 fOmtsel MBMIstsmMize Odzdzv o ¢ ' B J teB Jusef j y
cases

1 t d 2SR sddze Odze sted Is BBz

v OB dzd yw
s ZOfMdW¥* SOy v OdketstedIlsds o
l dzd
1 He|, . s dzofy |
. t d&ls dzOMmly s . dzdz% | Unsup | Superv | [ Ofyts . .
Algorithm anzzqoff]' widLoy'l, goaq’ds' ervised | ised Cfpls td2bd
dzts s
BernoulliNB | + + + 2 5
Gaussian
Mixture
Models * * * 3
(GMM)
LOF + + 1 3
DecisionTre
eClassifier * * * 3 6
Kmeans + + + 2 5
LogisticReg + + + + 5 9
ression
RandomFor
estClassifier * * * 4 7
g\r}aCIass + + 5 4
I_DensityFunc + + 5 8
tion

1 d 3 B @sddze Wsttkkzo Ooafmw wC MEzdkO oM
c BOMBo ' MigRd.ddEOagOt jottdmisdyuded?2 R OO
Zdhj w¢ Heisd ydd?2 G’ ‘ dsdt. wOdk f Mt
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O ftstc’ o dzV dzdgv supervised sO@ unsuperyv
FtcOrzo Odzdgv &3 tej y dd3dz HsMmMbslkzf dsmis® & ¢ .
1 kOB dZdY BOYyddis OdzetstcdIsdzd S tsilstc
L ssys¢d Ltstlkz | ¢ MmDgnstg-dprtdzls RandomForestiGl@sdifjer,
LogisticRegression, DessisonTreeClassifier.
roazv  odL dzOyd dzdzv Odze sted Is A3z, wed?2
B IssHEZ, ftoso jH] BB IsjMmMiskzo Odzdz? d&O toj Odz'
1 tedd3' igC QLo H Bydedz S sz2iE O j dzdz' VW C G
Cdzfmilstclzdzj dzelsz € BjtwB LY iSCd, O MO o Oda
o Oed dz2O dzO2Ctedisdyds "dna, odH' dzj dzdz' L
vdisoad Isj Miskz o Odadz" :
1. 1 6€ " dzyjossdzz ftedmlstets’ Cslsted?2 DORsdz
LOf EMmis d d@3ts indkdtze K Is prdipsutseLe tafQ Lsdasrple. (
2. 10 btz 3 ftdmistes™ L H' 2 Mmdadifzstse § dzdzl
9 HftcO1sSe Ols(d
1" B sk’ i3t Bltekdfcdn diyd tIsl Misseo sets C sted
4. dlsotstcd @3ts Ctstej dzv y' 2 dz f tcOo d dzO H
hC' ' Hdzdoadm BOdZ fdzwy' 2 dzO tshdeseo ' CteON d-
1BEZHE® d&3s IsOB dzd y fstc’ odgVdadaw J W4 ClIs(
OdzOdz' L * ID&EBR, AD SeCuitylogs L O HBY sd@sectss Ctstcj
Hy o tehgprd! o' L dddBBd OkettedlsdiBOBI. 1 O tsfc
sO IsOBdzdys 1.2, HJ & ' odef 9 Odzd Mdz
o tedmMlsO’ ks SOCd2 MOdd?2 .
lteddz' d®: ofm' - OdzetstedIlsdz' o 1T 90 HdzDo Yy
otcOntBolze yd HJj dz , Csdzd o " HBERZOO' Is: mMw OF
Odzes BOdz" ° dzOo JJdztsss HAfEHAD) dzdztts B Ists o ' BB H |
Fdssod, ' otdzd tftcOys o Odadizvs HzRO® YOz C ' dz't
BOdzs™ odB " teCd, dzOo jHjdz dzdy uyj L dzOyJ dzdz”
323. 4, IOC ° &ibtedSd jW3j 7l9d o detdArisi tc jon dig C
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MftcOy® 9o Odzdz? i3 GBBHdhzdkzsets o' CdzO L O  J to
fshZCk), O daj tejLbdz EOsBHR SHoBRESEE fiEEct

v OB dzd yw
dYyj dzOte’ 2 " 1. 1IDS s ¢
b zé stedlsdg TP FP TN FN
DensityFunction 3 7 813 1
RandomForestClassifier 1 23 797 3
LogisticRegression 0 9 811 4
DecisionTreeClassifier 0 7 813 4
v OB dzd yw
4y dz0Otc2: 2 ts51f1tc. © \BEDR O da
¢ dz¢ st d Is d3 TP FP TN FN
DensityFunction 2 3 23 0
RandomForestClassifier 0 2 24 2
LogisticRegression 0 2 24 2
DecisionTreeClassifier 1 5 21 1
v OB dzd yw
#4yJ dzOtc’ 2 ~ 1 .ButeFaog"V o (
bz stedlsdg TP FP TN FN
DensityFunction 6 6 1030 0
RandomForestClassifier 4 27 1009 2
LogisticRegression 4 13 1023 2
DecisionTreeClassifier 6 6 1030 0
lteddz" KC @z ¢ Misizj cPgdeazedm M tcOyes o Odz!

BOCMHMBZRBBEdE 9" HsdRRdr JtesfzME o, L OW' CMtse
(redt eam), Issdiiz skttdBZzOdkkz (o dsilskz ( Recal |l
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Mddz2 dzz dzi L B OdzOdztso Odz' -fizgs 6 OB O 8 Hf ©Mig &
HES LOGCOdz desets sBMWweEelk) f8C0LddSd Speci

Hisd3j dz' © dzOB o Ot Is! L dzOyjde', BdzdL ! €dnrn HT
O Blsyj ' dO@dasddgtstcdgdztse ded i3 Hdzv L " Mls
Preci si on-scor®Rec al | ' F1

l " Hf B9 ' H dats, zZOE yd y ¥ MlsOIsdmisd ¢ Iz,
O dze ts telgréxiditny Recall TPR), Specificity, FiScore (Fisy "' dz¢ ©) IO

accuracy.

v OB dzd yw
dyj 2O LW JCIsde dz MBS tof
| Recall - F1- | Balanced
¢ dze tstc d Is d3 Precision Specificity
(TPR) score| accuracy
DensityFunction 0.30 0.75 0.9915 | 0.43| 0.8707

RandomForestClassifier] 0.04 0.25 0.9720 | 0.07| 0.6110
LogisticRegression 0.00 0.00 0.9890 | 0.00 | 0.4945
DecisionTreeClassifier 0.00 0.00 0.9915 | 0.00 | 0.4957

v OB dzd yw
gYyj dzOtB2:2W j CIlsdo dz' MEDR tot
| Recall - F1- | Balanced
¢ dze tstc d Is d3 Precision Specificity
(TPR) score| accuracy
DensityFunction 0.40 1.00 0.8846 | 0.57 | 0.9423

RandomForestClassifier; 0.00 0.00 0.9231 | 0.00 | 0.4615
LogisticRegression 0.00 0.00 0.9231 | 0.00 | 0.4615
DecisionTreeClassifier 0.17 0.50 0.8077 | 0.25| 0.6538
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v OB dzd yw
4YyJ dz0w®3:9 d W o drutedyce
| Recall o F1- | Balanced
¢ dze tste d Is d3 Precision Specificity
(TPR) score| accuracy
DensityFunction 0.50 1.00 0.9942 | 0.67 | 0.9971

RandomForestClassifier; 0.13 0.67 0.9739 | 0.22 | 0.8203
LogisticRegression 0.24 0.67 0.9875 | 0.36 | 0.8271
DecisionTreeClassifier 0.50 1.00 0.9942 | 0.67| 0.9971

v OB dzd yw
1ojJHjdzi fBte’ odzw dzdzv Odze stedIsd3’ o (& yd da
¢ dze stc d Is d3 Recall (TPR) Precision F1-score
DensityFunction 0.92 0.40 0.56
RandomForestClassifier 0.31 0.06 0.10
LogisticRegression 0.22 0.08 0.12
DecisionTreeClassifier 0.50 0.22 0.31

O dzOdz' Lz yd kfMmjtcj Hdzj dz LO 180 H'B

fesHECIsdo dsfls’

te
Hsd3j dz0n (| DS-ForEdDeR),, BimdO Lttssdlsd ¢

C

(

U HESd dz | DS dz02 CtcON tojLizdz! sOIsd
Precision 0.30, Recall (TPR) 0.75,-Blcore 0. 43 L O Speci fi
accuracy 0.8707. RandomForestCl assi fi e
0.25,Fkscor e 0o @i79t, i WRegressi on Deci si o

dzf o dwe ddzd  wfHdp(ClS o didssdiizdE tc O ys o O dzdaw
© -§cdre).

(

U HEsd3j dzg' EDR dzO2CttOhdd3 IsO¢Ctsy Den:
1.00,Ft1score 0.57); yomls¢sok LHOIsd Mls: HTS

(Precision 0.17, Recall 0.50, 8lcor e 0. 25) , IStsH w G

F

Logi sti cRegdzjedzdz odzj o d®B j L f j yd dzd . 149d
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y! sd3sz Htsd3j dz L 2 d3tso dzj dz' BOdzs ¢ ' dzr €' Ml
tcjhIss¥ HEsd3] dz' o .

UV HER] ForBoatdkO2 CttOh ™ IsO fOCIsdydsts
DensityFunction ° Deci sionTreeCl assi f |
score 0.67); LogisticRegression (lc or e 0. 36) ‘ Ra n-dcorenF o
0.22) odwolsfdis ffrydzdf eshdsf &3 .

[Isyd, LO MESEkfd Mlse HtsdBjd © °, §Jtej
odw e dzj dzdzw Odze stcdlsds Densi tyFuncti on F
L B OzOdzmts o Odzd 2 tejLzdz sOls, hts B~ tolzdzlst
LOf ot sdetso Odetse s 3 stsHiz. '] sH daB®y Pdzdz's dzf p
Bal anced accuracy 9o B' dz htsfyls® Hisd3J dz' o
CdzOm' @ ' dzgj ‘' MOBsMIs' 2 dedd3 Mo ' Hyj dedzw dz v

leso jHI B fsolststedzy MY ils & B8 © glzdew y O dzdzth &
Odzj L " dehddsd or Hdeddzdd f Ot Od3] Istc ©Od3d .

1R sk ofm' n Odkzestedlsdz' © yofm dzOe YO
Cesdzd 9" HBERZOO ' Is! Mw OCIdodz Mis! . yYOMmtse d2
BBtsH j dzd2¥4 G tsH ( dzdzd . YyoOff LOfkmMSE Coydset
GsHddzdzz & 6 n 9. wdzls j tco Odzts 't toks s ) Is 15 830 dzdz
s' dz C,FHAsFNiyj ¢ ' dz €' Ml oM 7 5L dIsTNg dzd =
fmj toj H dZ L dzOyj dgdzgv L O yoOfm JSMmYyjteddid dzlskz.
f s jtoj HdZ SE 5.

v OB dzd yw 3

vYyj &Zz0te' 2 " . 2. IDS ¢
O dze stedls d3 TP FP TN FN
DensityFunction 8 3 681 0
RandomForestClassifier| 4 0 681 1
LogisticRegression 3 3 681 5
DessisonTreeClassifier | 4 3 681 4
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v OB dzd yvw 3
g4Yyd d&z0R." 2: @R 9 O

O dze stedls d3 TP FP TN FN
DensityFunction 4 0 29 0
RandomForestClassifier | 4 1 29 1
LogisticRegression 1 0 29 3
DessisonTreeClassifier |1 1 29 4
v OB dzd yw 3
d4YyJ dzOtc’ 2 ~ 3 .RuteFaag W 9 (
O zé stedlsdz |TP FP TN FN

DensityFunction 11 8 883 5
RandomForestClassifier |8 5 883 7
LogisticRegression 9 5 883 6
DessisonTreeClassifier 9 2 883 3

1 steOr 2 d@3s BBy stcd S d jJWJSIsdo detsfls’ H dzw
sfdzelod3j IstsH Iz .

v OB dzd yvw 3

dyj 2Ol 2 JWjClde dz Mmis!

O dzc stcdIs d3 Precision| Recall | Specificity | F1- Balanced
(TPR) score | accuracy

DensityFunction 0.73 1.00 0.9956 0.84 |0.9978

RandomForestClassifier| 1.00 0.80 1.0000 0.89 |0.9000

LogisticRegression 0.50 0.38 0.9956 0.43 |0.6853
DessisonTreeClassifier | 0.57 0.50 0.9956 0.53 |0.7478
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v OB dzd yvw 3

fls

#4YyJ dzOte222 jW2) CIlsd o dz
¢ dze sted Is d3 Precision | Recall | Specificity | F1- | Balanced
(TPR) scor | accuracy
e
DensityFunction 1.00 1.00 |1.0000 1.00 | 1.0000
RandomForestClassifie | 0.80 0.80 |0.9667 0.80 | 0.8833
;
LogisticRegression 1.00 0.25 |1.0000 0.40 | 0.6250
DessisonTreeClassifier | 0.50 0.20 |0.9667 0.29 | 0.5833

4y ZzO®B3 2

v OB dzd yw 3

JWJCIlsdoe dz migorcetctsE

¢ dze sted Is d3 Precision | Recall | Specificity | F1- Balanced
(TPR) score | accuracy
DensityFunction 0.58 0.69 |0.9910 0.63 |0.8393
RandomForestClassifier| 0.62 0.53 |0.9944 0.57 |0.7639
LogisticRegression 0.64 0.60 |0.9944 0.62 |0.7972
DessisonTreeClassifier | 0.82 0.75 [0.9977 0.78 |0.8739
v OB dzd yw
19jHjdzi fBtc' odzw dzdzv Odze stedIsdz' © ( &y dzOt
¢ dze stc d Is d3 Recall (TPR) Precision F1-score
DensityFunction 0.90 0.77 0.82
RandomForestClassifier 0.71 0.81 0.75
LogisticRegression 0.41 0.71 0.48
DecisionTreeClassifier 0.48 0.63 0.53
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b dzOdz' L2 yd tjLbkzd sOIsd tsBtslsd Odze tstc(
EDR, BruteFor ce) , By 20 LsBdIsd C"dzr €O ¢
ftcsHECIsdo dzgtsfls ' .

4 YyJ dzOtR21:AIDSv ' sz Myl dzDdssityFunQidzif ts & ¢ Is @3
dZz02 CtcOh d2 toj L Iz dz' el (TRRP= W9PslsBaldrtad dgfuracy =
0.9978 ssBlsts OdzetstcdIsds eadwede kM’ fsL dlIsd
My JydWw ogaet misk#j Mo " Hydls: ftocts 2BGt L HOI
MftcOy® o Odzdz? Hftocd HEsSMIsOIdy s dadL ! SRRz to' o
L Is BaflggomForestClassifidf tetsH j d3s dzmistclz 9 O B@Risioe &N °
1.0Q Specificity = 1.0000ls &1-score = 0.89 tsH dz0C LN Istz tf af deti)k
sM¢ " &cfll 080 Aj GLEZOYO' , hts OdzetstedIlsdz
~ d B dzd n MftcOye 9 Odz' O dzj ftosfzmMC O
LogisticRegressiofs ®essisonTreeClassifigfr s ¢ OL Odzd dzedy y' tjL kz
Flscore, ht 9C0OLE' d&&O "7 &jdhkz jWjClsde

4 YyJ dzOtR22EDR.1 ©O2 CtcON ° tcjLlzdz O E vy
O dz@ ts tbgrsitgunction W Cd2 HBMWE " Hj Odzr dad = L daC
Precision = 1.00Recall = 1.00 Specificity = 1.0000 F1-score = 1.00Balanced
accuracy=1.0000 A j L dOYyo', hts o d&j 3 Or § SH Oda
CdzOmdW * € z9o O RanddmForest@IYsSIfaOE sy f sC OL O H ST
tcjLEzd O, fteslsy yYyjtejL dOwWedz Mis: wEC T
M tOye 9o Odzdzy 2 ts6 ts dfrdsitwoh & @f8Reckll=0.§08zIptoreH s
= 0.8Q LogisticRegression OB j L §f j ydo d3OS¢ mEregGion' =diDds O ts y
My J ydw 100 mi©dzj dzdL @ Rcall =f0BRIMOL ded|YIs'  tor
Cdz €' MmisH ftotsf 2h j dzd = Désssonf ieeltaskifclf s S L @
zO2c¢ ' teh d2 tjL zdz IsOIs Recallx =2BPB1-frarg dp@sE * i s
oCOLE dO 2tets BB N Jdzz ftodHOISdE MIs! Hc

8 yJ dzOt232 BruteForce.v HOdasd3z Mmyj dzOte” dz0O 2
tcjL zdz sOIs { ts ODBsisOdree@limsifies f/l€df 2 HtsMW e dzO?2
LO of' BO M dats o Riafiskrfi = ARPReML0TBSdecificity = 0.9977
Fl-score = 0.78Balanced accuracy=0.8739 A J o9COLEZ‘ dz2O Isj, N



11€
2ZO2CtcOhj LBOXZOdMEZs O L HOId Mmls! odw e dzv
Cdzr €' Mmis!  f sd3d dzDeésityFunctiolf s @Yo o Otzlzes j] d3' M
Recall = 0.69F1-score = 0.63 Balanced accuracy =0.8393 h s IsOC 5
tcj L zdz sOIstsds, O gssisdnTdpClasyiferLdgistitRegressionls O
RandomForestClassifief totsH j ®3tsdzfistcz o Odzd dzed ) Y ¢
sy dzSd, O Blsyj o yYy! sz MmMyj dzOt’ o sdad ¢

LL OG Odz!, dz® BB dzO L totsB d Is PenstyFdimdiend € OL
z02B ' dz2 h MO ' dz' dz' DS Us IEHBRR, Is Otsfif ts Blzdzd fig W5 disC
Ctedlsduydes 9Oy dzdots dzj GJtesfzmMS Old  Bruteflsd ¢
Force dz02 CtcOh d2 tcjLizdz sOIs L O mMeCkq dz M
DessisonTreeClassifier v O¢ d d3 y d dzts d3, tsils tc d dz0 dz' toj L E
JWiClsdoedz Mmis! OQdze stedIlsdzsz L Odzj 3 dIs* ® "' H
OCIsdo desmlis* O o9dB ' tt BOLBoaBGEts Odzetsted Is d3l
L Offlssmiz o Odzdzv .

1 OL k8 ydf! dzO0 {1 tc =pQj2HBj" ddz' 2" GrpsCog' * Isdef plzd), 2
DensityFunction 9" Hif s9 ' H dzs o' dz o MlsOdztse dzj dzd -
209 YyOdedz?y EtsH jdzj 2 totsL tetsBdzj desets d3j IsStsH Iz
SIEM «lunks HdzW  C tstej dzw y' 2 dedrn ftcOQoaddz [ 42, 43

32 1 sBlkzHtso O MdMmisy d3gd dzO9o yOdzdz¥ 98RO LHIIRES
oz d HOdzd R

lted 8 B O] dOo-Siefs@$EDd 26 &jlssH Mo H
Mk st Plizg zBsE GeMidzy y' 2 & SI EM. s
L3 dzh jdedzy sBMW ek dzj tej dzj o Odzlstdz @ ¢ b 45 @Az
Qo lssd3OIsd ydzy tMIsOlssydey " HIse j teH Y § dadzy *

sdMmisj gz (d3gj stsH) dz0o yOdzdz?" BOLtSOBEB O
CtesC' o [43, 47, 52]:

1. ] " Hetslss9 S OH @B IckEZ )H Oldzg -~ L O Brépdze dzO
dataset : d&z0 yY' sk, fsyYyOkCsotdkkz, jlOf' LBd
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LOBJL Jykzr yd 26ets wC' fMmis! O f sMmdz Hiso dg
htsB wlstcd BOIsd Ewodzj dedgw ftcts HOdz .

2. ¢dzOdz’ L. HOdzd = (BnAlyzed diafasel zamise fednatin)
f' ' Mdzw "  HeltsoaCd dOBtStE HOdr OO L E°
LOBJ L Jykr yd Ikj, "t HOdZ ydmls® SO 9" HY

3. ldHsBlkzo Odzdzg? HEBSHOIS s & )Sdsd@s di'day = ¥
oJHESBEZOO ' Isj SBtedmdz ~OLOCIsjtedmisdscd L
J O "9 ftesyjMmkz odwedzj dedz? OdesBZ3Odz' 2 .

4 . LL OG Odz' dzj dzdz(Gendzdliretsdatiset)H Bdzdsn B zH Iz
MlsOlsd s JEtEOR o Odadz” &5 [ s} sO kL OCOdz' dgs °
(¢CstedMmlsze Oy O, mMdMmisj B, H EYBSHO ™ |, H dzvdz" B dz® i
Odets 3Odz" ° . AJj2 St HSfBOCO' fflsdd' L L

5. 1 O9 Yy Odzdzw (FitCadgarithis)d Isdglg 2 S tedIsd ydzd 2
dzO o Y O dMzy Odze sted Is dzlz L f"  Hetlstse dzj dzd d3d S
LOBJ LY jykre yd 266t L HOId: fMls! tesL ' L dzO
fsojJH" dS Lz 9 BINORr o9dL &EOYJ dSEets YyOME HC

6. 10MistsMmizeo Odzdz” s § tcj(Apgiiedspretiaded L dzts
model) dz0 GMlsOdzdz! sdzz J IsOY L O mNsLsditsHe jlzdz! o3 ts|
HOdd~, WwWGC' {ftktejBlkztls! BB Sd. AW d3SH
Yyom dz0e yOdadzw , hitsyj JWJSCIlsdo datsino ] @ v wlz) dzdw

udMmlsjBO LOBjLYjyk® MmMstkSlkticso Odzd?2
¢c'BjteBjLtjCd, RZOGctsdzsh 2 yd dzO© wEsmis’

9 diBted MisOdedz' BOM Jdzdzsc s dzOo yOdzedzgw Hdzw
ZO L OctsL d.
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2dtse " todz' Miss B  d22 hj 40% 90Oy dzdots LBdtcOIsd
90 Hdz' & [43, 44]. VtotsHtso )y jozgdevs 'Ldshclze dit
[HEZOC 90y ddeots LOL&ZOYdId, s &OCtsy dyj dad
odCdzdS¢d L IbtySd Ltttk B ydmdz  ®lsiAs ‘dztst O H
H dzw BRBON d dzdzsc s dz0 9 Yy O dzdz” L 5C tej &30, L
sflsd d&30dz! dasfdz fs sd  jto' sSH k2 180 HA 9.
yd fmdzj dzdz’ Hd dzOd3'- k' tc O iglctlzf s otc® wu o € dzs yO
Isjrndz’ ydzj eMdzkzctse o Odadz" , fjte' sHdyds l
mMdMmlsjd3, Mjteo  M" o, HBHOLE o ,j21Y Wstdy] Mafj d

Zjlsdfso' H' ', WwWC | dseoddmdsds - O©OSCIs]
LBkHEZo Od fwOodd dzk §syOkStsok OdOd Iso
sBwLOREoOlsd ¢ d ¢' Mis! bkd COd degdi §5H'

1 Of ted € dzOH  Intrasioris @etkttion] SLEM«Splunks LOY d Mz & Is* M
OCMmjdzj ozt W CIDS. L] BEZEHH EZ® d3s MisOIsdmisdSEz w¢
Zdz C Odz dzd R M tOys o Odz ® ' Hsrg z dzl t§ O tiz'daizt® ©
Slstcd BBAde@)UO® Ekdz' COdz' detss MJedzOlskztess ( si g
sHJdded yv y&eifdzH delddatsf . aldustSHAlE® o 180 HAZ o
CoHddzdzd i3 fJtosdz' ¥ S Od3d ° 9o d3dj y Or C By dasgt
MsOdmMisdc O, wCO dzOes jHJjdZO odh j.
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» oho h oD T

10c¢0d dzz fMlsOlsdfisdSlk o HOOMjIS' ] HilsC

YO o OE 68 D QMBI DR o% U

Himé 06 ® QUM e 5B Yydmdzs © ¢ dz? ¢ Mls! Edz €0
esLfSH dzjdzdm L O YyOmtsas.

[ ez 21 gidsipieio ©O° dizds Ho " o ddi3sc d:

1. uWBtodito OdzO MIsOIsdMmMisdsc © BO' BRI Is
sy Sko Oded chkzdi' 9 ¢, HOded r , Colste’ L Q9
sO¢dna wWC OdzsdzOdz' dz' dzi ® HOY' ftcd ontsH'
dsse d, hts & HtsMdz cHsfedddZOKZC 'f * #itse | to H s

Odzts 3O dz! dztsfls ' sdf ' L s9 Odz' M tOys o Odzdav
Cstedmlsizeo OyY"' o, Clstc” By 2O BEkdkzZt B tisL
ZOMmMf tc@oaH" , yj M JjydwWw"  ydz H' W fseoldvL Od
OBts hts HEYJ yofqilsts, My Jydw " ydz H' 0
Mf Oy 9 Odzdz? to' L Gmfdestfpizftetsez b ORZO tME ' dz
HEYd yoOfmbsts LH" 2Mmdzs s ilsy w' ', Cwlstc’ dsy dz

Yy ~Rde tokzlsddzdzO totsBtsls O-dzj & S iz’ H ‘ISSOC
ZIstsydzs ° d3ts, sfdmiz’ &ss SO o dtsmddis wC od
tcj Isj dzi dzd 2 f" " HR ' H HES LBBtck [sO 0OdzOdz' L Lk
C'"BjlOddiOd 2, HtsLLotsHYts jyHfydaSocG|PdthiOo @ dz' | ¢
'R de B LEZzoOlsd szt MfteOyY! tso kzo Odada”
h &ML dz@o YO Is! v dz@ HOdzdm HJ dzj 49 ‘c " ts'd ez
MIsOIsdmisdy®, 9 HYitse Hdzs ' fBBEtso’ L 0201
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BjlssHE) .
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MisOlsdmisd ydesets OdzOdz' L& Hdzv My sMmisjtej yzo
odHtSBLZO Odzdz" SO 9 C dzt yj dzdz" HEtSHOISC SO dnrn &
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O HJdz ydfo offdasyyOIlsClkz yd o ¢ dzy’ Isdydav, E
" LO etHddOBd yd SCtdStej Isded &3 HdzW d3d Is«c
ZOds L B' dz' hs8 Issydzs Milss¥ OdzOdz' L o Olsd dzO
Issydz " § odwe dzvisd
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~nOtcOCIsjtedmisdSd (rslt) bO yofm. cEChts dzO
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hts dzOfm y' $Oeadls! Codeftejsdets Hdzw fshzCl (
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9 HftwOodd ¢ O IsO tslsted dizzo OO, r ©1 I dsMssiedr jB d4C
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O BOIsd sy o dc dzw H:
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ssMisd?2 jlsOf d3jlssHE, ° fhsOdd 2 S
BsHjd ., HEY foYdsct odWoe dj dedz? O dzts BOdz'
o ktskz, ht Istej dzko Oz &7 HOdZ f 5o d dzdz
OdzsBOd' . 1 LOBL9W@ekdsIsL Bg i ElgEs &= H Y del

fsh2C0OR OdesdzOdz' 2. (¢ § hidsts LHBOOR' 0@l Ky [ ogdBif)ts adlz
ftesd3 ¥¢d, o Hftseo Hdets, ' H yoOfm odwe dzj dad
sOCtsy BO' BERlsd LBEZHBI OdZO 9 tsd3j W&H R 7 H dz
Mo  Hydls! hiesC ddgjj,dzv y' 2dzj f tcO¥ f tes s HizPdzd
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ASteBOd dzs o JeOLdBEs StsC fsh Sk Odsdk
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HOdzdE 'L CttlkSsd LOkedkCty (<24c¢

g2 Hj B of' jkOfd LOfsf sdss Odtsc &
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odCdzd ¢ O HSHOISCtsed?2 fthkzCsad?2 LOfdlIs
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BOC s LBjte" 6O, bkdsodz , oddwilsGCd, w¢g
f ' Hr  H ‘HBddbgwdtts ftcOys o 0Osd L BOGOIs! ©ZO



12¢

exclude_ids_signatures

Advanced search » Search macros » exclude_ids_signatures

he string the search macr
cluded, enclose them in dollar sigi
HeartBeat Request” OR signatu
OR (dest_cate

d itis referenced in another search. If arguments are
For example: $arg1$

Microsoft Windows NETAPT Stack Overflow Inbounds"))
Qver SMB")

Behavioral Unusual Port 1433 traffic Potential Scan or Infection" AND

Definition *

domain_controller” AND signature="

OR (signatu
dest=" )

OR ((signature="Behavioral Unusual Port 1433 traffic Potential Scan or Infection” OR
signature="Patential SSH Scan OUTBOUND") AND ( ' OR dest="35.231.145.151") AND
(src- R o- =--- I )

ok src= ) “NO (dest="54.84.63.52" OR dest="140.82.121.3" OR dest="140.82.121.4"
or dest~ NN ))

OR (signature="Potential SSH Scan OUTBOUND™ AND src=[N A0 dest="140.82.121.3")
OR (signature="HTTP Request with Lowercase*" AND src="18.129.172.127%)

TTP Request with Lowercase connection Header Observed®
OR signature="#DNS Querys"
OR de. 208.67.222.222"
208.67.220.220"

OR (dest="78.154.186.178" AND
NCR CnC Activity Mx"

Windows BITS UA Retrieving EXE M2"

uze BT UDP Connection”

P Check Domain (whatismyip in HTTP Hast)")

OR signatur

OR signatur

OR signatur
OR signature="TLS Handshake Failure"
ONS Responses”

p2pe"

OR signature="s=Xiaomi+"

tdm.7. 3L @Ctetsm L sDHpY ts © Q ez O dzoizw

OR signatur

OR signature=

stejls" 2 jPyB OYO" teSL tcOn 2 dzts Cff OHotOHIF s
(rshizv HOIOMjlsk S sistef tcj Wy Zxdzd #f ks €z @M d €
[ME" " dz ¢ B hECO' @Bt OdtsdBBOdk °~ o yYyWFtse d
«Suricate zfast.logh ste 3OIs* dzselzo Odzdgy dzj L Of dMmE*
f OtcOd3j Istc’ o SiB zede@ s dzd

1 HJ dz IsRpyCdgVeelh (T f SC OL d2d ¢ L O WwWCddz BE
hzC Olsd dpa@conkC ¢ (i34 t6d 3

1 CdzOMmMdW "™ COlststc To@H-Y jH daf » B lmKalze dz09 O
B'dzxhj, Odg' 3y E odnm " Hdg Hdz .

an M) NoEvent Samph Stendert (search defoulf = @ Verbose Mode *
{102,547

W00ParPoger  /Format  Praview

{dM.8 3t JdLbd 5O o' HY' ' d btetseo OdzdE s H Odzd !
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odfOHSCEZ, Mt tosLcdzvHO'Is! fifjis,OIstff jnts 1§ BBIE J Isi
MftcOysd@®@dekz i3z DS iz E®M o O dz! fs t' Lddd
(2O CBdzts) C sy dztsets bk dzgrgf\Qjdz daBE iso Q' Isdsts] difzte |
sisO LBjteyNddedz?w yYyOfMsotsets ' CdzO © 1 HTS

t dM.9 3AttedBzo Odzdz® St tejlsdL 5o Odzs’ Mls Ol
O dzts BO oz*

1owlksd?2 JiiQfj dBjietHst toj Hdz' dz09 yOdzdzy C
&ZO MWt stcdso Odzsdzz H OIsOMi sk * ¥ tstcd3lz 9 O dzdgw
odMitsjWjSCkdodkzk W&ok (JtesctcOdizo Odedzy (L
(SPL), O LO EZdgsoddz orpsl Qudmtske dijadedhvi nGeH HLse ar
HSL 9 sdzv * Zzjci¢ts sfjtekzoaO®Old L Python B' B
cfite o' Hftsea' HO' LO dzOo yOdedzw [ 84] . 1
f'H Yyofm dzOe yOdzdzv :



t d Mm20. 31 O o De@dlgdanctiordzO® ' HEtsIstse dzj dets sz dzO
Wistedigz o Odzdz?y dBsH jdz' ¢count ids_attacks

t dMm.1. 31 @o DedsilydainctiordzO " He SIstse dzj dats Bz dzO
Wistcdzglzo Odzgdzg? dBsH jdz2' ¢ccount 1 ds_attacks

10 tdfM.BOJdlts Mmise tstcj dadaw Ho tsn HtSHC
«BoundaryRanges Is1@0utler(ids_attacks). «BoundaryRanges - {f tsdzj |, w
o' Hftse' HO' LO odLdzOyj dzdzgw d3gy LO wWCdn
B N On € t5de€ toj Islepmttieridstsagtacke)l dsdL dz@yO*' MOz C
L dz2OyJ dzdzls Jf G50 @e f s dzets B3Ozl W 0 €
Il " HYf 59 " Hdzts, Y’ fsdzv, tOLBA L CCtsdi3OdzH 58
OdzOdz' Lz tjLEzdz sOIs® & dzOo yOdzdzr [ 85] .
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[ MisOdzdz’ 2 § ¢zl Iezj IssBgls d 2 L O ldvik fgls & P dizdzv +
tcj dzj o Odzlsdzgd s HOdzedr (HOdzdr M! BEBHJ dadg?y O}
rdzv y/' sets Wtstedgk® HOdZ , o wCdm hECO' i3s
ftosn BH Jd®BG Is N i zdeS Isd BB stsH Iz
v O dzO BMisOdedz i3z FPlclstyyd3© dapfifs Is®M & @ g ‘tedgt® * d
f' ' HeBIsSBo dzj dzts™ d3gtsH § dz' .

t dMm.2. 31 @MmMissmize Olzdgts Hgz@» YyHdzs™ § sh z2C Odatsc
OCIszOdz! dzgd~, HOdzd n

1 Oyddis L 2 todfic Bdat2dzOdz' ° Bkzdzd L dzO2HJ
dzOH ' MdzOIlsd Notable degedty HdzW f sHOdz! h ts¢ts Tiedtf to C
OdzOdz' ISGEO@DRBGs o S tsted MisOIlsd W ¢ o Fhreat ¢inting O dz
[44, 52].

34 ] "'HB' tc HBSHOCBodR fOLOM®]Ist' 8 § dzOf
" dt cOMsiekS skt Hd&W Mo stkj dedzv B dzf

rdzw LB dz' h jdzdzg" GeOdzzdzV tedatsmls HOdzd n
C'BjwBjLYjy By dO osdCttdflsss zo Ofsg), o'
WC' HBfB®Rsybkls! sdH' &zdlsd OdtsBOd d f Ols,
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dHYJ, L ssy¢d Ltttk ¢ BjteBjLfJS¢d, o {ON
OCIsdodz" Mist o' HBEZO OHI’ MOH a3H fzdzmistig D Is B W26
Yy 2 sd3 dzj ¢ sddsdzed ok, O Bl SO 3 0OSIsdo dz
LOte] ' Mistetso Odzts’ o iwasQdadg'z t&6 d dag 65 1) dzbf digsizts ©
f stelzh j dzdzw fsdz' Isd ¢ CEdi3f Odz" C Bl toj Is dzd
CBftesdzj dzlsOy' 6, OBBB OHM dz MIstcOIlststc o d Ml

[ d odH" 26’ j@Bsd3] dzgH 2° d3ds o  SBtcdMmMisso z9o OIs

1. vyOmMse' d& Is€d (Ti mestamps):

1 i BLYBH dz LO ffstetse HBBJ: HESHOS Odzdz
HtsBd (ttOdets¢, Hjd , o]y ' te, dz y), dBSYJ H
9 HBERZoO'Isimw o dzgjlsdftsod?2 yoOfm.

AEIIAEAY (LOETAOGATD 08 ¢

T [ 4 da Isd ¥y dzv : ¢ dz2Odzts ¢ * ydzts, CdazOmdWw * ¢
Bsyd §° HECOLOId ftos OdsdzOdz" ~, wEC&' 9o HBLE

$AVEAARETAAEAKRU AOBAI D 08 o

1 Il Ldg Migduddlsd y' Is¢' t©oOk¢d Hdzv

2. | JBdsCOYy' 2d2 fOLOd] ste(d :

1 SO’ dzO@ OBt tj ¢ tsda A sdzd  Odes 3
OCIsdodz Mlste, hs 9" HBEZOO ' Is' Mw L dzgjIsdf soc

T [ t¢0dz dg Yyomtse Ltsded: 1 jtojlsotste]
Bsyj HBIsBRsSEeld odL d2Oydlsd, yd * OCIsde dz
HOdes iz toj ¢ ' tsdz .

3. [dtwinio' OO Isted:

1 [B' " fjtejHOddr HOddr: Odd®iOd °
9COLEZoOId dzO DDoS OlOSd OBt MftetsBd J Cf
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| 'OAOREBBIAGA 1 O1 A 08 T

1 YOMstslsO L o j tcdzj dz HES fMmjtce j ttO: odHf
Bsyj Bllsd " ddHdSC Olststesdz MSC Odzglzo Odzdzy ff stols

417 CAANOCAHOO

T AR ORA OB A o8 v

2 AR OADHOA

4. wlsOldmMisdCO odSstedmsOdd® L O HEHOISS

odStedmMistsoalzs Is! Mw | ' ©on dgw Odzts B3O dz' dzO C
hC" " Hdzdej 1) OBt " dgh" o9lstolzyOdzdz” .

5. 1 OtcOd3j Isted QoalsstcdL Oy "' ° Is © Oklsj dzl
OkzlsjdasdW ' COy' 1 Of tod € dzOH , odCtsted Mis Odz
Zzs¢ Oy

6. vtcdo Odz' Mmlis! B tod N4 ots’ md m' " dzOH |

By kls' Bklsd ' ZHIC OtteO®Rd OdtskOd 2.
SAOGEOOAOCBROOHETAET BAOGEIAMEMA o8 o

7. 10OdiBjlsted LOfdlsk:

1 bdzOdz" L Isdf " e&a LOfdIs' @ By odwedls
dzj Mls O dzH OdedsUzlzd AP .I

1 l*" HfBs9 " H' MmMjwe jtcO® (MlsOlskm CtHd) :
9 " Hfitseo " HJ2 dBsy] 9C0OLEZoOId dzO {tslsj dzy' 2 c

%C‘)Qj MODIZT ; jEAEKoOQZ'{ fOOE)'Iﬁ O0AO o8 X

417 O2AMAODPTT OAO
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35 I ftetso OHY J dedzy MdMIsy dsdzse s ' HR BHIEZ
o dded C dzj dzdz? L OctetsL d dz@ tsMmdatsa © ML

s'"BJtBjLJjJSCO LOoayHd ftyddO' Is! mw -L =t
wWetsets " HatsHE yd ' dhstkzdij dzslkz d3O° B Mmls
fsCd HRrdRistczdzj dzls SO wdLdSCk wCd2 Mmlse tste

] sy’ dzf s o Mk 5ot | tg Wzl ts 9 O dzts Odzj 1
LOMssMizo Odzdzg? IsOCtsets d3jIlssHEZ? 9 ' Mdes
ML T ygJ dz4 ZO2fOCIsdydz " d?2 ode ' tc. [ O
" demlstolz 3 dzls s d3, € s te JOBsts sod dftialS ErOW fiAs diasay Is dff
LOGttsL o di Y O0n SCtdl tc] Istets€ 6 @ (Abipld@ @ oy thaf-
HOdzdsri@E wWC, MW jttO® € BjteBjL {j CHilsetimatilets
Cdzd Bkzdzs d3 Myd L dztsyddedets®™ H' wWdz! dgtsfls’ |
sO dz Ltej Ockzo Odzd, O w¢ BOYdd@s L Is j Ml
odSsted Mis Odzdz?y BON d dedetsc s  dzO o Yy O dzdzv |, Ists t
Cdestctsdzr (ss). Qelsls¢ sc iy aaRz oagfditsc z, hH ¢
hy BHdddR ' diisktkzd] dss@GscbHE sz {§ stk
f " He " H CBlted?2 HBLotdzdIls! ¢ tsdzlstchiczs ©ads d Is 6
yddesdz h s dzgj fJ GIOROo ®OHASION Z§ Glstb’ B dzts L ©
Codzlstesdzj &3 SO tojLEzdz IsOIstsds o' H € tsdzlstectsdzs .

1 02CtcOh j Hdzw yYy! et ' HatHJIS! md mls j
("PIsOW " 9) dzO € s dzC teBjdssdadd? AdBelr tCilsn g R(i BREKA
f'"HARBHBMR HES oadWeodzj dedg? Y tslsjdzy’ 2dzdrs L OG
sy dzy' tdLdS¢ o [ A5,lst80H]d.y’ @ daf &5g " aFiisdzdz'C
My dcOs Is! Mw d2O dse' ¢k odwedz dzdgv f sH " 2
Csddf dzj SMdzed?2 " HAR'"H HBS OdOdz' Lk MY tsflsj te
ey OCy" ' dz2O0 L OGctesL J.

l1 " Ha'"H RBA fjtejHBOYO' LB ' t6 Mftsmils]j tcj
sBtesBSCEZ SO CdzOMdW '™ €Oy ¥ L od¢ sted Mmis Odzda™
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Csdzd d&OSCBYdquykz’ Is+ mw HisMmlis Ols dzgw C'dzr €° Mls
Mftse M jdeda" ftots fslsjdzy 2dzz L OctetsL 2.

zts CtdzStcjlsdzs 9"  HBEOO ' Is!: MW 9o HBERZOO' IS
IsS@BAT S tstgj dzw y' 2 dz° f tcOo dMk@3J ISMsSH'® B QeSO I9sii ) )
Miso tstes s Is! Mo " hjdde? o d MESALOHOUZ" &5 ey * 6 |
MisOlsdydz fJtOoddzO dzj o' HE dz¢ yOE Is+ MW, 9 ¢
Mlso tstes 8 Is! , 9" ' HtoOL &z nétabld &vent NER gty o dAOjtcdR™
tedLdS dzO odL dzOyjdzed?2 BG' CIs. stsdzdi dedff d ¢
IstsH' Mo tstet * INEMwWvy QGedds quudfad@ dz, ¢ nfgis dz® 2 ¢3
© HOdzd A, yqd Ists 9" H C'BjtBjLfJSCtsodns €
BJLYJjtojtcodzs tSBicOmBBOlZ" Is! Mw .

wdzh s f j RBAS OcLs#¥Olsdz' Mis+ Ctsdif dzj € dzts H
sBG@" Cls, tM¢" d €d dzgj dzdh GHdzlsJ gt Pazkzy 'L 2
H'8, O t' Ld ftwOoaddzO L ' Ldedr Misstc' da.

l ftcso OHRBAdAdz)Y MSE dzZOH 20, 6 MzemtsL OKOIs
Codzlstetsdze SO tesBtslsd L Ctstej dzv y' Mz * i
LH" 2fMmdzedlsd OSC" CtetsC d:

1. v fjthk yjtwek, MlsOdkHOlsdL zoOlsd
sBO6 ' Cls dBZOes Y kECd2 WtsteddOl MmMeotsets L Of dMmk
By kls! BfdmMkzeOlsd SO L Ofdmkze Olsd -fcdal dzte dgk
rs fteds dzOHkz, L Of dsfifz IKds teod frHsjzCo’ Gy O t=ifts W) s to o3
1 username/domain
1 username@company.com
1 username_domain
1 etc.

vV OSCBRRE odf OHEC E, weChis tsBO' Slstsdz to(d
o Ot Oy’ LOfdMmME Cttedmiskzeo OYo dOs Is! B Iz
<username>B j L -wB&dgr HBHOISCtseadrm OlstcdBlzIs® 9.

HJC ' dz2 CO 90t Odzels' 9. v Sty dtd@kikz Ctstej dzv y'
CstedMmMiszo OYO L O HBY 3 cragey otd jod & dR4std daddB2O H -
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AW sEEOY' Y. uv0OCd?2 o0t Odds HBfbkflsddd?,
100%0  j ofgdgedz’ s ' LOfdMmk Cstedmiskze OYu® ( H

tcjekzdzwtcdzed?2 odtOL). vOCBY, ‘ twdrLd¢,
Yyomtsdz (detso © MdMmlsj &3O OBt L d3 dzO o MOd3 2
o HfttOys . ztsB 9 d 1 tc Oolgtds'dB ddis O $ azdz O fin) dfizts lic @ 1

C sdz¥ ' ¢ lege®y wdzh d 2 jific j HEPIR®S dzj dzdzv @ d fes k2
CsdgStej sdesB Y bktodzOdz fsH' 2 L lsOBddyj "

CtedMmMisze OY"' o CiIste’ ‘ ) L Sdz o Oh 5° ¢
CstedmMszo Oy @ fooaddedzO o3 Misdlsd B OGCOIStSL 0z
Btsy dzd o ° o Otc' Oy"' ’ OWwP dz* f'tsteig s C Wstisticd M Isdz’

CzOMmd ydzckRserna®d> @S d &3 yddesdz, §ted L ' mMmls ©Oo dzj
L O p'EH]'A Zdkssce BEHJIS] BOIsd Yy ' Is€d?2 tjlL
f smilsOo dzj dz' 2 L OHOY' . v OB dzd yw CstedMmiskzo
L cOo dz' dzdzw ¢ emnfjurativlz ter@nagerent (databaseMDB)
dzj ©° HO ' dizdzed 3 § kz dz§ Is BRER, dzfO0 s dpf Czif dzr , tc tf detd ' df
¢c'BjteBjLfjg<d [7].

r dzw tesL H' dzj dzdzW d&BaAe) fifs towoc O dg' L jAsy ‘o’ (ff t
oditedmMlssolzo Olsd d&OMIskzy dz2@ ¢ &zOMd tBd ' CIs'

T MmdMmisgysmi € " dzyj o' fdmistets™ , Mmjteo j to

1 Csted Mlued i@ tg(d Miszo OyY' , kjrd ydz' s

1 " dzhgihe)(i f tOo d zO, " j8 ", dehgcdzj ded, wt

2 1 OtcOrzo O tdL d¢ H dzw Cydese s €
ftedmMzHdEMBijsSdz3' o] HB ftosfttOy' s Odtse s
vsBlss oadmaBHWYd L o d&zOMdzsets HEtsMo HE WOR
wetsis® Cttej dziiisd kG sfift@oOHdd]f dMOIsd t' o j
Csted dzw y' 2 detsets f tcOo dquiaad S Otc fucdMmo s Isd o ° +
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v OB dzd yvw 3
JCOHOY v d&OtOrlkzo Odzdzy tocdL dSEz o L Odzj >

i tc ©o d dzt
Rule Impact Score
Critical 80-100
High 60-79
Medium 40-59
Low 20-39
Info 0-19

3.)BzHEZ9o Olsd dBOIstedyr L Odzj ydesfmisj 2 o dzd o
CstedMmiszo Oy) d20O L OcOdzr dzgd?2 COdz' Sz 59 Oz
ZOtcOr zo Odzdz" HEBHOICtsodr flkdSIs' @ HEs todL c
[ 44, 52, 86] . sfeGC CdzB§thpjL 38 S d ‘'L o j dzd €
HE CBett © HBERZOO' ! Mw MfwesB O yY' dz o’
ftcdo ' dzj 259 Odzd 2 @Geoddsdaz fadg tel) Isitsitels] wdls dstcc Odz



Correlation Search

Y

Adaptive Responce
Action - "Risk from 0 to 100

Analisys"

Y

Sum of Risks from ALL
Correlation Searches by

by Object Object over some Time Slot

i

Calculation Total Risk {

|

Object is System

13¢

_|_

{ L ©OR kdats ¢

r N N s N [ N
Notable Urgency (if Host Criticality Notable Urgency (if User Criticality
exist) exist)
AN s\ S \. J
s N B s N N
Service Criticality Is TIER Is Privileged User Is TIER
. VAN J AN J
s N N s N N
Is PII Is Focus Is VIP User Is Focus
- v J - AN J
s N N e N N
Unic ES Cyber MITRE ATT&CK Unic ES Cyber MITRE ATT&CK
Domains Matrix Domains Matrix
. N J . J J

tdm.3 3¢t~ " BREAC ststc O

v OB dzd yw 3

HEHOLStattets tcdLdSCE o L C

Feature's Name

Score

Notable Urgency

critcali 20, highi 10, mediuni 5 ,lowi O,

informational- O

Host Criticality | critical i 30, highi 25, mediuni 5, lowi 3, ™" -0
Service N _ _

o critical 7 10, hight 6, mediumi 2, lowi 1,"" -0
Criticality
Is Tier Tier O7 20, Tier 1i 10, Tier 2i 0, ™" -0
Is PII Yesi 10, Noi 0,™" -0




Is Focus Yesti 20, Noi 0,"" -0

_ >2 AND <5- 10
Unic ES Cyber
_ >=5-20
Domains
other- 0

User Criticality | critical i 30, highi 25, mediuni 5, lowT 3, "-" -0

Is Privileged

Yesi 20, Noi 0,"™"1 O
User
Is VIP User Yesi 30, Noi 0,"™"71 O

TechniqueCourit 1 2 3 4 5

Tactic Count

MITRE 1 0 5 20 40 50
ATTECK 5 10 30 40 50
Matrix 10 30 40 50 50
30 40 50 50 100
50 50 50 100 100

a b~ DN

36 1 sfMmdz" HyJdadew fJteddzydt o CtsdzB' dzOY'
odwe dzj dgdg" GHdZ ‘° Odzes BOd

[ S8 tsdz yomilss oddzd € O¥ Is! odfOHCd ¢Ctsd
Hist szt tss dzj L OHtse " dz' dzd 2, BsH | tzsls tdZ2j B d
ftcOys 90Isd L Odzctstedlsdsdyz IsO HOdzd dizd, ©Odzj
&ZOHIsts BOGOIts. 1 0ftedS d&zOH, od tHAuv® Directasyj L
(O BMcrosoftEntralD), Ek 9o O 9o j dzdpL0QO0SSHEte (Oigids 2 sO@ Y 'We (
9 HYfBo Hdzs tsBMWGEd BEHLEIS! HEZY 4 L dzOydzd d3
HsfMdls!: ysteMisCddd sBBR N jded" @3 s ¢ d €M
HtS L OGOdz dets’ Q0o ¢ sigls L 2 OB € h 2B
mMf cOyr o Odz B' dz hj yddz BOCHMd B3Odz! dzts sy
wehits dzj 30 ftetsB dzj d3 ML IsfPO d3( dy tc @diz H3tc ¢fi OO j I
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nstesh d2 f°HR'H °  dz@o yOdzdzw H S dz Csh

9 Hio Hdgs, fhEC Odtsd3Odz' 2 o BHdd~ = |
BSHjdZYB]. uUtsH' Bsy zdo BlEa B zO W) PzEMIE tcd &
BsH jdzj 2?2 Ctslste’ ¢ OL OdzO, hs yJj O dzts 3O «

Odze stcd Is o3, Odzj odOsdPBstsaza@lea®Is g’ tedz'L dzk
By dzdots L OMlssmMsakzoOlsd to' L dZ Odze stedls d&3d
9 HsSBtoO)Y j dadz?" dzO2Ctedlsdydzs hdr L dzOR " HiC.

wihdzlz & Is 2 L OcOdz d& f" " HRtSH(J, w®ML H
BsHjdzj?2 o tHdkz Mdmisj @z s Ez2CE OdtsdizOdz 2

1. ¢dzmoOdsBdzj o2 " HR'" H oadSittedmistsolz’ !
slstcd d30dzdzy CtcOh drn § jtoj HBOWS te 6 te] HZ' BREEGE
O dzflf © 3B Az fs' Hdgzs Is! Mw  f jtej HBOY  dgdg" 9 "
fjtoj dzOo yOdadzgw (over fififlstde nfrgls)! ‘f j tcg H dzORyg K
&3 s5H(J:

1 1 JGe'  dz¢c odSttedMmlssoalz’ § OOdzj dz' dzgj ¢
L wedn btejdkz' s mMw dzO odfOHSCBoOt LG jdzj tot

® -B "Qoh o8

Hioi yd tMisOlstsydsi 0fi £t dH £ O Wjsdzdzvdzts H jQid) 27 [
fJtc HB Ol dzdalsts H § dz' .

1 1 EMmls’ dz¢ f smdz" HIs9 dzts dzOo YyO' dBBHJ dz'
Lsmiteduykz’ s mMw O odfOHECOR, WwWC' BlEdA
B HJ dzv &3] .

w B 1 Qwh 08 w

Hjl:To0Oc0O ftodls dOYezbj &', wWCO 9" HiSBEIGOY O
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o dC sted fnls sda®s y Odgtiem j dat dzv dsjt
BsHj dzj 2,
weshE Ode stsc

h ts

od Tt

wWCO odS stcdlusdason ' * dgh dod Hd3®
H Odz
] " BtodH dg mMdMmlsj &3d ' Hdzlz Is! tc' L dz
SO dzj CStsdelstetsdzy 59 Odzj dzOo Y-
fjtejoOcecd o t'Lddms Myj 2Ot wa. 1 0O0fted¢C

H dzw

[ MovaTkoBUA

nataceT (X) ]

Y

ML monenb 1
fi(x)

ML monens 2 ML mogens N
H(x) L fu(x)

N

./

ObpaxyBaHHA 3aranbHol OLIHKK
y =)+ Hx)+ ... +fu(x)

Y

y

[ ®iHaneHWIA NporHo3 ]

L Ofls sk o Odadz"

COy"

o d v otfi?j igalaw Pstassk OS dls tizts d
C dzOfmd Y

"HJ dzlsd W
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WOBgE | G q @ datets ° H dzO dzdz”
SHdsEE St dvy' 2dsets
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A' § ' HoBH] By d0 sdCstdhmissolo Old ¢
fslsky ds’ MmdMmisj s odwe dzj dzdg" Odats BOdz' 2 .
LOHOY', HBMlskzfdadr HOdZdr ' odd@sE HE Istsn

37 [y d$0O jWjiCSlkdodzsMmls' L Of sy tsdatso Odat

1 cOCIsdydz® f jtejo GO JWJjCilsdodasmls' L
L d3j dzh j dzdz’ dzO 9 Odzls Oy § dzdzv dzO0 yJ dzste f tets
Operation Center, CSOC) [47, 48, 52, ¢
ftcOQoddz ftcOo ddzOd3d dzO Cts frifpss 0 "dzjMd,j dzjdedOydizls dzdk.
sCte] BselfcOMy ZzO By Ckzo Odidsd dlsf o gedek M & &
fitdodhi® 50 %, hts L d3gd dgh Iz° L OG Odz! dzd 2
mMeClkfdz yoOomksS¢lkz FP HB y' d soatset L dzOY|
ftocso "gH dfda@aCIsd S O ( MI TRE [ 75, 86]). K|
Cdght €T dzr €T Mdz T sCOLdzOf g SisYHsE " t
Triage, TTT) ° yoOm Hts LOSCtdIslsw (Ti me T
o " Hfitse " Hdes [ 52, 75, 86].

r oz 2 ydqr fs¢CoLrdds  a L O tMisOdadz 2
Cdzs Mistelze Ist GBI MEZUZE L &&OGAdzdzw S) TT M " DDC H(
C' dzv S sMmis” not abl e eveBidZ) ,' LO TSIOY tIs O YION
fsLdlsdeodzeds MftcOy®o ©Odzr FPR (tdm. 3. 2

Average Time To Closure

Last year

5 minutes, 8 seconds 8 minutes, 28 seconds

{ dMETITRATECL O ©MilsOdzdz 2 ' ¢ o d5j ) OR
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{dm.6 35 2dNE('wipls ‘B dIsd = 5 ISdydTyT f5 o

tdm.7. 35 2dNE('Gfipls ‘B dIsd = 5 Isdy dTyC f 5 o

Total False Positive Ratio (%)

Truth Rules Statistic

Time Urgency

Last year v Critical X High X

Medium X

t d M .8. F&8lsePositive Ratio (FPR) © fMilsOdzdz" 2 ' €

1 " HiNEBE B9 fsCOLdd¢d tsBtlsd CSOC Ht
Csdzf j demkzs ysets Ctsdalstetsdzs RBA kL Oc Odz' dzj dzt
LO dqdzzdzd2 &' € ; C'dz €' Mist not able eve
RZO2tj ftojL jdsOlsdo dz' MsimCo 'd detd B '8 @ a @l
sdyHjdza odesmdIls! dzOH A todzz d3' Y Isdydaj oz 9o C
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v OB dzd yw 3
1 sCOLdzdSd JWJSIsdoadesipls®™ CSOC HTEs

1 sCOLdedS (MJ toj H A& 1z dzts 4 Is O dzts

Not able events (M, >500 163
YyOMIsS O 5d f ef o dzd » >85 % 48,2 %

(FPR) 40 %)

YyOff Hts oL VwWIslsw 9o ftof dzJd 5 Rno ¢
Triage) odd3 tov g

yoOff Hs LOCtdlslsw (- dzJ 8 ro 2

odd3 tv g

] sCtOh jdedz? fs5COLdedS " @ dzgj dzdh j L B-' GC
ftcOQoddz ' RBA, O 2 LEzdgtseodzjdzgj MOBddz d3j ~ (

notable events, s dZOHaBHWIS! dzO f jtco d
dzj Odzts 3O dz! dz' MY Py jorodkrday ) e s 1BY @ dElssOY 2 ° 0]
Yytsets Ldzdy k' s i tsLyfdidseCdad - = dipfdasO y s o O dz' .
tetsL o Odzls O j dzdzy fsCOLdedCd TTT TTC &
offtctso OHY jJdadz? BjIstsHEZ f(todzgj ftcOys o Odzdzs
L OB jylzth Pdztsmw , sy vy B4 sted € d & OUOdzy dzy
ofmMsdecOdzd tsBtetsBdzVIsd f jtojoOydats fsH' Ctoc
Medi um dOStsfdykzes Odzdmw BjL Mot YyOmdase s

[Ctoj s fMmdz' H dOEisdlsd d2O0  ste’ o dzv dz
By ssHE yYjtejLr Gt oOdzsOy jdzdzy sftcOy! tsotk
tc' o dzv , ‘ dzOo ' Is 2O yY' sdBBz L o kY pdzts A o dif
MftcOyr o 0dz' fjtcjodhkzo Odz@zv8 D U0 L 'ddf dz dz®1
0 )y LO Edktsed tftOy® o Odedz" Y 6H" 2 1t 9
f sCtcOh j dzdzv f sHo " 2 ded d3: dzdy yo yomlss o
fsH'2 LO Ctdlsdydzs Mmliss .

l Oy dzdeots L OL d&zOydisd, hts dz@o j H ] dz dzd Is
fsaBHWIS! "L to]j Odzt dzgdr e Odz' L Oy' 2dzdrs H
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wy dzW cOMistczCIskted, O dzgj o HIlsetstejdz dzO Is
44, 47, 48, 52].

] sHdesyOfp 9 O0tlss "  HCtej MdzdIsd, h s Hdzw
YyJ dzlstcz dzj HsMisOlsdz' 5 offtctso OHdIsd ¢ tej d&3q
JWicClsdoe dats”’ mMdBlsyMikd Bi OF fflgkeo dzj oHBMEC 5
offtctso OH Y j dedz? deso drn 3 IstsHdzt®  offdte o Isizfj Hdzdzw,
L ZOGtSHY j 2O oL O BBsSH' W-fCE@EBL HL dzDdige s ts tcle @'
odwedzj dedzgv L dzseo d3d fdes™ OCIsdo desMmils’® RO M,
tcj OGlzo Odzdz" dzO dzj ~ .

[Isyd, Bfbddk LOy' v Cttejdwvy 2ddr ftOs
i34 stsH Iz, Hd Yd HBY &z des, HO' LBk §Ct
H'2 (Odesd3Odz' 2) BJL LdzOydzdem HBSHOICBO dnA
tejLEdz sOIssdz v ¢ HOEY ') QidgR'G s topjCidis aQy'ls o

l dmMdzse ¢ d HB teSLH' dzz 3

1. oW stcd3tso Odg CtedlIsj o'’ Hoazw " HijdasdWw'®™ €O
dzj toj ), w gt sy 2zIs! Mo Hydld s § ilsj dan
B IsBH" 9 BOhM dqdzdzse s dzOo yOdzdzw IsO MilsOlsd ml
9 j dzd € ° sBMWced HOdzdr~ HEJDNMEZsQE dzis 3R Is da| A
' Haddzj dzdz" o' H dzsted3d .

2.1 " fmdzv sy  deSd ' Ldzeds dBJIstsH' 9 Y tsMmdz HU
oditstcdmMissozo Olsd OHOfIsdodz Isjrdz §d, IO
tcjekdvtedL Oy v dz0 Gfdeso ‘Missted ydzd =  HC
dzO0o YyOdzdz? d3tsH Jj dzj 2 rdzO LHBJjdEO dg' Oy dzgd~ WHCO digfls ¢

3.[B tckdzstso Odets IsO odBtcOdzs Odzgtsted s 3
dzOo yOdedz? BsH jdzj?2 E LOfttsf sdeseo Odegsdzz ML
tcj Odz? dgdr HOdzdr COLOdZsE odMmtsCkz Istsyds fr
o' Ldedr Myj dzOtc’ W n o dwedzj dzgdz? OdatsdzOdz’ 2 .
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4.t sLtesBdzj degts SO B dMOdes h ' Mls+ sMmdzts o ©
BOLtsotsGets Odzesstedlsdsz ( d&3j IstsH) , o C dzs yOs yd
SO Ldedy jdedey Pk, odHtsBIZO Odzdz?" HBSHOISE t5¢
dzOB tstcz HOdzdr, dzOo yYBlptzs Oedzs SE G gzlzj I8 @' 1S (
AW MmMtezCliztce® LOBjLY juyk' JWjSIlsdeds Mmils! ¢
5. [ B ok dzlstso Odats dzj 5B = ‘' RiskBadpts Alertingf (RBAM @21 % J
Codzlstetsdzs SO totsBBlsd L Sty igh d daf ez ls § tck
ftoeslsj dgjmlslzo Odedzy " f"dz' d&3d M tcOyr 9 Odzdz” A3
HsLotsdzw ' L dzdL dIsd dz0Oe Odzls Oy j dgdz?v dz0O CSOC,
sO LOBjLfjuydlsd B " dh jWjSClkdoadzgd?2 L ORdMMmlk
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tdrrwf 4.
tdrtdrso Tt fatofrd4d 1001y
sdtrfcAwrRI{R V11 OIR[OGIR 1JC 108U U] D
IrcdJrrrce ovdfoJwes Yo4t

sSttej dzv y' 2 dg ftcOoaddzO o MmdMmisy &3 Zz 1 tcC
BjLYjSCts (SI EM) MistcOIsj ¢ ydedds " dzmistclz
f " HBLte" dzdr H' 2 E &Bjteiy' IO Mdmlsj O=-.
oJdzdits’ ¢ d Csmis’ BOddL dzskQOttgH ' i skzod
mMdMmlsj &3, OCIkdoedz Mis! CtstcdMmlskzeo Oy o, dJ oy
83].

VU HBMd HYEZzoa OBz MmjtjHBOdN Y4 dzlstclz
cSoftServee LOGCOd dzd?2 HBBBO9ad2 ®BMWGE H
MsOdztso d Is ! Bd&zdL ! Cts 400 i1, L wWednmn ftotsW
(Oolsjdasd¥ SOy w, §i5¢ t#OH O DSczd EDRs DND
sO¢" BMWeEed © fBHOd htsiz ttsLEzd3 s Is! mw

ltod ®WoLsBY' SCtejdvy 2ddn fwLOsddz L
9 HBEZOo O' Is': v ftshkzC LOCdtsd tdsfisj?2 IO
folsjdzgy’ 2dets hC' ' Hdzdoz OBB Odzsd3Odz! dzz OC Isc

it sBSISO dzZOH § sBEZHBOBE Cwtej dzvwy' 2dedr
9 Cdzt yO o MmjiBj Bydh j dadzgv, destcd3Odz' L Oy* ®
wesfls' OdzOdz' L Iz. Isls'" &3 9adL d&zOyoOe Is+ mw € ¢
BlzHEZIs! odStstcdmistso zo Qls dsipC-OmH dgvg M@JRO dg Ouiniz
stshts [43, 44].

1 O yOdedz" dBsHjdzj 2 odCdzz’ Is! Mw dzO s
f ted L dzO W ‘ Ist€izGme o3 O oD sl dzts dz 06O CdiEsd o dzfs iz . dzO o
B3tsH j dz' ftososHdIs: Mw sy 2¢O ' JWiClsdoe d
Isj Mislzo Odadzy, By dzO L H' 2Mdz 90Isd o' HIGOL Iz
dzO HtMmdz' HY j dzdav , O ' MmMdzv wslstcd 3Odzdzy ¢ dz(
fsH 2 ddqdzsikOmMdzd?2 o jtHdCIls PtsHESE ket yd
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weo ¢'dz €' Misy "dsBdzd e MY teOudzcrdgfiz' 0.y J ¢ o2,
ftedmMizlsdw SO HtsMdz' HY J dzO O dzts,30IsAs dAOO OB tsSH ©
HdzW IsjMmlszo Odgdzgy. 1 d odSstedmlssokz’ Isj dzOo
o dw e dzj dzdzv , o) d 9 ' HtsiRded L z dz’ddss® Iszd iy Rdfi s 9 ‘H
slstcd @Bz’ Isj odwe dzj dgdzg®  dzj Is* dz' € &FP L aizBte Is3y
fsftcOyt 90Isd L OO stcOBRB], Ctlstc’ By kzls

L tOL" kM hdsets IsjMmiskzo Odzdzg?y BBsH j dz!
yom' Hdzv odwWedzj dzdz?¥ OdesBOdz' 2 k2 MmdMmilsg d3
sO MfteOy! solz' dzO odwe dzj dz Odzts BOML Tierl MMt
Analyst)f s ff slsj dzy "’ 2 dz LOGtesLd SO HBH{ sdBBOC |
dz' Co' HOY" °
1 OMmistsmizo Odzdz? dBOM d dzdzse s dzOo YyOdedz?y o C st
OolstsBzOIsdL zZoOlsd Htetsyjfm odwedzj dedz? Odats 30O
JWiClsdoedz Mmis! mMdmilsj &g o dw e dzj dzdzw sO fe
¢C'BjteBjLtjCd.

1 cOCIsdydz® sy dz¢ © 9 yY! sddz tesL H' d& L t
‘dals j cte@dZOdz MIdSd © SIEM ' dzO L 3 dzF tsB MW
[ € o] d3kzd eppolsoty ment o Oz HOY' ¢ TP, FP, FN,
MzC e dese 5 HfQ otcCBogs @ydgtslgdsy © " H EM' = ftOo d
we dzOMmbkzfdd?2 JjlsOf HtsfMdz HY jdadzw [ 44, 52]

4.1. 1 dwe dzj dgdzg" Odes B3Oz 2 o M tcOyYs 9 Odede” -

dlsotstcd s SOC ] IijMmlstsoj MjtejHBadh j:

A Splunk Enterprise Security (HBHOI

A 108" t6 ' dzlMistclzdzj dzls' @ BON ddedztsE s dzO09 Yy

A udte’ H Odz' tslsted &3O dz' L MmdMmlsj & o dvV
¢t dzyjodr ftedimsteswr: (EDR) tteOdz L Oy"' °’

L Y’ tsdgfza sues eOdets BZOdz' ¢ HBY' dz des o dL dzOy
C'dz €' Mmis! EdgdicQi@isdedes ZEDRsSL t6' L' BCtej di3sa
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LO BBttOdzy yYyoOmsee o' Cdzs. Threat model Is
L OOy J§ dzdgv t5Ctoj d3ts” BOhddzd SO BOMse O
ftcdMmlstets™ 9; Htod yY! sz o ddzts dzj o d ¢ tsdzk
ooded L O3 dzsO dzjftadevddzHicH BB ydzd - OCIsde ' o.

Il dEsted Mis B gedelzsE &0 " Missted ydzesets o * € dzO
baseline, tHM&OS "L d st BOYOdzs o d¢ dzt
IsJ =~ dz' ydz fJjte" sH(. wdzO ¢ h | s H j dz B §
Olsdftsolz o jH"  dg€ zdz'whClz* datstdefdglzdf ¢ Pbsases i n
fsHOd htses ftesfkzmMSlk ' dydHjdzaZskz [ 43, 44]

v ydr MyjdzOte' wn & odEtstedmistsolz’ @B +
ZstcdizOdz' LsoOdz 9 HYBS9 ' Hdzgs HB HOISOMSH | dZf
fjtcjoOceck tsBtslsd L' MlsOdH OtclsdL so Oded d3d
dzOh * ftesyjmMd ehezCzdifftcd mMezsttj dedzj L Odzj 3 d
mMzd3' MdesMmils® HOddr. | fljLlz Hdvy ffshECE
EDR d ¢ dzOskztc d, O MmMods, Hts €' dz S sfls” Z
ftcedmistesw 7 L O SH d ded Yy yofmiz, 0 fn O d,

 OlsOMmjls Hdzw dzOo yOdzdz" LBdteO’ Is' Mw L O
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Title  Threat - ML Calculate & Fit Substantial increase in Malware Infections - Model Gen

Description optional

N

Search

tstats summariesonly=true ‘els' values(Malware_Attacks.command_line) as
command_line values(Malware_Attacks.file_path) as file_path count
allow_old_summaries=true from datamodel=Malware.Malware_Attacks where

Step 1 Malware_Attacks.action=blocked by "Malware_Attacks.signature",
"Malware_Attacks.dest", "Malware_Attacks.action", "Malware_Attacks
.file_name", "Malware_Attacks.process" _time span=Th

rename "Malware_Attacks.*" as "x"

Step 2
— . | search NOT “exclude_malware_signatures’
eval DayOfWeek=strftime(_time, "%A")

eval HourOfDay=strftime(_time, "%H")

Step 3

—_—) eval IsWeekend=if(DayOfWeek="Sunday" OR DayOfWeek="Saturday","Yes","No")
eval PartOfDay=if(HourOfDay>2@ OR HourOfDay<7, "Night","Day")
eval process=if(process="","-" process)
stats sum(count) as malware_infections values(dest) as system_list values
Step 4 ( ) ( ) Yy

(command_line) as command_line by signature action process DayOfWeek
HourOfDay PartOfDay IsWeekend _time
Step 5 | “ele
el | fit DensityFunction malware_infections by signature into
) count_malware_infections_by_signature_1h_with_features
Time-
slot -fOI’ Earliest time
tranlng
—’ Time specifiers: y, mon, d, h, m, s Learn More [2

Latest time “d

-180d

Time specifiers: y, mon, d, h, m, s Learn More [2

tdm. 4. 1.MLulissHigtelf dzdizO tsmdzse ' B OL 59
DensityFunctionl sL dzOyJj dz2'° JIsOfd d3j IssHE

Search

tstats summariesonly=true ‘els' values(Malware_Attacks.command_line) as
command_line values(Malware_Attacks.file_path) as file_path count
allow_old_summaries=true from datamodel=Malware.Malware_Attacks where
Malware_Attacks.action=blocked by "Malware_Attacks.signature",
"Malware_Attacks.dest", "Malware_Attacks.action", "Malware_Attacks.process"
"Malware_Attacks.file_name" _time span=1h

rename "Malware_Attacks.*" as "x"

search NOT ‘exclude_malware_signatures

eval DayOfWeek=strftime(_time, "%A")

eval HourOfDay=strftime(_time, "%H")

eval IsWeekend=if(DayOfWeek="Sunday" OR DayOfWeek="Saturday","Yes","No")

eval PartOfDay=if(HourOfDay>20 OR HourOfDay<7,"Night", "Day")

eval process=if(process="",6"-" process)

stats sum(count) as malware_infections values(signature) as signature values
(process) as process values(file_name) as file_name values(command_line) as
command_line by dest action DayOfWeek HourOfDay PartOfDay IsWeekend _time

Steps 1-5
e

ele

eval LH=if(now()-_time<3600,"1","0")

apply count_malware_infections_by_dest_Th_with_features threshold=0.01

search "IsOutlier(malware_infections)"=1

rex field=dest (?<dest>(\w+)(?=\.softservecom\.com))

‘notable_event_severity_malware_signatures’

eval urgency=mvdedup(urgency)

lookup asset_lookup_by_str asset as dest OUTPUT service_importance priority as
host_priority

fillnull value="-"

| ‘notable_asset_object(dest)"

‘rba_host_resolving(dest)®

Step 6

Alert type Scheduled Real-time

Run on Cron Schedule ¥

tdfm. 4.2. 1 d¢suddsOiaz" wa@2o Y sz ¢
MY tc O\ “EDRMnE Mls § d&3d
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Incident Review

Saved filters Tag Urgency Status Owner Security Domain Type Search
| Select... - Add tags... Critical, H... (5) = Select... v l Select... v l Select... v [ Select.. v Col
Urgency: Critical x High x Medium x Low x Informational x Source: CrowdStrike Detection x CrowdStrike
37 Notables | Edit All Matching Events (37) |
D i Time -~ MITRE Tactic * MITRE Technique = Title = Security Don
D > Teday, 7:05 PM Execution N/A CrowdStrike detected "informational” signature "NGAV" (process: Endpoint
vpn)onhost [ 1th action "blocked"
D 2 Today, 7:05 PM Execution N/A CrowdStrike detected "informational” signature "NGAV" (process: Endpoint
vpn) on hd:(with action "unknown"
[j > Today, 6:50 PM Execution N/A CrowdStrike detected "informational" signature "NGAV" (process: Endpoint
fortitraylauncher)on h[____———— 1 (with action "unknown"
D > Today, 6:05 PM Execution N/A CrowdStrike detected "low" signature "NGAV" (process: bomgar- Endpoint
scc.bin) on hd:th action "unknown"
D > Today, 5:50 PM Execution N/A CrowdStrike detected "informational” signature "NGAV" (process: |d) Endpoint
on host ':(with action "allowed"
[j > Today, 5:35 PM Execution N/A CrowdStrike detected "informational” signature "NGAV" (process: Endpoint
Mouse.exe)onho_____Jaction "blocked"
D > Today, 5:25 PM Execution N/A CrowdStrike detected "informational® signature "NGAV" (praocess: Endpoint
winpath.exe)onhol______Jwith action "blocked"
[j > Today, 5:20 PM Execution N/A CrowdStrike detected "informational” signature "NGAV" (process: Endpoint
msiexec.exe) on hoS:hth action "allowed"
[j > Today, 5:10 PM Execution N/A CrowdStrike detected "low" signature "NGAV" (process: Endpoint
HoMM3_HD_Latest_setup.tmp)on[_______Iwith action
"allowed"
[j > Today, 5:01 PM Execution N/A CrowdStrike detected "low" signature "NGAV" (process: Endpoint
main_imggen) on host :Ntf' (with action
"blocked"
[j > Today, 4:45 PM Execution N/A CrowdStrike detected "low" signature "NGAV" (process: Endpoint
HotA_1.6.1_setup.tmp) on hd:h action "allowed"
D > Today, 3:50 PM Execution N/A CrowdStrike detected "informational" signature "NGAV" (process: Endpoint

Id-prime) on host : (with action "allowed"
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Incident Review

al, H... (3] = Select 4 Select - Select w Select o Corre

gency:  Critical  x High x Medivm Sowee: ML Anomaly Detection of Mahware Infection by Signature  x ML Anomaly De
0 Notables Edit All Matching Events (0)

i Time - MITRE Tactic = MITRE Technique = Tile = Security Domain = Urgency

Search did not return any notables.
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Title Network - ML Calculate & Fit Substantial increase in IDS Events - Model Gen

Description This rule calculate features than fit them to special ML model

2

Search | tstats summariesonly=true ‘els’ count allow_old_summaries=true values
(IDS_Attacks.src_category) as src_category values(IDS_Attacks.dest_category)
as dest_category values(IDS_Attacks.category) as rule_category from datamodel
=Intrusion_Detection.IDS_Attacks where NOT ('exclude_DM_IDS_rulesets") by
"IDS_Attacks.signature", "IDS_Attacks.dest", "IDS_Attacks.Priority",
"IDS_Attacks.src_port", "IDS_Attacks.dest_port", "IDS_Attacks.src"
"IDS_Attacks.ruleset" _time span=1h

rename "IDS_Attacks.*" as "x"

‘exclude_scanners”®

search NOT ‘exclude_ids_signatures’

eval DayOfWeek=strftime(_time, "%A")

eval HourOfDay=strftime(_time, "%H")

eval IsWeekend=if(DayOfWeek="Sunday" OR DayOfWeek="Saturday",b"Yes","No")

eval PartOfDay=if(Hour0fDay>20 OR HourOfDay<7,"Night", "Day")

stats sum(count) as ids_attacks values(Priority) as Priority by signature
HourOfDay DayOfWeek PartOfDay _time

| ‘ele’

fit DensityFunction ids_attacks by "signature,HourQOfDay, DayOfWeek,PartOfDay"
into count_ids_attacks_by_signature_lh_with_features

Earliest time -120d@d

Time specifiers: y, mon, d, h, m, s Learn More [2

Latest time -1ded

Time specifiers: y, mon, d, h, m, s Learn More [2

tdm. 4.6. wlsotstej dzdz?v ML BSHj dz' dzO tsfmdz
H DSt teOy® 9 Odz

Alert Network - ML Anomaly Detection of IDS Events by Signature - Rule

Description Find anomaly in substantial Increase or unusual activities of IDS events for 1 hour.

Search

tstats summariesonly=true ‘els’ count allow_old_summaries=true wvalues
(IDS_Attacks.src_category) as src_category values(IDS_Attacks.dest_category)
as dest_category values(IDS_Attacks.category) as rule_category from datamodel
=Intrusion_Detection.IDS_Attacks where NOT IDS_Attacks.Priority=3 by
"IDS_Attacks.signature", "IDS_Attacks.dest", "IDS_Attacks.Priority",
"IDS_Attacks.src_port”, "IDS_Attacks.dest_port", "IDS_Attacks.src"
"IDS_Attacks.ruleset” _time

rename "IDS_Attacks.x" as "x"

“exclude_scanners’

search NOT “exclude_ids_signatures’

‘exceptions_anomaly_in_ids_events®

search NOT [search index=notable source="Network - ML Anomaly Detection of IDS
*" | fields src dest]

eval DayOfWeek=strftime(_time, "%A")

eval HourOfDay=strftime(_time, "%H")

eval IsWeekend=if(DayOfWeek="Sunday" OR DayOfWeek="Saturday","Yes","No")

eval PartOfDay=if(HourOfDay>2@ AND HourOfDay<7,"Night","Day")

eval type_of_traffic=if((cidrmatch("1@.€.0.08/8",src) OR cidrmatch("192.168.0.0
/16" ,src) OR cidrmatch("172.16.8.8/12" ,src)) AND (cidrmatch("10.0.08.0/8" ,dest
) OR cidrmatch("192.168.0.0/16",dest) OR cidrmatch("172.16.0.0/12" ,dest
), "internal”, "external")

stats sum(count) as ids_attacks values(type_of_traffic) as type_of_traffic
values(src_category) as src_category values(dest_category) as dest_category
values(src) as src values(dest) as dest values(category) as category values
(Priority) as Priority wvalues(ruleset) as ruleset by signature HourOfDay
DayOfweek PartOfDay

| apply count_ids_attacks_by_signature_lh_with_features threshold=0.08@1

| search "IsOutlier(ids_attacks)"=1 AND ids_attacks>5

‘ml_suricata_urgency’

| "notable_asset_object(src)"’

Alert type Scheduled Real-time

tdf. 4.7. 1dSstedmlsOddzy &Oo yj dzs’ ML
IDSTd Misd d&3d
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Source: - ML Anomaly Detection of IDS Events by Signature over 1Day x ML Anomaly Detection of IDS Events from Different Signatures from Src over 1Day x ML Anomaly Detection of IDS Events from Different Si

ML Anomaly Detection of IDS EventsonSrc % ML Anomaly Detection of IDS Events by Signature x ML Anomaly IDS Activity to Destover1Day x ML Anomaly IDSby x

Time Range:  Last 24 hours

25 Notables | Edit All Matching Events (25) |
i Time « MITRE Tactic MITRE Technique ¢  Title ¢ Security Dom
> Today, 417 PM Reconnaissance, Initial Access, Privilege Escalation, NIA [ML] Finds Ancmaly of IDS Event per "Observed Let's Encrypt Centificate for Network
Credential Access, Lateral Movement, Command and Suspicious TLD (xyz)" for Last Hour

Control, Exfiltration, Impact

> Today, 4:17 PM Reconnalssance, Initial Access, Privilege Escalation, N/ [ML] Finds Anomaly of IDS Events on Host for Last Hour Network
Credential Access, Lateral Movement, Command and
Control, Exfiltration, Impact

> Today,3:28 PM Reconnaissance, Initial Access, Privilege Escalation, NiA [ML] Find Anamaly IDS Activity form Source * Dest Network
Credentlal Access, Lateral Movement, Command and "20.109.23120" by Signature "Suspicious POST to .exe Without Referer” over
Control, Exfiltration, Impact 24 Hours

> Today, 325 PM Reconnaissance, Initial Access, Privilege Escalation, A [ML] Find Anamaly IDS Activity to Destination Network

Credential Access, Lateral Movement, Command and
Contrel, Exfiltration, Impact

> Today, 315 PM Reconnalssance, Initial Access, Privilege Escalation, NiA [ML] Finds Anomaly of IDS Events on Host ' for Last Hour Network
Credential Access, Lateral Movement, Command and
Control, Exfiltration, Impact

> Today, 1:34 PM Reconnaissance, Initial Access, Privilege Escalation, N/A [ML] Find Anomaly IDS Activity from Different Signatures "Edonkey Search Network
Credential Access, Lateral Movement, Command and Request (search by name) eMule KAD Network Server Status Request’ from
Control, Exfiltration, Impact Source * over Last 24 Hours

> Today, 1226 PM Reconnaissance, Initial Access, Privilege Escalation, N/A [ML] Find Anomaly IDS Activity by Signature *Suspicious POST to exe Metwork
Credentlal Access, Lateral Movement, Command and Without Referer” over last 24 Hours
Control, Exfiltration, Impact

> Today 12:16 PM Reconnalssance, Initial Access, Privilege Escalation, /A [ML] Finds Anomaly of IDS Events on Host " for Last Hour Network
Credential Access, Lateral Movement, Command and
Control, Exfiltration, Impact

> Today, 11:25 AM Reconnaissance, Initial Acce:

, Privilege Escalation, MiA [ML] Find Anomaly IDS Activity to Destination Network

Credential Access, Lateral Movement, Command and

Control, Exfiltration, Impact
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Title  Access - ML Calculate & Fit Failed Logins - Model Gen

Description Build ML model for failed logins by src,dest,app,user over 1hour

Y

Search | tstats count from datamodel=Authentication.Authentication by _time,
Authentication.action, Authentication.app, Authentication.user,
Authentication.src, Authentication.dest span=1h

“drop_dm_object_name("Authentication")"

"ML_exclude_authentication’

eval failure=if(action="failure",count,®)

eval DayOfWeek=strftime(_time, "%A")

eval IsWeekend=if(DayOfWeek="Sunday" OR DayOfWeek="Saturday","Yes","No")

search failure!=@

stats sum(failure) as failure by src,dest,app,user,Day0fWeek,IsWeekend,_time

fit DensityFunction failure into failures_by_src_dest_user_count_1h

Earliest time -180d

Time specifiers: y, mon, d, h, m, s Learn More [2

Latest time Ad

Time specifiers: y, mon, d, h, m, s Learn More [2

tdm. 4. 10. wlsetstcj dzdzgv ML @Bmtefoodze dz H

Alert  Access - ML Brute Force Access Behavior Detected (Persistent) - Rule

Description Optional

Search | tstats ‘summariesonly’ count from datamodel=Authentication.Authentication where
NOT Authentication.user="+$@softservecom.com" by _time Authentication.action,
Authentication.app, Authentication.user, Authentication.src, Authentication
.dest span=1h

| "drop_dm_object_name("Authentication")"

| "ML_exclude_authentication’

eval comment="Temporary exclusion"
search NOT (user="Not Available")

search NOT [search index=notable source="Access - ML Brute Force Access
Behavior*" | fields src dest]

eval success=if(action="success",count,8),failure=if(action="failure",count,@)

eval DayOfWeek=strftime(_time, "%A")

eval IsWeekend=if(DayOfWeek="Sunday" OR DayOfWeek="Saturday","Yes","No")

stats sum(failure) as failure,sum(success) as success by src,dest,app,user
,Day0fweek, IsWeekend, _time

where success > @ and failure>13

apply failures_by_src_dest_user_count_1h

lookup mfa_success_auth.csv identity_mv as user callerIpAddress as src OUTPUT
callerIpAddress as mfa_conduct

fillnull value="-" mfa_conduct

search mfa_conduct="-"

search "IsOutlier(failure)"=1

fields - IsOutlier(failure), BoundaryRanges,LH

lookup asset_lookup_by_str ip as src OUTPUT nt_host

eval nt_host=if(isnotnull(nt_host),nt_host,src)

fillnull value="-"

lookup local=t cmdb_assets_active asset_mv as dest OUTPUT name AS
risk_object_hd

| eval risk_object_hd=coalesce(risk_object_hd,dest)

‘rba_user_resolving(user)’

‘rba_host_resolving(src)’

tdfm. 4.11. JldSotdhsOdd" @BDHY] &y N
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