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ɸʅʆʊɸʎɯʗ 

 

ʂʘʨʧʶʢ ʈ.ɺ. ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘ 

ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʛʨʦʟ ʚ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ.  

ï ʂʚʘʣʽʬʽʢʘʮʽʡʥʘ ʥʘʫʢʦʚʘ ʧʨʘʮʷ ʥʘ ʧʨʘʚʘʭ ʨʫʢʦʧʠʩʫ. ɼʠʩʝʨʪʘʮʽʷ ʥʘ ʟʜʦʙʫʪʪʷ 

ʩʪʫʧʝʥʷ ʜʦʢʪʦʨʘ ʬʽʣʦʩʦʬʽ↓ʾ ʟʘ ʩʧʝʮʽʘʣʴʥʽʩʪʶ 122 çʂʦʤʧôʶʪʝʨʥʽ ʥʘʫʢʠè. - 

ʃʴʚʽʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʽʤʝʥʽ ɯʚʘʥʘ ʌʨʘʥʢʘ, ʃʴʚʽʚ, 2026. 

ɼʠʩʝʨʪʘʮʽʡʥʘ ʨʦʙʦʪʘ ʧʨʠʩʚʷʯʝʥʘ ʚʠʚʯʝʥʥʶ ʪʝʦʨʝʪʠʯʥʠʭ ʪʘ ʨʦʟʨʦʙʮʽ 

ʧʨʠʢʣʘʜʥʠʭ ʟʘʩʘʜ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʤʝʪʦʜʫ ʬʦʨʤʫʚʘʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʫ 

ʩʠʩʪʝʤʘʭ SIEM ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʋ ʩʫʯʘʩʥʦʤʫ ʩʚʽʪʽ, ʢʽʙʝʨʙʝʟʧʝʢʘ ʻ ʦʜʥʽʻʶ ʟ ʥʘʡʙʽʣʴʰ ʘʢʪʫʘʣʴʥʠʭ ʧʨʦʙʣʝʤ, 

ʦʩʢʽʣʴʢʠ ʢʽʙʝʨʙʝʟʧʝʢʦʚʽ ʟʘʛʨʦʟʠ ʩʪʘʶʪʴ ʚʩʝ ʙʽʣʴʰ ʩʢʣʘʜʥʠʤʠ ʽ ʚʠʪʦʥʯʝʥʠʤʠ, 

ʨʝʩʫʨʩʽʚ, ʷʢ ʽ ʣʶʜʝʡ, ʟʘʜʽʷʥʠʭ ʚ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʪʘʢʦʞ 

ʟʙʽʣʴʰʫʻʪʴʩʷ ʟ ʨʦʢʫ ʚ ʨʽʢ. ɺʽʜʧʦʚʽʜʥʦ, ʚʝʢʪʦʨʽʚ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢ ʟʨʦʩʪʘʻ . 

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ, ʪʘʢʽ ʷʢ ʩʠʛʥʘʪʫʨʥʠʡ ʘʥʘʣʽʟ ʪʘ ʢʦʨʝʣʷʮʽʡʥʽ 

ʧʨʘʚʠʣʘ ʟ ʫʪʠʣʽʟʘʮʽʾ ʚʝʣʠʢʠʭ ʦʙôʻʤʽʚ ʜʘʥʠʭ (ʞʫʨʥʘʣʽʚ ʧʦʜʽʡ ʟ ʩʠʩʪʝʤ, ʘʧʣʽʢʘʮʽʡ) 

ʥʘ ʦʩʥʦʚʽ ʩʪʘʪʠʯʥʠʭ ʧʦʨʦʛʦʚʠʭ ʟʥʘʯʝʥʴ, ʯʘʩʪʦ ʥʝ ʝʬʝʢʪʠʚʥʽ ʧʨʦʪʠ ʥʦʚʠʭ ʽ 

ʢʦʤʧʣʝʢʩʥʠʭ ʜʽʡ ʘʪʘʢʫʶʯʠʭ ʢʦʤʘʥʜ. ʊʦʤʫ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ, ʟʦʢʨʝʤʘ DensityFunction, ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʢʽʙʝʨʧʨʦʩʪʦʨʽ ʻ 

ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʧʽʜʭʦʜʦʤ.  

ʈʦʙʦʪʘ ʩʧʨʷʤʦʚʘʥʘ ʥʘ ʧʦʣʝʛʰʝʥʥʷ ʱʦʜʝʥʥʦʾ ʨʫʪʠʥʥʦʾ ʨʦʙʦʪʠ ʚ ʮʝʥʪʨʘʭ 

ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ (CyberSecurity Operation Centre, CSOC). ʆʩʥʦʚʥʘ 

ʧʨʦʙʣʝʤʘʪʠʢʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʽʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʚ ʤʝʞʘʭ ʦʨʛʘʥʽʟʘʮʽʾ ï ʮʝ 

ʥʘʜʟʚʠʯʘʡʥʦ ʜʠʥʘʤʽʯʥʘ ʨʽʯ, ʦʩʢʽʣʴʢʠ ʽʟ ʟʙʽʣʴʰʝʥʥʷʤ ʨʦʩʪʫ ʦʨʛʘʥʽʟʘʮʽʾ 

ʟʙʽʣʴʰʫʻʪʴʩʷ ʢʽʣʴʢʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ ʷʢʘ ʮʠʨʢʫʣʶʻ ʚ ʥʽʡ, ʽ, ʷʢ ʥʘʩʣʽʜʦʢ, 

ʟʙʽʣʴʰʫʻʪʴʩʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʜʘʥʦʾ ʧʨʦʙʣʝʤʘʪʠʢʠ ʤʦʞʥʘ 

ʧʽʪʠ ʜʚʦʤʘ ʰʣʷʭʘʤʠ. ʇʝʨʰʠʡ ï ʮʝ ʟʙʽʣʴʰʠʪʠ ʢʽʣʴʢʽʩʪʴ ʘʥʘʣʽʪʠʢʽʚ ʮʝʥʪʨʫ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʟʘʛʨʦʟʘʤ, ʘʣʝ ʪʫʪ ʚʠʥʠʢʘʶʪʴ ʽʥʰʽ ʧʨʦʙʣʝʤʠ ʫ ʚʠʛʣʷʜʽ ʬʽʥʘʥʩʦʚʠʭ ʟʘʪʨʘʪ ʪʘ 

ʚ ʚʝʣʠʢʦʤʫ ʜʝʬʽʮʠʪʽ ʩʘʤʠʭ ʬʘʭʽʚʮʽʚ. ʅʘʩʪʫʧʥʠʤ ʤʝʪʦʜʦʤ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤʠ ï 
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ʻ ʧʦʢʨʘʱʫʚʘʪʠ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʜʽʡ ʘʪʘʢʫʶʯʠʭ. ʉʶʜʠ ʚʘʨʪʦ ʚʢʣʶʯʘʪʠ ʢʦʤʧʣʝʢʩ 

ʟʘʭʦʜʽʚ ʫ ʚʠʛʣʷʜʽ ʧʦʚʥʦʮʽʥʥʦʛʦ ʨʦʟʚʠʪʢʫ ʟʨʽʣʦʩʪʽ CSOC.  

Time To Triage (TTT), Time To Closure (TTC) ʪʘ False-Positive Ratio (FPR) ï 

ʮʝ ʦʜʥʽ ʟ ʦʩʥʦʚʥʠʭ ʤʝʪʨʠʢ ʷʢʠʤʠ ʤʦʞʥʘ ʚʠʤʽʨʷʪʠ ʟʨʽʣʽʩʪʴ ʯʠ\ʘʙʦ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʮʝʥʪʨʫ. ɺʽʜʧʦʚʽʜʥʦ, ʜʣʷ ʤʘʢʩʠʤʘʣʴʥʦʾ ʦʧʪʠʤʽʟʘʮʽʾ ʜʘʥʠʭ ʧʦʢʘʟʥʠʢʽʚ, ʘ ʩʘʤʝ 

ʟʤʝʥʰʝʥʥʷ ʾʭ ʢʽʣʴʢʽʩʥʦʾ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʧʦʪʨʽʙʥʦ ʷʢʽʩʥʽʰʝ ʧʨʘʮʶʚʘʪʠ ʟ 

ʚʝʣʠʢʠʤʠ ʦʙʩʷʛʘʤʠ ʜʘʥʠʭ ʢʦʪʨʽ ʮʠʨʢʫʣʶʶʪʴ ʚ ʤʝʞʘʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ 

(ʞʫʨʥʘʣʠ ʧʦʜʽʡ), ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʩʧʨʘʮʶʚʘʥʴ ʚʽʜ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʩʠʩʪʝʤ ʟ 

ʢʽʙʝʨʙʝʟʧʝʢʠ.  

ʋ ʭʦʜʽ ʨʦʙʦʪʠ ʙʫʣʦ ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʛʝʥʝʨʫʚʘʥʥʷ 

ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. ʄʝʪʦʜ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʙʘʟʦʚʠʡ ʘʣʛʦʨʠʪʤ DensityFunction ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ ʨʦʟʧʦʜʽʣʫ 

ʥʦʨʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ʋ ʤʝʞʘʭ ʥʘʫʢʦʚʦʾ ʨʦʙʦʪʠ ʘʥʦʤʘʣʽʷ ʪʨʘʢʪʫʻʪʴʩʷ ʷʢ ʩʪʘʪʠʩʪʠʯʥʦ ʥʝʪʠʧʦʚʝ ʘʙʦ 

ʢʦʥʪʝʢʩʪʥʦ ʥʝʫʟʛʦʜʞʝʥʝ ʚʽʜʭʠʣʝʥʥʷ ʫ ʪʝʣʝʤʝʪʨʽʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʷʢʝ ʥʝ 

ʧʦʷʩʥʶʻʪʴʩʷ ʦʯʽʢʫʚʘʥʦʶ ʰʪʘʪʥʦʶ ʘʢʪʠʚʥʽʩʪʶ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʩʝʨʚʽʩʽʚ ʘʙʦ ʟʘʩʦʙʽʚ 

ʟʘʭʠʩʪʫ ʪʘ ʪʦʤʫ ʧʦʪʨʝʙʫʻ ʜʦʜʘʪʢʦʚʦʾ ʧʝʨʝʚʽʨʢʠ ʘʥʘʣʽʪʠʢʦʤ. 

ɼʦʩʣʽʜʞʝʥʥʷ ʟʦʩʝʨʝʜʞʝʥʝ ʥʘ ʚʠʷʚʣʝʥʥʽ ʪʘʢʠʭ ʚʽʜʭʠʣʝʥʴ ʫ ʜʦʤʝʥʘʭ 

ʘʚʪʦʨʠʟʘʮʽʾ, ʤʝʨʝʞʝʚʦʾ ʘʢʪʠʚʥʦʩʪʽ, ʧʦʰʪʦʚʠʭ ʧʦʜʽʡ, ʩʧʨʘʮʶʚʘʥʴ IDS/EDR ʪʘ 

ʩʝʨʚʽʩʽʚ ʢʘʪʘʣʦʛʽʚ. ʊʘʢʘ ʧʦʩʪʘʥʦʚʢʘ ʧʦʚôʷʟʫʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟ 

ʧʨʠʢʣʘʜʥʠʤʠ ʟʘʜʘʯʘʤʠ ʟʤʝʥʰʝʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC, ʘ ʥʝ ʟ ʘʙʩʪʨʘʢʪʥʠʤ 

ʧʦʰʫʢʦʤ ʙʫʜʴ-ʷʢʦʾ ʥʝʪʠʧʦʚʦʩʪʽ. 

ʆʩʥʦʚʥʘ ʧʝʨʝʚʘʛʘ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʚ ʡʦʛʦ ʛʥʫʯʢʦʩʪʽ ʽ 

ʟʜʘʪʥʦʩʪʽ ʘʜʘʧʪʫʚʘʪʠʩʴ ʜʦ ʟʤʽʥʥʠʭ ʫʤʦʚ ʪʘ ʥʦʚʠʭ ʪʠʧʽʚ ʟʘʛʨʦʟ. ʄʝʪʦʜ ʜʦʟʚʦʣʷʻ 

ʚʠʟʥʘʯʘʪʠ ʪʘ ʦʥʦʚʣʶʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ, ʟʙʠʨʘʶʯʠ ʜʘʥʽ ʧʨʦ ʥʦʨʤʘʣʴʥʫ 

ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ ʪʘ ʘʥʦʤʘʣʽʾ. 

ʋ ʚʩʪʫʧʽ ʦʙˇʨʫʥʪʦʚʘʥʦ ʘʢʪʫʘʣʴʥʽʩʪʴ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ, ʩʬʦʨʤʫʣʴʦʚʘʥʦ 

ʤʝʪʫ ʪʘ ʦʩʥʦʚʥʽ ʟʘʚʜʘʥʥʷ ʜʦʩʣʽʜʞʝʥʥʷ, ʥʘʚʝʜʝʥʦ ʚʽʜʦʤʦʩʪʽ ʱʦʜʦ ʟʚôʷʟʢʫ ʨʦʙʦʪʠ ʟ 

ʥʘʫʢʦʚʠʤ ʪʝʤʘʤʠ. ʇʦʜʘʥʦ ʘʥʦʪʘʮʽʶ ʦʪʨʠʤʘʥʠʭ ʚ ʜʠʩʝʨʪʘʮʽʾ ʨʝʟʫʣʴʪʘʪʽʚ, 

ʚʠʩʚʽʪʣʝʥʦ ʾʭ ʥʘʫʢʦʚʫ ʥʦʚʠʟʥʫ ʽ ʧʨʘʢʪʠʯʥʫ ʟʥʘʯʠʤʽʩʪʴ, ʚʽʜʟʥʘʯʝʥʦ ʦʩʦʙʠʩʪʠʡ 
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ʚʥʝʩʦʢ ʟʜʦʙʫʚʘʯʘ ʫ ʩʧʽʣʴʥʠʭ ʧʫʙʣʽʢʘʮʽʷʭ, ʥʘʚʝʜʝʥʦ ʢʽʣʴʢʽʩʥʽ ʧʦʢʘʟʥʠʢʠ ʩʪʦʩʦʚʥʦ 

ʦʧʫʙʣʽʢʦʚʘʥʠʭ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ, ʩʪʨʫʢʪʫʨʠ ʪʘ ʦʙʩʷʛʫ ʜʠʩʝʨʪʘʮʽʾ. 

ʋ ʧʝʨʰʦʤʫ ʨʦʟʜʽʣʽ ʧʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʢʽʙʝʨʙʝʟʧʝʢʦʚʠʭ ʩʠʩʪʝʤ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤʘʭ. ɿʘʟʥʘʯʘʻʪʴʩʷ, ʱʦ 

ʟʘʚʜʘʥʥʷ ʟ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʚ ʽʩʥʫʶʯʠʭ ɯʂʉ ʥʝ ʤʦʞʝ ʟʘʜʦʚʽʣʴʥʠʪʠ ʚʩʽʤ ʩʫʯʘʩʥʠʤ 

ʚʠʢʣʠʢʘʤ ʘʙʦ ʨʽʰʝʥʥʷ ʢʦʪʨʽ ʜʦʩʪʫʧʥʽ ʥʘ ʨʠʥʢʫ ʻ ʦʙʤʝʞʝʥʽ ʚ ʤʝʞʘʭ ʧʝʚʥʦʛʦ 

ʧʨʦʜʫʢʪʫ ʚʽʜ ʚʠʨʦʙʥʠʢʘ ʪʘ ʟʜʽʡʩʥʶʶʪʴ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʪʽʣʴʢʠ ʜʣʷ ʦʢʨʝʤʦʛʦ 

ʜʦʤʝʥʫ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʦʚʧʣʠʚʘʪʠ (ʤʦʜʠʬʽʢʫʚʘʪʠ) ʘʙʦ ʷʢʦʩʴ ʚʟʘʻʤʦʜʽʷʪʠ ʟ 

ʨʽʰʝʥʥʷʤ ʚʽʜ ʚʠʨʦʙʥʠʢʘ ʥʝ ʤʘʻ ʟʤʦʛʠ, ʦʩʢʽʣʴʢʠ ï ʮʝ ʻ ʡʦʛʦ ʢʦʤʝʨʮʽʥʦʶ 

ʪʘʻʤʥʠʮʝʶ. ʊʘʢʦʞ, ʚʘʨʪʦ ʟʘʟʘʥʯʠʪʠ, ʜʘʥʽ ʨʽʰʝʥʥʷ, ʟʘʟʚʠʯʘʡ, ʻ ʜʦʚʦʣʽ ʜʦʨʦʛʠʤʠ.  

ɺʠʟʥʘʯʝʥʦ ʘʢʪʫʘʣʴʥʽʩʪʴ ʟʘʜʘʯʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʘʥʘʣʽʟʫ ʚʝʣʠʢʠʭ ʦʙôʻʤʽʚ ʜʘʥʠʭ ʪʘ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʢʦʪʨʽ, ʧʦʪʝʥʮʽʡʥʦ, ʤʦʞʫʪʴ 

ʩʚʽʜʯʠʪʠ ʧʨʦ ʜʽʾ ʘʪʘʢʫʶʯʦʾ ʢʦʤʘʥʜʠ. ʇʨʦʚʝʜʝʥʦ ʘʥʘʣʽʟ ʤʦʞʣʠʚʠʭ ʧʦʢʘʟʥʠʢʽʚ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʨʦʚʝʜʝʥʦ 

ʧʦʨʽʚʥʷʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʦʩʥʦʚʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʚʠʟʥʘʯʝʥʦ 

ʦʩʥʦʚʥʽ ʤʽʩʮʷ ʢʦʪʨʽ ʚʠʤʘʛʘʶʪʴ ʧʦʢʨʘʱʝʥʥʷ ʫ ʚʠʛʣʷʜʽ ʦʧʪʠʤʽʟʘʮʽʾ ʩʧʨʘʮʶʚʘʥʴ. 

ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʦʛʣʷʜʫ ʣʽʪʝʨʘʪʫʨʥʠʭ ʜʞʝʨʝʣ ʩʬʦʨʤʫʣʴʦʚʘʥʦ ʥʘʧʨʷʤʦʢ 

ʜʦʩʣʽʜʞʝʥʴ ʟ ʤʝʪʦʶ ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʮʝʥʪʨʽʚ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʥʘ ʦʩʥʦʚʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

ɼʨʫʛʠʡ ʨʦʟʜʽʣ ʧʦʚôʷʟʘʥʠʡ ʟ ʨʦʟʨʦʙʢʦʶ ʤʦʜʝʣʽ ʤʦʥʽʪʦʨʠʥʛʫ ʘʥʦʤʘʣʽʡ ʪʘ 

ʦʙʨʦʙʢʦʶ ʜʘʥʠʭ. 

ɺʠʟʥʘʯʝʥʦ ʘʨʭʽʪʝʢʪʫʨʥʽ ʧʽʜʭʦʜʠ ʜʦ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘ 

ʧʦʜʽʷʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʟʙʦʨʫ ʥʝʦʙʭʽʜʥʦʾ ʪʝʣʝʤʝʪʨʽʾ ʟ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ ʪʘ ʩʠʩʪʝʤ 

ʜʣʷ ʫʩʧʽʰʥʦʾ ʘʛʨʝʛʘʮʽʾ ʪʘ ʢʦʨʝʣʷʮʽʾ. ʉʬʦʨʤʦʚʘʥʦ ʧʘʨʘʤʝʪʨʠ ʢʦʪʨʽ ʙʫʜʫʪʴ 

ʢʦʨʠʩʥʠʤʠ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʘʥʘʣʽʪʠʢʘʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʙʫʜʫʪʴ ʫʪʠʣʽʟʦʚʘʥʽ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ʅʘ ʧʽʜʩʪʘʚʽ ʟʘʟʥʘʯʝʥʦʛʦ ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʤʝʪʦʜʠʢʘ ʝʢʩʧʝʨʪʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʘʨʭʽʪʝʢʪʫʨʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʧʨʦʮʝʩʫ ʧʦʰʫʢʫ ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ʋ ʪʨʝʪʴʦʤʫ ʨʦʟʜʽʣʽ ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 
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 ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʪʘ ʥʘʡʙʽʣʴʰ ʘʢʪʫʘʣʴʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ. ʇʨʦʚʝʜʝʥʘ ʢʣʘʩʠʬʽʢʘʮʽʷ ʦʩʪʘʥʥʽʭ ʪʘ 

ʦʙˇʨʫʥʪʦʚʘʥʦ ʚʠʙʽʨ DensityFunction ʚ ʷʢʦʩʪʽ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʤʦʜʝʣʽ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

 ʈʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ, ʟ ʦʧʠʩʦʤ ʚʩʽʭ ʝʪʘʧʽʚ, ʩʪʚʦʨʝʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʥʘ 

ʦʩʥʦʚʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ.  

 ʇʝʨʰʠʡ ʝʪʘʧ ʤʝʪʦʜʫ ʧʝʨʝʜʙʘʯʘʻ ʯʽʪʢʝ ʬʦʨʤʫʣʶʚʘʥʥʷ ʟʘʜʘʯʽ ʱʦʜʦ ʤʽʩʮʷ ʽ 

ʩʧʦʩʦʙʫ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ. ʅʝʦʙʭʽʜʥʦ ʟʽʙʨʘʪʠ ʧʦʯʘʪʢʦʚʫ ʩʪʘʪʠʩʪʠʢʫ, ʷʢʘ ʙ 

ʚʽʜʧʦʚʽʜʘʣʘ ʚʠʤʦʛʘʤ ʘʥʘʣʽʟʫ: ʚʠʟʥʘʯʠʪʠ ʤʦʞʣʠʚʽ ʤʽʩʮʷ ʧʦʷʚʠ ʘʥʦʤʘʣʽʡ ʪʘ 

ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ ʜʣʷ ʾʭ ʚʠʷʚʣʝʥʥʷ. ʎʝ ʚʘʞʣʠʚʦ, ʦʩʢʽʣʴʢʠ ʘʢʪʠʚʥʽʩʪʴ ʘʪʘʢʫʶʯʠʭ 

ʤʦʞʝ ʪʨʠʚʘʪʠ ʚʽʜ ʢʽʣʴʢʦʭ ʭʚʠʣʠʥ ʜʦ ʜʝʢʽʣʴʢʦʭ ʪʠʞʥʽʚ ʘʙʦ ʤʽʩʷʮʽʚ. 

ʇʽʩʣʷ ʟʙʦʨʫ ʧʦʯʘʪʢʦʚʦʾ ʩʪʘʪʠʩʪʠʢʠ ʥʝʦʙʭʽʜʥʦ ʦʮʽʥʠʪʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʪʘ 

ʨʦʟʧʦʜʽʣ ʜʘʥʠʭ ʫ ʚʠʙʽʨʮʽ. ʇʨʘʚʠʣʴʥʠʡ ʚʠʙʽʨ ʦʧʠʩʫ ʨʦʟʧʦʜʽʣʫ ʜʘʥʠʭ ʜʦʧʦʤʦʞʝ 

ʥʘʜʘʣʽ ʩʧʨʠʷʪʠ ʦʧʪʠʤʽʟʘʮʽʾ ʯʘʩʫ, ʥʝʦʙʭʽʜʥʦʛʦ ʜʣʷ ʥʘʚʯʘʥʥʷ ʘʣʛʦʨʠʪʤʫ ʪʘ ʢʨʘʱʦʤʫ 

ʚʠʷʚʣʝʥʥʶ ʘʥʦʤʘʣʽʡ. 

ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ ʥʝʦʙʭʽʜʥʦ ʨʦʟʽʙʨʘʪʠʩʴ ʽʟ çʰʫʤʦʤè, ʦʯʽʢʫʚʘʥʠʤ 

ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʢʦʪʨʝ ʩʪʚʦʨʶʻʪʴʩʷ ʚ ʤʝʞʘʭ ʧʝʚʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʯʠ 

ʛʨʫʧʠ ʜʘʥʠʭ ʢʦʪʨʽ ʚʽʜʥʦʩʷʪʴʩʷ ʜʦ ʦʜʥʦʛʦ ʪʠʧʫ ʢʣʘʩʠʬʽʢʘʮʽʾ (ʤʦʜʝʣʴ ʜʘʥʠʭ). ɼʘʥʠʡ 

çʰʫʤè - ʮʝ ʻ ʥʦʨʤʘʣʴʥʘ ʨʦʙʦʪʘ ʜʦʜʘʪʢʽʚ, ʩʠʩʪʝʤ, ʢʦʨʠʩʪʫʚʘʯʽʚ. çʐʫʤè ʤʦʞʝ ʙʫʪʠ 

ʧʦʩʪʽʡʥʠʡ ʯʠ ʧʝʨʽʦʜʠʯʥʠʡ, ʟʘʛʘʣʴʥʠʡ ʯʠ ʩʧʝʮʠʬʽʯʥʠʡ ʜʣʷ ʧʝʚʥʦʛʦ ʢʽʥʮʝʚʦʛʦ 

ʢʦʨʠʩʪʫʚʘʯʘ. ʇʨʦʮʝʩ ʚʠʟʥʘʯʝʥʥʷ çʰʫʤʫè ʻ ʥʝʚʽʜᾷʻʤʥʦʶ ʪʘ ʧʦʩʪʽʡʥʦ ʯʘʩʪʠʥʦʶ 

ʨʫʪʠʥʥʦʾ ʨʦʙʦʪʠ ʉSOC. ɼʣʷ ʤʝʥʝʜʞʤʝʥʪʫ çʰʫʤʫè ʧʦʚʠʥʥʠʡ ʧʨʘʮʶʚʘʪʠ ʧʨʦʮʝʩ 

ʨʦʙʦʪʠ ʟ ʦʩʪʘʥʥʽʤ, ʘ ʩʘʤʝ ʧʨʦʮʝʩ ʨʦʙʦʪʠ ʟ ʚʠʥʷʪʢʘʤʠ. 

ʊʨʝʪʽʡ ʝʪʘʧ ʧʝʨʝʜʙʘʯʘʻ ʨʦʟʨʘʭʫʥʦʢ ʜʦʜʘʪʢʦʚʠʭ ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ 

(ɼʂʇ). ɼʂʇ ʜʦʧʦʤʦʞʫʪʴ ʛʨʘʥʫʣʶʚʘʪʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʘʙʦ ʟʘʪʦʯʠʪʠ ʧʽʜ 

ʩʧʝʮʠʬʽʯʥʽ ʧʦʪʨʝʙʠ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʨʽʟʥʠʭ ʬʘʢʪʦʨʽʚ ʢʦʪʨʽ ʚʧʣʠʚʘʶʪʴ ʥʘ ʩʘʤ ʧʨʦʮʝʩ 

ʚʠʷʚʣʝʥʥʷ ʯʠ ʥʘ ʪʠʧ ʚʝʜʝʥʥʷ ʙʽʟʥʝʩʫ. 

ʏʝʪʚʝʨʪʠʡ ʝʪʘʧ ï ʮʝ ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʥʘ ʧʽʜʛʦʪʦʚʣʝʥʽʡ 

ʩʪʘʪʠʩʪʠʯʥʠʡ ʚʠʙʽʨʮʽ ʙʝʟ çʰʫʤʫè ʪʘ ʟ ɼʂʇ 
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ʆʩʪʘʥʥʽʡ ʝʪʘʧ ʜʦʟʚʦʣʠʪʴ ʟʘʩʪʦʩʫʚʘʪʠ ʥʦʚʠʡ ʘʣʛʦʨʠʪʤ, ʢʦʪʨʠʡ ʻ ʚʞʝ 

ʥʘʚʯʝʥʠʤ ʥʘ ʦʩʥʦʚʽ ʙʘʟʦʚʦʛʦ, ʜʦ ʥʦʚʦʛʦ ʜʘʪʘʩʝʪʫ ʚ ʢʦʪʨʦʤʫ ʤʠ ʙʫʜʝʤʦ ʰʫʢʘʪʠ 

ʘʥʦʤʘʣʽʶ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʚʘʨʽʘʥʪ ʢʦʤʧʝʥʩʫʶʯʦʛʦ ʢʦʥʪʨʦʣʶ, ʫ ʚʠʛʣʷʜʽ ʨʠʟʠʢ-

ʤʦʜʝʣʽ, ʫ ʨʘʟʽ ʥʝ ʩʧʨʘʮʶʚʘʥʥʷ ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʧʨʘʚʠʣʘ, ʪʦʙʪʦ ʜʣʷ ʩʮʝʥʘʨʽʶ ʢʦʣʠ 

ʧʦʰʫʢ ʘʥʦʤʘʣʽʡ ʤʦʞʝ ʥʝ ʧʦʢʨʠʪʠ ʚʩʽ ʤʦʞʣʠʚʽ ʚʝʢʪʦʨʠ ʘʪʘʢʠ ʘʙʦ ʜʽʾ ʘʪʘʢʫʶʯʦʛʦ 

ʙʫʜʫʪʴ ʤʘʢʩʠʤʘʣʴʥʦ ʘʢʫʨʘʪʥʽ ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʘʢʪʠʚʥʦʩʪʽ ʢʦʪʨʫ ʚʽʥ ʩʪʚʦʨʶʻ. 

ʋ ʯʝʪʚʝʨʪʦʤʫ ʨʦʟʜʽʣʽ ʨʦʟʨʦʙʣʝʥʦ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʽʟ 

ʢʦʨʝʣʷʮʽʡʥʠʤʠ ʧʨʘʚʠʣʘʤʠ ʥʘ ʦʩʥʦʚʽ ML ʱʦʜʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʟʘʛʨʦʟ. 

ɼʣʷ ʦʮʽʥʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʇɿ ʥʘ ʦʩʥʦʚʽ ʦʧʠʩʘʥʦʛʦ ʤʝʪʦʜʫ 

ʚʧʨʦʚʘʜʞʝʥʦ ʪʘ ʬʫʥʢʮʽʦʥʫʻ ʥʘ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ ʚ ʢʦʤʧʘʥʽʾ çSoftServeè ʪʘ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʱʦʜʝʥʥʽʡ ʨʫʪʠʥʥʽʡ ʨʦʙʦʪʽ ʉSOC.  

ʈʝʟʫʣʴʪʘʪʠ ʚʧʨʦʚʘʜʞʝʥʥʷ ʩʚʽʜʯʘʪʴ ʧʨʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʝʪʦʜʫ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. ɺ ʧʦʨʽʚʥʷʥʥʽ ʟ ʪʨʘʜʠʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ, 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʜʦʟʚʦʣʷʻ ʜʦʩʷʛʪʠ: 

¶ ʚʠʱʦʾ ʪʦʯʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ;  

¶ ʟʥʠʟʠʪʠ ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ; 

¶ ʟʜʽʡʩʥʶʚʘʪʠ ʘʥʘʣʽʟ ʜʘʥʠʭ ʜʣʷ ʧʨʦʘʢʪʠʚʥʦʛʦ ʧʦʰʫʢʫ ʟʘʛʨʦʟ (threat 

hunting). 
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ABSTRACT 

 

Karpiuk R.V. Application of Machine Learning for Detection and Investigation 

of Threats in Computer Networks. ï Qualification scientific work as a manuscript. 

Dissertation for the degree of Doctor of Philosophy in specialty 122 "Computer 

Science". - Ivan Franko National University of Lviv, Lviv, 2026. 

In the modern world, cybersecurity is one of the most pressing issues, as 

cybersecurity threats are becoming increasingly complex and sophisticated. The 

number of resources and people involved in information and communication systems 

is also growing year by year. Consequently, the vectors for carrying out attacks are 

increasing. Traditional threat detection methods, such as signature analysis and 

correlation rules for utilizing large volumes of data (logs from systems, applications) 

based on static threshold values, are often ineffective against new and complex actions 

of attacking teams. Therefore, the use of machine learning methods, in particular 

DensityFunction, for anomaly detection in cyberspace is a promising approach. 

The work aims to facilitate daily routine work in CyberSecurity Operation 

Centers (CSOC). The main problem is that the information system within an 

organization is extremely dynamic, as the organization grows, the amount of 

information circulating in it increases, and, consequently, the load on CSOC increases. 

To solve this problem, there are two ways to go. The first is to increase the number of 

analysts in the CyberSecurity Operation Center, but this raises other issues in the form 

of financial costs and a significant shortage of specialists. The next method to solve the 

problem is to improve the methods of detecting attacking actions. This should include 

a set of measures in the form of a full-fledged development of CSOC maturity. 

Time To Triage (TTT), Time To Closure (TTC), and False-Positive Ratio (FPR) 

are some of the key metrics that can measure the maturity and/or effectiveness of the 

center. Accordingly, to optimize these indicators as much as possible, namely to reduce 

their quantitative characteristics, it is necessary to work more efficiently with the large 

volumes of data circulating within information systems (event logs), network traffic, 

and triggers from various cybersecurity systems. 
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A framework has been developed within the work that allows creating correlation 

rules based on machine learning methods. The framework uses the basic 

DensityFunction algorithm to model the distribution of normal system behavior and 

detect anomalies. 

Within the dissertation, an anomaly is treated as a statistically atypical or 

contextually inconsistent deviation in cybersecurity telemetry that cannot be explained 

by expected benign activity and therefore requires additional analyst validation. 

The study focuses on detecting such deviations in authentication, network, email, 

IDS/EDR, and directory-service domains. This framing links machine learning to 

concrete CSOC use cases rather than to an abstract search for any irregularity. 

The main advantage of the proposed approach is its flexibility and ability to adapt 

to changing conditions and new types of threats. The framework allows for defining 

and updating correlation rules by collecting data on the normal behavior of the system 

and anomalies. 

The introduction justifies the relevance of the dissertation, formulates the goal 

and main tasks of the research, provides information on the relationship of the work 

with scientific topics. It presents an annotation of the results obtained in the dissertation, 

highlights their scientific novelty and practical significance, notes the personal 

contribution of the applicant to joint publications, and provides quantitative indicators 

regarding published scientific papers, the structure, and volume of the dissertation. 

The first section analyzes modern cybersecurity systems for anomaly detection 

in computer systems. It is noted that the task of searching for anomalies in existing ICS 

cannot satisfy all modern challenges or solutions available on the market are limited 

within a certain product from the manufacturer and detect anomalies only for a specific 

cybersecurity domain. It is not possible to influence (modify) or somehow interact with 

the manufacturer's solution, as this is its commercial secret. It is also worth noting that 

these solutions are usually quite expensive. 

The relevance of the task of applying machine learning for analyzing large 

volumes of data and searching for anomalies that may potentially indicate the actions 

of an attacking team is determined. An analysis of possible performance indicators of 
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anomaly detection systems in the field of cybersecurity is conducted. A generalized 

model of the process of evaluating the cybersecurity of information in ICS is proposed, 

and the objective function of such a process is defined. 

Based on the literature review, a direction of research aimed at improving the 

efficiency of CyberSecurity Operation Centers based on the application of correlation 

rules using machine learning is formulated. 

The second section is related to the development of an anomaly monitoring 

model and data processing. 

Architectural approaches to building a system for monitoring cybersecurity 

events, collecting necessary telemetry from endpoints and systems for successful 

aggregation and correlation are defined. Parameters that will be useful for monitoring 

by cybersecurity analysts and will be utilized for detecting anomalies are formed. 

Based on the above, a method for expert evaluation of the effectiveness of the 

architectural approach to the process of searching for and detecting anomalies is 

proposed. 

The third section develops a method for classifying anomalies. 

An analysis of the most modern and relevant algorithms used for anomaly 

detection is conducted. The classification of the latest algorithms is made, and the 

choice of DensityFunction as the basic algorithm for the machine learning model is 

justified. 

A framework is developed with a description of all stages of creating correlation 

rules based on machine learning for anomaly detection. 

The first stage of the mentioned framework involves the correct formulation of 

the task regarding how and where we will search for anomalies. That is, it is necessary 

to collect initial statistics in such a way as to satisfy our request regarding where the 

anomaly might be and the time frame needed to detect the anomaly since the attacking 

team can conduct its activities over minutes or over weeks or months. 

Once the initial statistics are collected, it is necessary to evaluate how the data in 

the sample look like and what distribution they have. If an optimal distribution is 

selected, it can further improve the time costs for training the algorithm. 
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The second stage involves dealing with "noise", the expected load created within 

a certain information system or group of data that belong to one type of classification 

(data model). This "noise" is the normal operation of applications, systems, and users. 

The "noise" can be constant or periodic, general or specific to a particular end-user. The 

process of determining "noise" is an integral and constant part of the routine work of 

CSOC. A process for managing "noise", namely a process for working with exceptions, 

should function for noise management. 

The third stage involves calculating additional useful parameters (AUP). AUP 

will help to granularize anomaly detection or tailor it to specific needs according to 

various factors affecting the detection process or the type of business conduct. 

The fourth stage involves training the basic algorithm on the prepared statistical 

sample without "noise" and with AUP. 

The final stage allows applying a new algorithm, already trained on the basis of 

the basic one, to a new dataset in which we will search for an anomaly. 

A compensatory control option is proposed in the form of a risk model in case 

the correlation rule does not work, i.e., for the scenario where anomaly detection may 

not cover all possible attack vectors or the actions of the attacker will be as careful as 

possible concerning the activity they create. 

In the fourth section, software with correlation rules based on ML for detecting 

threat anomalies is developed. 

To evaluate the effectiveness of the proposed approach, the software based on 

the described framework has been implemented and operates on real data in the 

company "SoftServe" and is used in the daily routine work of CSOC. 

The results of the implementation confirm the effectiveness of the cybersecurity 

anomaly detection framework. Compared to traditional methods, the proposed 

approach allows achieving: 

- higher threat detection accuracy 

- reduced number of false positives 

- data analysis for proactive threat hunting. 
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Keywords: machine learning, density function, CyberSecurity Operation Center  

(CSOC), framework, security information and event management (SIEM), correlation 

rules, dataset, data model, Time To Triage (TTT), Time To Closure (TTC), false-

positive, noise, additional useful parameters, training. 
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ɺʉʊʋʇ 

 

 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʪʝʤʠ 

 ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ ʦʜʥʽʻʶ ʟ ʢʣʶʯʦʚʠʭ ʟʘʜʘʯ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʷʢʘ 

ʧʦʢʣʘʜʘʻʪʴʩʷ ʥʘ ʢʦʤʘʥʜʠ ʟʘʭʠʩʪʫ. 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ ʥʘ ʪʝʤʫ "ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʛʨʦʟ ʚ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ" 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʢʽʣʴʢʦʭ ʩʫʪʪʻʚʠʭ ʬʘʢʪʦʨʘʭ, ʱʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʩʬʝʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʇʝʨʰ ʟʘ ʚʩʝ, ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʟʘʛʨʦʟʘʭ ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʝ ʻ ʪʨʠʚʽʘʣʴʥʦʶ 

ʟʘʜʘʯʝʶ. ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʥʝ ʟʘʚʞʜʠ ʟʜʘʪʥʽ ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʥʦʚʽ, ʨʘʥʽʰʝ 

ʥʝʚʽʜʦʤʽ ʟʘʛʨʦʟʠ, ʦʩʢʽʣʴʢʠ ʪʘʢʽ ʟʘʛʨʦʟʠ ʧʦʩʪʽʡʥʦ ʝʚʦʣʶʮʽʦʥʫʶʪʴ. ɺʨʘʭʦʚʫʶʯʠ 

ʮʝʡ ʬʘʢʪ, ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʚʠʷʚʣʷʻʪʴʩʷ ʧʨʠʚʘʙʣʠʚʠʤ, ʦʩʢʽʣʴʢʠ 

ʚʦʥʦ ʤʦʞʝ ʥʘʜʘʪʠ ʟʜʘʪʥʽʩʪʴ ʜʦ ʚʠʷʚʣʝʥʥʷ ʩʢʣʘʜʥʠʭ ʘʥʦʤʘʣʽʡ, ʷʢʽ ʽʥʰʽ ʤʝʪʦʜʠ 

ʤʦʞʫʪʴ ʧʨʦʧʫʩʪʠʪʠ. 

ɼʨʫʛʠʤ ʬʘʢʪʦʨʦʤ, ʱʦ ʧʽʜʢʨʝʩʣʶʻ ʘʢʪʫʘʣʴʥʽʩʪʴ ʜʘʥʦʾ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ, 

ʻ ʧʦʩʪʽʡʥʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʫ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʧʦʪʨʝʙʫʻ ʦʙʨʦʙʢʠ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ɿ ʢʦʞʥʠʤ ʜʥʝʤ ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ, ʱʦ ʧʦʪʨʝʙʫʻ ʘʥʘʣʽʟʫ, ʟʙʽʣʴʰʫʻʪʴʩʷ, 

ʱʦ ʩʪʘʚʠʪʴ ʧʝʨʝʜ ʢʽʙʝʨʙʝʟʧʝʯʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʚʠʢʣʠʢ ʫ ʰʚʠʜʢʦʤʫ ʪʘ 

ʝʬʝʢʪʠʚʥʦʤʫ ʦʧʨʘʮʶʚʘʥʥʽ ʮʠʭ ʜʘʥʠʭ. ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʤʦʞʝ ʚʠʷʚʠʪʠʩʷ 

ʥʝʟʘʤʽʥʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʘʥʘʣʽʟʫ ʚʝʣʠʢʦʛʦ ʦʙʩʷʛʫ ʜʘʥʠʭ ʪʘ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ɺʦʜʥʦʯʘʩ, ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʻ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʦʤʠʣʢʦʚʠʭ ʚʠʷʚʣʝʥʴ 

(false-positive) ʪʘ ʟʙʽʣʴʰʝʥʥʷ ʯʘʩʫ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʜʽʾ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʊʨʘʜʠʮʽʡʥʽ 

ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʥʝʨʽʜʢʦ ʩʧʨʘʮʴʦʚʫʶʪʴ ʥʘʜʤʽʨʥʦ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʟʘʡʚʠʭ ʟʘʪʨʘʪ ʯʘʩʫ ʪʘ ʨʝʩʫʨʩʽʚ ʥʘ ʧʝʨʝʚʽʨʢʫ ʧʦʤʠʣʢʦʚʠʭ ʩʠʛʥʘʣʽʚ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʚʠʨʽʰʠʪʠ ʮʶ ʧʨʦʙʣʝʤʫ, ʟʘʙʝʟʧʝʯʫʶʯʠ 

ʙʽʣʴʰ ʪʦʯʥʝ ʚʠʷʚʣʝʥʥʷ ʧʽʜʦʟʨʽʣʦʾ ʘʢʪʠʚʥʦʩʪʽ ʽ ʟʤʝʥʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʦʤʠʣʢʦʚʠʭ 

ʩʠʛʥʘʣʽʚ. ʎʝ ʜʦʟʚʦʣʠʪʴ ʢʦʤʘʥʜʘʤ ʟ ʟʘʭʠʩʪʫ ʩʢʦʥʮʝʥʪʨʫʚʘʪʠ ʩʚʦʾ ʟʫʩʠʣʣʷ ʥʘ 

ʨʝʘʣʴʥʠʭ ʟʘʛʨʦʟʘʭ, ʧʦʢʨʘʱʫʶʯʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʽ ʰʚʠʜʢʽʩʪʴ ʨʝʘʛʫʚʘʥʥʷ. 
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ʋ ʮʴʦʤʫ ʜʦʩʣʽʜʞʝʥʽ ʧʽʜ ʘʥʦʤʘʣʽʻʶ ʟʘʛʨʦʟʠ ʢʽʙʝʨʙʝʟʧʝʢʠ ʧʨʦʧʦʥʫʻʪʴʩʷ 

ʨʦʟʫʤʽʪʠ ʩʪʘʪʠʩʪʠʯʥʦ ʥʝʪʠʧʦʚʫ ʘʙʦ ʢʦʥʪʝʢʩʪʥʦ ʥʝʫʟʛʦʜʞʝʥʫ ʧʦʜʽʶ ʯʠ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʧʦʜʽʡ ʫ ʪʝʣʝʤʝʪʨʽʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʧʦʷʚʘ ʷʢʦʾ ʥʝ 

ʧʦʷʩʥʶʻʪʴʩʷ ʰʪʘʪʥʦʶ ʧʦʚʝʜʽʥʢʦʶ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʩʝʨʚʽʩʽʚ ʘʙʦ ʟʘʩʦʙʽʚ ʟʘʭʠʩʪʫ ʡ 

ʪʦʤʫ ʧʦʪʨʝʙʫʻ ʜʦʜʘʪʢʦʚʦʾ ʚʝʨʠʬʽʢʘʮʽʾ ʘʥʘʣʽʪʠʢʦʤ. 

ʄʦʜʝʣʴ ʟʘʛʨʦʟ ʜʦʩʣʽʜʞʝʥʥʷ ʦʭʦʧʣʶʻ ʜʽʾ ʟʦʚʥʽʰʥʴʦʛʦ ʘʙʦ ʚʥʫʪʨʽʰʥʴʦʛʦ 

ʧʦʨʫʰʥʠʢʘ, ʱʦ ʧʨʦʷʚʣʷʶʪʴʩʷ ʷʢ ʥʝʪʠʧʦʚʽ ʘʚʪʦʨʠʟʘʮʽʡʥʽ ʧʦʜʽʾ, ʘʥʦʤʘʣʴʥʘ 

ʤʝʨʝʞʥʘ ʘʢʪʠʚʥʽʩʪʴ, ʚʽʜʭʠʣʝʥʥʷ ʫ ʧʦʰʪʦʚʠʭ ʚʟʘʻʤʦʜʽʷʭ, ʥʝʪʠʧʦʚʽ ʩʧʨʘʮʶʚʘʥʥʷ 

IDS/EDR, ʘʥʦʤʘʣʽʾ ʫ Kerberos/LDAP/DNS ʪʘ ʽʥʰʝ. ɼʦ ʤʝʞ ʜʦʩʣʽʜʞʝʥʥʷ ʥʝ 

ʚʭʦʜʠʪʴ ʧʦʙʫʜʦʚʘ ʫʥʽʚʝʨʩʘʣʴʥʦʛʦ ʜʝʪʝʢʪʦʨʘ ʜʣʷ ʚʩʽʭ ʢʣʘʩʽʚ ʘʪʘʢ, ʧʨʦʪʝ 

ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʢʣʘʩ ʟʘʜʘʯ, ʫ ʷʢʠʭ ʘʥʦʤʘʣʽʷ ʤʦʞʝ ʙʫʪʠ ʦʧʠʩʘʥʘ ʟʘʩʦʙʘʤʠ 

ʩʪʘʪʠʩʪʠʯʥʦʛʦ ʧʨʦʬʽʣʶʚʘʥʥʷ ʪʘ ʢʦʨʝʣʷʮʽʾ ʪʝʣʝʤʝʪʨʽʾ. 

ʅʘ ʧʽʜʩʪʘʚʽ ʚʠʱʝʟʘʟʥʘʯʝʥʠʭ ʬʘʢʪʦʨʽʚ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʥʘ ʙʘʟʽ ʩʠʩʪʝʤ SIEM 

ʻ ʟʥʘʯʫʱʠʤ. ʉʠʩʪʝʤʠ SIEM ʻ ʧʦʪʫʞʥʦʶ ʧʣʘʪʬʦʨʤʦʶ ʜʣʷ ʟʙʦʨʫ, ʘʥʘʣʽʟʫ ʪʘ 

ʚʽʟʫʘʣʽʟʘʮʽʾ ʜʘʥʠʭ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ɯʂʉ, ʚʢʣʶʯʘʶʯʠ ʩʧʨʘʮʶʚʘʥʥʷ ʚʽʜ 

ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʢʦʥʪʨʦʣʽʚ (ʽʥʩʪʨʫʤʝʥʪʽʚ) ʢʽʙʝʨʙʝʟʧʝʢʦʚʦʾ ʦʧʝʨʘʮʽʡʥʦʾ ʜʽʷʣʴʥʦʩʪʽ 

(SecOps tools). ɯʥʪʝʛʨʘʮʽʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʫ ʩʠʩʪʝʤʠ SIEM ʜʦʟʚʦʣʷʻ 

ʧʦʙʫʜʫʚʘʪʠ ʩʠʩʪʝʤʫ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʚʝʣʠʢʠʭ ʦʙôʻʤʘʭ ʜʘʥʠʭ ʪʘ 

ʚʧʨʦʚʘʜʞʫʚʘʪʠ ʙʽʣʴʰ ʪʦʯʥʽ ʪʘ ʝʬʝʢʪʠʚʥʽ ʘʣʛʦʨʠʪʤʠ ʘʥʘʣʽʟʫ. 

ʎʝʡ ʤʝʪʦʜ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʣʷʪʠ ʨʘʥʽʰʝ ʥʝʚʠʜʠʤʽ ʟʚ'ʷʟʢʠ ʪʘ 

ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ ʤʽʞ ʧʦʜʽʷʤʠ, ʘ ʪʘʢʦʞ ʨʦʟʨʦʙʣʷʪʠ ʤʦʜʝʣʽ, ʷʢʽ ʟʜʘʪʥʽ ʥʘʚʯʘʪʠʩʷ ʥʘ 

ʦʩʥʦʚʽ ʥʦʚʠʭ ʟʘʛʨʦʟ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʠʭ. ɺ ʨʝʟʫʣʴʪʘʪʽ, ʩʠʩʪʝʤʘ ʟʤʦʞʝ 

ʟʘʙʝʟʧʝʯʠʪʠ ʙʽʣʴʰ ʪʦʯʥʝ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʟʤʝʥʰʠʪʠ ʢʽʣʴʢʽʩʪʴ false-positive ʪʘ 

ʧʦʢʨʘʱʠʪʠ ʯʘʩ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʨʝʘʣʴʥʽ ʟʘʛʨʦʟʠ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ɼʘʥʘ ʜʠʩʝʨʪʘʮʽʡʥʘ ʨʦʙʦʪʘ ʤʘʻ ʚʘʞʣʠʚʝ ʟʥʘʯʝʥʥʷ ʚ ʢʦʥʪʝʢʩʪʽ ʨʦʟʚʠʪʢʫ 

ʩʬʝʨʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʦʩʢʽʣʴʢʠ ʧʨʦʧʦʥʫʻ ʧʽʜʭʽʜ ʪʘ ʤʝʪʦʜ ʜʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ 

ʢʽʙʝʨʙʝʟʧʝʢʦʚʠʭ ʟʘʛʨʦʟʘʭ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʥʘ ʙʘʟʽ ʩʠʩʪʝʤ 

SIEM. ʎʝ ʤʦʞʝ ʩʧʨʠʷʪʠ ʧʦʢʨʘʱʝʥʥʶ ʝʬʝʢʪʠʚʥʦʩʪʽ ʮʝʥʪʨʽʚ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʟʘʛʨʦʟʘʤ, ʘ ʩʘʤʝ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʙʽʣʴʰ ʪʦʯʥʝ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ, ʟʤʝʥʰʝʥʥʷ 
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ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʶʚʘʥʥʴ ʪʘ ʟʙʽʣʴʰʝʥʥʷ ʰʚʠʜʢʦʩʪʽ ʨʝʘʛʫʚʘʥʥʷ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ 

ʤʝʪʦʜ ʤʦʞʝ ʟʘʙʝʟʧʝʯʠʪʠ ʟʥʘʯʥʠʡ ʚʥʝʩʦʢ ʫ ʧʦʣʽʧʰʝʥʥʷ ʙʝʟʧʝʢʠ ʽʥʬʦʨʤʘʮʽʡʥʠʭ 

ʩʠʩʪʝʤ, ʟʦʢʨʝʤʘ ʚʠʷʚʣʝʥʥʷ ʨʘʥʽʰʝ ʥʝʧʦʤʽʯʝʥʠʭ ʘʪʘʢ ʘʙʦ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ, ʱʦ 

ʜʦʟʚʦʣʠʪʴ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʠʭ ʪʘ ʟʘʧʦʙʽʛʪʠ ʤʦʞʣʠʚʠʤ ʥʘʩʣʽʜʢʘʤ. 

ʇʦʻʜʥʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟ ʘʥʘʣʽʟʦʤ ʜʘʥʠʭ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ 

ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʠʪʠ ʧʦʪʫʞʥʫ ʩʠʩʪʝʤʫ, ʷʢʘ ʤʦʞʝ ʚʠʷʚʣʷʪʠ ʥʘʚʽʪʴ ʥʘʡʪʦʥʰʽ ʘʥʦʤʘʣʽʾ 

ʪʘ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʟʚʠʯʘʡʥʠʭ ʤʦʜʝʣʝʡ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ. ʎʝ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ ʚ 

ʫʤʦʚʘʭ ʧʦʩʪʽʡʥʦʛʦ ʟʨʦʩʪʘʥʥʷ ʟʘʛʨʦʟ ʢʽʙʝʨʙʝʟʧʝʮʽ ʪʘ ʟʤʽʥʠ ʾʭʥʽʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ 

ʟʘʛʨʦʟ ʽ ʥʘʚʯʠʪʠʩʷ ʨʦʟʧʽʟʥʘʚʘʪʠ ʾʭ ʥʘ ʦʩʥʦʚʽ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ ʪʘ ʟʤʽʥ ʚʽʜʧʦʚʽʜʥʠʭ 

ʧʘʨʘʤʝʪʨʽʚ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʠʩʪʝʤʫ SIEM ï ʰʠʨʦʢʦ 

ʟʘʩʪʦʩʦʚʫʚʘʥʫ ʪʘ ʥʘʜʽʡʥʫ ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʟʙʦʨʫ ʡ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ɯʥʪʝʛʨʘʮʽʷ SIEM ʽʟ ʤʝʪʦʜʘʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟʘʙʝʟʧʝʯʫʻ 

ʨʦʟʰʠʨʝʥʽ ʤʦʞʣʠʚʦʩʪʽ ʦʙʨʦʙʢʠ ʪʘ ʚʽʟʫʘʣʽʟʘʮʽʾ ʜʘʥʠʭ, ʱʦ ʩʧʨʠʷʻ ʝʬʝʢʪʠʚʥʦʤʫ 

ʚʠʷʚʣʝʥʥʶ ʘʥʦʤʘʣʽʡ ʪʘ ʧʦʜʽʡ, ʧʦʪʝʥʮʽʡʥʦ ʧʦʚ'ʷʟʘʥʠʭ ʽʟ ʜʽʷʣʴʥʽʩʪʶ ʟʣʦʚʤʠʩʥʠʢʽʚ. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʟʜʽʡʩʥʶʚʘʪʠ ʢʦʤʧʣʝʢʩʥʠʡ ʽ ʛʣʠʙʦʢʠʡ ʘʥʘʣʽʪʠʯʥʠʡ 

ʤʦʥʽʪʦʨʠʥʛ ʜʘʥʠʭ ʪʘ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʤʦʞʣʠʚʽ ʘʪʘʢʠ. 

ʋʟʘʛʘʣʽ, ʜʦʩʣʽʜʞʝʥʥʷ, ʧʨʠʩʚʷʯʝʥʽ ʟʘʩʪʦʩʫʚʘʥʥʶ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʟʘʛʨʦʟʘʭ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʤʘʶʪʴ ʚʝʣʠʢʠʡ ʧʦʪʝʥʮʽʘʣ ʜʣʷ 

ʨʦʟʚʠʪʢʫ ʪʘ ʧʦʢʨʘʱʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʦʚʠʭ ʩʠʩʪʝʤ. ʎʝ ʧʦʣʝ ʚʩʝ ʱʝ ʻ ʘʢʪʠʚʥʦʶ 

ʦʙʣʘʩʪʶ ʜʦʩʣʽʜʞʝʥʴ, ʦʩʢʽʣʴʢʠ ʩʪʘʣʽ ʪʝʭʥʦʣʦʛʽʯʥʽ ʧʨʦʛʨʝʩʠ ʪʘ ʟʤʽʥʠ ʚ 

ʢʽʙʝʨʩʝʨʝʜʦʚʠʱʽ ʩʪʚʦʨʶʶʪʴ ʥʦʚʽ ʚʠʢʣʠʢʠ ʪʘ ʟʘʛʨʦʟʠ. ʈʦʙʦʪʘ ʥʘʜ ʜʠʩʝʨʪʘʮʽʡʥʠʤ 

ʜʦʩʣʽʜʞʝʥʥʷʤ ʩʧʨʠʷʪʠʤʝ ʨʦʟʰʠʨʝʥʥʶ ʟʥʘʥʴ ʪʘ ʚʠʨʽʰʝʥʥʶ ʧʨʦʙʣʝʤ ʫ ʮʽʡ ʛʘʣʫʟʽ. 

ʆʪʞʝ, ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ 

ʘʢʪʫʘʣʴʥʦʶ ʥʘʫʢʦʚʦʶ ʟʘʜʘʯʝʶ. 

ɿʚôʷʟʦʢ ʨʦʙʦʪʠ ʟ ʥʘʫʢʦʚʠʤʠ ʧʨʦʛʨʘʤʘʤʠ, ʧʣʘʥʘʤʠ, ʪʝʤʘʤʠ.  

ɼʠʩʝʨʪʘʮʽʡʥʘ ʨʦʙʦʪʘ ʧʦʚôʷʟʘʥʘ ʟ ʧʣʘʥʘʤʠ ʥʘʫʢʦʚʦ-ʜʦʩʣʽʜʥʦʾ ʪʘ ʥʘʚʯʘʣʴʥʦʾ 

ʨʦʙʦʪʠ ʽ ʚʽʜʧʦʚʽʜʘʻ ʪʝʤʘʪʠʯʥʽʡ ʩʧʨʷʤʦʚʘʥʦʩʪʽ ʥʘʫʢʦʚʠʭ ʨʦʟʨʦʙʦʢ, ʱʦ 

ʟʜʽʡʩʥʶʚʘʣʠʩʷ ʫ ʃʴʚʽʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʽʤʝʥʽ ɯʚʘʥʘ ʌʨʘʥʢʘ, ʪʘ, 
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ʟʦʢʨʝʤʘ ʢʘʬʝʜʨʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʘ ʩʘʤʝ ʚ ʨʘʤʢʘʭ ʜʝʨʞʙʶʜʞʝʪʥʠʭ ʥʘʫʢʦʚʦ-

ʜʦʩʣʽʜʥʠʭ ʨʦʙʽʪ: ʫ 01.01.2023-31.12.2025, çʈʦʟʨʦʙʢʘ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʽ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʤʦʜʝʣʝʡ ʦʧʠʩʫ ʧʨʦʮʝʩʽʚ ʽ ʢʦʤʧʘʢʪʥʦʛʦ ʟʙʝʨʽʛʘʥʥʷ 

ʜʘʥʠʭ ʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʘʥʦʤʘʣʴʥʠʭ ʧʦʚʝʜʽʥʦʢ ʦʙ'ʻʢʪʽʚ ʚ ʢʦʤʧ'ʶʪʝʨʥʽʡ ʤʝʨʝʞʽè 

(ʰʠʬʨ ˉ 0123U101815). 

ʄʝʪʘ ʽ ʟʘʚʜʘʥʥʷ ʜʦʩʣʽʜʞʝʥʥʷ.  

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʦʜʠʢʠ ʬʦʨʤʫʚʘʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ 

ʫ SIEM ʥʘ ʦʩʥʦʚʽ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ 

ʢʽʙʝʨʙʝʟʧʝʢʦʚʽʡ ʪʝʣʝʤʝʪʨʽʾ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ, ʱʦ ʫʤʦʞʣʠʚʣʶʻ ʚʠʷʚʣʝʥʥʷ ʪʘ 

ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʛʨʦʟ, ʟʤʝʥʰʝʥʥʷ ʦʙʩʷʛʫ ʥʝʨʝʣʝʚʘʥʪʥʠʭ ʩʧʨʘʮʶʚʘʥʴ, ʧʽʜʚʠʱʝʥʥʷ 

ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ ʘʥʘʣʽʪʠʯʥʠʭ ʧʨʦʮʝʜʫʨ ʪʘ ʧʽʜʪʨʠʤʢʫ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʫ CSOC. 

ɼʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʦʩʪʘʚʣʝʥʦʾ ʤʝʪʠ ʚʠʨʽʰʫʶʪʴʩʷ ʥʘʩʪʫʧʥʽ ʦʩʥʦʚʥʽ 

ʟʘʜʘʯʽ: 

1. ʇʨʦʘʥʘʣʽʟʫʚʘʪʠ ʩʫʯʘʩʥʽ ʢʽʙʝʨʙʝʟʧʝʢʦʚʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

2. ʈʦʟʨʦʙʠʪʠ ʤʦʜʝʣʴ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʢʦʤʧʣʝʢʩʥʦʛʦ ʟʙʦʨʫ ʪʝʣʝʤʝʪʨʽʾ ʚ 

ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤʘʭ ʽ ʦʙˇʨʫʥʪʫʚʘʪʠ ʚʠʙʽʨ SIEM-ʧʣʘʪʬʦʨʤʠ, ʱʦ 

ʟʘʙʝʟʧʝʯʫʻ ʧʦʩʪʽʡʥʫ ʜʦʩʪʫʧʥʽʩʪʴ, ʰʚʠʜʢʽʩʪʴ ʪʘ ʛʥʫʯʢʽʩʪʴ ʦʧʝʨʫʚʘʥʥʷ ʜʘʥʠʤʠ ʷʢ 

ʧʝʨʝʜʫʤʦʚʫ ʩʚʦʻʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

3. ʇʨʦʘʥʘʣʽʟʫʚʘʪʠ ʪʘ ʦʙˇʨʫʥʪʫʚʘʪʠ ʚʠʙʽʨ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʜʣʷ 

ʥʘʚʯʘʥʥʷ. 

4. ʉʬʦʨʤʫʚʘʪʠ ʧʨʝʜʤʝʪʥʫ ʦʙʣʘʩʪʴ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʤʧʣʝʢʩʫ ʪʘ 

ʨʦʟʨʦʙʠʪʠ ʡʦʛʦ ʘʨʭʽʪʝʢʪʫʨʫ, ʦʨʽʻʥʪʦʚʘʥʫ ʥʘ ʨʦʟʰʠʨʝʥʥʷ ʢʦʤʧʣʝʢʩʫ ʥʦʚʠʤʠ 

ʢʦʨʝʣʷʮʽʡʥʠʤʠ ʧʨʘʚʠʣʘʤʠ ʥʘ ʙʘʟʽ ʪʠʧʽʟʦʚʘʥʠʭ, ʩʪʨʫʢʪʫʨʦʚʘʥʠʭ ʪʘ ʦʧʠʩʘʥʠʭ 

ʤʦʜʝʣʝʡ ʜʘʥʠʭ ʦɦʜʦ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʟʘʜʘʥʠʭ ʧʦʪʨʝʙ. 

5. ʈʦʟʨʦʙʠʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʜʦʤʝʥʘʭ ʢʽʙʝʨʙʝʟʧʝʢʠ (ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ, 

ʘʚʪʦʨʠʟʘʮʽʷ, ʧʦʰʪʘ, ʟʘʭʠʩʪ ʢʽʥʮʝʚʠʭ ʩʠʩʪʝʤ, ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ 

ʚʪʦʨʛʥʝʥʴ) ʪʘ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʪʠ ʘʜʘʧʪʠʚʥʽʩʪʴ ʤʝʪʦʜʫ ʯʝʨʝʟ ʨʦʟʰʠʨʝʥʥʷ ʥʘ 

ʧʦʰʫʢ ʩʧʝʮʠʬʽʯʥʠʭ ʘʥʦʤʘʣʽʡ. 
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6. ʈʦʟʨʦʙʠʪʠ ʪʘ ʜʦʩʣʽʜʠʪʠ ʨʠʟʠʢ-ʦʨʽʻʥʪʦʚʘʥʠʡ ʧʽʜʭʽʜ (RBA) ʷʢ 

ʢʦʤʧʝʥʩʫʶʯʠʡ ʢʦʥʪʨʦʣʴ ʜʣʷ ʟʥʠʞʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʭʠʙʥʦ-ʥʝʛʘʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ. 

7. ʈʝʘʣʽʟʫʚʘʪʠ ʧʨʦʛʨʘʤʥʠʡ ʢʦʤʧʣʝʢʩ ʥʘ ʦʩʥʦʚʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ 

ʪʘ ʧʨʦʚʝʩʪʠ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ CSOC, 

ʧʽʜʪʚʝʨʜʠʚʰʠ ʡʦʛʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚ ʫʤʦʚʘʭ ʝʢʩʧʣʫʘʪʘʮʽʾ. 

ʆʙ'ʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʴ ʻ ʧʨʦʮʝʩ ʚʠʷʚʣʝʥʥʷ ʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʛʨʦʟ ʫ 

ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ. 

ʇʨʝʜʤʝʪʦʤ ʜʦʩʣʽʜʞʝʥʴ ʻ ʤʝʪʦʜʠ ʪʘ ʤʦʜʝʣʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʪʝʣʝʤʝʪʨʽʾ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ. 

ʄʝʪʦʜʠ ʜʦʩʣʽʜʞʝʥʴ. ɿʘʩʪʦʩʦʚʘʥʽ ʩʫʯʘʩʥʽ ʧʽʜʭʦʜʠ ʜʦ ʟʙʠʨʘʥʥʷ, ʦʙʨʦʙʢʠ, 

ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʪʘ ʘʥʘʣʽʟʫ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʜʘʥʠʭ, ʤʝʪʦʜʠ ʩʠʩʪʝʤʥʦʛʦ ʪʘ 

ʧʦʨʽʚʥʷʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʜʣʷ ʜʦʩʣʽʜʞʝʥʥʷ ʩʫʯʘʩʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ, ʤʝʪʦʜʠ ʩʪʘʪʠʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʜʣʷ ʦʧʠʩʫ ʨʦʟʧʦʜʽʣʽʚ ʽ ʚʠʷʚʣʝʥʥʷ 

ʚʽʜʭʠʣʝʥʴ, ʤʝʪʦʜʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʦʜʝʣʝʡ ʘʥʦʤʘʣʴʥʦʾ 

ʧʦʚʝʜʽʥʢʠ, ʘ ʪʘʢʦʞ ʤʝʪʦʜʠ ʝʢʩʧʝʨʪʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʜʣʷ ʘʥʘʣʽʟʫ ʘʨʭʽʪʝʢʪʫʨʥʠʭ 

ʨʽʰʝʥʴ ʽ ʧʨʘʢʪʠʯʥʦʾ ʧʨʠʜʘʪʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ. 

ʅʘʫʢʦʚʘ ʥʦʚʠʟʥʘ ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʧʦʣʷʛʘʻ ʚ ʪʘʢʦʤʫ:  

ï ʚʧʝʨʰʝ ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʬʦʨʤʫʚʘʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʜʣʷ ʩʠʩʪʝʤ 

SIEM ʥʘ ʦʩʥʦʚʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʷʢʠʡ, ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʥʘʷʚʥʠʭ ʧʽʜʭʦʜʽʚ, 

ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʥʝ ʜʦ ʥʠʟʴʢʦʨʽʚʥʝʚʠʭ ʞʫʨʥʘʣʽʚ ʧʦʜʽʡ ʽ ʥʝ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ 

ʦʢʨʝʤʦʛʦ ʟʘʩʦʙʫ ʟʘʭʠʩʪʫ, ʘ ʷʢ ʘʥʘʣʽʪʠʯʥʘ ʥʘʜʙʫʜʦʚʘ ʥʘʜ ʛʦʪʦʚʠʤʠ 

ʩʧʨʘʮʶʚʘʥʥʷʤʠ (ʩʧʦʚʽʱʝʥʥʷʤʠ) ʨʽʟʥʦʨʽʜʥʠʭ ʢʦʥʪʨʦʣʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ ð ʟʦʢʨʝʤʘ 

ʥʘʜ ʽʥʩʪʨʫʤʝʥʪʘʤʠ, ʱʦ ʚʞʝ ʤʘʶʪʴ ʚʣʘʩʥʽ ʚʙʫʜʦʚʘʥʽ ʤʝʭʘʥʽʟʤʠ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ, ð ʧʦʻʜʥʫʶʯʠ ʧʦʩʪʘʥʦʚʢʫ ʟʘʜʘʯʽ, ʚʽʜʦʢʨʝʤʣʝʥʥʷ ʰʪʘʪʥʦʛʦ çʰʫʤʫè, 

ʬʦʨʤʫʚʘʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʪʘ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʘʚʯʝʥʦʾ ʤʦʜʝʣʽ ʜʦ ʥʦʚʠʭ ʜʘʥʠʭ ʟ ʤʝʪʦʶ ʚʠʦʢʨʝʤʣʝʥʥʷ ʢʦʥʢʨʝʪʥʠʭ 

ʩʧʨʘʮʶʚʘʥʴ ʜʣʷ ʧʨʽʦʨʠʪʝʪʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ; 

ï ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʭʘʥʽʟʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʦʤʧʝʥʩʫʶʯʦʛʦ ʢʦʥʪʨʦʣʶ ʫ 

ʚʠʛʣʷʜʽ risk-based alerting (RBA) ʫ ʤʝʞʘʭ ʟʘʟʥʘʯʝʥʦʛʦ ʤʝʪʦʜʫ, ʷʢʠʡ ʟʤʝʥʰʫʻ 

ʨʠʟʠʢ ʧʨʦʧʫʩʢʫ ʘʙʦ ʥʝʢʦʨʝʢʪʥʦʛʦ ʩʧʨʘʮʶʚʘʥʥʷ ʦʢʨʝʤʦʛʦ ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʧʨʘʚʠʣʘ 
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ʯʠ ʤʦʜʝʣʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʫ ʚʠʧʘʜʢʘʭ, ʢʦʣʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʥʝ 

ʟʘʙʝʟʧʝʯʫʻ ʜʦʩʪʘʪʥʴʦʛʦ ʧʦʢʨʠʪʪʷ ʤʦʞʣʠʚʠʭ ʚʝʢʪʦʨʽʚ ʘʪʘʢʠ; 

ï ʫʜʦʩʢʦʥʘʣʝʥʦ ʘʨʭʽʪʝʢʪʫʨʥʫ ʦʨʛʘʥʽʟʘʮʽʶ ʤʝʪʦʜʫ, ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʫ ʟʘ 

ʪʠʧʽʟʦʚʘʥʠʤʠ ʤʦʜʝʣʷʤʠ ʜʘʥʠʭ, ʱʦ ʦʭʦʧʣʶʻ ʧʦʚʥʠʡ ʮʠʢʣ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ 

ʧʝʨʝʜʙʘʯʘʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʟʦʢʨʝʤʘ 

ʛʨʘʥʫʣʷʨʠʟʘʮʽʾ ʟʘ ʯʘʩʦʚʠʤʠ ʤʽʪʢʘʤʠ, ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʦ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ; 

ï ʥʘʙʫʚ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʩʧʦʩʽʙ ʟʘʩʪʦʩʫʚʘʥʥʷ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ 

DensityFunction ʫ ʩʢʣʘʜʽ ʤʝʪʦʜʫ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʱʦ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ 

ʬʦʨʤʫʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʟʘʧʠʪʠ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʢʽʣʴʢʽʩʥʠʭ ʽ ʷʢʽʩʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ 

ʜʘʥʠʭ ʪʘ ʘʜʘʧʪʫʚʘʪʠ ʾʭ ʜʦ ʨʽʟʥʠʭ ʜʦʤʝʥʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ 

ʆʜʝʨʞʘʥʽ ʚ ʜʠʩʝʨʪʘʮʽʡʥʽʡ ʨʦʙʦʪʽ ʨʝʟʫʣʴʪʘʪʠ ʩʪʘʣʠ ʧʽʜˇʨʫʥʪʷʤ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ. 

ʈʝʟʫʣʴʪʘʪʠ ʜʠʩʝʨʪʘʮʽʾ ʻ ʚʥʝʩʢʦʤ ʫ ʨʦʟʨʦʙʢʫ ʧʽʜʭʦʜʽʚ ʜʦ ʧʦʙʫʜʦʚʠ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʧʨʦʛʨʘʤʥʠʭ ʢʦʤʧʣʝʢʩʽʚ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʚ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʪʘ ʨʦʟʨʦʙʣʝʥʽ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ 

ʩʧʨʠʷʪʠʤʫʪʴ ʟʥʠʞʝʥʥʶ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC, ʘ ʩʘʤʝ ʟʤʝʥʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʠʭ ʧʦʜʽʡ ʪʘ ʟʥʠʞʝʥʥʷ ʦʩʥʦʚʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ CSOC: 

TTT ʪʘ TTC. 

ʇʨʘʢʪʠʯʥʦ ʚʘʛʦʤʠʤʠ ʚʚʘʞʘʶʪʴʩʷ ʪʘʢʽ ʨʝʟʫʣʴʪʘʪʠ: 

- ʦʧʠʩʘʥʦ ʘʨʭʽʪʝʢʪʫʨʥʠʡ ʧʽʜʭʽʜ ʜʦ ʩʪʚʦʨʝʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 

- ʧʨʘʢʪʠʯʥʦ ʨʝʘʣʽʟʦʚʘʥʦ ʧʨʦʛʨʘʤʥʠʡ ʢʦʤʧʣʝʢʩ (ʩʠʩʪʝʤʫ) ʢʦʪʨʠʡ 

ʟʜʘʪʥʠʡ ʦʧʨʘʮʶʚʘʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʪʘ ʟʜʽʡʩʥʠʪʠ ʧʦʰʫʢ ʥʝʪʠʧʦʚʦʾ 

ʧʦʚʝʜʽʥʢʠ ʧʝʚʥʠʭ ʧʨʦʮʝʩʽʚ ʚ ʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʽ (ʤʝʨʝʞʝʚʽ ʟʚᾷʷʟʢʠ, ʘʥʦʤʘʣʴʥʫ 

ʢʽʣʴʢʽʩʪʴ ʩʠʛʥʘʣʽʚ ʚʽʜ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʩʠʩʪʝʤ ʽʟ ʟʘʭʠʩʪʫ, ʥʝʪʠʧʦʚʫ ʘʚʪʦʨʘʟʘʮʽʶ, 

ʪʦʱʦ) 

ʈʝʟʫʣʴʪʘʪʠ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ ʘʧʨʦʙʦʚʘʥʦ ʽ ʚʠʢʦʨʠʩʪʘʥʦ ʫ ʪʘʢʠʭ 

ʦʨʛʘʥʽʟʘ-ʮʽʷʭ ʪʘ ʫʩʪʘʥʦʚʘʭ: 
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- ʫ ʢʦʤʧʘʥʽʾ SoftServe Inc.  ʚ ʮʝʥʪʨʽ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ (CSOC) ʷʢ 

ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʚ SIEM Splunk ʜʣʷ ʧʦʰʫʢʫ ʧʦʪʝʥʮʽʡʥʦ ʟʣʦʚʤʠʩʥʦʾ 

ʜʽʷʣʴʥʦʩʪʽ (ʘʥʦʤʘʣʽʡ) ʘʪʘʢʫʶʯʠʭ ʚ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʜʘʥʠʭ; 

- ʫ ʥʘʚʯʘʣʴʥʦʤʫ ʧʨʦʮʝʩʽ ʃʴʚʽʚʩʴʢʠʡ ʥʘʮʽʦʥʘʣʴʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʽʤʝʥʽ 

ɯʚʘʥʘ ʌʨʘʥʢʘ ʧʽʜ ʯʘʩ ʚʠʢʣʘʜʘʥʥʷ ʜʠʩʮʠʧʣʽʥ çɯʥʩʪʨʫʤʝʥʪʠ SecOpsè, çʄʦʜʝʣʽ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʪʘ ʰʘʭʨʘʡʩʪʚʘè. 

ɸʧʨʦʙʘʮʽʷ ʨʝʟʫʣʴʪʘʪʽʚ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ. ʈʝʟʫʣʴʪʘʪʠ ʜʠʩʝʨʪʘʮʽʾ 

ʘʧʨʦʙʦʚʘʥʦ ʥʘ ʤʽʞʥʘʨʦʜʥʠʭ ʪʘ ʚʩʝʫʢʨʘʾʥʩʴʢʠʭ ʥʘʫʢʦʚʠʭ ʢʦʥʬʝʨʝʥʮʽʷʭ: çBehind 

the Digital Curtain. Civil Society vs. State Sponsored Cyber Attacksè (ʤ. ɹʨʶʩʩʝʣʴ, 

2019 ʨ.), çʉʫʯʘʩʥʽ ʧʨʦʙʣʝʤʠ ʧʨʠʢʣʘʜʥʦʾ ʤʘʪʝʤʘʪʠʢʠ ʪʘ ʽʥʬʦʨʤʘʪʠʢʠè (APAMCS-

2019) (ʤ. ʃʴʚʽʚ, 2019 ʨ.), çʉʫʯʘʩʥʽ ʧʨʦʙʣʝʤʠ ʧʨʠʢʣʘʜʥʦʾ ʤʘʪʝʤʘʪʠʢʠ ʪʘ 

ʢʦʤʧôʶʪʝʨʥʠʭ ʥʘʫʢè (ʤ. ʃʴʚʽʚ, 2021 ʨ.), IEEE TCSET (online, 2022 ʨ.), IXth 

International Scientific and Technical Conference «Information Protection and 

Information Systems Securityè (2023 ʨ.), IEEE ELIT (2023 ʨ.), The 12th International 

Scientific Conference çITSECè (2023 ʨ.), XXVII ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʘ 

ʢʦʥʬʝʨʝʥʮʽʷ çʉʫʯʘʩʥʽ ʧʨʦʙʣʝʤʠ ʧʨʠʢʣʘʜʥʦʾ ʤʘʪʝʤʘʪʠʢʠ ʪʘ ʽʥʬʦʨʤʘʪʠʢʠ 

(APAMCS-2023)è (ʤ. ʃʴʚʽʚ, 2023 ʨ.), Problems of Scientific, Technical and Legal 

Support for Cybersecurity in the Modern World (ʤ. ʂʨʘʢʽʚ, ʇʦʣʴʱʘ, 2024 ʨ.) ʪʘ The 

13th International Scientific Conference çITSECè (ʤ. ʃʴʚʽʚ, 2024 ʨ.). 

ʇʫʙʣʽʢʘʮʽ.ʾ ʆʩʥʦʚʥʽ ʧʦʣʦʞʝʥʥʷ ʪʘ ʨʝʟʫʣʴʪʘʪʠ ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ 

ʚʠʢʣʘʜʝʥʦ ʚ 15 ʥʘʫʢʦʚʠʭ ʧʫʙʣʽʢʘʮʽʷʭ, ʩʝʨʝʜ ʥʠʭ 2 ʧʫʙʣʽʢʘʮʽʡ ʫ ʚʠʜʘʥʥʷʭ, ʱʦ 

ʚʭʦʜʷʪʴ ʜʦ ʤʽʞʥʘʨʦʜʥʦʾ ʥʘʫʢʦʤʝʪʨʠʯʥʦʾ ʙʘʟʠ ʜʘʥʠʭ (Scopus); 3 ʧʫʙʣʽʢʘʮʽʡ ʫ 

ʥʘʫʢʦʚʠʭ ʬʘʭʦʚʠʭ ʚʠʜʘʥʥʷʭ ʋʢʨʘʾʥʠ; 10 ʧʫʙʣʽʢʘʮʽʡ ʫ ʟʙʽʨʥʠʢʘʭ ʤʘʪʝʨʽʘʣʽʚ 

ʢʦʥʬʝʨʝʥʮʽʡ. 

ʉʪʨʫʢʪʫʨʘ ʪʘ ʦʙʩʷʛ ʜʠʩʝʨʪʘʮʽʾ. ɼʠʩʝʨʪʘʮʽʷ ʩʢʣʘʜʘʻʪʴʩʷ ʽʟ ʘʥʦʪʘʮʽ↓ʾ, ʚʩʪʫʧʫ, 

4 ʨʦʟʜʽʣʽʚ ʽʟ ʚʠʩʥʦʚʢʘʤʠ, ʩʧʠʩʢʫ ʚʠʢʦʨʠʩʪʘʥʠʭ ʜʞʝʨʝʣ (91 ʧʦʟʠʮʽʷ). ɿʘʛʘʣʴʥʠʡ 

ʦʙʩʷʛ ʩʪʘʥʦʚʠʪʴ 197 ʩʪʦʨʽʥʢʠ, ʚ ʪ.ʯ. 180 ʩʪʦʨʽʥʢʠ ʦʩʥʦʚʥʦʛʦ ʪʝʢʩʪʫ. ʈʦʙʦʪʘ 

ʤʽʩʪʠʪʴ 56 ʨʠʩʫʥʢʽʚ ʪʘ 24 ʪʘʙʣʠʮ.̔ 
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ʈʆɿɼɯʃ 1.  

ɸʅɸʃɯɿ ʉʋʏɸʉʅʆɻʆ ʉʊɸʅʋ ʇɯɼʍʆɼɯɺ ɺʀʗɺʃɽʅʅʗ 

ɸʅʆʄɸʃɯʁ ɺ ʂʆʄʇôʖʊɽʈʅʀʍ ʉʀʉʊɽʄɸʍ 

 

1.1  ʌʦʨʤʫʚʘʥʥʷ ʧʨʦʙʣʝʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ ʦʜʥʠʤ ʟ ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʟʘʚʜʘʥʴ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ, ʦʩʢʽʣʴʢʠ ʜʦʟʚʦʣʷʻ ʧʦʧʝʨʝʜʠʪʠ ʘʙʦ ʚʠʷʚʠʪʠ ʢʽʙʝʨʘʪʘʢʫ ʥʘ ʨʘʥʥʽʭ 

ʝʪʘʧʘʭ, ʘ ʪʘʢʦʞ ʟʜʽʡʩʥʶʚʘʪʠ ʚʠʷʚʣʝʥʥʷ ʨʦʟʛʦʨʪʘʥʥʷ ʘʪʘʢʠ ʥʘ ʝʪʘʧʘʭ ʧʦʜʘʣʴʰʦʛʦ 

ʨʫʭʫ ʚ ʤʝʨʝʞʽ [8, 25]. ʆʜʥʘʢ ʮʝ ʟʘʚʜʘʥʥʷ ʻ ʜʦʩʠʪʴ ʩʢʣʘʜʥʠʤ ʽ ʤʘʻ ʨʷʜ ʧʨʦʙʣʝʤ, ʷʢʽ 

ʥʝʦʙʭʽʜʥʦ ʚʠʨʽʰʫʚʘʪʠ. 

ʆʜʥʽʻʶ ʟ ʦʩʥʦʚʥʠʭ ʧʨʦʙʣʝʤ ʻ ʦʙʨʦʙʢʘ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʜʘʥʠʭ. ɯʥʬʦʨʤʘʮʽʡʥʽ 

ʩʠʩʪʝʤʠ ʛʝʥʝʨʫʶʪʴ ʟʥʘʯʥʽ ʧʦʪʦʢʠ ʪʝʣʝʤʝʪʨʽʾ, ʚʢʣʶʯʘʶʯʠ ʞʫʨʥʘʣʠ ʧʦʜʽʡ, 

ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʪʘ ʽʥʰʽ ʜʘʥʽ, ʷʢʽ ʥʝʦʙʭʽʜʥʦ ʘʥʘʣʽʟʫʚʘʪʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ. ʅʘ ʧʨʘʢʪʠʮʽ ʪʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ʥʝ ʟʘʚʞʜʠ 

ʤʘʩʰʪʘʙʫʶʪʴʩʷ ʜʦ ʪʘʢʠʭ ʦʙʩʷʛʽʚ, ʱʦ ʤʦʞʝ ʧʨʠʟʚʦʜʠʪʠ ʜʦ ʟʘʪʨʠʤʦʢ ʫ ʚʠʷʚʣʝʥʥʽ 

ʟʘʛʨʦʟ ʪʘ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ [9]. 

ʂʽʙʝʨʟʘʛʨʦʟʠ ʧʦʩʪʽʡʥʦ ʝʚʦʣʶʮʽʦʥʫʶʪʴ, ʱʦ ʚʠʤʘʛʘʻ ʚʽʜ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʟʜʘʪʥʦʩʪʽ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ ʪʠʧʽʚ ʘʪʘʢ. ʆʜʥʽʻʶ ʟ ʧʨʦʙʣʝʤ ʻ 

ʨʦʟʨʦʙʢʘ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʷʢʽ ʤʦʞʫʪʴ ʰʚʠʜʢʦ ʥʘʚʯʘʪʠʩʷ ʥʘ 

ʥʦʚʠʭ ʜʘʥʠʭ ʽ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʟʤʽʥ ʫ ʧʦʚʝʜʽʥʮʽ ʩʠʩʪʝʤʠ. ɿʘʩʪʘʨʽʣʽ ʤʦʜʝʣʽ ʯʘʩʪʦ 

ʥʝ ʚ ʟʤʦʟʽ ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʥʦʚʽ ʚʠʜʠ ʘʪʘʢ, ʱʦ ʨʦʙʠʪʴ ʾʭ ʚʨʘʟʣʠʚʠʤʠ ʜʦ ʥʦʚʠʭ 

ʟʘʛʨʦʟ [68, 91]. 

ʋ ʧʨʦʮʝʩʽ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʚʘʞʣʠʚʦ ʚʽʜʦʢʨʝʤʣʶʚʘʪʠ ʘʥʦʤʘʣʴʥʽ ʜʽʾ ʚʽʜ 

ʥʦʨʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ. ʆʜʥʘʢ ʥʘ ʧʨʘʢʪʠʮʽ, ʚʠʟʥʘʯʝʥʥʷ çʰʫʤʫè ʪʘ 

ʨʝʘʣʴʥʠʭ ʟʘʛʨʦʟ ʻ ʩʢʣʘʜʥʠʤ ʟʘʚʜʘʥʥʷʤ. ʐʫʤ ʤʦʞʝ ʙʫʪʠ ʚʠʢʣʠʢʘʥʠʡ ʥʦʨʤʘʣʴʥʦʶ 

ʜʽʷʣʴʥʽʩʪʶ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʩʠʩʪʝʤʥʠʤʠ ʧʨʦʮʝʩʘʤʠ ʪʘ ʽʥʰʠʤʠ ʯʠʥʥʠʢʘʤʠ, ʱʦ 

ʫʩʢʣʘʜʥʶʻ ʚʠʷʚʣʝʥʥʷ ʩʧʨʘʚʞʥʽʭ ʟʘʛʨʦʟ. 

ɽʬʝʢʪʠʚʥʽʩʪʴ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟʘʣʝʞʠʪʴ ʚʽʜ ʷʢʦʩʪʽ ʪʘ 

ʢʽʣʴʢʦʩʪʽ ʜʘʥʠʭ, ʥʘ ʷʢʠʭ ʚʦʥʠ ʥʘʚʯʘʶʪʴʩʷ. ʆʜʥʽʻʶ ʟ ʢʣʶʯʦʚʠʭ ʧʨʦʙʣʝʤ ʻ ʜʦʩʪʫʧ 



 25 

ʜʦ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ ʧʨʦ ʢʽʙʝʨʟʘʛʨʦʟʠ, ʱʦ ʯʘʩʪʦ ʦʙʤʝʞʫʻʪʴʩʷ ʢʦʤʝʨʮʽʡʥʠʤʠ ʪʘ 

ʶʨʠʜʠʯʥʠʤʠ ʘʩʧʝʢʪʘʤʠ. ʎʝ ʫʩʢʣʘʜʥʶʻ ʨʦʟʨʦʙʢʫ ʪʘ ʪʝʩʪʫʚʘʥʥʷ ʥʦʚʠʭ ʤʝʪʦʜʽʚ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ʑʝ ʦʜʥʽʻʶ ʚʘʞʣʠʚʦʶ ʧʨʦʙʣʝʤʦʶ ʻ ʙʘʣʘʥʩ ʤʽʞ ʪʦʯʥʽʩʪʶ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʪʘ ʰʚʠʜʢʽʩʪʶ ʦʙʨʦʙʢʠ ʜʘʥʠʭ. ɺʠʩʦʢʘ ʪʦʯʥʽʩʪʴ ʤʦʞʝ ʧʨʠʟʚʦʜʠʪʠ ʜʦ 

ʟʙʽʣʴʰʝʥʥʷ ʯʘʩʫ ʦʙʨʦʙʢʠ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʚ ʫʤʦʚʘʭ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. ɿ ʽʥʰʦʛʦ 

ʙʦʢʫ, ʰʚʠʜʢʽ ʤʝʪʦʜʠ ʤʦʞʫʪʴ ʙʫʪʠ ʤʝʥʰ ʪʦʯʥʠʤʠ, ʱʦ ʧʽʜʚʠʱʫʻ ʨʠʟʠʢ ʧʨʦʧʫʩʢʫ 

ʟʘʛʨʦʟ. 

ɯʥʰʦʶ ʢʘʪʝʛʦʨʽʻʶ ʧʨʦʙʣʝʤ ʻ ʥʝʦʜʥʦʟʥʘʯʥʽʩʪʴ ʩʘʤʦʛʦ ʧʦʥʷʪʪʷ çʘʥʦʤʘʣʽʷè. 

ʑʦʙ ʟʤʝʥʰʠʪʠ ʩʫʙôʻʢʪʠʚʥʽʩʪʴ, ʫ ʮʽʡ ʨʦʙʦʪʽ ʘʥʦʤʘʣʽʶ ʚʠʟʥʘʯʘʻʤʦ ʷʢ 

ʧʦʜʽʶ/ʩʧʨʘʮʶʚʘʥʥʷ (ʘʙʦ ʾʭ ʘʛʨʝʛʘʪ ʫ ʯʘʩʦʚʦʤʫ ʚʽʢʥʽ), ʱʦ ʢʦʥʪʝʢʩʪʫʘʣʴʥʦ 

ʚʽʜʭʠʣʷʻʪʴʩʷ ʚʽʜ ʙʘʟʦʚʦʾ ʧʦʚʝʜʽʥʢʠ ʚʽʜʧʦʚʽʜʥʦʾ ʩʫʪʥʦʩʪʽ (ʢʦʨʠʩʪʫʚʘʯʘ, ʭʦʩʪʘ ʘʙʦ 

ʩʝʨʚʽʩʫ) ʚ ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɺʘʞʣʠʚʦ, ʱʦ ʘʥʦʤʘʣʽʷ ʚ ʪʘʢʽʡ 

ʧʦʩʪʘʥʦʚʮʽ ʻ ʩʠʛʥʘʣʦʤ ʜʣʷ ʧʦʯʘʪʢʫ ʨʝʘʛʫʚʘʥʥʷ (triage) ʘʙʦ ʧʦʯʘʪʢʫ ʧʨʦʘʢʪʠʚʥʦʛʦ 

ʧʦʰʫʢʫ ʟʘʛʨʦʟ (threat hunting) ʽ ʥʝ ʻ ʘʚʪʦʤʘʪʠʯʥʠʤ ʜʦʢʘʟʦʤ ʘʪʘʢʠ; çʟʣʦʚʤʠʩʥʘ 

ʘʢʪʠʚʥʽʩʪʴè ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʣʠʰʝ ʧʽʩʣʷ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʽʥʮʠʜʝʥʪʫ [42]. 

ʆʜʥʘʢ, ʱʦ ʚʚʘʞʘʻʪʴʩʷ ʥʦʨʤʘʣʴʥʠʤ ʘʙʦ ʦʯʽʢʫʚʘʥʠʤ, ʤʦʞʝ ʚʽʜʨʽʟʥʷʪʠʩʷ ʚ 

ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʢʦʥʢʨʝʪʥʦʾ ʩʠʩʪʝʤʠ ʘʙʦ ʤʝʨʝʞʽ. ʅʘʧʨʠʢʣʘʜ, ʧʝʚʥʘ ʧʦʚʝʜʽʥʢʘ ʤʦʞʝ 

ʙʫʪʠ ʘʥʦʤʘʣʴʥʦʶ ʜʣʷ ʦʜʥʽʻʾ ʩʠʩʪʝʤʠ, ʘʣʝ ʥʦʨʤʘʣʴʥʦʶ ʜʣʷ ʽʥʰʦʾ. ʎʝ ʫʩʢʣʘʜʥʶʻ 

ʨʦʟʨʦʙʢʫ ʝʬʝʢʪʠʚʥʠʭ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʦʩʢʽʣʴʢʠ ʪʘʢʽ ʤʝʪʦʜʠ ʧʦʚʠʥʥʽ 

ʚʨʘʭʦʚʫʚʘʪʠ ʢʦʥʪʝʢʩʪ, ʚ ʷʢʦʤʫ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ɿ ʽʥʰʦʾ ʩʪʦʨʦʥʠ ʘʥʦʤʘʣʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʜʦʩʠʪʴ ʨʽʜʢʽʩʥʠʤʠ, ʱʦ ʪʘʢʦʞ 

ʫʩʢʣʘʜʥʶʻ ʾʭʥʽʡ ʧʦʰʫʢ. ʎʝ ʧʦʚ'ʷʟʘʥʦ ʟ ʪʠʤ, ʱʦ ʙʽʣʴʰʽʩʪʴ ʧʦʚʝʜʽʥʢʠ ʚ ʩʠʩʪʝʤʘʭ ʽ 

ʤʝʨʝʞʘʭ ʻ ʥʦʨʤʘʣʴʥʦʶ. ɺ ʨʝʟʫʣʴʪʘʪʽ, ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʤʦʞʫʪʴ ʥʝ 

ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ, ʷʢʱʦ ʚʦʥʠ ʥʝ ʟʫʩʪʨʽʯʘʣʠʩʷ ʚ ʥʘʙʦʨʽ ʜʘʥʠʭ ʜʣʷ ʥʘʚʯʘʥʥʷ. ʎʝ 

ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʪʦʛʦ, ʱʦ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʙʫʜʫʪʴ ʥʝʜʦʩʪʘʪʥʴʦ 

ʪʦʯʥʠʤʠ ʘʙʦ ʥʘʜʪʦ ʯʫʪʣʠʚʠʤʠ. 

ʊʘʢʦʞ ʚʘʨʪʦ ʚʨʘʭʦʚʫʚʘʪʠ, ʱʦ ʘʪʘʢʫʶʯʽ ʤʦʞʫʪʴ ʥʘʚʤʠʩʥʦ ʽʤʽʪʫʚʘʪʠ 

çʥʦʨʤʘʣʴʥʫè ʧʦʚʝʜʽʥʢʫ (evasion/mimicry), ʯʝʨʝʟ ʱʦ ʘʥʦʤʘʣʴʥʽ ʜʽʾ ʚʠʛʣʷʜʘʶʪʴ ʷʢ 

ʣʝʛʽʪʠʤʥʽ. ʊʦʤʫ ʧʨʠ ʧʨʦʻʢʪʫʚʘʥʥʽ ʜʝʪʝʢʪʦʨʘ ʜʦʮʽʣʴʥʦ ʷʚʥʦ ʬʽʢʩʫʚʘʪʠ 
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ʧʨʠʧʫʱʝʥʥʷ ʱʦʜʦ ʧʨʦʪʠʚʥʠʢʘ ʪʘ ʧʝʨʝʣʽʢ ʦʟʥʘʢ/ʜʞʝʨʝʣ ʜʘʥʠʭ, ʷʢʽ ʚʚʘʞʘʶʪʴʩʷ 

ʚʽʜʥʦʩʥʦ ʩʪʽʡʢʠʤʠ ʜʦ ʤʘʩʢʫʚʘʥʥʷ [81]. 

ʅʘ ʦʩʥʦʚʽ ʮʠʭ ʧʨʦʙʣʝʤ ʤʦʞʥʘ ʩʬʦʨʤʫʣʶʚʘʪʠ ʥʘʩʪʫʧʥʽ ʦʩʥʦʚʥʽ ʥʘʧʨʷʤʠ 

ʜʦʩʣʽʜʞʝʥʴ ʫ ʩʬʝʨʽ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ: 

1. ʈʦʟʨʦʙʢʘ ʥʦʚʠʭ ʧʽʜʭʦʜʽʚ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʘʥʦʤʘʣʽʡ: ʥʝʦʙʭʽʜʥʦ 

ʩʪʚʦʨʶʚʘʪʠ ʙʽʣʴʰ ʦʙ'ʻʢʪʠʚʥʽ ʪʘ ʪʦʯʥʽ ʤʝʪʦʜʠ, ʷʢʽ ʜʦʟʚʦʣʷʪʴ ʨʦʟʨʦʙʠʪʠ ʩʠʩʪʝʤʠ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʱʦ ʙʫʜʫʪʴ ʝʬʝʢʪʠʚʥʠʤʠ ʫ ʚʠʷʚʣʝʥʥʽ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʫ 

ʘʥʦʤʘʣʽʡ. 

2. ʈʦʟʨʦʙʢʘ ʤʝʪʦʜʽʚ ʥʘʚʯʘʥʥʷ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʥʘ ʤʝʥʰʠʭ 

ʥʘʙʦʨʘʭ ʜʘʥʠʭ: ʮʝ ʜʦʟʚʦʣʠʪʴ ʩʪʚʦʨʶʚʘʪʠ ʝʢʦʥʦʤʽʯʥʦ ʝʬʝʢʪʠʚʥʽ ʩʠʩʪʝʤʠ. 

3. ʈʦʟʨʦʙʢʘ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʩʪʽʡʢʠʭ ʜʦ ʤʘʩʢʫʚʘʥʥʷ ʘʪʘʢ 

ʟʣʦʚʤʠʩʥʠʢʘʤʠ: ʮʝ ʟʘʙʝʟʧʝʯʠʪʴ ʝʬʝʢʪʠʚʥʝ ʚʠʷʚʣʝʥʥʷ ʥʦʚʠʭ ʚʠʜʽʚ ʘʪʘʢ. 

4. ɺʧʨʦʚʘʜʞʝʥʥʷ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʨʝʘʣʴʥʠʭ ʩʠʩʪʝʤʘʭ: ʮʝ 

ʜʦʟʚʦʣʠʪʴ ʧʝʨʝʚʽʨʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʪʘʢʠʭ ʤʝʪʦʜʽʚ ʪʘ ʚʠʷʚʠʪʠ ʜʦʜʘʪʢʦʚʽ 

ʧʨʦʙʣʝʤʠ, ʷʢʽ ʥʝʦʙʭʽʜʥʦ ʚʠʨʽʰʫʚʘʪʠ. 

ʋ ʟʚôʷʟʢʫ ʟ ʮʠʤ, ʨʦʟʨʦʙʢʘ ʛʥʫʯʢʦʛʦ, ʘʜʘʧʪʠʚʥʦʛʦ ʤʝʪʦʜʫ ʽ, ʷʢ ʥʘʩʣʽʜʦʢ, 

ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʢʦʪʨʽ ʙʘʟʫʶʪʴʩʷ ʥʘ ʥʴʦʤʫ, ʜʦʟʚʦʣʠʪʴ ʝʬʝʢʪʠʚʥʦ ʪʘ 

ʝʢʦʥʦʤʽʯʥʦ ʚʠʛʽʜʥʦ ʧʦʙʫʜʫʚʘʪʠ ʧʨʦʮʝʩ ʟ ʧʦʰʫʢʫ ʢʽʙʝʨʙʝʟʧʝʢʦʚʠʭ ʘʥʦʤʘʣʽʡ [43, 

52]. 

 

1.2  ɸʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʧʽʜʭʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ ʘʪʘʢʫʶʯʠʭ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ 

 

ɿʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʚʽʜ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ ʻ ʦʜʥʽʻʶ ʟ ʢʣʶʯʦʚʠʭ 

ʟʘʜʘʯ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʉʫʯʘʩʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʻ ʩʢʣʘʜʥʠʤʠ ʩʪʨʫʢʪʫʨʘʤʠ, ʱʦ 

ʚʢʣʶʯʘʶʪʴ ʚ ʩʝʙʝ ʨʽʟʥʦʤʘʥʽʪʥʽ ʢʦʤʧʦʥʝʥʪʠ, ʪʘʢʽ ʷʢ ʤʝʨʝʞʽ, ʩʝʨʚʝʨʠ, ʭʤʘʨʥʫ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʢʣʽʻʥʪʩʴʢʽ ʧʨʠʩʪʨʦʾ ʪʘ ʜʦʜʘʪʢʠ. ʂʦʞʝʥ ʟ ʮʠʭ ʢʦʤʧʦʥʝʥʪʽʚ ʤʦʞʝ 

ʙʫʪʠ ʚʨʘʟʣʠʚʠʤ ʜʦ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ, ʷʢʽ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʠʪʦʢʫ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʬʽʥʘʥʩʦʚʠʭ ʚʪʨʘʪ ʪʘ ʧʦʰʢʦʜʞʝʥʥʷ ʨʝʧʫʪʘʮʽʾ 

ʦʨʛʘʥʽʟʘʮʽʡ.  
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ɿ ʨʦʟʚʠʪʢʦʤ ʪʝʭʥʦʣʦʛʽʡ, ʤʝʪʦʜʠ ʘʪʘʢ ʩʪʘʶʪʴ ʚʩʝ ʙʽʣʴʰ ʩʢʣʘʜʥʠʤʠ ʪʘ 

ʚʠʪʦʥʯʝʥʠʤʠ. ʍʘʢʝʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʨʽʟʥʦʤʘʥʽʪʥʽ ʪʝʭʥʽʢʠ, ʪʘʢʽ ʷʢ ʬʽʰʠʥʛ, 

ʩʦʮʽʘʣʴʥʘ ʽʥʞʝʥʝʨʽʷ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʪʘ 

ʙʘʛʘʪʦ ʽʥʰʠʭ. ʎʝ ʚʠʤʘʛʘʻ ʚʽʜ ʢʦʤʘʥʜ ʟʘʭʠʩʪʫ ʧʦʩʪʽʡʥʦʛʦ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʤʝʪʦʜʽʚ 

ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ ʘʪʘʢʘʤ.  

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ, ʪʘʢʽ ʷʢ ʩʠʛʥʘʪʫʨʥʠʡ ʘʥʘʣʽʟ ʪʘ ʧʨʘʚʠʣʘ, ʥʝ 

ʟʘʚʞʜʠ ʝʬʝʢʪʠʚʥʽ ʧʨʦʪʠ ʥʦʚʠʭ ʽ ʩʢʣʘʜʥʠʭ ʘʪʘʢ. ʉʠʛʥʘʪʫʨʥʠʡ ʘʥʘʣʽʟ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʧʦʨʽʚʥʷʥʥʽ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ʟ ʚʽʜʦʤʠʤʠ ʰʘʙʣʦʥʘʤʠ ʘʪʘʢ. ʎʝʡ ʧʽʜʭʽʜ ʜʦʙʨʝ ʧʨʘʮʶʻ 

ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʽʜʦʤʠʭ ʟʘʛʨʦʟ, ʘʣʝ ʡʦʛʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʟʥʘʯʥʦ ʟʥʠʞʫʻʪʴʩʷ ʧʨʠ 

ʟʫʩʪʨʽʯʽ ʟ ʥʦʚʠʤʠ ʘʙʦ ʤʦʜʠʬʽʢʦʚʘʥʠʤʠ ʘʪʘʢʘʤʠ, ʦʩʢʽʣʴʢʠ ʙʘʟʘ ʩʠʛʥʘʪʫʨ ʧʦʚʠʥʥʘ 

ʧʦʩʪʽʡʥʦ ʦʥʦʚʣʶʚʘʪʠʩʷ. ʄʝʪʦʜ ʚʠʷʚʣʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʧʨʘʚʠʣ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʟʘʟʜʘʣʝʛʽʜʴ ʚʠʟʥʘʯʝʥʽ ʧʨʘʚʠʣʘ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʧʽʜʦʟʨʽʣʦʾ ʘʢʪʠʚʥʦʩʪʽ, ʘʣʝ ʥʦʚʽ 

ʟʘʛʨʦʟʠ ʤʦʞʫʪʴ ʥʝ ʚʽʜʧʦʚʽʜʘʪʠ ʮʠʤ ʧʨʘʚʠʣʘʤ. 

ʋ ʚʽʜʧʦʚʽʜʴ ʥʘ ʮʽ ʚʠʢʣʠʢʠ, ʩʫʯʘʩʥʽ ʧʽʜʭʦʜʠ ʜʦ ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʚʩʝ ʙʽʣʴʰʝ ʬʦʢʫʩʫʶʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʧʝʨʝʜʦʚʠʭ 

ʪʝʭʥʦʣʦʛʽʡ, ʪʘʢʠʭ ʷʢ ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʪʘ ʪʝʭʥʦʣʦʛʽʾ Big Data [37, 54, 76]. ʎʽ 

ʤʝʪʦʜʠ ʜʦʟʚʦʣʷʶʪʴ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ, ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ 

ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ ʟʘʛʨʦʟ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʘʥʘʣʽʟʫ ʪʘ ʦʙ'ʻʜʥʘʥʥʷ ʜʘʥʠʭ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʪʘʢʦʞ ʜʦʟʚʦʣʷʻ 

ʦʪʨʠʤʫʚʘʪʠ ʙʽʣʴʰ ʧʦʚʥʫ ʢʘʨʪʠʥʫ ʧʨʦ ʟʣʦʚʤʠʩʥʽ ʜʽʾ, ʱʦ ʨʦʙʠʪʴ ʩʠʩʪʝʤʫ 

ʢʙ̔ʝʨʙʝʟʧʝʢʠ ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦʶ. 

ʈʦʟʨʦʙʣʝʥʽ ʚ ʟʘʢʦʨʜʦʥʥʠʭ ʥʘʫʢʦʚʠʭ ʧʫʙʣʽʢʘʮʽʷʭ [11, 12, 19, 31, 81] ʧʽʜʭʦʜʠ 

ʱʦʜʦ ʧʦʢʨʘʱʝʥʥʷ ʚʠʷʚʣʝʥʥʷ ʜʽʡ ʘʪʘʢʫʶʯʠʭ ʢʦʤʘʥʜ ʤʘʶʪʴ 

ʚʫʟʴʢʦʩʧʝʮʽʘʣʽʟʦʚʘʥʠʡ ʭʘʨʘʢʪʝʨ ʪʘ ʟʜʝʙʽʣʴʰʦʛʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʦ ʦʢʨʝʤʦ ʚʟʷʪʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʪʦʙʪʦ ʧʦʢʨʘʱʝʥʥʷ ʧʨʦʧʦʥʫʶʪʴʩʷ ʚʠʢʣʶʯʥʦ ʚ ʤʝʞʘʭ 

ʷʢʦʛʦʩʴ ʽʥʩʪʨʫʤʝʥʪʫ, ʥʘʧʨʠʢʣʘʜ IDS ʯʠ EDR. ʆʜʥʘʢ ʧʠʪʘʥʥʷ ʨʦʙʦʪʠ ʟ ʛʦʪʦʚʠʤʠ 

ʩʧʦʚʽʱʝʥʥʷʤʠ ʚʽʜ ʮʠʭ ʩʠʩʪʝʤ ʪʘ ʘʥʘʣʽʟʫ ʞʫʨʥʘʣʽʚ ʧʦʜʽʡ ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʘ ʥʝʪʠʧʦʚʽ 

ʧʘʪʝʨʥʠ ʟʘʣʠʰʘʻʪʴʩʷ ʧʦʟʘ ʫʚʘʛʦʶ. 

ʉʝʨʝʜ ʚʽʪʯʠʟʥʷʥʠʭ ʧʫʙʣʽʢʘʮʽʡ, ʜʦʩʪʫʧʥʠʭ ʫ ʚʽʜʢʨʠʪʠʭ ʥʘʫʢʦʚʠʭ ʚʠʜʘʥʥʷʭ, 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʨʦʘʢʪʠʚʥʠʡ ʧʦʰʫʢ ʘʥʦʤʘʣʽʡ ʪʘʢʦʞ ʚʽʜʥʦʩʥʦ ʤʘʣʦ. ɺ ʤʦʥʦʛʨʘʬʽʾ 
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ʂʦʨʯʝʥʢʦ ɸ. çʄʝʪʦʜʠ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʴʥʠʭ ʩʪʘʥʽʚ ʜʣʷ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ 

ʚʪʦʨʛʥʝʥʴè [6] ʜʝʪʘʣʴʥʘ ʫʚʘʛʘ ʧʨʠʜʽʣʷʻʪʴʩʷ ʦʧʠʩʫ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʩʪʘʥʽʚ, ʷʢʽ 

ʤʦʞʫʪʴ ʭʘʨʘʢʪʝʨʠʟʫʚʘʪʠ ʘʥʦʤʘʣʴʥʫ ʧʦʚʝʜʽʥʢʫ ʚ ʤʝʨʝʞʽ, ʘ ʨʦʟʨʦʙʣʝʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʤʘʛʘʻʪʴʩʷ ʚʠʷʚʣʷʪʠ ʪʠʧʦʚʽ ʢʽʙʝʨʘʪʘʢʠ, ʱʦ ʩʪʚʦʨʶʶʪʴ ʷʚʥʽ 

ʘʥʦʤʘʣʴʥʽ ʩʪʘʥʠ ʚ ʤʝʞʘʭ ɯʉ.  

ʋ ʮʽʡ ʨʦʙʦʪʽ ʘʢʮʝʥʪ ʟʨʦʙʣʝʥʦ ʥʘ ʘʥʘʣʽʟʽ ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʜʘʥʠʭ (ʾʭ ʢʽʣʴʢʽʩʥʝ 

ʚʠʟʥʘʯʝʥʥʷ ʚ ʫʤʦʚʘʭ ʜʦʩʣʽʜʞʫʚʘʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʥʘʚʝʜʝʥʦ ʚ ʨʦʟʜʽʣʽ 4) ʪʘ ʧʦʰʫʢʫ 

ʚ ʥʠʭ ʥʝʪʠʧʦʚʦʾ ʧʦʚʝʜʽʥʢʠ, ʷʢʘ ʨʘʜʰʝ ʩʚʽʜʯʠʪʴ ʥʝ ʧʨʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʦʥʢʨʝʪʥʦʾ 

ʪʝʭʥʽʢʠ ʘʪʘʢʠ, ʘ ʧʨʦ ʤʘʣʦʧʦʤʽʪʥʽ ʘʙʦ ʢʦʤʧʣʝʢʩʥʽ ʢʘʤʧʘʥʽʾ (Advanced Persistent 

Threats, APTs), ʱʦ ʧʨʦʷʚʣʷʶʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʥʝʪʠʧʦʚʠʭ ʧʘʪʝʨʥʽʚ ʫ ʪʝʣʝʤʝʪʨʽʾ ʪʘ 

ʩʧʨʘʮʶʚʘʥʥʷʭ ʟʘʩʦʙʽʚ ʟʘʭʠʩʪʫ [53, 86]. 

ʈʦʟʛʣʷʥʝʤʦ ʦʩʥʦʚʥʽ ʧʽʜʭʦʜʠ ʪʘ ʪʝʭʥʦʣʦʛʽʾ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ ʢʽʙʝʨʘʪʘʢʘʤ. 

 

1.2.1 ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʦʛʦ ʚʪʦʨʛʥʝʥʥʷ (IDS) 

 

ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʦʛʦ ʚʪʦʨʛʥʝʥʥʷ (Intrusion Detection System, 

IDS) ï ʮʝ ʧʨʠʩʪʨʦʾ ʘʙʦ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʩʧʨʦʙ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʘʙʦ ʤʘʥʽʧʫʣʷʮʽʡ ʽʟ ʩʠʩʪʝʤʘʤʠ ʥʘ ʤʝʨʝʞʝʚʦʤʫ ʨʽʚʥʽ 

[20, 26]. IDS ʤʦʞʫʪʴ ʙʫʪʠ ʢʣʘʩʠʬʽʢʦʚʘʥʽ ʷʢ ʤʝʨʝʞʝʚʽ (NIDS) ʘʙʦ ʭʦʩʪʦʚʽ (HIDS), 

ʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʜʝ ʚʦʥʠ ʨʦʟʤʽʱʝʥʽ: ʥʘ ʨʽʚʥʽ ʢʦʤʫʪʘʪʦʨʽʚ/ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʘʙʦ 

ʥʘ ʤʘʰʠʥʘʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʅʘʡʨʦʟʧʦʚʩʶʜʞʝʥʽʰʠʤʠ ʧʨʝʜʩʪʘʚʥʠʢʘʤʠ IDS ʻ ʪʘʢʽ ʧʨʦʛʨʘʤʥʽ ʧʨʦʜʫʢʪʠ: 

«Suricʘta» ʪʘ çSnortè. ʎʝ ʧʨʦʛʨʘʤʠ ʟ ʚʽʜʢʨʠʪʠʤ ʢʦʜʦʤ ʽ ʧʨʘʮʶʶʪʴ ʟʘ ʩʠʛʥʘʪʫʨʥʠʤ 

ʘʥʘʣʽʟʦʤ. ʇʨʦʛʨʘʤʥʠʡ ʢʦʤʧʣʝʢʩ ʤʘʻ ʷʜʨʦ ʢʦʪʨʝ ʟʜʽʡʩʥʶʻ ʧʝʨʝʚʽʨʢʫ ʤʝʨʝʞʝʚʠʭ 

ʧʘʢʝʪʽʚ ʟ ʩʠʛʥʘʪʫʨʘʤʠ ʢʦʪʨʽ ʧʦʩʪʘʯʘʶʪʴ ʧʝʚʥʠʤʠ ʚʠʨʦʙʥʠʢʘʤʠ (ʤʦʞʫʪʴ ʙʫʪʠ, ʷʢ 

ʧʣʘʪʥʽ ʪʘʢ ʽ ʙʝʟʢʦʰʪʦʚʥʽ).  

ʆʩʥʦʚʥʘ ʧʝʨʝʚʘʛʘ IDS ï ʮʝ ʬʽʥʘʥʩʦʚʘ ʜʦʩʪʫʧʥʽʩʪʴ ʽ ʧʨʦʩʪʦʪʘ ʚʧʨʦʚʘʜʞʝʥʥʷ. 

ɸʣʝ ʻ ʽ ʤʽʥʫʩʠ, ʧʦʚôʷʟʘʥʽ ʟ ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʭʠʙʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʽ ʥʝʦʙʭʽʜʥʽʩʪʶ 

ʧʦʩʪʽʡʥʦ ʘʜʘʧʪʦʚʫʚʘʪʠ ʩʠʛʥʘʪʫʨʠ ʜʦ ʩʫʯʘʩʥʠʭ ʚʝʢʪʦʨʽʚ ʘʪʘʢ. ʅʘʧʨʠʢʣʘʜ, 
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ʢʦʤʝʨʮʽʡʥʽ ʪʘ ʩʧʽʣʴʥʦʪʥʽ ʬʽʜʠ ʧʨʘʚʠʣ ʜʣʷ IDS çSuricataè ʤʦʞʫʪʴ ʤʽʩʪʠʪʠ ʜʝʩʷʪʢʠ 

ʪʠʩʷʯ ʩʠʛʥʘʪʫʨ; ʯʘʩʪʦʪʘ ʦʥʦʚʣʝʥʴ ʟʘʣʝʞʠʪʴ ʚʽʜ ʫʤʦʚ ʧʽʜʧʠʩʢʠ ʪʘ ʜʞʝʨʝʣʘ ʧʨʘʚʠʣ. 

 

1.2.2 ʉʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ (SIEM) 

 

ʉʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʻʶ ʪʘ ʧʦʜʽʷʤʠ ʙʝʟʧʝʢʠ (SIEM) ʩʪʘʣʠ 

ʢʣʶʯʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʫ ʩʪʨʘʪʝʛʽʷʭ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʽʥʪʝʛʨʫʶʯʠ ʽ ʢʦʨʝʣʶʶʯʠ ʜʘʥʽ 

ʟ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʜʞʝʨʝʣ, ʪʘʢʠʭ ʷʢ ʞʫʨʥʘʣʠ ʧʦʜʽʡ, ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ 

(IDS) ʪʘ ʘʥʪʠʚʽʨʫʩʥʽ ʧʨʦʛʨʘʤʠ [33, 55, 83]. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʢʦʤʧʣʝʢʩʥʠʡ ʦʛʣʷʜ 

ʙʝʟʧʝʢʠ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʜʦʟʚʦʣʷʻ ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʽʥʮʠʜʝʥʪʠ. 

ʆʜʥʽʻʶ ʟ ʦʩʥʦʚʥʠʭ ʬʫʥʢʮʽʡ SIEM ʻ ʘʛʨʝʛʘʮʽʷ ʪʘ ʥʦʨʤʘʣʽʟʘʮʽʷ ʜʘʥʠʭ ʟ ʨʽʟʥʠʭ 

ʩʠʩʪʝʤ ʜʣʷ ʩʧʨʦʱʝʥʥʷ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ. ɼʘʥʽ ʥʦʨʤʘʣʽʟʫʶʪʴʩʷ ʜʣʷ ʫʥʽʬʽʢʘʮʽʾ 

ʬʦʨʤʘʪʽʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʽʰʝ ʘʥʘʣʽʟʫʚʘʪʠ ʽ ʢʦʨʝʣʶʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ. 

ɿʘ ʜʦʧʦʤʦʛʦʶ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, 

SIEM ʤʦʞʝ ʚʠʷʚʣʷʪʠ ʥʝʟʚʠʯʘʡʥʽ ʘʢʪʠʚʥʦʩʪʽ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ ʙʘʟʦʚʦʾ ʣʽʥʽʾ 

ʥʦʨʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ, ʚʠʷʚʣʷʶʯʠ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʥʘ ʨʘʥʥʽʡ ʩʪʘʜʽʾ. ʉʠʩʪʝʤʘ 

ʪʘʢʦʞ ʟʘʙʝʟʧʝʯʫʻ ʩʧʦʚʽʱʝʥʥʷ ʪʘ ʜʘʰʙʦʨʜʠ ʜʣʷ ʚʽʟʫʘʣʽʟʘʮʽʾ ʩʪʘʥʫ ʙʝʟʧʝʢʠ, 

ʜʦʧʦʤʘʛʘʶʯʠ ʘʥʘʣʽʪʠʢʘʤ ʰʚʠʜʢʦ ʟʦʨʽʻʥʪʫʚʘʪʠʩʷ ʫ ʩʠʪʫʘʮʽʾ ʪʘ ʨʝʘʛʫʚʘʪʠ ʥʘ 

ʧʦʪʝʥʮʽʡʥʽ ʽʥʮʠʜʝʥʪʠ. ɿʙʝʨʽʛʘʥʥʷ ʽ ʟʚʽʪʥʽʩʪʴ ʟʘʙʝʟʧʝʯʫʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʧʨʦʚʦʜʠʪʠ 

ʜʦʚʛʦʩʪʨʦʢʦʚʠʡ ʘʥʘʣʽʟ ʪʘ ʜʦʧʦʤʘʛʘʶʪʴ ʚʽʜʧʦʚʽʜʘʪʠ ʚʠʤʦʛʘʤ ʩʪʘʥʜʘʨʪʽʚ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʇʨʦʪʝ, ʥʝ ʜʠʚʣʷʯʠʩʴ ʥʘ ʩʚʦʶ ʝʬʝʢʪʠʚʥʽʩʪʴ, ʟʘʩʪʦʩʫʚʘʥʥʷ SIEM ʥʝ 

ʧʦʟʙʘʚʣʝʥʝ ʚʠʢʣʠʢʽʚ. ʂʦʤʧʣʝʢʩʥʽʩʪʴ ʥʘʣʘʰʪʫʚʘʥʴ ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʚʝʣʠʢʠʤʠ 

ʦʙʩʷʛʘʤʠ ʜʘʥʠʭ ʚʠʤʘʛʘʶʪʴ ʟʥʘʯʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʢʚʘʣʽʬʽʢʘʮʽʾ ʚʽʜ ʩʧʝʮʽʘʣʽʩʪʽʚ. ʂʨʽʤ 

ʪʦʛʦ, ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʠʭ (false-positive) ʩʧʨʘʮʴʦʚʫʚʘʥʴ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ çʚʪʦʤʠ ʚʽʜ ʩʧʦʚʽʱʝʥʴè, ʢʦʣʠ ʢʦʨʠʩʪʫʚʘʯʽ ʧʦʯʠʥʘʶʪʴ ʽʛʥʦʨʫʚʘʪʠ 

ʚʘʞʣʠʚʽ ʧʦʧʝʨʝʜʞʝʥʥʷ [75]. 

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʮʽ ʪʨʫʜʥʦʱʽ, ʝʬʝʢʪʠʚʥʝ ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʘ ʫʧʨʘʚʣʽʥʥʷ SIEM 

ʤʦʞʝ ʟʥʘʯʥʦ ʧʽʜʚʠʱʠʪʠ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ ʦʨʛʘʥʽʟʘʮʽʾ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ. SIEM 

ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʚ ʨʽʟʥʠʭ ʩʝʢʪʦʨʘʭ, ʪʘʢʠʭ ʷʢ ʬʽʥʘʥʩʠ ʪʘ ʦʭʦʨʦʥʘ ʟʜʦʨʦʚ'ʷ, ʜʝ 
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ʰʚʠʜʢʝ ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʟʘʭʠʩʪʫ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʩʠʩʪʝʤ ʚʽʜ ʧʦʪʝʥʮʽʡʥʠʭ ʘʪʘʢ. 

ʆʩʥʦʚʥʠʤ ʩʧʦʩʦʙʦʤ, ʦʢʨʽʤ ʚʽʟʫʘʣʽʟʘʮʽʾ ʜʘʥʠʭ, ʥʘ ʷʢʦʤʫ ʙʘʟʫʻʪʴʩʷ 

ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ, ʻ ʢʦʨʝʣʷʮʽʷ ï ʟʦʢʨʝʤʘ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ (ʂʇ) ʫ 

SIEM [45, 46]. ʂʇ ʥʝ ʦʙʦʚôʷʟʢʦʚʦ ʤʘʶʪʴ ʩʪʦʩʫʚʘʪʠʩʷ ʩʘʤʝ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ: ʥʠʤʠ 

ʯʘʩʪʦ ʬʦʨʤʘʣʽʟʫʶʪʴ ʚʽʜʦʤʽ ʧʘʪʝʨʥʠ ʜʽʡ ʘʪʘʢʫʶʯʠʭ. ʅʘʧʨʠʢʣʘʜ, ʚʠʷʚʣʝʥʥʷ ʩʧʨʦʙ 

ʘʚʪʦʨʠʟʘʮʽʾ ʟ TOR-ʚʠʭʽʜʥʠʭ ʚʫʟʣʽʚ ʤʦʞʝ ʙʘʟʫʚʘʪʠʩʷ ʥʘ ʦʟʥʘʢʘʭ src_ip/ASN/geo ʪʘ 

ʧʝʨʝʚʽʨʮʽ ʚʭʦʜʞʝʥʥʷ IP ʫ ʩʧʠʩʢʠ TOR exit nodes ʟ ʧʦʜʘʣʴʰʦʶ ʢʦʨʝʣʷʮʽʻʶ ʟ 

ʧʦʜʽʷʤʠ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ (ʫʩʧʽʭ/ʥʝʚʜʘʯʘ, ʯʘʩʪʦʪʘ, ʥʦʚʠʡ ʧʨʠʩʪʨʽʡ ʪʦʱʦ). 

ʂʦʨʝʣʷʮʽʡʥʠʡ ʘʥʘʣʽʟ ʜʦʟʚʦʣʷʻ ʧʦʻʜʥʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʜʣʷ 

ʦʪʨʠʤʘʥʥʷ ʧʦʚʥʦʾ ʢʘʨʪʠʥʠ ʧʨʦ ʟʣʦʚʤʠʩʥʽ ʜʽʾ. ʇʦʻʜʥʘʥʥʷ ʜʘʥʠʭ ʟ ʨʽʟʥʠʭ ʩʠʩʪʝʤ, 

ʪʘʢʠʭ ʷʢ ʞʫʨʥʘʣʠ ʧʦʜʽʡ, ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʪʘ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (IDS), 

ʜʦʟʚʦʣʷʻ ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʘʪʘʢʠ. 

ʊʦʤʫ ʪʘʢʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʙʫʪʠ ʝʬʝʢʪʠʚʥʠʤ ʟʘ ʫʤʦʚʠ ʢʦʨʝʢʪʥʦʾ ʥʦʨʤʘʣʽʟʘʮʽʾ 

ʧʦʜʽʡ ʪʘ ʷʢʽʩʥʦʛʦ ʩʫʧʨʦʚʦʜʫ ʧʨʘʚʠʣ. ʇʨʦʪʝ, ʷʢʱʦ ʜʘʥʠʭ ʥʘʜʪʦ ʙʘʛʘʪʦ ʜʣʷ ʨʫʯʥʦʛʦ 

ʘʥʘʣʽʟʫ ʘʙʦ ʧʘʪʝʨʥ ʧʦʚʝʜʽʥʢʠ ʘʪʘʢʫʶʯʠʭ ʻ ʥʝʚʽʜʦʤʠʤ (zero-day / novel TTP), 

ʢʣʘʩʠʯʥʠʡ rule-based ʧʽʜʭʽʜ ʜʦ ʢʦʨʝʣʷʮʽʾ ʤʦʞʝ ʥʝ ʩʧʨʘʮʶʚʘʪʠ. ʋ ʪʘʢʠʭ ʚʠʧʘʜʢʘʭ 

ʜʦʮʽʣʴʥʠʤ ʻ ʧʦʻʜʥʘʥʥʷ ʢʦʨʝʣʷʮʽʾ ʟ ʤʝʪʦʜʘʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʷʢʽ ʟʜʘʪʥʽ 

ʚʠʷʚʣʷʪʠ ʥʝʪʠʧʦʚʽ ʧʘʪʝʨʥʠ ʙʝʟ ʷʚʥʦʛʦ ʦʧʠʩʫ ʧʨʘʚʠʣʘʤʠ [47, 48, 49, 50, 51]. 

 

1.2.3 ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ  

 

ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ (ML) ʻ ʦʜʥʽʻʶ ʟ ʥʘʡʧʝʨʩʧʝʢʪʠʚʥʽʰʠʭ ʪʝʭʥʦʣʦʛʽʡ ʫ 

ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʟʘʚʜʷʢʠ ʩʚʦʾʡ ʟʜʘʪʥʦʩʪʽ ʘʚʪʦʤʘʪʠʯʥʦ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʢʽ 

ʦʙʩʷʛʠ ʜʘʥʠʭ, ʚʠʷʚʣʷʪʠ ʧʨʠʭʦʚʘʥʽ ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ 

ʟʘʛʨʦʟ [37, 54, 76, 87]. ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʝ ʜʣʷ ʚʠʨʽʰʝʥʥʷ 

ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʟʘʚʜʘʥʴ ʫ ʢʽʙʝʨʙʝʟʧʝʮʽ, ʚʢʣʶʯʘʶʯʠ ʢʣʘʩʠʬʽʢʘʮʽʶ, ʢʣʘʩʪʝʨʠʟʘʮʽʶ 

ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ʂʣʘʩʠʬʽʢʘʮʽʷ ʻ ʦʜʥʠʤ ʟ ʦʩʥʦʚʥʠʭ ʧʽʜʭʦʜʽʚ ʫ ʤʘʰʠʥʥʦʤʫ ʥʘʚʯʘʥʥʽ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ. ɸʣʛʦʨʠʪʤʠ ʢʣʘʩʠʬʽʢʘʮʽʾ ʥʘʚʯʘʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ 
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ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ, ʱʦ ʤʽʩʪʷʪʴ ʧʨʠʢʣʘʜʠ ʷʢ ʥʦʨʤʘʣʴʥʦʾ, ʪʘʢ ʽ ʟʣʦʚʤʠʩʥʦʾ 

ʘʢʪʠʚʥʦʩʪʽ. ʇʽʩʣʷ ʥʘʚʯʘʥʥʷ ʮʽ ʘʣʛʦʨʠʪʤʠ ʤʦʞʫʪʴ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʥʦʚʽ ʚʭʽʜʥʽ ʜʘʥʽ 

ʷʢ ʥʦʨʤʘʣʴʥʽ ʘʙʦ ʟʣʦʚʤʠʩʥʽ. 

ɼʝʨʝʚʘ ʨʽʰʝʥʴ (Decision Trees, DT)  ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʩʪʨʫʢʪʫʨʫ ʜʝʨʝʚʘ ʜʣʷ 

ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ ʥʘ ʦʩʥʦʚʽ ʟʥʘʯʝʥʴ ʚʭʽʜʥʠʭ ʦʟʥʘʢ. ʂʦʞʝʥ ʚʥʫʪʨʽʰʥʽʡ ʚʫʟʦʣ ʚ 

ʜʝʨʝʚʽ ʧʨʝʜʩʪʘʚʣʷʻ ʪʝʩʪ ʥʘ ʦʜʥʫ ʟ ʦʟʥʘʢ, ʢʦʞʥʘ ʛʽʣʢʘ - ʨʝʟʫʣʴʪʘʪ ʪʝʩʪʫ, ʽ ʢʦʞʝʥ 

ʣʠʩʪ - ʢʣʘʩ ʘʙʦ ʚʠʭʽʜʥʝ ʟʥʘʯʝʥʥʷ. ɼʝʨʝʚʘ ʨʽʰʝʥʴ ʻ ʧʨʦʩʪʠʤʠ ʜʣʷ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʪʘ 

ʤʦʞʫʪʴ ʝʬʝʢʪʠʚʥʦ ʧʨʘʮʶʚʘʪʠ ʟ ʥʝʚʝʣʠʢʠʤʠ ʥʘʙʦʨʘʤʠ ʜʘʥʠʭ. ʆʜʥʘʢ, ʚʦʥʠ 

ʤʦʞʫʪʴ ʩʪʨʘʞʜʘʪʠ ʚʽʜ ʧʝʨʝʥʘʚʯʘʥʥʷ, ʦʩʦʙʣʠʚʦ ʥʘ ʚʝʣʠʢʠʭ ʥʘʙʦʨʘʭ ʜʘʥʠʭ ʟ 

ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʦʟʥʘʢ. 

ɺʠʧʘʜʢʦʚʽ ʣʽʩʠ (Random Forests, RF) - ʮʝ ʘʥʩʘʤʙʣʝʚʠʡ ʤʝʪʦʜ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʢʽʣʴʢʘ ʜʝʨʝʚ ʨʽʰʝʥʴ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʪʘ ʟʥʠʞʝʥʥʷ ʨʠʟʠʢʫ 

ʧʝʨʝʥʘʚʯʘʥʥʷ. ʂʦʞʥʝ ʜʝʨʝʚʦ ʚ ʣʽʩʽ ʥʘʚʯʘʻʪʴʩʷ ʥʘ ʚʠʧʘʜʢʦʚʦʤʫ ʧʽʜʤʥʦʞʠʥʽ ʜʘʥʠʭ, 

ʱʦ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʚʘʨʽʘʪʠʚʥʽʩʪʴ ʪʘ ʧʦʢʨʘʱʠʪʠ ʫʟʘʛʘʣʴʥʝʥʥʷ ʤʦʜʝʣʽ. RF 

ʜʦʙʨʝ ʧʨʘʮʶʶʪʴ ʟ ʚʝʣʠʢʠʤʠ ʪʘ ʩʢʣʘʜʥʠʤʠ ʥʘʙʦʨʘʤʠ ʜʘʥʠʭ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʚʠʩʦʢʫ 

ʪʦʯʥʽʩʪʴ ʽ ʩʪʽʡʢʽʩʪʴ ʜʦ ʧʝʨʝʥʘʚʯʘʥʥʷ [69]. 

ʇʽʜʪʨʠʤʢʘ ʚʝʢʪʦʨʥʠʭ ʤʘʰʠʥ (Support Vector Machine, SVM) - ʰʫʢʘʻ 

ʛʽʧʝʨʧʣʦʱʠʥʫ, ʷʢʘ ʤʘʢʩʠʤʘʣʴʥʦ ʨʦʟʜʽʣʷʻ ʢʣʘʩʠ ʥʦʨʤʘʣʴʥʠʭ ʪʘ ʟʣʦʚʤʠʩʥʠʭ ʜʘʥʠʭ. 

ʎʝʡ ʤʝʪʦʜ ʝʬʝʢʪʠʚʥʠʡ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʩʢʣʘʜʥʠʭ ʟʘʢʦʥʦʤʽʨʥʦʩʪʝʡ ʫ ʜʘʥʠʭ ʽ ʤʦʞʝ 

ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʷʢ ʜʣʷ ʣʽʥʽʡʥʠʭ, ʪʘʢ ʽ ʜʣʷ ʥʝʣʽʥʽʡʥʠʭ ʨʦʟʜʽʣʝʥʴ. SVM ʻ 

ʦʩʦʙʣʠʚʦ ʢʦʨʠʩʥʠʤʠ ʚ ʟʘʜʘʯʘʭ ʟ ʚʠʩʦʢʦʶ ʨʦʟʤʽʨʥʽʩʪʶ ʦʟʥʘʢ. 

ʂʣʘʩʪʝʨʠʟʘʮʽʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʛʨʫʧʫʚʘʥʥʷ ʩʭʦʞʠʭ ʦʙ'ʻʢʪʽʚ ʪʘ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʷʢʽ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʥʘ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ. ʄʝʪʦʜʠ 

ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʢʦʨʠʩʥʠʤʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʥʦʚʠʭ ʪʘ ʥʝʚʽʜʦʤʠʭ ʟʘʛʨʦʟ, 

ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʥʝ ʧʦʪʨʝʙʫʶʪʴ ʧʦʧʝʨʝʜʥʴʦʛʦ ʤʘʨʢʫʚʘʥʥʷ ʜʘʥʠʭ. 

K-ʩʝʨʝʜʥʽ (K-means) - ʮʝ ʦʜʠʥ ʟ ʥʘʡʧʨʦʩʪʽʰʠʭ ʪʘ ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʤʝʪʦʜʽʚ 

ʢʣʘʩʪʝʨʠʟʘʮʽʾ. ɸʣʛʦʨʠʪʤ K-means ʥʘʤʘʛʘʻʪʴʩʷ ʤʽʥʽʤʽʟʫʚʘʪʠ ʚʽʜʩʪʘʥʴ ʤʽʞ 

ʦʙ'ʻʢʪʘʤʠ ʚ ʢʦʞʥʦʤʫ ʢʣʘʩʪʝʨʽ ʪʘ ʮʝʥʪʨʦʤ ʢʣʘʩʪʝʨʘ. ɸʥʦʤʘʣʽʾ ʤʦʞʫʪʴ ʙʫʪʠ 

ʚʠʟʥʘʯʝʥʽ ʷʢ ʦʙ'ʻʢʪʠ, ʷʢʽ ʟʥʘʭʦʜʷʪʴʩʷ ʜʘʣʝʢʦ ʚʽʜ ʙʫʜʴ-ʷʢʦʛʦ ʮʝʥʪʨʫ ʢʣʘʩʪʝʨʘ. 
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ʄʝʪʦʜ K-means ʻ ʝʬʝʢʪʠʚʥʠʤ ʜʣʷ ʚʝʣʠʢʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ, ʘʣʝ ʡʦʛʦ ʨʝʟʫʣʴʪʘʪʠ 

ʤʦʞʫʪʴ ʟʘʣʝʞʘʪʠ ʚʽʜ ʧʦʯʘʪʢʦʚʦʛʦ ʚʠʙʦʨʫ ʮʝʥʪʨʽʚ ʢʣʘʩʪʝʨʽʚ. 

 

ʄʝʪʘ ʬʫʥʢʮʽʷ ʜʣʷ K-means: ὐ В В ȿὼ ʈȿȟ            (1.1) 

 

ʜʝ: Ὧ - ʢʽʣʴʢʽʩʪʴ ʢʣʘʩʪʝʨʽʚ, ὲ - ʢʽʣʴʢʽʩʪʴ ʦʙ'ʻʢʪʽʚ ʫ ʢʣʘʩʪʝʨʽ Ὥ , ὼ  - ʦʙ'ʻʢʪ, ʈ - 

ʮʝʥʪʨ ʢʣʘʩʪʝʨʘ. 

ʂʣʘʩʪʝʨʠʟʘʮʽʷ ʥʘ ʦʩʥʦʚʽ ʱʽʣʴʥʦʩʪʽ ʧʨʦʩʪʦʨʦʚʠʭ ʜʘʥʠʭ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʰʫʤʫ 

(Density-Based Spatial Clustering of Applications with Noise, DBSCAN) - ʮʝʡ ʤʝʪʦʜ 

ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʙʘʟʫʻʪʴʩʷ ʥʘ ʱʽʣʴʥʦʩʪʽ ʪʘ ʤʦʞʝ ʚʠʷʚʣʷʪʠ ʢʣʘʩʪʝʨʠ ʙʫʜʴ-ʷʢʦʾ ʬʦʨʤʠ, 

ʘ ʪʘʢʦʞ ʚʠʟʥʘʯʘʪʠ ʰʫʤʦʚʽ ʦʙ'ʻʢʪʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʘʥʦʤʘʣʽʷʤʠ. DBSCAN ʥʝ 

ʧʦʪʨʝʙʫʻ ʧʦʧʝʨʝʜʥʴʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʢʣʘʩʪʝʨʽʚ, ʱʦ ʨʦʙʠʪʴ ʡʦʛʦ ʙʽʣʴʰ 

ʛʥʫʯʢʠʤ ʫ ʧʦʨʽʚʥʷʥʥʽ ʟ K-means. 

ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʟʘʚʜʘʥʥʷʤ ʫ ʢʽʙʝʨʙʝʟʧʝʮʽ, 

ʦʩʢʽʣʴʢʠ ʙʘʛʘʪʦ ʘʪʘʢ ʤʘʶʪʴ ʘʥʦʤʘʣʴʥʫ ʧʨʠʨʦʜʫ. ʄʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ 

ʟʦʩʝʨʝʜʞʫʶʪʴʩʷ ʥʘ ʚʠʷʚʣʝʥʥʽ ʚʽʜʭʠʣʝʥʴ ʚʽʜ ʥʦʨʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ. 

ɼʣʷ anomaly detection ʫ ʢʽʙʝʨʙʝʟʧʝʮʽ ʚʘʞʣʠʚʦ ʨʦʟʨʽʟʥʷʪʠ ʨʽʚʥʽ ʜʘʥʠʭ:  

¶ ʩʠʨʽ ʧʦʜʽʾ/ʣʦʛʠ/ʤʝʨʝʞʝʚʽ ʧʦʪʦʢʠ; 

¶ ʥʦʨʤʘʣʽʟʦʚʘʥʽ ʧʦʜʽʾ;  

¶ ʛʦʪʦʚʽ ʩʧʨʘʮʶʚʘʥʥʷ (alerts) ʪʘ ʩʬʦʨʤʦʚʘʥʽ ʢʝʡʩʠ.  

ʆʩʢʽʣʴʢʠ ʨʽʟʥʽ ʟʘʩʦʙʠ ʟʘʭʠʩʪʫ ʛʝʥʝʨʫʶʪʴ ʩʠʛʥʘʣʠ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ, 

ʢʦʨʝʢʪʥʝ ʧʦʨʽʚʥʷʥʥʷ ʧʽʜʭʦʜʽʚ ʧʦʪʨʝʙʫʻ ʬʽʢʩʘʮʽʾ ʧʦʩʪʘʥʦʚʢʠ (ʱʦ ʩʘʤʝ ʻ ʦʙôʻʢʪʦʤ 

ʘʥʘʣʽʟʫ ʪʘ ʱʦ ʚʚʘʞʘʻʪʴʩʷ çʘʥʦʤʘʣʽʻʶè). 

ʗʢ ʙʘʟʦʚʽ (baseline) ʧʽʜʭʦʜʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʥʦʚʠʟʥʠ/ʚʠʢʠʜʽʚ ʯʘʩʪʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ one-class ʪʘ distance/density ʤʝʪʦʜʠ, ʷʢʽ ʥʝ ʧʦʪʨʝʙʫʶʪʴ ʧʦʚʥʦʾ 

ʨʦʟʤʽʪʢʠ ʪʘ ʧʨʠʨʦʜʥʦ ʧʨʘʮʶʶʪʴ ʟʘ ʥʘʷʚʥʦʩʪʽ ʯʘʩʪʢʦʚʦʾ ʢʦʥʪʘʤʽʥʘʮʽʾ ʜʘʥʠʭ [23, 

60, 77]. ɼʣʷ ʧʦʩʣʽʜʦʚʥʽʩʥʠʭ ʣʦʛʽʚ ʟʘʩʪʦʩʦʚʫʶʪʴ ʤʦʜʝʣʽ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ (n-ʛʨʘʤʠ, 

ʤʘʨʢʦʚʩʴʢʽ ʤʦʜʝʣʽ, ʨʝʢʫʨʝʥʪʥʽ ʤʝʨʝʞʽ ʘʙʦ Transformer-ʧʽʜʭʦʜʠ), ʜʝ ʘʥʦʤʘʣʴʥʽʩʪʴ 

ʦʮʽʥʶʻʪʴʩʷ ʟʘ ʡʤʦʚʽʨʥʽʩʪʶ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʘʙʦ ʧʦʤʠʣʢʦʶ ʧʝʨʝʜʙʘʯʝʥʥʷ [61]. 
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ɼʣʷ multi-stage ʘʪʘʢ ʽ ʢʦʨʝʣʷʮʽʾ ʧʦʜʽʡ ʧʦʰʠʨʝʥʽ ʛʨʘʬʦʚʽ ʧʦʩʪʘʥʦʚʢʠ (ʟʚôʷʟʢʠ 

çʢʦʨʠʩʪʫʚʘʯïʭʦʩʪïʧʨʦʮʝʩïʤʝʨʝʞʝʚʝ ʟôʻʜʥʘʥʥʷè), ʜʝ ʘʥʦʤʘʣʽʷ ʧʨʦʷʚʣʷʻʪʴʩʷ ʷʢ 

ʥʝʪʠʧʦʚʠʡ ʧʽʜʛʨʘʬ ʘʙʦ ʰʣʷʭ. ʆʢʨʝʤʦ ʩʣʽʜ ʚʨʘʭʦʚʫʚʘʪʠ ʧʦʪʦʢʦʚʽʩʪʴ ʜʘʥʠʭ ʽ 

concept drift (ʦʥʦʚʣʝʥʥʷ ʙʘʟʦʚʦʾ ʥʦʨʤʠ, ʢʦʚʟʥʽ ʚʽʢʥʘ, ʦʥʣʘʡʥ-ʘʜʘʧʪʘʮʽʷ), ʘ ʪʘʢʦʞ 

ʦʧʝʨʘʮʽʡʥʽ baseline-ʤʝʪʦʜʠ ʟʤʝʥʰʝʥʥʷ ʰʫʤʫ (dedup/suppress/rate-limit), ʟ ʷʢʠʤʠ 

ʜʦʮʽʣʴʥʦ ʧʦʨʽʚʥʶʚʘʪʠ ML-ʨʽʰʝʥʥʷ ʫ CSOC-ʢʦʥʪʝʢʩʪʽ. 

 

1.2.4 ʉʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ, ʷʢ ʦʩʥʦʚʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ 

ʧʨʦʪʠʜʽʾ ʘʪʘʢʫʶʯʠʤ 

 

ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʟʘʛʨʦʟʠ ʥʘ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʷʭ 

(Endpoint Detection and Responce, EDR) ʻ ʚʘʞʣʠʚʠʤ ʝʣʝʤʝʥʪʦʤ ʩʪʨʘʪʝʛʽʡ 

ʢʽʙʝʨʙʝʟʧʝʢʠ, ʦʨʽʻʥʪʦʚʘʥʠʭ ʥʘ ʟʘʭʠʩʪ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ, ʪʘʢʠʭ ʷʢ ʨʦʙʦʯʽ ʩʪʘʥʮʽʾ, 

ʩʝʨʚʝʨʠ ʪʘ ʤʦʙʽʣʴʥʽ ʧʨʠʩʪʨʦʾ. EDR ʧʨʦʧʦʥʫʻ ʢʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ, 

ʚʠʷʚʣʝʥʥʷ ʽ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʽʜʦʟʨʽʣʫ ʘʢʪʠʚʥʽʩʪʴ ʽ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ, 

ʜʦʧʦʤʘʛʘʶʯʠ ʦʨʛʘʥʽʟʘʮʽʷʤ ʚʠʷʚʣʷʪʠ ʽ ʚʞʠʚʘʪʠ ʟʘʭʦʜʽʚ ʧʨʦʪʠ ʢʽʙʝʨʘʪʘʢ, ʷʢʽ 

ʤʦʞʫʪʴ ʫʥʠʢʥʫʪʠ ʩʪʘʥʜʘʨʪʥʠʭ ʟʘʩʦʙʽʚ ʙʝʟʧʝʢʠ. 

EDR ʩʠʩʪʝʤʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʦʩʪʽʡʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʽ ʟʙʽʨ ʜʘʥʠʭ ʧʨʦ ʧʦʜʽʾ ʥʘ 

ʢʽʥʮʝʚʠʭ ʪʦʯʢʘʭ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʘʛʝʥʪʽʚ, ʷʢʽ ʚʩʪʘʥʦʚʣʝʥʽ ʥʘ ʧʨʠʩʪʨʦʾ. ʎʽ ʜʘʥʽ 

ʚʢʣʶʯʘʶʪʴ ʜʝʪʘʣʽ ʧʨʦ ʧʨʦʮʝʩʠ, ʤʝʨʝʞʝʚʽ ʟ'ʻʜʥʘʥʥʷ, ʟʤʽʥʠ ʫ ʬʘʡʣʦʚʽʡ ʩʠʩʪʝʤʽ, 

ʨʝʻʩʪʨʘʮʽʾ ʩʠʩʪʝʤʠ ʪʘ ʽʥʰʝ. ʎʷ ʽʥʬʦʨʤʘʮʽʷ ʧʦʪʽʤ ʘʥʘʣʽʟʫʻʪʴʩʷ ʥʘ ʧʨʝʜʤʝʪ 

ʘʥʦʤʘʣʽʡ, ʷʢʽ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʥʘ ʟʣʦʚʤʠʩʥʫ ʜʽʷʣʴʥʽʩʪʴ ʘʙʦ ʧʦʨʫʰʝʥʥʷ ʧʦʣʽʪʠʢ 

ʙʝʟʧʝʢʠ. 

ʆʜʥʽʻʶ ʟ ʢʣʶʯʦʚʠʭ ʧʝʨʝʚʘʛ EDR ʻ ʾʭʥʷ ʟʜʘʪʥʽʩʪʴ ʧʨʦʚʦʜʠʪʠ ʛʣʠʙʦʢʠʡ 

ʘʥʘʣʽʟ ʧʦʚʝʜʽʥʢʠ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʟʘʛʨʦʟʠ, ʪʘʢʽ ʷʢ ʧʦʣʽʤʦʨʬʥʽ 

ʚʽʨʫʩʠ ʘʙʦ ʬʘʡʣʠ ʙʝʟ ʚʽʜʦʤʦʛʦ ʟʣʦʚʤʠʩʥʦʛʦ ʢʦʜʫ. ʉʠʩʪʝʤʠ EDR ʪʘʢʦʞ ʟʜʘʪʥʽ 

ʢʦʨʝʣʶʚʘʪʠ ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʢʽʥʮʝʚʠʭ ʪʦʯʦʢ, ʱʦʙ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʽ 

ʢʽʙʝʨʘʪʘʢʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʙʽʣʴʰʫ ʚʠʜʠʤʽʩʪʴ ʤʝʨʝʞʝʚʦʾ ʘʢʪʠʚʥʦʩʪʽ ʚ ʦʨʛʘʥʽʟʘʮʽʾ. 

ʂʨʽʤ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʚʠʷʚʣʝʥʥʷ, EDR ʪʘʢʦʞ ʥʘʜʘʻ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʚʠʷʚʣʝʥʽ ʽʥʮʠʜʝʥʪʠ. ʎʝ ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʽʟʦʣʷʮʽʶ ʽʥʬʽʢʦʚʘʥʦʾ 
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ʢʽʥʮʝʚʦʾ ʪʦʯʢʠ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʧʦʰʠʨʝʥʥʶ ʽʥʬʝʢʮʽʾ, ʘʚʪʦʤʘʪʠʯʥʝ ʚʠʜʘʣʝʥʥʷ 

ʰʢʽʜʣʠʚʠʭ ʬʘʡʣʽʚ ʘʙʦ ʚʽʜʢʘʪ ʟʤʽʥ, ʟʜʽʡʩʥʝʥʠʭ ʚʥʘʩʣʽʜʦʢ ʘʪʘʢʠ. ʊʘʢʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʥʝ ʪʽʣʴʢʠ ʜʦʧʦʤʘʛʘʻ ʤʽʥʽʤʽʟʫʚʘʪʠ ʟʙʠʪʢʠ ʚʽʜ ʘʪʘʢ, ʘʣʝ ʡ ʟʥʘʯʥʦ 

ʩʢʦʨʦʯʫʻ ʯʘʩ, ʥʝʦʙʭʽʜʥʠʡ ʜʣʷ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʽʥʮʠʜʝʥʪʽʚ. 

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʟʥʘʯʥʽ ʧʝʨʝʚʘʛʠ, ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʘ ʝʢʩʧʣʫʘʪʘʮʽʷ EDR ʤʦʞʝ 

ʙʫʪʠ ʩʢʣʘʜʥʠʤʠ ʯʝʨʝʟ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʠʩʦʢʦʢʚʘʣʽʬʽʢʦʚʘʥʠʭ ʨʝʩʫʨʩʽʚ ʜʣʷ 

ʥʘʣʘʰʪʫʚʘʥʥʷ ʧʦʣʽʪʠʢ, ʚʽʜʩʣʽʜʢʦʚʫʚʘʥʥʷ ʧʦʚʥʦʮʽʥʥʦʩʪʽ ʧʦʢʨʠʪʪʷ ʪʘ ʷʢʽʩʥʦʤʫ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʩʧʨʘʮʶʚʘʥʥʷ ʚʽʜ ʢʦʥʪʨʦʣʶ. 

 

 

ʈʠʩ.1.1. ʉʭʝʤʘ ʨʦʙʦʪʠ EDR ʩʠʩʪʝʤʠ 
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1.3  ɸʥʘʣʽʟ ʧʨʠʥʮʠʧʽʚ ʧʦʙʫʜʦʚʠ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ   

ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤ 

 

ʉʫʯʘʩʥʽ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʩʠʩʪʝʤ ʻ 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ, ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ 

ʚʝʣʠʢʠʭ ʽ ʩʢʣʘʜʥʠʭ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨ [28, 42, 88]. ʆʩʥʦʚʥʠʤʠ ʧʨʠʥʮʠʧʘʤʠ 

ʧʦʙʫʜʦʚʠ ʪʘʢʠʭ ʩʠʩʪʝʤ ʻ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ, ʚʠʩʦʢʘ ʜʦʩʪʫʧʥʽʩʪʴ, ʛʥʫʯʢʽʩʪʴ, ʘ ʪʘʢʦʞ 

ʟʜʘʪʥʽʩʪʴ ʜʦ ʰʚʠʜʢʦʾ ʘʜʘʧʪʘʮʽʾ ʜʦ ʟʤʽʥ ʫ ʩʝʨʝʜʦʚʠʱʽ ʤʦʥʽʪʦʨʠʥʛʫ.  

ʄʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʤ ʘʩʧʝʢʪʦʤ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ 

ʤʦʥʽʪʦʨʠʥʛʫ. ɺʦʥʘ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʧʽʜʪʨʠʤʫʚʘʪʠ ʝʬʝʢʪʠʚʥʫ ʨʦʙʦʪʫ ʧʨʠ 

ʨʦʟʰʠʨʝʥʥʽ ʢʽʣʴʢʦʩʪʽ ʚʫʟʣʽʚ ʘʙʦ ʦʙ'ʻʤʫ ʜʘʥʠʭ. ʎʝ ʜʦʩʷʛʘʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʛʦʨʠʟʦʥʪʘʣʴʥʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ (ʜʦʜʘʚʘʥʥʷ ʙʽʣʴʰʦʾ ʢʽʣʴʢʦʩʪʽ ʚʫʟʣʽʚ) ʪʘ 

ʚʝʨʪʠʢʘʣʴʥʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ (ʧʽʜʚʠʱʝʥʥʷ ʧʦʪʫʞʥʦʩʪʽ ʽʩʥʫʶʯʠʭ ʚʫʟʣʽʚ). 

ʄʘʪʝʤʘʪʠʯʥʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʤʦʞʝ ʙʫʪʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʯʝʨʝʟ 

ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ: 

 

Ὁὲ
ẗ
ȟ                         (1.2) 

 

ʜʝ: Ὁὲ - ʝʬʝʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʨʠ ʨʦʙʦʪʽ ʟ ὲ ʚʫʟʣʘʤʠ, Ὓὲ - ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ 

ʩʠʩʪʝʤʠ ʧʨʠ ʨʦʙʦʪʽ ʟ ὲ ʚʫʟʣʘʤʠ, ʘ Ὓρ - ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʦʜʥʦʛʦ ʚʫʟʣʘ. 

ɺʠʩʦʢʘ ʜʦʩʪʫʧʥʽʩʪʴ ʻ ʚʘʞʣʠʚʦʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʶ ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ, ʱʦ 

ʛʘʨʘʥʪʫʻ ʥʝʧʝʨʝʨʚʥʫ ʨʦʙʦʪʫ ʩʠʩʪʝʤʠ ʥʘʚʽʪʴ ʫ ʚʠʧʘʜʢʫ ʟʙʦʾʚ ʜʝʷʢʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ɼʣʷ ʜʦʩʷʛʥʝʥʥʷ ʚʠʩʦʢʦʾ ʜʦʩʪʫʧʥʦʩʪʽ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʪʝʭʥʦʣʦʛʽʾ ʨʝʟʝʨʚʫʚʘʥʥʷ ʪʘ 

ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʷʢ-ʦʪ ʢʣʘʩʪʝʨʠʟʘʮʽʷ ʪʘ ʨʝʧʣʽʢʘʮʽʷ ʜʘʥʠʭ. ʄʝʪʨʠʢʘ ʜʦʩʪʫʧʥʦʩʪʽ 

ὃ ʤʦʞʝ ʙʫʪʠ ʚʠʨʘʞʝʥʘ ʯʝʨʝʟ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʯʘʩʫ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ Ὕ ʜʦ 

ʟʘʛʘʣʴʥʦʛʦ ʯʘʩʫ Ὕ: 

 

ὃ ȟ                                       (1.3) 
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ɻʥʫʯʢʽʩʪʴ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʦʟʥʘʯʘʻ ʾʾ ʟʜʘʪʥʽʩʪʴ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʟʤʽʥ ʫ 

ʤʦʥʽʪʦʨʠʥʛʦʚʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʙʝʟ ʥʝʦʙʭʽʜʥʦʩʪʽ ʧʦʚʥʦʾ ʧʝʨʝʙʫʜʦʚʠ ʩʠʩʪʝʤʠ. ʎʝ 

ʜʦʩʷʛʘʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʦʜʫʣʴʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʪʘʥʜʘʨʪʥʠʭ 

ʧʨʦʪʦʢʦʣʽʚ ʢʦʤʫʥʽʢʘʮʽʾ. 

ɸʜʘʧʪʠʚʥʽʩʪʴ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʟʜʘʪʥʦʩʪʽ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʘʚʪʦʤʘʪʠʯʥʦ 

ʥʘʣʘʰʪʦʚʫʚʘʪʠʩʷ ʥʘ ʟʤʽʥʠ ʚ ʥʘʚʘʥʪʘʞʝʥʥʽ ʘʙʦ ʩʪʨʫʢʪʫʨʽ ʤʦʥʽʪʦʨʠʥʛʦʚʘʥʦʾ 

ʩʠʩʪʝʤʠ. ɸʜʘʧʪʠʚʥʽ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʣʛʦʨʠʪʤʠ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʟʤʽʥ ʽ ʚʽʜʧʦʚʽʜʥʦʾ ʘʜʘʧʪʘʮʽʾ. 

ʎʷ ʘʨʭʽʪʝʢʪʫʨʘ ʜʝʤʦʥʩʪʨʫʻ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʤʘʩʰʪʘʙʫʚʘʪʠʩʷ ʷʢ 

ʛʦʨʠʟʦʥʪʘʣʴʥʦ, ʪʘʢ ʽ ʚʝʨʪʠʢʘʣʴʥʦ, ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʚʠʩʦʢʫ ʜʦʩʪʫʧʥʽʩʪʴ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʤʝʭʘʥʽʟʤʽʚ ʨʝʟʝʨʚʫʚʘʥʥʷ ʪʘ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʘ ʪʘʢʦʞ ʘʜʘʧʪʫʚʘʪʠʩʷ 

ʜʦ ʟʤʽʥ ʫ ʤʦʥʽʪʦʨʠʥʛʦʚʦʤʫ ʩʝʨʝʜʦʚʠʱʽ. ʇʦʪʽʢ ʜʘʥʠʭ ʚʽʜ ʟʙʦʨʫ ʯʝʨʝʟ ʘʥʘʣʽʟ ʜʦ 

ʧʨʝʟʝʥʪʘʮʽʾ ʧʽʜʢʨʝʩʣʶʻ ʽʥʪʝʛʨʦʚʘʥʠʡ ʧʽʜʭʽʜ ʩʠʩʪʝʤʠ ʜʦ ʦʙʨʦʙʢʠ ʽ ʚʽʟʫʘʣʽʟʘʮʽʾ 

ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʛʣʠʙʦʢʝ ʨʦʟʫʤʽʥʥʷ ʩʪʘʥʫ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧ'ʶʪʝʨʥʠʭ 

ʩʠʩʪʝʤ. 

 ʆʩʥʦʚʥʦʶ ʽʜʝʻʶ ʻ ʟʙʽʨ, ʦʙʨʦʙʢʘ ʪʘ ʘʥʘʣʽʟ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʩʪʘʥ ʩʠʩʪʝʤʠ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʧʨʦʙʣʝʤ ʘʙʦ ʘʥʦʤʘʣʽʡ ʥʘ ʨʘʥʥʽʭ ʩʪʘʜʽʷʭ. ʄʦʜʝʣʴ 

ʤʦʥʽʪʦʨʠʥʛʫ: 

 

Ὓὸ Ὢὓὸȟὃὸȟ           ρȢτ 

 

ʜʝ: Ὓὸ - ʩʪʘʥ ʩʠʩʪʝʤʠ ʚ ʯʘʩʽ ὸ, ὓὸ - ʟʽʙʨʘʥʽ ʤʝʪʨʠʢʠ ʚ ʯʘʩʽ ὸ, ʘ ὃὸ - ʘʥʘʣʽʪʠʯʥʽ 

ʜʘʥʽ, ʦʪʨʠʤʘʥʽ ʟ ʤʝʪʨʠʢ. 

ʉʫʯʘʩʥʽ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʨʦʟʰʠʨʝʥʠʡ ʥʘʙʽʨ 

ʘʣʛʦʨʠʪʤʽʚ ʜʣʷ ʦʙʨʦʙʢʠ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ. ɼʦ ʥʠʭ ʥʘʣʝʞʘʪʴ: 

¶ ɸʣʛʦʨʠʪʤʠ ʢʣʘʩʪʝʨʠʟʘʮʽʾ, ʪʘʢʽ ʷʢ K-means, ʜʦʟʚʦʣʷʶʪʴ ʛʨʫʧʫʚʘʪʠ 

ʩʭʦʞʽ ʤʝʪʨʠʢʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʘʪʝʨʥʽʚ ʧʦʚʝʜʽʥʢʠ ʩʠʩʪʝʤʠ. 

¶ ɸʣʛʦʨʠʪʤʠ ʧʨʦʛʥʦʟʫʚʘʥʥʷ, ʪʘʢʽ ʷʢ ʣʽʥʽʡʥʘ ʨʝʛʨʝʩʽʷ ʘʙʦ ʥʝʡʨʦʥʥʽ 

ʤʝʨʝʞʽ, ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʤʘʡʙʫʪʥʴʦʛʦ ʩʪʘʥʫ ʩʠʩʪʝʤʠ ʥʘ 

ʦʩʥʦʚʽ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ. 
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ʇʨʦʛʥʦʟʫʚʘʥʥʷ ʩʪʘʥʫ ʩʠʩʪʝʤʠ: 

 

ὖὸ ρ ύ ẗὓὸ ύ ẗὃὸ ὦȟ          ρȢυ 

 

ʜʝ: ὖὸ ρ - ʧʨʦʛʥʦʟʦʚʘʥʠʡ ʩʪʘʥ ʩʠʩʪʝʤʠ ʥʘ ʥʘʩʪʫʧʥʠʡ ʤʦʤʝʥʪ ʯʘʩʫ, ύȟύ  - 

ʚʘʛʦʚʽ ʢʦʝʬʽʮʽʻʥʪʠ, ὦ - ʟʩʫʚ. 

ʆʜʥʠʤ ʟ ʦʩʥʦʚʥʠʭ ʚʠʢʣʠʢʽʚ ʜʣʷ ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ ʻ ʟʜʘʪʥʽʩʪʴ ʦʙʨʦʙʣʷʪʠ 

ʪʘ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ɼʣʷ ʮʴʦʛʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʪʝʭʥʦʣʦʛʽʾ ʨʦʟʧʦʜʽʣʝʥʦʾ ʦʙʨʦʙʢʠ, ʪʘʢʽ ʷʢ Apache Hadoop ʘʙʦ 

Apache Spark, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʝʬʝʢʪʠʚʥʦ ʨʦʟʧʦʜʽʣʷʪʠ ʦʙʯʠʩʣʝʥʥʷ ʪʘ ʟʙʝʨʽʛʘʥʥʷ 

ʜʘʥʠʭ ʧʦ ʢʣʘʩʪʝʨʫ ʚʫʟʣʽʚ. ʇʽʜʭʦʜʠ Big Data ʯʘʩʪʦ ʣʝʞʘʪʴ ʚ ʦʩʥʦʚʽ ʤʘʩʰʪʘʙʦʚʘʥʠʭ 

SIEM-ʨʽʰʝʥʴ, ʦʩʢʽʣʴʢʠ ʪʘʢʽ ʩʠʩʪʝʤʠ ʦʧʝʨʫʶʪʴ ʚʝʣʠʢʠʤʠ ʧʦʪʦʢʘʤʠ ʞʫʨʥʘʣʽʚ ʪʘ 

ʧʦʜʽʡ; ʦʜʥʘʢ ʢʦʥʢʨʝʪʥʘ ʨʝʘʣʽʟʘʮʽʷ ʟʘʣʝʞʠʪʴ ʚʽʜ ʘʨʭʽʪʝʢʪʫʨʠ ʪʘ ʦʙʨʘʥʦʾ ʧʣʘʪʬʦʨʤʠ 

[9, 43]. 

ʉʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʩʠʩʪʝʤ ʻ ʩʢʣʘʜʥʠʤʠ ʪʘ 

ʙʘʛʘʪʦʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʫ ʨʦʣʴ 
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ʈʠʩ. 1.2. ɸʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʈʂʉ 

 

1.4  ʌʦʨʤʫʚʘʥʥʷ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ ʱʦʜʦ ʦʮʽʥʶʚʘʥʥʷ ʩʠʩʪʝʤ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

ʆʮʽʥʢʘ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚʠʤʘʛʘʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʙ'ʻʢʪʠʚʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ. ʎʽ ʧʦʢʘʟʥʠʢʠ ʜʦʟʚʦʣʷʶʪʴ 

ʘʥʘʣʽʟʫʚʘʪʠ, ʥʘʩʢʽʣʴʢʠ ʜʦʙʨʝ ʩʠʩʪʝʤʘ ʚʽʜʦʢʨʝʤʣʶʻ ʧʦʪʝʥʮʽʡʥʦ ʟʣʦʚʤʠʩʥʽ ʧʦʜʽʾ 

ʚʽʜ ʣʝʛʽʪʠʤʥʠʭ ʫ ʚʠʙʨʘʥʽʡ ʧʦʩʪʘʥʦʚʮʽ [25, 44]. ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʚʠʢʦʨʠʩʪʘʻʤʦ ʪʘʢʽ 

ʧʦʢʘʟʥʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ: ʪʦʯʥʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ (Precision), ʧʦʚʥʦʪʫ (Recall/TPR), 

ʩʧʝʮʠʬʽʯʥʽʩʪʴ (Specificity/TNR), F1-ʦʮʽʥʢʫ ʪʘ, ʟʘ ʥʘʷʚʥʦʩʪʽ ʩʢʦʨʠʥʛʦʚʦʛʦ ʚʠʭʦʜʫ 

ʟ ʤʦʞʣʠʚʽʩʪʶ ʚʘʨʽʶʚʘʥʥʷ ʧʦʨʦʛʘ, ROC-AUC. ʈʦʟʛʣʷʥʝʤʦ ʾʭ ʜʝʪʘʣʴʥʽʰʝ: 

1. ʊʦʯʥʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ (Precision) ï ʯʘʩʪʢʘ ʽʩʪʠʥʥʦ ʧʦʟʠʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ 

ʩʝʨʝʜ ʫʩʽʭ ʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ: Precision = TP / (TP + FP). ɿʘʛʘʣʴʥʘ ʪʦʯʥʽʩʪʴ 
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(Accuracy) ï ʯʘʩʪʢʘ ʚʩʽʭ ʧʨʘʚʠʣʴʥʠʭ ʨʽʰʝʥʴ: Accuracy = (TP + TN) / (TP + TN + 

FP + FN). ʋ CSOC-ʩʮʝʥʘʨʽʷʭ ʽʟ ʩʠʣʴʥʠʤ ʜʠʩʙʘʣʘʥʩʦʤ ʢʣʘʩʽʚ Accuracy ʯʘʩʪʦ ʻ 

ʤʘʣʦʽʥʬʦʨʤʘʪʠʚʥʦʶ, ʪʦʤʫ ʦʩʥʦʚʥʠʡ ʘʢʮʝʥʪ ʜʦʮʽʣʴʥʦ ʨʦʙʠʪʠ ʥʘ Precision, Recall 

ʪʘ F1. 

 

!ÃÃÕÒÁÃÙ ȟ                   (1.6) 

 

ʜʝ: Ὕὖ - True Positive, ʽʩʪʠʥʥʦ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ, ʦʟʥʘʯʘʻ, ʱʦ ʤʦʜʝʣʴ ʧʨʘʚʠʣʴʥʦ 

ʧʝʨʝʜʙʘʯʠʣʘ ʧʦʟʠʪʠʚʥʠʡ ʢʣʘʩ ʷʢ ʧʦʟʠʪʠʚʥʠʡ. ɯʥʰʠʤʠ ʩʣʦʚʘʤʠ, ʢʦʣʠ ʨʝʘʣʴʥʠʡ 

ʢʣʘʩ ʝʣʝʤʝʥʪʘ ʻ ʧʦʟʠʪʠʚʥʠʤ ʽ ʤʦʜʝʣʴ ʪʘʢʦʞ ʧʝʨʝʜʙʘʯʠʣʘ ʡʦʛʦ ʷʢ ʧʦʟʠʪʠʚʥʠʡ. 

ʇʨʠʢʣʘʜ: ʩʠʩʪʝʤʘ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʠʚʠʭ ʚʪʦʨʛʥʝʥʴ ʢʦʨʝʢʪʥʦ ʽʜʝʥʪʠʬʽʢʫʻ ʨʝʘʣʴʥʫ 

ʩʧʨʦʙʫ ʚʟʣʦʤʫ ʷʢ ʟʣʦʚʤʠʩʥʫ ʜʽʷʣʴʥʽʩʪʴ. ʎʝ ʚʚʘʞʘʻʪʴʩʷ ʫʩʧʽʰʥʠʤ ʚʠʷʚʣʝʥʥʷʤ, 

ʦʩʢʽʣʴʢʠ ʩʠʩʪʝʤʘ ʧʨʘʚʠʣʴʥʦ ʚʠʟʥʘʯʠʣʘ ʘʪʘʢʫ ʽ ʤʦʞʣʠʚʦ ʟʘʧʦʙʽʛʣʘ ʧʦʪʝʥʮʽʡʥʽʡ 

ʰʢʦʜʽ. 

Ὕὔ - True Negative, ʽʩʪʠʥʥʦ ʥʝʛʘʪʠʚʥʽ ʚʠʧʘʜʢʠ, ʦʟʥʘʯʘʻ, ʱʦ ʤʦʜʝʣʴ 

ʧʨʘʚʠʣʴʥʦ ʧʝʨʝʜʙʘʯʠʣʘ ʥʝʛʘʪʠʚʥʠʡ ʢʣʘʩ ʷʢ ʥʝʛʘʪʠʚʥʠʡ. ʈʝʘʣʴʥʠʡ ʢʣʘʩ ʝʣʝʤʝʥʪʘ 

ʻ ʥʝʛʘʪʠʚʥʠʤ ʽ ʤʦʜʝʣʴ ʪʘʢʦʞ ʧʝʨʝʜʙʘʯʠʣʘ ʡʦʛʦ ʷʢ ʥʝʛʘʪʠʚʥʠʡ. ʇʨʠʢʣʘʜ: ʩʠʩʪʝʤʘ 

ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ ʥʝ ʚʠʷʚʣʷʻ ʞʦʜʥʦʾ ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ ʧʨʠ ʾʾ ʚʽʜʩʫʪʥʦʩʪʽ. 

ʎʝ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ ʩʠʩʪʝʤʘ ʝʬʝʢʪʠʚʥʦ ʚʽʜʬʽʣʴʪʨʦʚʫʻ ʥʦʨʤʘʣʴʥʠʡ ʪʨʘʬʽʢ ʽ ʥʝ 

ʩʪʚʦʨʶʻ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ ʥʘ ʣʝʛʽʪʠʤʥʽ ʦʧʝʨʘʮʽʾ. 

Ὂὖ - False Positive, ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ, ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʤʦʜʝʣʴ 

ʧʦʤʠʣʢʦʚʦ ʧʝʨʝʜʙʘʯʘʻ ʥʝʛʘʪʠʚʥʠʡ ʢʣʘʩ ʷʢ ʧʦʟʠʪʠʚʥʠʡ. ʊʦʙʪʦ, ʢʦʣʠ ʨʝʘʣʴʥʠʡ 

ʢʣʘʩ ʝʣʝʤʝʥʪʘ ʻ ʥʝʛʘʪʠʚʥʠʤ, ʘʣʝ ʤʦʜʝʣʴ ʚʢʘʟʫʻ ʡʦʛʦ ʷʢ ʧʦʟʠʪʠʚʥʠʡ. ʇʨʠʢʣʘʜ: 

EDR ʩʠʩʪʝʤʘ ʧʦʤʠʣʢʦʚʦ ʚʠʟʥʘʯʘʻ ʣʝʛʽʪʠʤʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʷʢ ʰʢʽʜʣʠʚʝ 

(ʥʘʧʨʠʢʣʘʜ, ʢʦʣʠ ʨʦʟʨʦʙʥʠʮʴʢʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʢʣʠʢʘʻ ʧʽʜʦʟʨʫ ʯʝʨʝʟ 

ʧʦʜʽʙʥʽʩʪʴ ʜʦ ʪʝʭʥʽʢ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʰʢʽʜʣʠʚʠʤ ʧʨʦʛʨʘʤʥʠʤ 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ). ʎʝ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʧʝʨʝʨʠʚʘʥʴ ʫ ʨʦʙʦʪʽ, ʦʩʢʽʣʴʢʠ ʙʝʟʧʝʯʥʝ 

ʇɿ ʙʫʣʦ ʥʝʧʨʘʚʠʣʴʥʦ ʟʘʙʣʦʢʦʚʘʥʦ ʘʙʦ ʚʠʜʘʣʝʥʦ. 

Ὂὔ - False Negative, ʭʠʙʥʦ ʥʝʛʘʪʠʚʥʽ ʚʠʧʘʜʢʠ, ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʤʦʜʝʣʴ 

ʧʦʤʠʣʢʦʚʦ ʧʝʨʝʜʙʘʯʘʻ ʧʦʟʠʪʠʚʥʠʡ ʢʣʘʩ ʷʢ ʥʝʛʘʪʠʚʥʠʡ. ʊʦʙʪʦ, ʢʦʣʠ ʨʝʘʣʴʥʠʡ 
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ʢʣʘʩ ʝʣʝʤʝʥʪʘ ʻ ʧʦʟʠʪʠʚʥʠʤ, ʘʣʝ ʤʦʜʝʣʴ ʚʢʘʟʫʻ ʡʦʛʦ ʷʢ ʥʝʛʘʪʠʚʥʠʡ. ʇʨʠʢʣʘʜ: 

ʩʠʩʪʝʤʘ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ ʚʪʦʨʛʥʝʥʴ ʘʙʦ EDR ʥʝ ʚʠʷʚʣʷʻ ʘʢʪʠʚʥʝ ʐʇɿ ʘʙʦ 

ʤʝʨʝʞʝʚʫ ʘʪʘʢʫ, ʷʢʽ ʜʽʡʩʥʦ ʤʘʶʪʴ ʤʽʩʮʝ. ʐʇɿ ʧʨʦʜʦʚʞʫʻ ʽʥʬʽʢʫʚʘʪʠ ʤʝʨʝʞʫ ʘʙʦ 

ʟʙʠʨʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʩʝʨʡʦʟʥʠʭ ʥʘʩʣʽʜʢʽʚ ʯʝʨʝʟ 

ʥʝʜʦʣʽʢʠ ʫ ʩʠʩʪʝʤʽ ʙʝʟʧʝʢʠ. 

ʎʽ ʧʦʢʘʟʥʠʢʠ ʻ ʢʣʶʯʦʚʠʤʠ ʟ ʪʦʯʢʠ ʟʦʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ 

ʚʽʜʦʙʨʘʞʘʶʪʴ ʥʝ ʣʠʰʝ ʝʬʝʢʪʠʚʥʽʩʪʴ ʢʦʥʢʨʝʪʥʦʾ ʤʦʜʝʣʽ ʘʙʦ ʧʨʘʚʠʣʘ, ʘ ʡ 

ʧʨʘʢʪʠʯʥʽ ʥʘʩʣʽʜʢʠ ʜʣʷ ʧʨʦʮʝʩʽʚ ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ: ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ FP 

ʟʙʽʣʴʰʫʻ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ triage, ʪʦʜʽ ʷʢ FN ʦʟʥʘʯʘʶʪʴ ʧʨʦʧʫʱʝʥʽ ʽʥʮʠʜʝʥʪʠ ʪʘ 

ʧʨʷʤʽ ʨʠʟʠʢʠ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ. 

ɿ ʪʦʯʢʠ ʟʦʨʫ ʨʦʙʦʪʠ Cyber Security Operations Center (CSOC), ʪʦʯʥʽʩʪʴ 

ʩʧʨʘʮʶʚʘʥʴ (Precision) ʥʘʧʨʷʤʫ ʚʧʣʠʚʘʻ ʥʘ ʢʽʣʴʢʽʩʪʴ ʧʦʜʽʡ, ʢʦʪʨʽ ʧʦʪʨʝʙʫʶʪʴ 

ʜʦʜʘʪʢʦʚʦʛʦ ʘʥʘʣʽʟʫ, ʪʦʙʪʦ ʥʘ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʮʝʥʪʨ ʘʙʦ ʥʘ ʦʜʥʦʛʦ ʘʥʘʣʽʪʠʢʘ ʪʘ 

ʡʦʛʦ ʧʨʦʧʫʩʢʥʫ ʩʧʨʦʤʦʞʥʽʩʪʴ. ʑʦ, ʚʦʯʝʚʠʜʴ, ʚʧʣʠʚʘʻ ʥʘ ʷʢʽʩʪʴ ʦʧʨʘʮʶʚʘʥʥʷ 

ʢʦʞʥʦʾ ʦʢʨʝʤʦʾ ʧʦʜʽʾ, ʦʩʢʽʣʴʢʠ ʧʨʠ ʧʝʨʝʚʘʥʪʘʞʝʥʥʽ ʨʦʙʦʪʦʶ ʟʨʦʩʪʘʻ ʡʤʦʚʽʨʥʽʩʪʴ 

ʣʶʜʩʴʢʦʾ ʧʦʤʠʣʢʠ (human error) ʧʽʜ ʯʘʩ triage ʘʙʦ ʢʣʘʩʠʬʽʢʘʮʽʾ ʨʽʚʥʷ ʧʦʪʝʥʮʽʡʥʦʾ 

ʟʘʛʨʦʟʠ. 

2. ʇʦʚʥʦʪʘ (Sensitivity ʘʙʦ Recall) ʘʙʦ TPR (True Positive Rate) -  ʚʠʤʽʨʶʻ 

ʚʽʜʩʦʪʦʢ ʧʨʘʚʠʣʴʥʦ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʭ ʧʦʟʠʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ ʟ ʫʩʽʭ ʨʝʘʣʴʥʠʭ 

ʧʦʟʠʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ. 

 

402 ȟ              ρȢχ 

 

3. ʉʧʝʮʠʬʽʯʥʽʩʪʴ (Specificity) - ʚʠʤʽʨʶʻ ʚʽʜʩʦʪʦʢ ʧʨʘʚʠʣʴʥʦ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʭ 

ʥʝʛʘʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ ʟ ʫʩʽʭ ʨʝʘʣʴʥʠʭ ʥʝʛʘʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ. 

 

3ÐÅÃÉÆÉÃÉÔÙȟ    ρȢψ 
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4. F1-ʦʮʽʥʢʘ (F1-Score) - ʮʝ ʩʪʘʪʠʩʪʠʯʥʠʡ ʧʦʢʘʟʥʠʢ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʜʣʷ ʚʠʤʽʨʶʚʘʥʥʷ ʪʦʯʥʦʩʪʽ ʙʽʥʘʨʥʦʛʦ ʢʣʘʩʠʬʽʢʘʪʦʨʘ. ɺʦʥʘ ʻ ʛʘʨʤʦʥʽʡʥʠʤ 

ʩʝʨʝʜʥʽʤ ʤʽʞ ʪʦʯʥʽʩʪʶ (Precision) ʽ ʧʦʚʥʦʪʦʶ (Recall), ʟʘʙʝʟʧʝʯʫʶʯʠ ʙʘʣʘʥʩ ʤʽʞ 

ʮʠʤʠ ʜʚʦʤʘ ʧʦʢʘʟʥʠʢʘʤʠ. F1-ʦʮʽʥʢʘ ʦʩʦʙʣʠʚʦ ʢʦʨʠʩʥʘ ʚ ʩʠʪʫʘʮʽʷʭ, ʢʦʣʠ ʨʦʟʧʦʜʽʣ 

ʢʣʘʩʽʚ ʻ ʥʝʨʽʚʥʠʤ ʘʙʦ ʢʦʣʠ ʚʘʞʣʠʚʦ ʦʜʥʦʯʘʩʥʦ ʤʘʢʩʠʤʽʟʫʚʘʪʠ ʽ ʪʦʯʥʽʩʪʴ, ʽ 

ʧʦʚʥʦʪʫ. 

 

Ὂρ ςẗ
Accuracyẗ  

Accuracy 
ȟ         ρȢω 

 

ʋʷʚʽʤʦ, ʱʦ ʢʦʤʧʘʥʽʷ ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʠʩʪʝʤʫ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ 

ʚʪʦʨʛʥʝʥʴ (IDS), ʷʢʘ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʽʜʝʥʪʠʬʽʢʘʮʽʶ ʰʢʽʜʣʠʚʦʛʦ ʪʨʘʬʽʢʫ ʚ ʤʝʨʝʞʽ. 

ʗʢʱʦ ʮʷ ʩʠʩʪʝʤʘ ʚʠʷʚʣʷʻ 90 ʰʢʽʜʣʠʚʠʭ ʩʧʨʦʙ ʚʪʦʨʛʥʝʥʥʷ (TP), ʘʣʝ ʪʘʢʦʞ 

ʧʦʤʠʣʢʦʚʦ ʚʠʟʥʘʯʘʻ 10 ʣʝʛʽʪʠʤʥʠʭ ʟʘʧʠʪʽʚ ʷʢ ʰʢʽʜʣʠʚʽ (FP), ʽ ʥʝ ʧʦʤʽʯʘʻ 30 ʽʥʰʠʭ 

ʰʢʽʜʣʠʚʠʭ ʩʧʨʦʙ (FN), ʪʦ Precision = 0.9, Recall = 0.75, ʪʦʜʽ F1-ʦʮʽʥʢʘ ʙʫʜʝ ʨʽʚʥʘ: 

Ὂρ ς
πȢω πȢχυ

πȢω πȢχυ
πȢψρψ 

 

ʎʷ F1-ʦʮʽʥʢʘ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ IDS ʚʠʷʚʣʷʻ ʙʽʣʴʰʽʩʪʴ ʰʢʽʜʣʠʚʠʭ ʩʧʨʦʙ, 

ʘʣʝ ʱʝ ʽʩʥʫʻ ʧʦʪʝʥʮʽʘʣ ʜʣʷ ʧʦʣʽʧʰʝʥʥʷ, ʟʦʢʨʝʤʘ ʫ ʟʥʠʞʝʥʥʽ ʢʽʣʴʢʦʩʪʽ ʧʨʦʧʫʩʢʽʚ 

(FN) ʘʙʦ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ (FP) ʟʘʣʝʞʥʦ ʚʽʜ ʚʠʤʦʛ. ɺʠʩʦʢʘ F1-ʦʮʽʥʢʘ 

ʚʢʘʟʫʻ ʥʘ ʟʙʘʣʘʥʩʦʚʘʥʽʩʪʴ ʤʽʞ Precision ʽ Recall, ʱʦ ʻ ʚʘʞʣʠʚʠʤ ʜʣʷ ʢʨʠʪʠʯʥʠʭ 

ʩʠʩʪʝʤ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʜʝ, ʷʢ ʧʨʦʧʫʱʝʥʘ ʘʪʘʢʘ, ʪʘʢ ʽ ʥʘʜʣʠʰʢʦʚʽ ʩʧʨʘʮʶʚʘʥʥʷ 

ʤʦʞʫʪʴ ʧʨʠʟʚʦʜʠʪʠ ʜʦ ʩʫʪʪʻʚʠʭ ʚʪʨʘʪ. 

5. ROC-AUC ï ʮʝ ʜʚʘ ʚʟʘʻʤʦʧʦʚ'ʷʟʘʥʠʭ ʧʦʢʘʟʥʠʢʠ, ʷʢʽ ʢʦʨʝʢʪʥʦ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʥʘʩʘʤʧʝʨʝʜ ʜʣʷ ʩʢʦʨʠʥʛʦʚʠʭ ʤʦʜʝʣʝʡ, ʢʦʣʠ ʤʦʞʥʘ ʚʘʨʽʶʚʘʪʠ 

ʧʦʨʽʛ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʦʪʨʠʤʫʚʘʪʠ ʤʥʦʞʠʥʫ ʪʦʯʦʢ (FPR, TPR). ʈʦʟʛʣʷʥʴʤʦ ʢʦʞʥʠʡ 

ʟ ʥʠʭ ʜʝʪʘʣʴʥʽʰʝ:  

ROC (Receiver Operating Characteristic) ï ʮʝ ʛʨʘʬʽʯʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

ʟʜʘʪʥʦʩʪʽ ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʨʦʟʨʽʟʥʷʪʠ ʤʽʞ ʢʣʘʩʘʤʠ ʧʨʠ ʨʽʟʥʠʭ ʧʦʨʦʛʘʭ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

ɺʽʩʴ ʘʙʩʮʠʩ (X) ʛʨʘʬʽʢʘ ROC ʧʨʝʜʩʪʘʚʣʷʻ ʯʘʩʪʢʫ ʧʦʤʠʣʢʦʚʦ ʧʦʟʠʪʠʚʥʠʭ 
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ʨʝʟʫʣʴʪʘʪʽʚ (False Positive Rate, FPR), ʪʦʙʪʦ ʚʠʧʘʜʢʠ, ʢʦʣʠ ʥʝʛʘʪʠʚʥʠʡ ʢʣʘʩ 

ʧʦʤʠʣʢʦʚʦ ʢʣʘʩʠʬʽʢʫʻʪʴʩʷ ʷʢ ʧʦʟʠʪʠʚʥʠʡ. ɺʽʩʴ ʦʨʜʠʥʘʪ (Y) ʧʦʢʘʟʫʻ ʯʘʩʪʢʫ 

ʽʩʪʠʥʥʦ ʧʦʟʠʪʠʚʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ (True Positive Rate, TPR), ʪʦʙʪʦ ʚʠʧʘʜʢʠ, ʢʦʣʠ 

ʧʦʟʠʪʠʚʥʠʡ ʢʣʘʩ ʧʨʘʚʠʣʴʥʦ ʽʜʝʥʪʠʬʽʢʫʻʪʴʩʷ. ROC, ʤʦʞʥʘ ʤʘʪʝʤʘʪʠʯʥʦ 

ʧʨʝʜʩʪʘʚʠʪʠ ʷʢ ʽʥʪʝʛʨʘʣ ʚʽʜ True Positive Rate (TPR) ʧʦ False Positive Rate (FPR), 

ʷʢʠʡ ʟʤʽʥʶʻʪʴʩʷ ʚʽʜ 0 ʜʦ 1. 

 

          AUC ᷿ὝὖὙὊὖὙױὨὊὖὙȟ      ρȢρπ 

 

ʜʝ: ὝὖὙ  (True Positive Rate ʘʙʦ Sensitivity) ʚʠʨʘʭʦʚʫʻʪʴʩʷ ʷʢ , ʜʝ TP - 

ʽʩʪʠʥʥʦ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ, FN - ʭʠʙʥʦ ʥʝʛʘʪʠʚʥʽ ʚʠʧʘʜʢʠ; 

 ὊὖὙ  (False Positive Rate) ʚʠʨʘʭʦʚʫʻʪʴʩʷ ʷʢ , ʜʝ FP - ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʽ 

ʚʠʧʘʜʢʠ, TN - ʽʩʪʠʥʥʦ ʥʝʛʘʪʠʚʥʽ ʚʠʧʘʜʢʠ. 

AUC (Area Under the Curve) ï ʮʝ ʧʣʦʱʘ ʧʽʜ ʢʨʠʚʦʶ ROC, ʷʢʘ ʥʘʜʘʻ ʦʜʥʝ 

ʯʠʩʣʦʚʝ ʟʥʘʯʝʥʥʷ, ʷʢʝ ʟʚʦʜʠʪʴ ʜʦ ʤʽʥʽʤʫʤʫ ʚʩʽ ʧʦʨʦʛʦʚʽ ʟʥʘʯʝʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

ʎʝ ʜʦʟʚʦʣʷʻ ʦʮʽʥʠʪʠ, ʥʘʩʢʽʣʴʢʠ ʜʦʙʨʝ ʤʦʜʝʣʴ ʤʦʞʝ ʚʽʜʨʽʟʥʷʪʠ ʤʽʞ ʢʣʘʩʘʤʠ. ʏʠʤ 

ʙʣʠʞʯʝ ʟʥʘʯʝʥʥʷ AUC ʜʦ 1, ʪʠʤ ʢʨʘʱʝ ʤʦʜʝʣʴ ʚʠʷʚʣʷʻ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ ʩʝʨʝʜ 

ʥʝʛʘʪʠʚʥʠʭ, ʪʦʙʪʦ ʚʠʱʘ ʷʢʽʩʪʴ ʢʣʘʩʠʬʽʢʘʮʽʾ. ɿʥʘʯʝʥʥʷ 0.5 ʚʢʘʟʫʻ ʥʘ ʧʨʦ ʪʝ, ʱʦ 

ʤʦʜʝʣʴ ʧʨʘʮʶʻ ʥʘ ʨʽʚʥʽ ʚʠʧʘʜʢʦʚʦʛʦ ʚʛʘʜʫʚʘʥʥʷ, ʪʦʜʽ ʷʢ ʟʥʘʯʝʥʥʷ ʙʣʠʟʴʢʝ ʜʦ 0 

ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ ʤʦʜʝʣʴ ʧʦʚʥʽʩʪʶ ʧʝʨʝʧʣʫʪʘʣʘ ʢʣʘʩʠ. AUC ʤʦʞʥʘ ʦʙʯʠʩʣʠʪʠ 

ʷʢ ʩʫʤʫ ʪʨʘʧʝʮʽʡ ʧʽʜ ʢʨʠʚʦʶ ROC. ʗʢʱʦ ʫ ʥʘʩ ʻ ʥʘʙʽʨ ʧʦʨʦʛʦʚʠʭ ʟʥʘʯʝʥʴ, ʢʦʞʥʝ 

ʟ ʷʢʠʭ ʚʠʟʥʘʯʘʻ ʧʘʨʫ (FPR, TPR), ʪʦ AUC ʤʦʞʥʘ ʘʧʨʦʢʩʠʤʫʚʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʩʫʤʠ ʧʣʦʱ ʪʨʘʧʝʮʽʡ ʤʽʞ ʢʦʞʥʦʶ ʧʦʩʣʽʜʦʚʥʦʶ ʧʘʨʦʶ ʪʦʯʦʢ: 

 

ὃὟὅВ ȟ          ρȢρρ 

 

ʜʝ: ὔ - ʢʽʣʴʢʽʩʪʴ ʧʦʨʦʛʦʚʠʭ ʟʥʘʯʝʥʴ, ʘ ʽʥʜʝʢʩ Ὥ ʚʢʘʟʫʻ ʥʘ ʧʦʩʣʽʜʦʚʥʽ ʧʦʨʦʛʦʚʽ 

ʟʥʘʯʝʥʥʷ. 
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ɿʥʘʯʝʥʥʷ AUC ʤʦʞʥʘ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʷʢ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʚʠʙʨʘʥʠʡ 

ʚʠʧʘʜʢʦʚʠʤ ʯʠʥʦʤ ʧʦʟʠʪʠʚʥʠʡ ʚʠʧʘʜʦʢ ʙʫʜʝ ʚʠʱʝ ʟʘ ʚʠʙʨʘʥʫ ʚʠʧʘʜʢʦʚʠʤ ʯʠʥʦʤ 

ʥʝʛʘʪʠʚʥʠʡ ʚʠʧʘʜʦʢ ʟʘ ʧʝʚʥʦʶ ʤʦʜʝʣʣʶ. ʏʠʤ ʚʠʱʝ ʮʝ ʟʥʘʯʝʥʥʷ, ʪʠʤ ʢʨʘʱʝ 

ʤʦʜʝʣʴ ʚʤʽʻ ʨʦʟʨʽʟʥʷʪʠ ʤʽʞ ʢʣʘʩʘʤʠ. ʎʝ ʦʩʦʙʣʠʚʦ ʢʦʨʠʩʥʦ ʚ ʟʘʜʘʯʘʭ ʟ 

ʥʝʟʙʘʣʘʥʩʦʚʘʥʠʤʠ ʢʣʘʩʘʤʠ. 

ROC-AUC ʻ ʦʩʦʙʣʠʚʦ ʢʦʨʠʩʥʠʤ, ʢʦʣʠ ʜʘʥʽ ʤʘʶʪʴ ʟʥʘʯʥʠʡ ʜʠʩʙʘʣʘʥʩ 

ʢʣʘʩʽʚ, ʥʘʧʨʠʢʣʘʜ ʫ ʜʝʪʝʢʪʫʚʘʥʥʽ ʰʘʭʨʘʡʩʪʚʘ, ʜʝ ʚʠʧʘʜʢʠ ʰʘʭʨʘʡʩʪʚʘ ʤʦʞʫʪʴ 

ʙʫʪʠ ʨʽʜʢʽʩʥʠʤʠ ʧʦʨʽʚʥʷʥʦ ʟ ʣʝʛʽʪʠʤʥʠʤʠ ʪʨʘʥʟʘʢʮʽʷʤʠ. ʆʩʢʽʣʴʢʠ AUC ʦʮʽʥʶʻ 

ʤʦʜʝʣʴ ʥʘ ʚʩʽʭ ʤʦʞʣʠʚʠʭ ʧʦʨʦʛʘʭ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʚʦʥʘ ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʫʷʚʣʝʥʥʷ 

ʧʨʦ ʷʢʽʩʪʴ ʤʦʜʝʣʽ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʚʠʙʦʨʫ ʢʦʥʢʨʝʪʥʦʛʦ ʧʦʨʦʛʘ. 

6. ʇʨʦʪʝ, ʷʢʱʦ ʩʠʩʪʝʤʘ ʚʠʜʘʻ ʣʠʰʝ ʙʽʥʘʨʥʽ ʩʧʨʘʮʶʚʘʥʥʷ (ʨʽʰʝʥʥʷ 

çʘʥʦʤʘʣʽʷ/ʥʦʨʤʘè) ʽ ʥʝ ʬʦʨʤʫʻ ʚʥʫʪʨʽʰʥʶ ʙʝʟʧʝʨʝʨʚʥʫ ʦʮʽʥʢʫ ʚʧʝʚʥʝʥʦʩʪʽ 

(score), ʪʦ ʢʣʘʩʠʯʥʠʡ ʧʦʢʘʟʥʠʢ ROC-AUC ʫ ʩʪʨʦʛʦʤʫ ʨʦʟʫʤʽʥʥʽ ʥʝ ʚʠʟʥʘʯʘʻʪʴʩʷ, 

ʦʩʢʽʣʴʢʠ ʜʣʷ ʧʦʙʫʜʦʚʠ ROC-ʢʨʠʚʦʾ ʥʝʦʙʭʽʜʥʦ ʟʤʽʥʶʚʘʪʠ ʧʦʨʽʛ ʨʽʰʝʥʥʷ ʧʦ score 

ʪʘ ʦʪʨʠʤʫʚʘʪʠ ʨʽʟʥʽ ʧʘʨʠ (TPR, FPR). ʋ ʪʘʢʦʤʫ ʚʠʧʘʜʢʫ ʜʦʮʽʣʴʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʫʟʘʛʘʣʴʥʶʶʯʽ ʤʝʪʨʠʢʠ, ʟʦʢʨʝʤʘ balanced 

accuracy: 

 

Balanced Accuracy,                                   ρȢρς 

 

ʜʝ: (TPR) (True Positive Rate, ʯʫʪʣʠʚʽʩʪʴ/ʧʦʚʥʦʪʘ) ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ ὝὖὙ

, ʚʦʜʥʦʯʘʩ (TNR) (True Negative Rate, ʩʧʝʮʠʬʽʯʥʽʩʪʴ) ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ 

ὝὔὙ . ʊʘʢʠʤ ʯʠʥʦʤ, balanced accuracy ʫʩʝʨʝʜʥʶʻ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ 

ʧʨʘʚʠʣʴʥʦ ʟʥʘʭʦʜʠʪʠ ʘʥʦʤʘʣʽʾ (TPR) ʽ ʧʨʘʚʠʣʴʥʦ ʚʽʜʢʠʜʘʪʠ ʥʦʨʤʫ (TNR), ʱʦ 

ʦʩʦʙʣʠʚʦ ʢʦʨʠʩʥʦ ʟʘ ʩʠʣʴʥʦʛʦ ʜʠʩʙʘʣʘʥʩʫ ʢʣʘʩʽʚ. 

ʆʢʨʽʤ ʮʴʦʛʦ, ʢʦʣʠ ʚʘʞʣʠʚʠʤ ʻ ʦʧʝʨʘʮʽʡʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʘʥʘʣʽʪʠʢʽʚ, 

ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʨʠʢʠ, ʱʦ ʚʨʘʭʦʚʫʶʪʴ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ, 

ʥʘʧʨʠʢʣʘʜ ʚʽʜʥʦʰʝʥʥʷ ʪʦʯʥʽʩʪʴ ʜʦ ʯʘʩʪʦʪʠ ʘʣʝʨʪʽʚ [44, 52, 75]: 
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                                          Ὅload
Precision

Alerts-per-hour
ȟ                                                 (1.13) 

ʜʝ: Precisionȟ ʧʦʢʘʟʥʠʢ Alerts-per-hour ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ ὃὰὩὶὸί

ὴὩὶὬέόὶ alerts

hours
ȟ ʜʝ ὔalerts ï ʟʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ (ʘʣʝʨʪʽʚ), 

ʩʬʦʨʤʦʚʘʥʠʭ ʩʠʩʪʝʤʦʶ ʟʘ ʚʠʙʨʘʥʠʡ ʽʥʪʝʨʚʘʣ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʘ Ὕhours ï ʪʨʠʚʘʣʽʩʪʴ 

ʮʴʦʛʦ ʽʥʪʝʨʚʘʣʫ ʚ ʛʦʜʠʥʘʭ. ʇʨʘʢʪʠʯʥʦ ὔalerts ʨʘʭʫʻʪʴʩʷ ʷʢ ʢʽʣʴʢʽʩʪʴ ʟʘʧʠʩʽʚ/ʧʦʜʽʡ 

ʪʠʧʫ ñalertò ʫ ʞʫʨʥʘʣʘʭ ʩʠʩʪʝʤʠ ʟʘ ʟʘʜʘʥʠʡ ʧʝʨʽʦʜ, ʘ Ὕhours ï ̫ ʢ ʨʽʟʥʠʮʷ ʤʽʞ ʢʽʥʮʝʤ 

ʽ ʧʦʯʘʪʢʦʤ ʧʝʨʽʦʜʫ, ʧʝʨʝʚʝʜʝʥʘ ʚ ʛʦʜʠʥʠ. ɿʥʘʯʝʥʥʷ Ὅload ʟʨʦʩʪʘʻ, ʢʦʣʠ ʩʠʩʪʝʤʘ 

ʦʜʥʦʯʘʩʥʦ ʜʘʻ ʚʠʱʫ ʯʘʩʪʢʫ ʢʦʨʠʩʥʠʭ ʩʧʨʘʮʶʚʘʥʴ (ʚʠʱʘ Precision) ʽ ʛʝʥʝʨʫʻ 

ʤʝʥʰʝ ʘʣʝʨʪʽʚ ʫ ʯʘʩʽ (ʥʠʞʯʘ Alerts-per-hour), ʪʦʙʪʦ ʟʤʝʥʰʫʻ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ 

Triage. 

ʎʽ ʧʦʢʘʟʥʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʥʘʜʘʶʪʴ ʢʦʤʧʣʝʢʩʥʝ ʫʷʚʣʝʥʥʷ ʧʨʦ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤ ʢʽʙʝʨʙʝʟʧʝʢʠ ʘʙʦ ʤʝʭʘʥʽʟʤʽʚ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, 

ʜʦʟʚʦʣʷʶʯʠ ʦʮʽʥʠʪʠ ʷʢ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʨʘʚʠʣʴʥʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʧʦʪʝʥʮʽʡʥʦ 

ʟʣʦʚʤʠʩʥʫ ʧʦʚʝʜʽʥʢʫ, ʪʘʢ ʽ ʤʽʥʽʤʽʟʫʚʘʪʠ ʧʦʤʠʣʢʦʚʽ ʪʨʠʚʦʛʠ. ɺʘʞʣʠʚʦ ʟʘʫʚʘʞʠʪʠ, 

ʱʦ ʙʘʣʘʥʩ ʤʽʞ ʮʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʠʤʦʛ ʪʘ ʢʦʥʪʝʢʩʪʫ ʢʦʥʢʨʝʪʥʦʾ 

ʦʨʛʘʥʽʟʘʮʽʾ, ʦʩʢʽʣʴʢʠ ʢʽʙʝʨʙʝʟʧʝʢʘ ʚ ʙʘʥʢʽʚʩʴʢʽʡ ʩʬʝʨʽ ʡ ʢʽʙʝʨʙʝʟʧʝʢʘ ʚ ʘʫʪʩʦʨʩ-

ʢʦʤʧʘʥʽʾ ʤʦʞʫʪʴ ʚʽʜʨʽʟʥʷʪʠʩʷ ʩʫʪʪʻʚʦ. 

 

1.5  ʇʦʨʽʚʥʷʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʦʩʥʦʚʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ 

  

ʊʘʢ ʷʢ ʦʩʥʦʚʥʠʤ ʟʘʚʜʘʥʥʷʤ ʻ ʦʧʪʠʤʽʟʘʮʽʷ ʨʦʙʦʪʠ CSOC ï ʦʮʽʥʽʤʦ ʷʢʝ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʮʝʥʪʨ ʩʪʚʦʨʶʶʪʴ ʪʘʢʽ ʽʥʩʪʨʫʤʝʥʪʠ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ: 

¶ IDS;  

¶ EDR; 

¶ Conditional Access Policy (CAP); 

¶ ʉʪʘʪʠʯʥʽ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ SIEM ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʚ ʜʦʤʝʥʘʭ  Access 

ʪʘ Network, ʚʩʴʦʛʦ 184 ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ (SIEM). 

ʉʪʦʩʦʚʥʦ ʢʦʨʝʢʪʥʦʩʪʽ ʨʦʟʨʘʭʫʥʢʫ, ʚʽʟʴʤʝʤʦ ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ ʫ 4 ʛʦʜʠʥʠ, 

ʷʢʠʡ ʤʽʩʪʠʪʴ ʧʽʜʪʚʝʨʜʞʝʥʠʡ ʝʧʽʟʦʜ ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ (ʪʦʙʪʦ ʧʦʜʽʷ ʚʞʝ 
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ʚʽʜʙʫʣʘʩʷ, ʻ ʜʦʩʣʽʜʞʝʥʦʶ, ʽ ʾʾ ʥʘʷʚʥʽʩʪʴ ʧʽʜʪʚʝʨʜʞʝʥʘ ʨʝʟʫʣʴʪʘʪʘʤʠ 

ʨʦʟʩʣʽʜʫʚʘʥʥʷ) [44, 52]. 

ɼʣʷ ʩʪʚʦʨʝʥʥʷ ʪʘʙʣʠʮʽ ʧʦʨʽʚʥʷʥʥʷ ʯʦʪʠʨʴʦʭ ʽʥʩʪʨʫʤʝʥʪʽʚ (IDS, EDR, SIEM 

ʪʘ CAS) ʦʨʛʘʥʽʟʫʻʤʦ ʜʘʥʽ ʟʘ ʦʩʥʦʚʥʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ ʝʬʝʢʪʠʚʥʦʩʪʽ, ʷʢʽ ʙʫʣʠ 

ʟʘʟʥʘʯʝʥʽ ʚʠʱʝ: Precision, Recall (TPR), Specificity, F1-ʦʮʽʥʢʘ ʪʘ (ʟʘ ʧʦʪʨʝʙʠ) 

balanced accuracy. ʉʧʝʨʰʫ ʥʘʚʝʜʝʤʦ ʪʘʙʣʠʮʶ ʟ ʢʽʣʴʢʽʩʪʶ ʫʥʽʢʘʣʴʥʠʭ ʧʦʜʽʡ, ʷʢʽ 

ʙʫʣʠ ʟʛʝʥʝʨʦʚʘʥʽ ʮʠʤʠ ʽʥʩʪʨʫʤʝʥʪʘʤʠ ʫ ʟʘʜʘʥʠʡ ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ, ʽ 

ʢʣʘʩʠʬʽʢʫʻʤʦ ʾʭ ʚʽʜʧʦʚʽʜʥʦ ʜʦ TP, FP, FN, TN. ɼʣʷ ʩʧʨʦʱʝʥʥʷ ʨʦʟʨʘʭʫʥʢʫ 

ʨʦʟʛʣʷʜʘʻʤʦ ʥʝ ʚʩʶ ʦʨʛʘʥʽʟʘʮʽʶ, ʘ ʦʜʠʥ ʩʘʙʥʝʪ, ʫ ʤʝʞʘʭ ʷʢʦʛʦ ʚʽʜʙʫʚʘʣʘʩʷ ʩʧʨʦʙʘ 

ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʨʝʟʫʣʴʪʘʪʠ ʩʣʽʜ ʪʨʘʢʪʫʚʘʪʠ ʷʢ 

ʽʣʶʩʪʨʘʪʠʚʥʠʡ ʧʨʘʢʪʠʯʥʠʡ ʧʨʠʢʣʘʜ (case study), ʘ ʥʝ ʷʢ ʫʥʽʚʝʨʩʘʣʴʥʝ ʧʦʨʽʚʥʷʥʥʷ 

çʝʬʝʢʪʠʚʥʦʩʪʽ ʚ ʮʽʣʦʤʫè. 

 

ʊʘʙʣʠʮʷ 1.1. 

ʂʽʣʴʢʽʩʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ IDS, EDR, SIEM, MS CA 

ʉʠʩʪʝʤʘ TP FP FN TN 

IDS 3 576 0 76357 

EDR 1 36 0 12780 

SIEM  0 13 1 170 

CAP 0 4 1 5 

 

ɺʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ TN (True Negative) ʫ ʨʝʘʣʴʥʠʭ ʟʘʩʦʙʘʭ ʟʘʭʠʩʪʫ ʯʘʩʪʦ ʻ 

ʥʝʷʚʥʠʤ: ʽʥʩʪʨʫʤʝʥʪʠ ʥʝ ʧʦʚʝʨʪʘʶʪʴ ʧʦʚʥʠʡ çʜʝʥʦʤʽʥʘʪʦʨè (ʩʢʽʣʴʢʠ ʚʩʴʦʛʦ 

ʧʘʢʝʪʽʚ/ʧʦʜʽʡ/ʧʨʦʮʝʩʽʚ ʙʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ), ʪʦʤʫ ʧʨʷʤʠʡ ʧʽʜʨʘʭʫʥʦʢ TN ʤʦʞʝ 

ʙʫʪʠ ʥʝʤʦʞʣʠʚʠʤ ʙʝʟ ʜʦʜʘʪʢʦʚʦʛʦ ʟʙʦʨʫ ʪʝʣʝʤʝʪʨʽʾ. ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʟʥʘʯʝʥʥʷ 

TN ʧʦʜʘʥʽ ʷʢ ʥʘʙʣʠʞʝʥʥʷ, ʦʪʞʝ ʧʦʭʽʜʥʽ ʤʝʪʨʠʢʠ, ʱʦ ʟʘʣʝʞʘʪʴ ʚʽʜ TN (Specificity, 

Accuracy ʪʦʱʦ), ʩʣʽʜ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʦʙʝʨʝʞʥʦ; ʜʣʷ ʙʽʣʴʰ ʢʦʨʝʢʪʥʦʛʦ ʧʦʨʽʚʥʷʥʥʷ 

ʜʦʮʽʣʴʥʦ ʜʦʜʘʪʢʦʚʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʨʠʢʠ, ʱʦ ʥʝ ʚʠʤʘʛʘʶʪʴ TN (Precision, 

Recall, alerts-rate) ʪʘ ʦʧʠʩʘʪʠ ʧʨʦʮʝʜʫʨʫ ʦʪʨʠʤʘʥʥʷ çʜʝʥʦʤʽʥʘʪʦʨʘè. 
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ɺʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʢʣʘʩʠʬʽʢʘʪʦʨ TN (True Negative) ʦʙʨʘʭʫʚʘʪʠ ʜʦʩʠʪʴ 

ʩʢʣʘʜʥʦ ʦʩʢʽʣʴʢʠ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʪʝ ʩʢʽʣʴʢʠ ʧʘʢʝʪʽʚ ʙʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʷʜʨʦʤ 

IDS ʘʙʦ ʷʢʘ ʢʽʣʴʢʽʩʪʴ ʧʨʦʮʝʩʽʚ ʧʨʦʡʰʣʘ ʯʝʨʝʟ EDR ï ʚʽʜʩʫʪʥʷ, ʪʘʢʦʾ ʩʪʘʪʠʩʪʠʢʠ 

ʩʠʩʪʝʤʠ ʥʝ ʧʦʚʝʨʪʘʶʪʴ, ʪʦʤʫ ʮʽ ʟʥʘʯʝʥʥʷ ʚʟʷʪʽ ʫʩʝʨʝʜʥʝʥʽ ʜʦ ʟʘʚʘʥʪʘʞʝʥʦʩʪʽ 

ʤʝʨʝʞʽ/ʩʠʩʪʝʤ. 

 

ʊʘʙʣʠʮʷ 1.2.  

ʆʮʽʥʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ IDS, EDR, SIEM, CAP ʟʘ ʚʠʟʥʘʯʝʥʠʤʠ ʢʨʠʪʝʨʽʷʤʠ 

ʉʠʩʪʝʤʘ Precission Recall (TPR) Specificity F1-score Balanced  

accuracy 

IDS 0.52% 100% 99.25% 1.03% 99.63% 

EDR 2.70% 100% 99.72% 5.26% 99.86% 

SIEM 0.00% 0.00% 92.90% 0.00% 46.45% 

MS CA 0.00% 0.00% 55.56% 0.00% 27.78% 

 

ɸʥʘʣʽʟʫʶʯʠ ʨʝʟʫʣʴʪʘʪʠ ʜʣʷ ʩʠʩʪʝʤ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʤʦʞʝʤʦ ʟʨʦʙʠʪʠ ʢʽʣʴʢʘ 

ʢʣʶʯʦʚʠʭ ʩʧʦʩʪʝʨʝʞʝʥʴ: 

1. IDS ʽ EDR: ʫ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʮʽ ʽʥʩʪʨʫʤʝʥʪʠ ʤʘʶʪʴ Recall (TPR) ʥʘ ʨʽʚʥʽ 

100%, ʪʦʙʪʦ ʥʝ ʧʨʦʧʫʩʪʠʣʠ ʟʘʬʽʢʩʦʚʘʥʽ ʧʦʟʠʪʠʚʥʽ ʝʧʽʟʦʜʠ. ɺʦʜʥʦʯʘʩ Precision ʻ 

ʥʠʟʴʢʦʶ ʯʝʨʝʟ ʟʥʘʯʥʫ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ, ʱʦ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʙʽʣʴʰʫʻ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ triage ʫ CSOC. ɺʠʩʦʢʽ ʟʥʘʯʝʥʥʷ 

Specificity ʚʽʜʦʙʨʘʞʘʶʪʴ ʜʦʤʽʥʫʚʘʥʥʷ çʥʝʛʘʪʠʚʥʦʛʦè ʢʣʘʩʫ (ʣʝʛʽʪʠʤʥʠʭ ʧʦʜʽʡ) ʫ 

ʚʠʙʽʨʮʽ ʡ ʥʝ ʢʦʤʧʝʥʩʫʶʪʴ ʥʠʟʴʢʠʡ Precision ʟ ʦʧʝʨʘʮʽʡʥʦʾ ʪʦʯʢʠ ʟʦʨʫ. ʗʢʱʦ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ balanced accuracy, ʩʣʽʜ ʧʘʤôʷʪʘʪʠ, ʱʦ ʚʦʥʘ ʤʦʞʝ ʟʘʣʠʰʘʪʠʩʷ 

ʚʠʩʦʢʦʶ ʥʘʚʽʪʴ ʟʘ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ FP ʧʨʠ ʩʠʣʴʥʦʤʫ ʜʠʩʙʘʣʘʥʩʽ ʢʣʘʩʽʚ; ʪʦʤʫ ʚ 

CSOC-ʢʦʥʪʝʢʩʪʽ ʚʘʨʪʦ ʨʦʙʠʪʠ ʚʠʩʥʦʚʢʠ ʥʘʩʘʤʧʝʨʝʜ ʟʘ Precision/Recall/F1 ʪʘ 

ʧʦʢʘʟʥʠʢʘʤʠ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

2. SIEM ʽ CAP: ʫ ʮʴʦʤʫ ʢʦʥʢʨʝʪʥʦʤʫ ʯʘʩʦʚʦʤʫ ʚʽʢʥʽ ʪʘ ʢʦʥʬʽʛʫʨʘʮʽʾ 

ʧʨʘʚʠʣ/ʧʦʣʽʪʠʢ ʮʽ ʽʥʩʪʨʫʤʝʥʪʠ ʥʝ ʚʠʷʚʠʣʠ ʧʦʟʠʪʠʚʥʠʡ ʝʧʽʟʦʜ (Recall = 0), ʱʦ 

ʤʦʞʝ ʦʟʥʘʯʘʪʠ ʷʢ ʥʝʜʦʩʪʘʪʥʶ ʨʝʣʝʚʘʥʪʥʽʩʪʴ ʧʨʘʚʠʣ ʜʣʷ ʜʘʥʦʛʦ ʩʮʝʥʘʨʽʶ, ʪʘʢ ʽ ʪʝ, 
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ʱʦ ʘʢʪʠʚʥʽʩʪʴ ʥʝ ʧʦʪʨʘʧʠʣʘ ʧʽʜ ʫʤʦʚʠ ʩʧʨʘʮʶʚʘʥʥʷ. ɺʠʩʦʢʽ ʟʥʘʯʝʥʥʷ Specificity 

ʫ SIEM ʟʘ ʥʘʷʚʥʦʩʪʽ ʥʫʣʴʦʚʦʛʦ Recall ʥʝ ʻ ʦʟʥʘʢʦʶ çʷʢʦʩʪʽ ʜʝʪʝʢʮʽʾè, ʘ ʨʘʜʰʝ 

ʚʽʜʦʙʨʘʞʘʶʪʴ, ʱʦ ʙʽʣʴʰʽʩʪʴ ʧʦʜʽʡ ʢʣʘʩʠʬʽʢʦʚʘʥʦ ʷʢ ʥʝʛʘʪʠʚʥʽ. ʎʽ ʨʝʟʫʣʴʪʘʪʠ 

ʧʽʜʢʨʝʩʣʶʶʪʴ ʚʘʞʣʠʚʽʩʪʴ ʥʝ ʣʠʰʝ ʨʦʟʨʦʙʢʠ ʩʠʩʪʝʤ ʟ ʚʠʩʦʢʦʶ ʟʜʘʪʥʽʩʪʶ 

ʚʠʷʚʣʷʪʠ ʨʝʘʣʴʥʽ ʟʘʛʨʦʟʠ, ʘʣʝ ʡ ʥʝʦʙʭʽʜʥʽʩʪʴ ʟʥʠʞʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʦʤʠʣʢʦʚʠʭ 

ʩʧʨʘʮʴʦʚʫʚʘʥʴ, ʱʦ ʤʦʞʝ ʚʠʢʣʠʢʘʪʠ ʥʝʧʦʪʨʽʙʥʽ ʪʨʠʚʦʛʠ ʪʘ ʚʠʤʘʛʘʪʠ ʜʦʜʘʪʢʦʚʠʭ 

ʨʝʩʫʨʩʽʚ ʜʣʷ ʾʭ ʧʝʨʝʚʽʨʢʠ. ʅʘʣʘʰʪʫʚʘʥʥʷ ʮʠʭ ʩʠʩʪʝʤ ʧʦʚʠʥʥʝ ʙʘʣʘʥʩʫʚʘʪʠ ʤʽʞ 

ʯʫʪʣʠʚʽʩʪʶ ʪʘ ʩʧʝʮʠʬʽʯʥʽʩʪʶ, ʘʙʠ ʦʧʪʠʤʽʟʫʚʘʪʠ ʟʘʛʘʣʴʥʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʽ 

ʥʘʜʽʡʥʽʩʪʴ. 

ʊʘʢʦʞ ʚʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʥʘʚʝʜʝʥʽ ʧʦʢʘʟʥʠʢʠ ʩʫʪʪʻʚʦ ʟʘʣʝʞʘʪʴ ʚʽʜ 

ʩʮʝʥʘʨʽʶ, ʯʘʩʦʚʦʾ ʚʠʙʽʨʢʠ ʪʘ ʥʘʣʘʰʪʫʚʘʥʴ ʽʥʩʪʨʫʤʝʥʪʽʚ. ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ 

ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʚ SIEM ʥʝ ʚʽʜʧʨʘʮʶʚʘʣʠ, ʱʦ ʤʦʞʝ ʩʚʽʜʯʠʪʠ ʷʢ ʧʨʦ 

ʥʝʜʦʩʪʘʪʥʶ ʷʢʽʩʪʴ ʧʨʘʚʠʣ, ʪʘʢ ʽ ʧʨʦ ʘʢʪʠʚʥʽʩʪʴ, ʷʢʘ ʥʝ ʧʽʜʧʘʣʘ ʧʽʜ ʾʭ ʫʤʦʚʠ. ɿ 

ʦʧʝʨʘʮʽʡʥʦʾ ʪʦʯʢʠ ʟʦʨʫ ʢʣʶʯʦʚʦʶ ʧʨʦʙʣʝʤʦʶ ʻ çʰʫʤè ï ʩʧʨʘʮʶʚʘʥʥʷ, ʷʢʽ ʧʽʩʣʷ 

triage ʥʝ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʧʽʜʪʚʝʨʜʞʝʥʦʛʦ ʽʥʮʠʜʝʥʪʫ, ʘʣʝ ʩʧʦʞʠʚʘʶʪʴ ʯʘʩ 

ʘʥʘʣʽʪʠʢʽʚ. ʉʘʤʝ ʪʦʤʫ ʜʦʮʽʣʴʥʦ ʨʦʟʛʣʷʜʘʪʠ ʧʽʜʭʽʜ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʚʞʝ ʩʝʨʝʜ 

ʛʦʪʦʚʠʭ ʩʧʨʘʮʶʚʘʥʴ (alerts) ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʱʦʙ 

ʧʨʽʦʨʠʪʝʟʫʚʘʪʠ ʧʦʜʽʾ ʪʘ ʟʤʝʥʰʠʪʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC [47, 48, 89]. 

 

ɺʠʩʥʦʚʢʠ ʜʦ ʨʦʟʜʽʣʫ 1 

 

ɿ ʧʨʦʚʝʜʝʥʠʭ ʫ ʮʴʦʤʫ ʨʦʟʜʽʣʽ ʜʦʩʣʽʜʞʝʥʴ ʪʘ ʾʭ ʘʥʘʣʽʟʫ ʦʟʥʘʯʫʻʤʦ ʪʘʢʝ: 

1. ʇʦʰʫʢ ʘʥʦʤʘʣʽʡ ʚʠʟʥʘʯʝʥʦ ʢʣʶʯʦʚʠʤ ʟʘʚʜʘʥʥʷʤ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʦʙʫʜʦʚʘ ʢʦʤʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ 

ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʝʰʝʣʦʥʦʚʘʥʫ ʩʪʨʘʪʝʛʽʶ, ʜʝ ʢʦʞʝʥ ʽʥʩʪʨʫʤʝʥʪ ʯʠ ʤʝʭʘʥʽʟʤ 

ʟʘʭʠʩʪʫ ʥʝ ʣʠʰʝ ʚʠʷʚʣʷʻ ʜʽʾ ʘʪʘʢʫʶʯʦʾ ʢʦʤʘʥʜʠ ʚ ʤʝʞʘʭ ʩʚʦʻʾ ʚʽʜʧʦʚʽʜʘʣʴʥʦʩʪʽ, 

ʘʣʝ ʡ ʟʘʙʝʟʧʝʯʫʻ ʧʽʜʪʨʠʤʢʫ ʜʣʷ ʥʘʩʪʫʧʥʦʛʦ ʨʽʚʥʷ ʟʘʭʠʩʪʫ ʫ ʚʠʧʘʜʢʫ ʥʝʚʜʘʯʽ 

ʧʦʧʝʨʝʜʥʴʦʛʦ. ʆʜʥʘʢ, ʢʽʣʴʢʽʩʪʴ ʧʦʜʽʡ, ʷʢʽ ʛʝʥʝʨʫʶʪʴ ʮʽ ʽʥʩʪʨʫʤʝʥʪʠ, ʤʦʞʝ ʙʫʪʠ 

ʟʥʘʯʥʦʶ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʾʭʥʻ ʨʝʘʣʴʥʝ ʦʧʨʘʮʶʚʘʥʥʷ ʚ ʦʙʤʝʞʝʥʠʡ ʯʘʩ, ʘ ʪʘʢʦʞ 

ʤʦʞʝ ʙʫʪʠ ʬʽʥʘʥʩʦʚʦ ʥʝʚʠʛʽʜʥʠʤ. ʊʦʤʫ ʩʢʦʨʦʯʝʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʰʣʷʭʦʤ 
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ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʫ ʚʞʝ ʛʦʪʦʚʠʭ ʩʧʦʚʽʱʝʥʥʷʭ ʚʽʜ ʨʽʟʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʘʙʦ ʚ 

ʚʝʣʠʢʠʭ ʦʙʩʷʛʘʭ ʜʘʥʠʭ ʻ ʝʬʝʢʪʠʚʥʠʤ ʚʠʨʽʰʝʥʥʷʤ ʜʣʷ ʮʽʻʾ ʧʨʦʙʣʝʤʠ. 

2. ʇʨʦʚʝʜʝʥʦ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʧʽʜʭʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ ʚ ɯʉ, 

ʷʢʠʡ ʧʦʢʘʟʘʚ, ʱʦ ʮʽ ʧʽʜʭʦʜʠ ʥʝ ʟʘʜʦʚʽʣʴʥʷʶʪʴ ʩʫʯʘʩʥʠʭ ʧʦʪʨʝʙ ʢʽʙʝʨʙʝʟʧʝʢʠ, 

ʦʩʢʽʣʴʢʠ ɯʉ ʥʘʜʟʚʠʯʘʡʥʦ ʜʠʥʘʤʽʯʥʽ ʩʠʩʪʝʤʠ ʟ ʙʘʛʘʪʴʤʘ ʩʢʣʘʜʥʠʤʠ ʚʥʫʪʨʽʰʥʽʤʠ 

ʧʨʦʮʝʩʘʤʠ, ʪʘʢʦʞ ʧʦʩʪʽʡʥʦ ʜʦʜʘʶʪʴʩʷ ʥʦʚʽ ʩʠʩʪʝʤʠ, ʩʝʨʚʽʩʠ, ʘʧʣʽʢʘʮʽʾ ʯʠ ʥʘʚʽʪʴ 

ʦʢʨʝʤʽ ʬʫʥʢʮʽʾ ʢʦʪʨʽ ʤʦʞʫʪʴ ʥʽʚʝʣʶʚʘʪʠ ʢʣʘʩʠʯʥʽ ʤʝʭʘʥʽʟʤʠ ʚʠʷʚʣʝʥʥʷ 

ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ. ʊʘʢʦʞ, ʘʪʘʢʫʶʯʽ ʢʦʤʘʥʜʠ ʧʦʩʪʽʡʥʦ ʚʜʦʩʢʦʥʘʣʶʶʪʴ ʩʚʦʾ ʚʤʽʥʥʷ, 

ʥʘʚʠʢʠ, ʪʘʢʪʠʢʠ ʪʘ ʪʝʭʥʽʢʠ ʱʦʜʦ ʧʨʦʚʝʜʝʥʥʷ ʢʦʤʧʣʝʢʩʥʠʭ ʘʪʘʢ, ʘ ʚʽʜʪʘʢ ʚʠʷʚʣʷʪʠ 

ʾʭʥʶ ʘʢʪʠʚʥʽʩʪʴ ʩʪʘʻ ʚʩʝ ʩʢʣʘʜʥʽʰʝ. 

3. ʉʬʦʨʤʦʚʘʥʦ ʧʝʨʝʣʽʢ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʠʭ 

ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʩʣʘʙʢʽ ʤʽʩʮʷ ʚ ʩʠʩʪʝʤʽ ʢʽʙʝʨʟʘʭʠʩʪʫ ʪʘ ʩʧʨʷʤʫʚʘʪʠ ʟʫʩʠʣʣʷ ʥʘ 

ʾʭ ʧʦʢʨʘʱʝʥʥʷ ʘʙʦ ʧʽʜʩʠʣʠʪʠ ʚʞʝ ʥʘʷʚʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʝʚʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʪʠʤ 

ʩʘʤʠʤ ʟʤʝʥʰʫʶʯʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC. ʇʨʠ ʮʴʦʤʫ çʫʩʧʽʰʥʽʩʪʴè 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʨʽʰʝʥʥʷ ʜʦʮʽʣʴʥʦ ʦʮʽʥʶʚʘʪʠ ʥʝ ʜʝʢʣʘʨʘʪʠʚʥʦ, ʘ ʯʝʨʝʟ ʚʠʤʽʨʶʚʘʥʽ 

ʤʝʪʨʠʢʠ (FP/FN, ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ triage, ʟʘʪʨʠʤʢʘ ʚʠʷʚʣʝʥʥʷ ʪʦʱʦ). 

4. ʇʨʘʢʪʠʯʥʦ ʧʦʢʘʟʘʥʦ ʧʽʜʭʽʜ ʱʦʜʦ ʦʮʽʥʶʚʘʥʥʷ ʢʦʥʪʨʦʣʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ 

ʥʘ ʦʩʥʦʚʽ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʚʠʟʥʘʯʝʥʦ ʧʨʦʙʣʝʤʥʽ ʤʽʩʮʷ ʪʘ ʩʧʦʩʦʙʠ ʾʭ 

ʧʦʢʨʘʱʝʥʥʷ. 
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ʈʆɿɼɯʃ 2.  

ʈʆɿʈʆɹʂɸ ʄʆɼɽʃɯ ʄʆʅɯʊʆʈʀʅɻʋ ɸʅʆʄɸʃɯʁ ʊɸ ʆɹʈʆɹʂɸ 

ɼɸʅʀʍ 

 

ʋ ʮʴʦʤʫ ʨʦʟʜʽʣʽ ʜʦʩʣʽʜʞʫʶʪʴʩʷ ʧʠʪʘʥʥʷ, ʧʦʚ'ʷʟʘʥʽ ʟ ʨʦʟʨʦʙʢʦʶ 

ʢʦʤʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ (ʂʉʄ) ʩʪʘʥʫ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʱʦ ʩʣʫʛʫʚʘʪʠʤʝ 

ʦʩʥʦʚʦʶ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʤʝʭʘʥʽʟʤʽʚ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. ʆʩʢʽʣʴʢʠ ʜʣʷ ʪʦʛʦ, ʱʦʙ 

ʷʢʽʩʥʦ ʰʫʢʘʪʠ ʪʘ ʘʥʘʣʽʟʫʚʘʪʠ ʘʥʦʤʘʣʽʾ, ʧʦʪʨʽʙʥʦ ʚʦʣʦʜʽʪʠ ʟʥʘʯʥʦʶ ʢʽʣʴʢʽʩʪʶ 

ʽʥʬʦʨʤʘʮʽʾ. ʊʦʙʪʦ ʩʠʩʪʝʤʘ ʤʘʻ ʤʘʪʠ ʟʤʦʛʫ ʟʙʝʨʽʛʘʪʠ, ʪʨʘʥʩʬʦʨʤʫʚʘʪʠ, 

ʦʧʨʘʮʴʦʚʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʥʝ ʪʽʣʴʢʠ ʚ ʤʝʞʘʭ ʩʴʦʛʦʜʝʥʥʷ, ʘ ʡ ʚʟʘʻʤʦʜʽʷʪʠ ʟ 

ʽʩʪʦʨʠʯʥʠʤʠ ʜʘʥʠʤʠ. ʇʨʠ ʮʴʦʤʫ ʮʷ ʚʟʘʻʤʦʜʽʷ ʤʘʻ ʙʫʪʠ ʰʚʠʜʢʦʶ ʪʘ ʛʥʫʯʢʦʶ. 

ʊʘʢʦʞ, ʦʩʢʽʣʴʢʠ ʤʦʚʘ ʡʜʝ ʧʨʦ ʢʽʙʝʨʙʝʟʧʝʢʦʚʽ ʜʘʥʽ ï ʪʦ ʩʠʩʪʝʤʘ ʤʘʻ ʟʙʝʨʽʛʘʪʠ ʪʘ 

ʦʧʨʘʮʴʦʚʫʚʘʪʠ ʢʨʠʪʠʯʥʫ ʽʥʬʦʨʤʘʮʽʷ, ʷʢ ʥʘʩʣʽʜʦʢ, ʩʘʤʘ ʩʠʩʪʝʤʘ ʪʘʢʦʞ ʥʘʙʫʚʘʻ 

ʢʨʠʪʠʯʥʦʛʦ ʟʥʘʯʝʥʥʷ. ʊʦʤʫ ʘʨʭʽʪʝʢʪʫʨʥʽ ʚʠʤʦʛʠ ʜʦ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤʠ ʟ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʡ ʻ ʚʘʞʣʠʚʠʤʠ. 

 

2.1  ɸʨʭʽʪʝʢʪʫʨʘ ʤʝʨʝʞʽ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤ 

 

ɸʨʭʽʪʝʢʪʫʨʘ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʩʠʩʪʝʤ, ʈʂʉ (Distributed Computer 

Systems, DCS) ʻ ʬʫʥʜʘʤʝʥʪʦʤ ʜʣʷ ʩʪʨʫʢʪʫʨʥʦʾ ʦʨʛʘʥʽʟʘʮʽʾ ʢʦʤʧ'ʶʪʝʨʽʚ ʪʘ ʽʥʰʠʭ 

ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ, ʜʦʟʚʦʣʷʶʯʠ ʾʤ ʝʬʝʢʪʠʚʥʦ ʩʧʽʣʢʫʚʘʪʠʩʷ ʪʘ 

ʦʙʤʽʥʶʚʘʪʠʩʷ ʜʘʥʠʤʠ ʚ ʤʘʩʰʪʘʙʦʚʘʥʦʤʫ ʪʘ ʨʦʟʧʦʜʽʣʝʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ. 

ɺʠʚʯʝʥʥʷ ʘʨʭʽʪʝʢʪʫʨʠ DCS ʚʢʣʶʯʘʻ ʘʥʘʣʽʟ ʨʽʟʥʠʭ ʰʘʨʽʚ: ʬʽʟʠʯʥʦʛʦ, ʣʦʛʽʯʥʦʛʦ ʪʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʛʦ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʚʽʜʽʛʨʘʻ ʢʣʶʯʦʚʫ ʨʦʣʴ ʫ ʟʘʛʘʣʴʥʽʡ ʽʥʪʝʛʨʘʮʽʾ ʪʘ 

ʙʝʟʧʝʮʽ ʩʠʩʪʝʤʠ. 

ʌʽʟʠʯʥʠʡ ʨʽʚʝʥʴ DCS ʚʢʣʶʯʘʻ ʩʝʨʚʝʨʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʽ ʷʢ 

ʬʽʟʠʯʥʽ ʤʘʰʠʥʠ ʘʙʦ ʚʽʨʪʫʘʣʴʥʽ ʩʝʨʚʝʨʠ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʦʩʥʦʚʥʽ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʪʘ 

ʟʙʝʨʽʛʘʶʯʽ ʨʝʩʫʨʩʠ. ʎʽ ʩʝʨʚʝʨʠ ʧʽʜʪʨʠʤʫʶʪʴ ʤʘʩʠʚ ʢʣʽʻʥʪʽʚ - ʚʽʜ ʪʝʨʤʽʥʘʣʽʚ ʜʦ 

ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʩʝʨʚʽʩʠ ʩʝʨʚʝʨʘ. ʄʝʨʝʞʝʚʝ 

ʦʙʣʘʜʥʘʥʥʷ, ʪʘʢʝ ʷʢ ʢʦʤʫʪʘʪʦʨʠ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, ʽ ʤʝʨʝʞʝʚʽ ʘʜʘʧʪʝʨʠ, 
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ʟʘʙʝʟʧʝʯʫʻ ʟʚ'ʷʟʦʢ ʤʽʞ ʚʫʟʣʘʤʠ ʤʝʨʝʞʽ. ɿʙʝʨʽʛʘʥʥʷ ʜʘʥʠʭ ʯʘʩʪʦ ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ 

ʩʭʦʚʠʱʘ ʜʘʥʠʭ ʪʘ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ ʭʤʘʨʥʠʭ ʩʝʨʚʽʩʽʚ, ʷʢʽ ʥʘʜʘʶʪʴ ʛʥʫʯʢʽʩʪʴ ʫ 

ʜʦʩʪʫʧʽ ʪʘ ʤʘʩʰʪʘʙʫʚʘʥʥʽ. 

ʃʦʛʽʯʥʠʡ ʰʘʨ DCS ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʨʽʟʥʽ ʤʦʜʝʣʽ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʜʘʥʠʭ ʪʘ 

ʨʝʩʫʨʩʽʚ. ʐʘʨʦʚʘ ʤʦʜʝʣʴ ʜʦʟʚʦʣʷʻ ʯʽʪʢʦ ʚʽʜʦʢʨʝʤʠʪʠ ʨʽʚʥʽ ʚʽʜ ʬʽʟʠʯʥʦʛʦ ʜʦʩʪʫʧʫ 

ʜʦ ʤʝʨʝʞʽ ʜʦ ʚʟʘʻʤʦʜʽʡ ʥʘ ʨʽʚʥʽ ʧʨʦʛʨʘʤʥʠʭ ʜʦʜʘʪʢʽʚ. ʏʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʢʣʽʻʥʪ-ʩʝʨʚʝʨʥʘ ʘʨʭʽʪʝʢʪʫʨʘ, ʜʝ ʩʝʨʚʝʨʠ ʫʧʨʘʚʣʷʶʪʴ ʨʝʩʫʨʩʘʤʠ ʪʘ ʦʙʩʣʫʛʦʚʫʶʪʴ 

ʟʘʧʠʪʠ ʚʽʜ ʢʣʽʻʥʪʽʚ. ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ DCS ʪʘʢʦʞ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ P2P-

ʘʨʭʽʪʝʢʪʫʨʫ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʨʽʚʥʦʧʨʘʚʥʠʡ ʦʙʤʽʥ ʨʝʩʫʨʩʘʤʠ ʤʽʞ ʚʫʟʣʘʤʠ. 

ʌʫʥʢʮʽʦʥʘʣʴʥʠʡ ʘʩʧʝʢʪ DCS ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʚʩʝ, ʱʦ ʩʪʦʩʫʻʪʴʩʷ ʨʝʘʣʽʟʘʮʽʾ 

ʢʦʥʢʨʝʪʥʠʭ ʩʣʫʞʙ ʪʘ ʜʦʜʘʪʢʽʚ, ʷʢʽ ʬʫʥʢʮʽʦʥʫʶʪʴ ʫ ʤʝʨʝʞʽ. ʎʝ ʤʦʞʝ ʚʢʣʶʯʘʪʠ 

ʚʝʙ-ʩʝʨʚʝʨʠ, ʙʘʟʠ ʜʘʥʠʭ, ʜʦʜʘʪʢʠ ʜʣʷ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʪʘ ʽʥʰʽ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ 

ʩʣʫʞʙʠ. ʆʩʦʙʣʠʚʫ ʫʚʘʛʫ ʩʣʽʜ ʧʨʠʜʽʣʠʪʠ ʩʠʩʪʝʤʘʤ ʙʝʟʧʝʢʠ, ʷʢʽ ʚʢʣʶʯʘʶʪʴ ʟʘʩʦʙʠ 

ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ, ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ, ʘ ʪʘʢʦʞ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ. 

ʅʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ ʟʦʩʝʨʝʜʞʫʶʪʴʩʷ ʥʘ ʚʜʦʩʢʦʥʘʣʝʥʥʽ ʢʦʞʥʦʛʦ ʘʩʧʝʢʪʫ 

ʘʨʭʽʪʝʢʪʫʨʠ DCS, ʨʦʟʨʦʙʣʷʶʯʠ ʥʦʚʽ ʤʝʪʦʜʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʽʣʴʰʦʾ ʥʘʜʽʡʥʦʩʪʽ, 

ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ. ʆʩʦʙʣʠʚʦ ʚʘʞʣʠʚʠʤ ʻ ʟʘʭʠʩʪ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ, ʱʦ 

ʚʢʣʶʯʘʻ ʽʥʪʝʛʨʘʮʽʶ ʧʝʨʝʜʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʘʥʘʣʽʟʫ ʜʣʷ 

ʧʨʦʘʢʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʤʦʞʣʠʚʠʭ ʟʘʛʨʦʟ. 

ʅʘʫʢʦʚʽ ʨʦʙʦʪʠ [28, 88] ʧʽʜʢʨʝʩʣʶʶʪʴ ʚʘʞʣʠʚʽʩʪʴ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ 

ʘʨʭʽʪʝʢʪʫʨʠ DCS, ʱʦ ʚʢʣʶʯʘʻ ʪʽʩʥʫ ʽʥʪʝʛʨʘʮʽʶ ʬʽʟʠʯʥʦʛʦ, ʣʦʛʽʯʥʦʛʦ ʪʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʛʦ ʰʘʨʽʚ. ʎʝʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʟʘʙʝʟʧʝʯʠʪʠ ʥʝ ʪʽʣʴʢʠ ʪʝʭʥʽʯʥʫ 

ʝʬʝʢʪʠʚʥʽʩʪʴ, ʘʣʝ ʡ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʚʠʤʦʛʘʤ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ɿ ʚʠʱʝʩʢʘʟʘʥʦʛʦ ʚʠʦʢʨʝʤʣʶʻʤʦ ʪʘʢʽ ʢʨʠʪʠʯʥʽ ʘʨʭʽʪʝʢʪʫʨʥʽ ʚʠʤʦʛʠ 

(Architecture Significant Requirements, ASR): 

1. ɿʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʻ ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʙʫʜʴ-ʷʢʦʾ 

ʨʦʟʧʦʜʽʣʝʥʦʾ ʩʠʩʪʝʤʠ, ʦʩʢʽʣʴʢʠ ʚʦʥʘ ʧʦʚʠʥʥʘ ʙʫʪʠ ʩʧʨʦʤʦʞʥʦʶ ʦʧʝʨʘʮʽʡʥʦ 

ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʥʘʚʽʪʴ ʫ ʚʠʧʘʜʢʫ ʯʘʩʪʢʦʚʠʭ ʟʙʦʾʚ. ʅʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ 

ʨʝʢʦʤʝʥʜʫʶʪʴ ʨʝʘʣʽʟʘʮʽʶ ʤʝʭʘʥʽʟʤʽʚ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʪʘ ʘʚʪʦʤʘʪʠʯʥʦʛʦ 
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ʧʝʨʝʤʠʢʘʥʥʷ ʤʽʞ ʚʫʟʣʘʤʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʮʴʦʛʦ ʘʩʧʝʢʪʫ [88]. ʅʘʧʨʠʢʣʘʜ, 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʣʘʩʪʝʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ: 

 

ὑ В Ὧȟ           (2.1) 

 

ʜʝ: ὑ - ʢʽʣʴʢʽʩʪʴ ʚʫʟʣʽʚ ʫ ʢʣʘʩʪʝʨʽ, Ὧ - -̔ʪʠʡ ʚʫʟʦʣ ʫ ʢʣʘʩʪʝʨʽ  

ʪʘ ʨʝʧʣʽʢʘʮʽʾ ʜʘʥʠʭ: 

 

Ὑ В ὶȟ           (2.2) 

 

ʜʝ: Ὑ - ʢʽʣʴʢʽʩʪʴ ʨʝʧʣʽʢ, ὶ - -̔ʪʘ ʨʝʧʣʽʢʘ ʩʠʩʪʝʤʠ,ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʟʘʙʝʟʧʝʯʠʪʠ 

ʚʠʩʦʢʫ ʜʦʩʪʫʧʥʽʩʪʴ ʪʘ ʥʘʜʽʡʥʽʩʪʴ ʩʠʩʪʝʤʠ. 

2. ʆʧʪʠʤʽʟʘʮʽʷ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ - ʝʬʝʢʪʠʚʥʘ ʤʝʨʝʞʝʚʘ  

ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʻ ʦʩʥʦʚʦʶ ʜʣʷ ʫʩʧʽʰʥʦʾ ʨʦʙʦʪʠ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʠʩʪʝʤ. ɯʩʥʫʶʪʴ 

ʨʽʟʥʽ ʧʽʜʭʦʜʠ ʜʦ ʦʧʪʠʤʽʟʘʮʽʾ ʤʝʨʝʞʽ, ʪʘʢʽ ʷʢ ʨʝʘʣʽʟʘʮʽʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, 

ʱʦ ʚʨʘʭʦʚʫʶʪʴ ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ ʪʘ ʟʘʪʨʠʤʢʠ, ʘ ʪʘʢʦʞ ʨʦʟʛʦʨʪʘʥʥʷ 

ʚʜʦʩʢʦʥʘʣʝʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ. ʎʝ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʢʣʶʯʦʚʽ ʚʫʟʣʠ ʪʘ ʨʦʟʧʦʜʽʣʠʪʠ ʪʨʘʬʽʢ ʙʽʣʴʰ ʨʽʚʥʦʤʽʨʥʦ.  

ʅʝʭʘʡ ὓόȟὺ - ʤʘʨʰʨʫʪ ʤʽʞ ʚʫʟʣʘʤʠ  ό  ʪʘ ὺ , Ὠόȟὺ - ʚʽʜʩʪʘʥʴ ʤʽʞ 

ʚʫʟʣʘʤʠ, ʪʦʜʽ ʚʠʙʽʨ ʦʧʪʠʤʘʣʴʥʦʛʦ ʤʘʨʰʨʫʪʫ ʙʫʜʝ ʚʠʛʣʷʜʘʪʠ ʪʘʢʠʤ ʯʠʥʦʤ: 

 

ὓόȟὺ ÍÉÎὨόȟὺ ȟ           (2.3) 

 

ʊʘʢʦʞ ʚʘʞʣʠʚʦ ʟʙʘʣʘʥʩʫʚʘʪʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʤʝʨʝʞʝʚʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, 

ʜʣʷ ʮʴʦʛʦ ʩʢʦʨʠʩʪʘʻʤʦʩʴ ʮʠʤ ʧʽʜʭʦʜʦʤ. ʅʝʭʘʡ  ὒ  - ʩʝʨʝʜʥʻ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ 

ʚʫʟʦʣ, ὰ - ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʽ-ʪʠʡ ʚʫʟʦʣ, ὔ - ʢʽʣʴʢʽʩʪʴ ʚʫʟʣʽʚ, ʪʦʜʽ ʥʘʚʘʥʪʘʞʝʥʥʷ 

ʤʦʞʥʘ ʧʨʝʜʩʪʘʚʠʪʠ ʷʢ: 

 

ὒ В ὰȟ         ςȢτ 
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ʇʨʦʪʝ ʢʣʶʯʦʚʠʤ ʝʣʝʤʝʥʪʦʤ ʝʬʝʢʪʠʚʥʦʾ ʧʦʙʫʜʦʚʠ ʤʝʨʝʞʽ ʻ ʾʾ 

ʛʨʘʥʫʣʷʨʥʽʩʪʴ, ʱʦ ʥʘʙʫʚʘʻ ʦʩʦʙʣʠʚʦʛʦ ʟʥʘʯʝʥʥʷ ʚ ʢʦʥʪʝʢʩʪʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

3. ɿʘʭʦʜʠ ʢʽʙʝʨʙʝʟʧʝʢʠ - ʽʥʪʝʛʨʘʮʽʷ ʟʘʭʦʜʽʚ ʧʨʦʪʠʜʽʾ ʘʪʘʢʫʶʯʠʤ, ʱʝ ʥʘ 

ʝʪʘʧʽ ʧʨʦʝʢʪʫʚʘʥʥʷ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʶ ʜʣʷ ʟʘʭʠʩʪʫ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʠʩʪʝʤ ʚʽʜ 

ʟʦʚʥʽʰʥʽʭ ʪʘ ʚʥʫʪʨʽʰʥʽʭ ʟʘʛʨʦʟ. ʉʫʯʘʩʥʽ ʥʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ ʚ ʛʘʣʫʟʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʚʢʣʶʯʘʶʪʴ ʨʦʟʨʦʙʢʫ ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʨʦʟʰʠʨʝʥʠʭ ʪʝʭʥʦʣʦʛʽʡ 

ʰʠʬʨʫʚʘʥʥʷ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʘʛʘʪʦʨʽʚʥʝʚʠʭ ʩʠʩʪʝʤ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʨʝʘʣʽʟʘʮʽʶ 

ʘʚʘʥʛʘʨʜʥʠʭ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ. ʎʽ ʟʘʭʦʜʠ 

ʜʦʧʦʤʘʛʘʶʪʴ ʟʥʠʟʠʪʠ ʨʠʟʠʢʠ ʧʦʚ'ʷʟʘʥʽ ʟ ʢʽʙʝʨʘʪʘʢʘʤʠ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ 

ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ, ʮʽʣʽʩʥʽʩʪʴ ʪʘ ʜʦʩʪʫʧʥʽʩʪʴ ʜʘʥʠʭ. ʉʫʯʘʩʥʠʤ ʪʨʝʥʜʦʤ ʜʣʷ ʚʩʽʭ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʙʘʛʘʪʦʬʘʢʪʦʨʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ (Multi -

factor authentication, MFA). ʎʝʡ ʧʽʜʭʽʜ ʽ ʽʥʩʪʨʫʤʝʥʪʘʨʽʡ ʜʦʟʚʦʣʷʻ ʜʫʞʝ ʝʬʝʢʪʠʚʥʦ, 

ʧʨʦʘʢʪʠʚʥʦ, ʧʨʦʪʠʜʽʷʪʠ ʘʪʘʢʫʶʯʠʤ, ʦʩʢʽʣʴʢʠ ʟʥʘʯʥʦ ʫʩʢʣʘʜʥʶʻ ʟʣʦʚʤʠʩʥʠʢʘʤ 

ʜʦʩʪʫʧ ʜʦ ʩʢʦʤʧʨʦʤʝʥʪʦʚʘʥʠʭ ʤʘʰʠʥ. MFA ʥʝ ʻ ʧʘʥʘʮʝʻʶ, ʦʩʢʽʣʴʢʠ ʻ ʧʝʚʥʽ ʪʠʧʠ 

ʘʪʘʢ ʥʘ ʩʘʤʫ ʨʝʘʣʽʟʘʮʽʶ ʧʨʦʮʝʩʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, ʥʘʧʨʠʢʣʘʜ ʘʪʘʢʠ ʪʠʧʫ Evilginx 

[5, 7]. 

 

ὃ Ὢὖȟὕȟὄȟ              ςȢυ 

  

ʜʝ: ὃ - ʨʝʟʫʣʴʪʘʪ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ, ὖ - ʧʘʨʦʣʴ, ὕ - OTP, ὄ - ʙʽʦʤʝʪʨʠʯʥʽ ʜʘʥʽ. 

4. ʅʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ [27, 34] ʪʘʢʦʞ ʟʦʩʝʨʝʜʞʫʶʪʴʩʷ ʥʘ ʨʦʟʨʦʙʮʽ 

ʩʪʘʥʜʘʨʪʽʚ, ʷʢʽ ʙ ʩʧʨʠʷʣʠ ʙʽʣʴʰʽʡ ʽʥʪʝʨʦʧʝʨʘʙʝʣʴʥʦʩʪʽ ʤʽʞ ʨʽʟʥʠʤʠ 

ʨʦʟʧʦʜʽʣʝʥʠʤʠ ʩʠʩʪʝʤʘʤʠ. ʉʪʘʥʜʘʨʪʠʟʘʮʽʷ ʽʥʪʝʨʬʝʡʩʽʚ, ʧʨʦʪʦʢʦʣʽʚ ʪʘ ʬʦʨʤʘʪʽʚ 

ʜʘʥʠʭ ʤʦʞʝ ʟʥʘʯʥʦ ʧʦʣʽʧʰʠʪʠ ʟʜʘʪʥʽʩʪʴ ʨʽʟʥʠʭ ʩʠʩʪʝʤ ʝʬʝʢʪʠʚʥʦ ʚʟʘʻʤʦʜʽʷʪʠ 

ʤʽʞ ʩʦʙʦʶ, ʦʙʤʽʥʶʶʯʠʩʴ ʨʝʩʫʨʩʘʤʠ ʪʘ ʽʥʬʦʨʤʘʮʽʻʶ ʙʝʟ ʟʘʡʚʠʭ ʧʝʨʝʰʢʦʜ. ʊʦʙʪʦ 

ʦʩʥʦʚʥʘ ʟʘʜʘʯʘ, ̫ ʢʫ ʧʝʨʝʩʣʽʜʫʻ ʮ ̫ʚʠʤʦʛʘ, ʮʝ ʧʦʙʫʜʫʚʘʪʠ DCS, ʜʝ ʚʩʽ ʢʦʤʧʦʥʝʥʪʠ 

ʻ ʩʫʤʽʩʥʽ ʤʽʞ ʩʦʙʦʶ. ʗʢʱʦ ʨʦʟʛʣʷʜʘʪʠ ʮʝ ʪʚʝʨʜʞʝʥʥʷ ʟ ̔ʩʪʦʨʦʥʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʪʦ 

ʤʝʪʘ - ʫʥʠʢʥʫʪʠ ʩʠʪʫʘʮʽʾ, ʜʝ ʧʝʚʥʽ ʢʦʥʪʨʦʣʽ ʘʙʦ ʞʫʨʥʘʣʠ ʧʦʜʽʡ ʟ ʩʠʩʪʝʤ ʥʝ ʚʤʽʶʪʴ 

ʚʟʘʻʤʦʜʽʷʪʠ ʦʜʠʥ ʟ ʦʜʥʠʤ ʘʙʦ ʥʝ ʤʦʞʫʪʴ ʙʫʪʠ ʫʪʠʣʽʟʦʚʘʥʽ ʘʥʘʣʽʪʠʢʘʤʠ 
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ʢʽʙʝʨʙʝʟʧʝʢʠ. ɼʦ ʧʨʠʢʣʘʜʫ, ʨʦʟʛʦʨʪʘʥʥʷ EDR ʩʠʩʪʝʤ, ʢʦʪʨʽ ʥʝ ʚʤʽʶʪʴ ʧʨʘʮʶʚʘʪʠ 

ʥʘ ʚʩʽʭ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ, ʱʦ ʻ ʚ ʦʨʛʘʥʽʟʘʮʽʾ. ɸʙʦ ʢʫʧʽʚʣʷ NGFW ʜʘʥʽ ʟ ʷʢʦʛʦ 

ʥʝ ʤʦʞʫʪʴ ʙʫʪʠ ʨʝʪʨʘʥʩʣʴʦʚʘʥʽ ʚ SIEM. 

 

2.2  ɸʨʭʽʪʝʢʪʫʨʘ ʟʙʦʨʫ ʥʝʦʙʭʽʜʥʦʾ ʪʝʣʝʤʝʪʨʽʾ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ 

 

ɿʙʽʨ ʥʝʦʙʭʽʜʥʦʾ ʪʝʣʝʤʝʪʨʽʾ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʶ 

ʩʢʣʘʜʦʚʦʶ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʷʢ ʫ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ, ʪʘʢ 

ʽ ʚ ʽʥʰʠʭ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤʘʭ. ʋ ʟʚôʷʟʢʫ ʟ ʮʠʤ, ʥʘ ʝʪʘʧʽ 

ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʚʧʨʦʚʘʜʞʝʥʥʷ ʚʽʜʧʦʚʽʜʥʦʛʦ ʨʽʰʝʥʥʷ, ʜʦʮʽʣʴʥʦ ʬʦʨʤʫʣʶʚʘʪʠ 

ʘʨʭʽʪʝʢʪʫʨʥʦ ʟʥʘʯʫʱʽ ʚʠʤʦʛʠ (ASR) ʘʙʦ ʨʦʟʨʦʙʣʷʪʠ ʜʦʨʦʞʥʶ ʢʘʨʪʫ (road map), 

ʢʦʪʨʘ ʨʝʛʣʘʤʝʥʪʫʚʘʪʠʤʝ ʧʦʝʪʘʧʥʫ ʨʝʘʣʽʟʘʮʽʶ ʚʩʽʭ ʥʝʦʙʭʽʜʥʠʭ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʽ 

ʥʝʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʚʠʤʦʛ. ʇʨʠ ʮʴʦʤʫ ʘʨʭʽʪʝʢʪʫʨʘ ʟʙʦʨʫ ʪʝʣʝʤʝʪʨʽʾ ʜʣʷ ʟʘʜʘʯ 

ʚʠ̫ʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʧʦʚʠʥʥʘ ʚʽʜ ʧʦʯʘʪʢʫ ʚʨʘʭʦʚʫʚʘʪʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʷʢʦʩʪʽ 

ʜʘʥʠʭ, ʟʦʢʨʝʤʘ ʩʠʥʭʨʦʥʽʟʘʮʽʶ ʯʘʩʫ, ʧʦʚʥʦʪʫ ʧʦʜʽʡ, ʯʘʩʪʢʫ ʜʫʙʣʽʢʘʪʽʚ, ʯʘʩʪʢʫ 

ʟʘʧʠʩʽʚ ʽʟ ʧʨʦʧʫʱʝʥʠʤʠ ʧʦʣʷʤʠ, ʟʘʪʨʠʤʢʫ ʜʦʩʪʘʚʢʠ, ʘ ʪʘʢʦʞ ʻʜʠʥʫ ʧʦʣʽʪʠʢʫ 

ʯʘʩʦʚʠʭ ʧʦʷʩʽʚ ʽ ʨʝʪʝʥʮʽʾ [27, 34]. ɿʘ ʚʽʜʩʫʪʥʦʩʪʽ ʬʽʢʩʘʮʽʾ ʟʘʟʥʘʯʝʥʠʭ ʧʘʨʘʤʝʪʨʽʚ 

ʧʦʜʘʣʴʰʠʡ ʘʥʘʣʽʟ ʘʥʦʤʘʣʽʡ ʤʦʞʝ ʚʠʷʚʠʪʠʩʷ ʟʤʽʱʝʥʠʤ ʫʥʘʩʣʽʜʦʢ ʪʝʭʥʽʯʥʠʭ 

ʜʝʬʝʢʪʽʚ ʧʨʦʮʝʩʫ ʟʙʦʨʫ, ʘ ʥʝ ʯʝʨʝʟ ʥʘʷʚʥʽʩʪʴ ʨʝʘʣʴʥʠʭ ʟʘʛʨʦʟ. ɿʘʛʘʣʦʤ, ʜʣʷ 

ʥʘʣʝʞʥʦʛʦ ʚʠʨʽʰʝʥʥʷ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʧʨʦʙʣʝʤ ʧʦʙʫʜʦʚʠ ʪʘʢʠʭ ʩʠʩʪʝʤ ʜʦʮʽʣʴʥʦ 

ʟʚʝʨʪʘʪʠʩʷ ʜʦ ʧʨʘʢʪʠʢ ITIL. ITIL [13] ʦʧʠʩʫʻ ʥʘʡʢʨʘʱʽ ʧʽʜʭʦʜʠ ʜʦ ʧʦʙʫʜʦʚʠ 

ʧʨʦʮʝʩʽʚ ʚ ɯʊ-ʩʝʨʝʜʦʚʠʱʽ ʪʘ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʷʢ ʤʝʪʦʜʦʣʦʛʽʯʥʘ ʦʩʥʦʚʘ 

ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʧʨʦʮʝʩʽʚ, ʧʦʚôʷʟʘʥʠʭ ʽʟ ʢʝʨʫʚʘʥʥʷʤ ʪʝʣʝʤʝʪʨʽʻʶ. 

ʊʝʣʝʤʝʪʨʽʷ, ʷʢʘ ʦʭʦʧʣʶʻ ʜʘʥʽ ʧʨʦ ʨʽʟʥʽ ʘʩʧʝʢʪʠ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ, 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʘʥʘʣʽʟʫ ʾʾ ʩʪʘʥʫ ʪʘ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʘʙʦ 

ʥʝʧʦʣʘʜʦʢ. ɰʾ ʟʥʘʯʫʱʽʩʪʴ ʟʫʤʦʚʣʝʥʘ ʟʜʘʪʥʽʩʪʶ ʥʘʜʘʚʘʪʠ ʜʝʪʘʣʴʥʫ, ʩʪʨʫʢʪʫʨʦʚʘʥʫ 

ʪʘ ʢʦʥʪʝʢʩʪʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ, ʱʦ, ʩʚʦʻʶ ʯʝʨʛʦʶ, ʟʘʙʝʟʧʝʯʫʻ 

ʤʦʞʣʠʚʽʩʪʴ ʩʚʦʻʯʘʩʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʘʥʦʤʘʣʽʾ, ʟʥʠʞʝʥʥʷ ʨʠʟʠʢʽʚ ʽ ʤʽʥʽʤʽʟʘʮʽʶ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʙʠʪʢʽʚ. ʆʩʥʦʚʫ ʪʝʣʝʤʝʪʨʽʾ ʩʪʘʥʦʚʣʷʪʴ ʞʫʨʥʘʣʠ ʧʦʜʽʡ (logs, ʣʦʛʠ), 

ʱʦ ʛʝʥʝʨʫʶʪʴʩʷ ʩʠʩʪʝʤʘʤʠ, ʩʝʨʚʽʩʘʤʠ ʪʘ ʧʨʠʢʣʘʜʥʠʤʠ ʟʘʩʪʦʩʫʥʢʘʤʠ. ʉʘʤʝ 
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ʞʫʨʥʘʣʠ ʧʦʜʽʡ ʟʘʙʝʟʧʝʯʫʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʦʪʨʠʤʘʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦ ʜʝʪʘʣʽʟʦʚʘʥʦʛʦ 

ʫʷʚʣʝʥʥʷ ʧʨʦ ʪʝ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚ ʢʦʥʢʨʝʪʥʠʡ ʤʦʤʝʥʪ ʯʘʩʫ ʟ ʢʦʥʢʨʝʪʥʠʤ 

ʦʙôʻʢʪʦʤ ʘʙʦ ʢʦʤʧʦʥʝʥʪʦʤ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʅʘ ʧʦʯʘʪʢʦʚʦʤʫ ʝʪʘʧʽ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʦʩʦʙʣʠʚʦ 

ʚʘʞʣʠʚʦ ʟʜʽʡʩʥʠʪʠ ʘʥʘʣʽʟ ʜʘʥʠʭ ʽ ʟʘʛʨʦʟ, ʪʦʙʪʦ ʧʨʦʚʝʩʪʠ ʦʮʽʥʢʫ ʨʠʟʠʢʽʚ [5, 7]. 

ʊʘʢʠʡ ʘʥʘʣʽʟ ʜʘʻ ʟʤʦʛʫ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʧʦʪʝʥʮʽʡʥʦ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʩʠʩʪʝʤʠ, 

ʚʠʟʥʘʯʠʪʠ ʨʝʣʝʚʘʥʪʥʫ ʤʦʜʝʣʴ ʟʘʛʨʦʟ ʪʘ ʚʩʪʘʥʦʚʠʪʠ, ʷʢʽ ʩʘʤʝ ʚʠʜʠ ʪʝʣʝʤʝʪʨʽʾ ʻ 

ʢʨʠʪʠʯʥʦ ʥʝʦʙʭʽʜʥʠʤʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʟʙʦʾʚ, ʚʽʜʭʠʣʝʥʴ ʫ ʧʦʚʝʜʽʥʮʽ ʪʘ ʘʥʦʤʘʣʽʡ. ʋ 

ʨʝʟʫʣʴʪʘʪʽ ʬʦʨʤʫʻʪʴʩʷ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʥʘʣʝʞʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʟʙʦʨʫ 

ʜʘʥʠʭ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʥʘʢʦʧʠʯʝʥʥʷ ʨʝʣʝʚʘʥʪʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʫ ʜʦʩʪʘʪʥʴʦʤʫ ʦʙʩʷʟʽ 

ʪʘ ʧʽʜʪʨʠʤʫʻ ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʧʨʦʮʝʩʫ ʩʧʦʩʪʝʨʝʞʝʥʥʷ. ʆʜʥʦʯʘʩʥʦ ʥʘ ʮʴʦʤʫ ʝʪʘʧʽ 

ʥʝʦʙʭʽʜʥʦ ʦʢʨʝʤʦ ʬʽʢʩʫʚʘʪʠ ʨʠʟʠʢʠ leakage ʽ contamination. ɿʦʢʨʝʤʘ, ʧʝʨʽʦʜʠ 

ʧʽʜʪʚʝʨʜʞʝʥʠʭ ʽʥʮʠʜʝʥʪʽʚ, ʘ ʪʘʢʦʞ ʙʫʬʝʨʥʽ ʽʥʪʝʨʚʘʣʠ ʜʦ ʽ ʧʽʩʣʷ ʥʠʭ ʥʝ ʧʦʚʠʥʥʽ 

ʧʦʪʨʘʧʣʷʪʠ ʜʦ ʥʘʚʯʘʣʴʥʦʾ ʚʠʙʽʨʢʠ ʷʢ ʟʨʘʟʢʠ çʥʦʨʤʘʣʴʥʦʾè ʧʦʚʝʜʽʥʢʠ. ɺʦʜʥʦʯʘʩ 

ʨʽʰʝʥʥʷ ʧʨʦ ʚʠʢʣʶʯʝʥʥʷ ʪʘʢʠʭ ʧʝʨʽʦʜʽʚ ʤʘʻ ʧʨʠʡʤʘʪʠʩʷ ʚʠʢʣʶʯʥʦ ʥʘ ʦʩʥʦʚʽ 

ʽʥʬʦʨʤʘʮʽʾ, ʜʦʩʪʫʧʥʦʾ ʥʘ ʤʦʤʝʥʪ ʬʦʨʤʫʚʘʥʥʷ ʥʘʚʯʘʣʴʥʦʾ ʚʠʙʽʨʢʠ, ʱʦ 

ʫʥʝʤʦʞʣʠʚʣʶʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʘʡʙʫʪʥʴʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʢʦʨʝʢʪʥʽʩʪʴ 

ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʜʠʟʘʡʥʫ [43]. 

ɼʣʷ ʟʘʜʘʯ, ʫ ʷʢʠʭ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʯʘʩʦʚʘ ʪʝʣʝʤʝʪʨʽʷ, ʨʦʟʙʠʪʪʷ ʜʘʥʠʭ 

ʜʦʮʽʣʴʥʦ ʚʠʢʦʥʫʚʘʪʠ ʚʠʢʣʶʯʥʦ ʚ ʭʨʦʥʦʣʦʛʽʯʥʦʤʫ ʧʦʨʷʜʢʫ ʟʘ ʩʭʝʤʦʶ train Ÿ 

validation Ÿ test. ɺʠʧʘʜʢʦʚʝ ʧʝʨʝʤʽʰʫʚʘʥʥʷ ʧʦʜʽʡ ʤʽʞ ʚʠʙʽʨʢʘʤʠ ʻ ʤʝʪʦʜʦʣʦʛʽʯʥʦ 

ʥʝʢʦʨʝʢʪʥʠʤ, ʦʩʢʽʣʴʢʠ ʚʦʥʦ ʤʦʞʝ ʰʪʫʯʥʦ ʟʘʚʠʱʫʚʘʪʠ ʧʦʢʘʟʥʠʢʠ ʷʢʦʩʪʽ ʟʘ 

ʨʘʭʫʥʦʢ ʥʝʷʚʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʤʘʡʙʫʪʥʽʭ ʯʘʩʦʚʠʭ ʧʝʨʽʦʜʽʚ. ʆʢʨʽʤ 

ʮʴʦʛʦ, ʫ ʤʝʞʘʭ ʤʝʪʦʜʠʢʠ ʩʣʽʜ ʷʚʥʦ ʚʠʟʥʘʯʘʪʠ ʧʨʘʚʠʣʘ ʦʙʨʦʙʢʠ late events, out-of-

order logs, ʜʫʙʣʶʚʘʥʴ ʪʘ ʧʦʚʪʦʨʥʦʛʦ ʽʥʜʝʢʩʫʚʘʥʥʷ ʜʘʥʠʭ, ʦʩʢʽʣʴʢʠ ʟʘʟʥʘʯʝʥʽ 

ʯʠʥʥʠʢʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʧʦʙʫʜʦʚʫ ʯʘʩʦʚʠʭ ʘʛʨʝʛʘʪʽʚ, ʢʦʨʝʢʪʥʽʩʪʴ 

ʦʙʯʠʩʣʝʥʥʷ ʦʟʥʘʢ ʽ, ʚʽʜʧʦʚʽʜʥʦ, ʥʘ ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʨʝʟʫʣʴʪʘʪʽʚ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

ʗʢʱʦ ʧʝʨʰʠʡ ʝʪʘʧ ʤʘʻ ʧʝʨʝʚʘʞʥʦ ʧʨʦʮʝʩʥʠʡ ʘʙʦ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʡ 

ʭʘʨʘʢʪʝʨ, ʪʦ ʥʘʩʪʫʧʥʠʡ ʢʨʦʢ, ʧʦʚôʷʟʘʥʠʡ ʽʟ ʧʦʙʫʜʦʚʦʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟʙʦʨʫ 

ʪʝʣʝʤʝʪʨʽʾ, ʤʘʻ ʘʨʭʽʪʝʢʪʫʨʥʦ-ʽʥʞʝʥʝʨʥʫ ʧʨʠʨʦʜʫ. ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʨʦʟʨʦʙʣʷʻʪʴʩʷ 
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ʨʽʰʝʥʥʷ ʜʣʷ ʟʙʦʨʫ ʪʝʣʝʤʝʪʨʽʾ, ʘ ʪʘʢʦʞ ʟʜʽʡʩʥʶʻʪʴʩʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʘʛʝʥʪʽʚ ʥʘ 

ʩʝʨʚʝʨʘʭ ʪʘ ʽʥʰʠʭ ʩʠʩʪʝʤʘʭ, ʚʽʜʧʦʚʽʜʘʣʴʥʠʭ ʟʘ ʟʙʽʨ ʜʘʥʠʭ ʧʨʦ ʩʪʘʥ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʘʢʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʻ ʢʣʶʯʦʚʠʤ, ʦʩʢʽʣʴʢʠ ʩʘʤʝ 

ʚʦʥʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʙʝʟʧʝʨʝʨʚʥʠʡ ʧʦʪʽʢ ʜʘʥʠʭ ʧʨʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ, 

ʥʝʦʙʭʽʜʥʠʡ ʜʣʷ ʦʧʝʨʘʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ [55, 65]. ɼʦʜʘʪʢʦʚʦ 

ʚʘʞʣʠʚʠʤ ʜʞʝʨʝʣʦʤ ʽʥʬʦʨʤʘʮʽʾ ʻ ʣʦʛ-ʬʘʡʣʠ, ʷʢʽ ʬʽʢʩʫʶʪʴ ʧʦʜʽʾ, ʱʦ ʤʦʞʫʪʴ 

ʩʚʽʜʯʠʪʠ ʧʨʦ ʟʙʦʾ, ʧʦʤʠʣʢʠ ʢʦʥʬʽʛʫʨʘʮʽʾ ʘʙʦ ʘʪʘʢʠ. ɺʽʜʧʦʚʽʜʥʦ, ʮʝʡ ʧʨʦʮʝʩ ʤʘʻ 

ʜʚʦʩʪʦʨʦʥʥʽʡ ʭʘʨʘʢʪʝʨ: ʟ ʦʜʥʦʛʦ ʙʦʢʫ, ʚʽʥ ʧʦʪʨʝʙʫʻ ʨʦʟʨʦʙʢʠ ʪʘ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʩʪʘʥʜʘʨʪʽʚ ʥʘʣʘʰʪʫʚʘʥʥʷ ʣʦʛʫʚʘʥʥʷ ʥʘ ʩʠʩʪʝʤʘʭ, ʘ ʟ ʽʥʰʦʛʦ ï ʚʩʪʘʥʦʚʣʝʥʥʷ, 

ʩʫʧʨʦʚʦʜʫ ʪʘ ʢʦʥʪʨʦʣʶ ʘʛʝʥʪʽʚ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʮʝʥʪʨʘʣʽʟʦʚʘʥʠʡ ʟʙʽʨ ʽ ʜʦʩʪʘʚʢʫ 

ʚʽʜʧʦʚʽʜʥʠʭ ʞʫʨʥʘʣʽʚ ʧʦʜʽʡ [55, 65]. 

ʅʘʩʪʫʧʥʦʶ ʘʨʭʽʪʝʢʪʫʨʥʦ ʟʥʘʯʫʱʦʶ ʚʠʤʦʛʦʶ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʠʩʪʝʤ 

ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ SIEM, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʮʝʥʪʨʘʣʽʟʦʚʘʥʠʡ ʟʙʽʨ, ʘʥʘʣʽʟ ʽ 

ʚʽʜʩʪʝʞʝʥʥʷ ʪʝʣʝʤʝʪʨʽʾ, ʱʦ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ [42]. ʊʘʢʽ 

ʩʠʩʪʝʤʠ ʘʛʨʝʛʫʶʪʴ ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʽ ʥʘʜʘʶʪʴ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʾʭ ʘʥʘʣʽʟʫ ʪʘ 

ʚʽʟʫʘʣʽʟʘʮʽʾ, ʧʽʜʚʠʱʫʶʯʠ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʩʚʦʻʯʘʩʥʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʟʘʛʨʦʟʠ ʪʘ 

ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʠʭ. ʈʘʟʦʤ ʽʟ ʪʠʤ ʩʣʽʜ ʚʨʘʭʦʚʫʚʘʪʠ, ʱʦ SIEM-ʩʠʩʪʝʤʠ ʻ ʜʦʨʦʛʠʤʠ 

ʨʽʰʝʥʥʷʤʠ, ʪʦʤʫ ʜʦʮʽʣʴʥʠʤ ʻ ʾʭ ʜʦʧʦʚʥʝʥʥʷ ʩʠʩʪʝʤʘʤʠ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ 

ʟʙʝʨʽʛʘʥʥʷ ʞʫʨʥʘʣʽʚ ʧʦʜʽʡ, ʟʦʢʨʝʤʘ Syslog. ʊʘʢʠʡ ʢʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ 

ʨʘʮʽʦʥʘʣʴʥʽʰʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʪʘ ʬʽʥʘʥʩʦʚʽ ʨʝʩʫʨʩʠ, ʘ ʪʘʢʦʞ 

ʦʧʪʠʤʽʟʫʚʘʪʠ ʟʘʛʘʣʴʥʫ ʚʘʨʪʽʩʪʴ ʝʢʩʧʣʫʘʪʘʮʽʾ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ. 

ʅʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʯʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʠʡ, ʯʠ 

ʨʦʟʧʦʜʽʣʝʥʠʡ ʧʽʜʭʽʜ ʜʦ ʟʙʦʨʫ ʜʘʥʠʭ, ʥʝʦʙʭʽʜʥʦ ʟʘʙʝʟʧʝʯʠʪʠ ʥʘʣʝʞʥʠʡ ʟʘʭʠʩʪ 

ʟʽʙʨʘʥʦʾ ʪʝʣʝʤʝʪʨʽʾ. ɿʘʩʪʦʩʫʚʘʥʥʷ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʽʥʰʠʭ ʤʝʭʘʥʽʟʤʽʚ ʟʘʭʠʩʪʫ ʜʘʻ 

ʟʤʦʛʫ ʧʽʜʪʨʠʤʫʚʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʽ ʮʽʣʽʩʥʽʩʪʴ ʟʽʙʨʘʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʟʥʠʞʫʶʯʠ 

ʨʠʟʠʢ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ, ʚʠʪʦʢʫ ʘʙʦ ʤʦʜʠʬʽʢʘʮʽʾ ʜʘʥʠʭ. ɼʣʷ ʩʠʩʪʝʤ, 

ʦʨʽʻʥʪʦʚʘʥʠʭ ʥʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʮʷ ʚʠʤʦʛʘ ʤʘʻ ʦʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ, ʦʩʢʽʣʴʢʠ 

ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʘʙʦ ʩʧʦʪʚʦʨʝʥʥʷ ʪʝʣʝʤʝʪʨʽʾ ʤʦʞʝ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʥʫʪʠ ʥʘ 

ʨʝʟʫʣʴʪʘʪʠ ʘʥʘʣʽʟʫ ʪʘ ʢʦʨʝʢʪʥʽʩʪʴ ʽʥʪʝʨʧʨʝʪʘʮʽʾ ʚʠʷʚʣʝʥʠʭ ʚʽʜʭʠʣʝʥʴ. 
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ʇʽʩʣʷ ʪʦʛʦ ʷʢ ʧʨʦʮʝʩ ʟʙʦʨʫ, ʟʙʝʨʽʛʘʥʥʷ ʪʘ ʚʟʘʻʤʦʜʽʾ ʟ ʪʝʣʝʤʝʪʨʽʻʶ ʙʫʜʝ 

ʨʦʟʨʦʙʣʝʥʦ, ʚʧʨʦʚʘʜʞʝʥʦ ʪʘ ʚʽʜʪʝʩʪʦʚʘʥʦ, ʜʦʮʽʣʴʥʦ ʧʝʨʝʭʦʜʠʪʠ ʜʦ ʝʪʘʧʫ 

ʦʧʨʘʮʶʚʘʥʥʷ ʩʮʝʥʘʨʽʾʚ ʚʠʢʦʨʠʩʪʘʥʥʷ (use-case). ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʚʠʟʥʘʯʘʻʪʴʩʷ, 

ʷʢʠʤ ʩʘʤʝ ʯʠʥʦʤ ʥʘʷʚʥʘ ʪʝʣʝʤʝʪʨʽʷ ʙʫʜʝ ʟʘʩʪʦʩʦʚʫʚʘʪʠʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʜʽʡ 

ʟʣʦʚʤʠʩʥʠʢʘ. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʟʽʙʨʘʥʦ ʞʫʨʥʘʣ ʧʦʜʽʡ ʟ Active Directory, ʦʜʥʠʤ ʽʟ 

ʧʝʨʰʠʭ ʩʮʝʥʘʨʽʾʚ ʤʦʞʝ ʙʫʪʠ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢʠ ʪʠʧʫ Brute-Force. ʗʢ ʫʞʝ 

ʟʘʟʥʘʯʘʣʦʩʷ, ʥʝ ʚʩʽ ʟʘʛʨʦʟʠ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʷʚʣʝʥʽ ʚʠʢʣʶʯʥʦ ʥʘ ʦʩʥʦʚʽ 

ʩʠʛʥʘʪʫʨʥʦʛʦ ʘʥʘʣʽʟʫ. ʉʘʤʝ ʪʦʤʫ ʟʘ ʥʘʷʚʥʦʩʪʽ ʥʘʣʝʞʥʦ ʦʨʛʘʥʽʟʦʚʘʥʦʾ ʪʝʣʝʤʝʪʨʽʾ 

ʜʦʮʽʣʴʥʠʤ ʻ ʬʦʨʤʫʚʘʥʥʷ ʤʝʪʦʜʫ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ, ʧʨʠʜʘʪʥʦʛʦ ʷʢ ʜʣʷ 

ʦʧʝʨʘʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ, ʪʘʢ ʽ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʮʝʜʫʨ Threat Hunting. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʩʪʘʪʠʩʪʠʯʥʠʭ ʤʝʪʦʜʽʚ ʘʥʘʣʽʟʫ 

ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʟʽʙʨʘʥʽʡ ʪʝʣʝʤʝʪʨʽʾ ʩʪʚʦʨʶʻ ʤʦʞʣʠʚʽʩʪʴ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʥʝʪʠʧʦʚʠʭ ʧʘʪʝʨʥʽʚ ʧʦʚʝʜʽʥʢʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʽʥʜʠʢʘʪʦʨʘʤʠ ʘʪʘʢ, ʟʙʦʾʚ ʘʙʦ 

ʽʥʰʠʭ ʥʝʙʘʞʘʥʠʭ ʧʦʜʽʡ. ɺʦʜʥʦʯʘʩ ʢʦʨʝʣʷʮʽʷ ʨʽʟʥʠʭ ʪʠʧʽʚ ʪʝʣʝʤʝʪʨʽʾ ʜʦʟʚʦʣʷʻ 

ʘʥʘʣʽʟʫʚʘʪʠ ʩʢʣʘʜʥʽ ʘʪʘʢʠ, ʨʦʟʧʦʜʽʣʝʥʽ ʚ ʯʘʩʽ ʪʘ ʧʨʦʩʪʦʨʽ, ʱʦ ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʽ 

ʩʚʦʻʯʘʩʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ. 

ɼʣʷ ʢʦʞʥʦʛʦ use-case ʜʦʮʽʣʴʥʦ ʷʚʥʦ ʬʽʢʩʫʚʘʪʠ ʩʫʪʥʽʩʪʴ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, 

ʯʘʩʦʚʫ ʛʨʘʥʫʣʷʨʥʽʩʪʴ, baseline-ʚʽʢʥʦ, ʥʘʙʽʨ ʦʟʥʘʢ, ʩʧʦʩʽʙ ʘʛʨʝʛʘʮʽʾ, ʧʨʘʚʠʣʘ 

ʧʦʙʫʜʦʚʠ ʯʘʩʦʚʠʭ ʚʽʢʦʥ, ʘ ʪʘʢʦʞ, ʟʘ ʥʝʦʙʭʽʜʥʦʩʪʽ, ʧʨʦʮʝʜʫʨʠ ʥʦʨʤʘʣʽʟʘʮʽʾ ʪʘ 

ʧʝʨʝʪʚʦʨʝʥʥʷ ʦʟʥʘʢ. ʆʢʨʝʤʦ ʤʘʻ ʚʠʟʥʘʯʘʪʠʩʷ ʯʘʩʪʦʪʘ ʟʘʧʫʩʢʫ ʧʨʘʚʠʣʘ ʘʙʦ ʤʦʜʝʣʽ, 

ʘ ʪʘʢʦʞ ʢʨʠʪʝʨʽʡ ʘʥʦʤʘʣʴʥʦʩʪʽ, ʪʦʙʪʦ ʫʤʦʚʘ, ʟʘ ʷʢʦʾ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʚʚʘʞʘʻʪʴʩʷ 

ʪʘʢʠʤ, ʱʦ ʚʽʜʭʠʣʷʻʪʴʩʷ ʚʽʜ ʥʦʨʤʠ. ʇʦʨʦʛʦʚʝ ʟʥʘʯʝʥʥʷ ʩʧʨʘʮʶʚʘʥʥʷ ʜʦʮʽʣʴʥʦ 

ʚʠʟʥʘʯʘʪʠ ʥʘ validation-ʥʘʙʦʨʽ ʘʙʦ ʚ ʨʝʞʠʤʽ ʨʝʪʨʦʩʧʝʢʪʠʚʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ (rolling-

origin backtesting), ʘ ʥʝ ʥʘ ʪʝʩʪʦʚʦʤʫ ʥʘʙʦʨʽ, ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʪʘʢʠʡ ʧʽʜʭʽʜ 

ʟʘʙʝʟʧʝʯʫʻ ʢʦʨʝʢʪʥʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʤʦʜʝʣʽ ʪʘ ʜʘʻ ʟʤʦʛʫ ʫʥʠʢʥʫʪʠ ʦʧʪʠʤʽʩʪʠʯʥʦʛʦ 

ʟʤʽʱʝʥʥʷ ʦʮʽʥʢʠ ʾʾ ʝʬʝʢʪʠʚʥʦʩʪʽ. ʋ ʚʠʧʘʜʢʫ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʝʪʦʜʽʚ, ʯʫʪʣʠʚʠʭ ʜʦ 

ʤʘʩʰʪʘʙʫ ʦʟʥʘʢ ʘʙʦ ʜʦ ʯʘʩʦʚʦʾ ʩʪʨʫʢʪʫʨʠ ʜʘʥʠʭ, ʧʨʦʮʝʜʫʨʠ feature engineering, 

normalization ʽ windowing ʧʦʚʠʥʥʽ ʙʫʪʠ ʚʠʟʥʘʯʝʥʽ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ 

ʫʥʝʤʦʞʣʠʚʠʪʠ ʚʠʪʽʢ ʽʥʬʦʨʤʘʮʽʾ ʟ ʤʘʡʙʫʪʥʽʭ ʧʝʨʽʦʜʽʚ ʜʦ ʧʨʦʮʝʩʫ ʥʘʚʯʘʥʥʷ. 
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ʅʘ ʟʘʚʝʨʰʝʥʥʷ ʩʣʽʜ ʥʘʛʦʣʦʩʠʪʠ, ʱʦ ʟʥʘʯʝʥʥʷ ʥʝʧʝʨʝʨʚʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ 

ʘʜʘʧʪʘʮʽʾ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚʘʞʢʦ ʧʝʨʝʦʮʽʥʠʪʠ. ʇʦʩʪʽʡʥʠʡ ʧʝʨʝʛʣʷʜ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘʢʦʾ ʩʠʩʪʝʤʠ, ʘʥʘʣʽʟ ʟʤʽʥ ʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʭ ʪʝʣʝʤʝʪʨʽʾ, ʢʦʥʪʨʦʣʴ 

ʩʪʘʙʽʣʴʥʦʩʪʽ ʦʟʥʘʢ ʽ ʨʝʘʢʮʽʾ ʤʦʜʝʣʝʡ, ʘ ʪʘʢʦʞ ʧʝʨʽʦʜʠʯʥʝ ʦʥʦʚʣʝʥʥʷ ʪʘ 

ʜʦʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʟʘʙʝʟʧʝʯʫʶʪʴ ʾʾ ʘʢʪʫʘʣʴʥʽʩʪʴ ʽ ʟʜʘʪʥʽʩʪʴ ʘʜʝʢʚʘʪʥʦ ʨʝʘʛʫʚʘʪʠ 

ʥʘ ʜʠʥʘʤʽʯʥʽ ʟʤʽʥʠ ʚ ʩʝʨʝʜʦʚʠʱʽ ʢʽʙʝʨʟʘʛʨʦʟ ʪʘ ʚ IT/OT-ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ [29, 68, 

91]. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʜʦʮʽʣʴʥʦ ʚʨʘʭʦʚʫʚʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʜʨʝʡʬʫ ʜʘʥʠʭ ʽ 

ʧʦʚʝʜʽʥʢʦʚʠʭ ʧʘʪʝʨʥʽʚ, ʦʩʢʽʣʴʢʠ ʙʝʟ ʩʠʩʪʝʤʘʪʠʯʥʦʛʦ ʢʦʥʪʨʦʣʶ ʪʘʢʠʭ ʟʤʽʥ ʥʘʚʽʪʴ 

ʢʦʨʝʢʪʥʦ ʧʦʙʫʜʦʚʘʥʘ ʩʠʩʪʝʤʘ ʟ ʯʘʩʦʤ ʤʦʞʝ ʚʪʨʘʯʘʪʠ ʩʚʦʶ ʝʬʝʢʪʠʚʥʽʩʪʴ. 
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2.2.1 ʄʦʜʝʣʴ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ 

 

ʄʦʜʝʣʴ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ ʚ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʻ 

ʢʣʶʯʦʚʠʤ ʘʩʧʝʢʪʦʤ ʝʬʝʢʪʠʚʥʦʛʦ ʟʙʦʨʫ ʜʘʥʠʭ ʪʘ ʘʥʘʣʽʟʫ ʙʝʟʧʝʢʠ [42, 43]. 

ʈʦʟʨʦʙʢʘ ʪʘʢʦʾ ʤʦʜʝʣʽ ʚʠʤʘʛʘʻ ʨʝʪʝʣʴʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʨʦʟʧʦʜʽʣʫ ʨʝʩʫʨʩʽʚ, 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʾʾ ʥʘʜʽʡʥʦʩʪʽ ʽ ʙʝʟʧʝʢʠ. ʆʩʥʦʚʥʽ 

ʝʣʝʤʝʥʪʠ ʪʘ ʧʨʦʮʝʩʠ, ʱʦ ʬʦʨʤʫʶʪʴ ʮʶ ʤʦʜʝʣʴ, ʚʢʣʶʯʘʶʪʴ: 

¶ ʘʛʝʥʪʠ ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ ʚʩʪʘʥʦʚʣʶʶʪʴʩʷ ʥʘ ʢʦʞʥʦʤʫ ʢʽʥʮʝʚʦʤʫ ʧʨʠʩʪʦʨʦʾ 

ʘʙʦ ʩʝʨʚʝʨʽ ʚ ʽʥʬʦʨʤʘʮʽʡʥʽʡ ʩʠʩʪʝʤʽ. ɺʦʥʠ ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʟʙʽʨ ʜʘʥʠʭ ʧʨʦ 

ʦʧʝʨʘʮʽʾ ʩʠʩʪʝʤʠ, ʚʢʣʶʯʥʦ ʟ ʤʝʪʨʠʢʘʤʠ ʚʠʢʦʥʘʥʥʷ, ʞʫʨʥʘʣʘʤʠ ʧʦʜʽʡ, ʤʝʨʝʞʝʚʠʤ 

ʪʨʘʬʽʢʦʤ ʪʦʱʦ. ɺʘʞʣʠʚʠʤ ʻ ʦʙʨʘʥʥʷ ʩʪʨʘʪʝʛʽʾ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʦʧʪʠʤʘʣʴʥʝ 

ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʤʽʞ ʜʝʪʘʣʽʟʘʮʽʻʶ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ ʪʘ ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʥʘ ʩʠʩʪʝʤʫ; 

¶ ʟʽʙʨʘʥʽ ʘʛʝʥʪʘʤʠ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʜʦ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʨʝʧʦʟʠʪʦʨʽʶ ʘʙʦ 

ʩʠʩʪʝʤʠ ʘʥʘʣʽʟʫ, ʪʘʢʦʾ ʷʢ SIEM, ʜʝ ʚʦʥʠ ʘʛʨʝʛʫʶʪʴʩʷ, ʢʦʨʝʣʶʶʪʴʩʷ ʪʘ 

ʘʥʘʣʽʟʫʶʪʴʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʪʘ ʘʥʦʤʘʣʽʡ; 

¶ ʜʣʷ ʝʬʝʢʪʠʚʥʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʤʦʜʝʣʽ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʤʝʭʘʥʽʟʤʠ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʨʦʟʛʦʨʪʘʥʥʷ ʘʛʝʥʪʽʚ ʚ ʥʦʚʠʭ ʚʫʟʣʘʭ 

ʤʝʨʝʞʽ, ʘ ʪʘʢʦʞ ʤʝʪʦʜʠ ʙʘʣʘʥʩʫʚʘʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʤʽʞ ʘʛʝʥʪʘʤʠ ʜʣʷ ʦʧʪʠʤʽʟʘʮʽʾ 

ʾʭ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ ʟʥʠʞʝʥʥʷ ʟʘʪʨʠʤʦʢ ʫ ʟʙʦʨʽ ʜʘʥʠʭ; 

¶ ʙʝʟʧʝʢʘ ʘʛʝʥʪʽʚ ʟʙʦʨʫ ʜʘʥʠʭ ʻ ʢʨʠʪʠʯʥʦʶ. ʎʝ ʚʢʣʶʯʘʻ ʟʘʭʠʩʪ ʚʽʜ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ, ʰʠʬʨʫʚʘʥʥʷ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ ʧʽʜ ʯʘʩ ʾʭ ʧʝʨʝʜʘʯʽ ʪʘ 

ʟʙʝʨʽʛʘʥʥʷ, ʘ ʪʘʢʦʞ ʨʝʛʫʣʷʨʥʝ ʦʥʦʚʣʝʥʥʷ ʘʛʝʥʪʽʚ ʜʣʷ ʫʩʫʥʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ; 

¶ ʘʛʝʥʪʠ ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ ʯʘʩʪʦ ʽʥʪʝʛʨʫʶʪʴʩʷ ʟ ʽʥʰʠʤʠ ʩʠʩʪʝʤʘʤʠ 

ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ, ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʪʘ ʙʝʟʧʝʢʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻʜʠʥʦʾ ʢʘʨʪʠʥʠ 

ʩʪʘʥʫ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʦʨʛʘʥʽʟʘʮʽʾ; 

¶ ʤʦʜʝʣʴ ʧʦʚʠʥʥʘ ʙʫʪʠ ʛʥʫʯʢʦʶ ʽ ʘʜʘʧʪʠʚʥʦʶ, ʟʜʘʪʥʦʶ ʰʚʠʜʢʦ ʨʝʘʛʫʚʘʪʠ ʥʘ 

ʥʦʚʽ ʟʘʛʨʦʟʠ ʪʘ ʟʤʽʥʠ ʚ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ. ʎʝ ʧʝʨʝʜʙʘʯʘʻ ʧʦʩʪʽʡʥʝ ʦʥʦʚʣʝʥʥʷ 

ʘʛʝʥʪʽʚ, ʘʜʘʧʪʘʮʽʶ ʧʦʣʽʪʠʢ ʟʙʦʨʫ ʜʘʥʠʭ ʪʘ ʦʧʪʠʤʽʟʘʮʽʶ ʘʣʛʦʨʠʪʤʽʚ ʘʥʘʣʽʟʫ. 

ʂʦʞʝʥ ʽʟ ʥʘʚʝʜʝʥʠʭ ʘʩʧʝʢʪʽʚ ʚʠʤʘʛʘʻ ʢʦʤʧʣʝʢʩʥʦʛʦ ʚʨʘʭʫʚʘʥʥʷ ʷʢ 

ʪʝʭʥʽʯʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʩʝʨʝʜʦʚʠʱʘ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ, ʪʘʢ ʽ 
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ʩʪʨʘʪʝʛʽʯʥʠʭ ʮʽʣʝʡ ʟʘʙʝʟʧʝʯʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʦʨʛʘʥʽʟʘʮʽʾ. ɺʽʜʧʦʚʽʜʥʦ, 

ʥʘʣʝʞʥʝ ʧʨʦʻʢʪʫʚʘʥʥʷ ʤʦʜʝʣʽ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ ʟʙʦʨʫ ʪʝʣʝʤʝʪʨʽʾ ʻ ʚʘʞʣʠʚʦʶ 

ʧʝʨʝʜʫʤʦʚʦʶ ʟʥʠʞʝʥʥʷ ʨʠʟʠʢʽʚ ʚʪʨʘʪʠ ʨʝʣʝʚʘʥʪʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʧʽʜʚʠʱʝʥʥʷ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʧʨʦʮʝʩʽʚ ʚʠʷʚʣʝʥʥʷ ʡ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʘʥʦʤʘʣʴʥʽ ʧʦʜʽʾ. 

ʋʟʘʛʘʣʴʥʝʥʥʷ ʚʠʢʣʘʜʝʥʠʭ ʧʦʣʦʞʝʥʴ ʜʘʻ ʟʤʦʛʫ ʩʬʦʨʤʫʣʶʚʘʪʠ ʪʘʢʫ ʪʝʟʫ: 

ʦʧʪʠʤʘʣʴʥʘ ʤʦʜʝʣʴ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ ï ʮʝ ʤʦʜʝʣʴ, ʱʦ ʟʘ 

ʤʽʥʽʤʘʣʴʥʦ ʥʝʦʙʭʽʜʥʦʛʦ ʨʽʚʥʷ ʚʠʪʨʘʪ ʟʘʙʝʟʧʝʯʫʻ ʤʘʢʩʠʤʽʟʘʮʽʶ ʟʘʛʘʣʴʥʦʾ 

ʢʦʨʠʩʥʦʩʪʽ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ. ʇʨʠ ʮʴʦʤʫ ʚʠʪʨʘʪʠ ʜʦʮʽʣʴʥʦ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʥʘ: 

¶ ʬʽʥʘʥʩʦʚʽ, ʱʦ ʦʭʦʧʣʶʶʪʴ ʚʠʪʨʘʪʠ ʥʘ ʣʽʮʝʥʟʫʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʧʦʪʫʞʥʦʩʪʽ ʪʘ ʩʫʧʫʪʥʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ; 

¶ ʦʧʝʨʘʮʽʡʥʽ, ʱʦ ʚʽʜʦʙʨʘʞʘʶʪʴ ʦʙʩʷʛ ʣʶʜʩʴʢʠʭ ʽ ʯʘʩʦʚʠʭ ʨʝʩʫʨʩʽʚ, 

ʥʝʦʙʭʽʜʥʠʭ ʜʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ, ʥʘʣʘʰʪʫʚʘʥʥʷ ʪʘ ʧʦʜʘʣʴʰʦʾ ʧʽʜʪʨʠʤʢʠ ʨʽʰʝʥʥʷ. 

ʂʦʨʠʩʥʽʩʪʴ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢʽʩʪʶ ʪʝʣʝʤʝʪʨʽʾ, 

ʱʦ ʬʦʨʤʫʻʪʴʩʷ ʘʛʝʥʪʘʤʠ ʟʙʦʨʫ, ʪʘ ʤʦʞʝ ʙʫʪʠ ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʘ ʪʘʢʠʤʠ 

ʧʦʢʘʟʥʠʢʘʤʠ: 

¶ ʧʦʚʥʦʪʘ ʧʦʢʨʠʪʪʷ ʜʞʝʨʝʣ; 

¶ ʟʘʪʨʠʤʢʘ ʜʦʩʪʘʚʢʠ ʧʦʜʽʡ; 

¶ ʯʘʩʪʢʘ ʚʪʨʘʯʝʥʠʭ ʧʦʜʽʡ; 

¶ ʯʘʩʪʢʘ ʜʫʙʣʴʦʚʘʥʠʭ ʧʦʜʽʡ; 

¶ ʩʪʘʙʽʣʴʥʽʩʪʴ ʥʘʜʭʦʜʞʝʥʥʷ ʪʝʣʝʤʝʪʨʽʾ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʦʨʽʻʥʪʘʮʽʷ ʚʠʢʣʶʯʥʦ ʥʘ ʤʽʥʽʤʽʟʘʮʽʶ ʚʠʪʨʘʪ ʙʝʟ ʫʨʘʭʫʚʘʥʥʷ 

ʷʢʦʩʪʽ ʟʽʙʨʘʥʦʾ ʪʝʣʝʤʝʪʨʽʾ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʩʠʩʪʝʤʘʪʠʯʥʦʾ ʚʪʨʘʪʠ ʩʠʛʥʘʣʽʚ, 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. ʉʘʤʝ ʪʦʤʫ ʥʘ ʥʘʩʪʫʧʥʦʤʫ ʝʪʘʧʽ 

ʜʦʮʽʣʴʥʦ ʧʦʙʫʜʫʚʘʪʠ ʤʦʜʝʣʴ, ʷʢʘ ʬʦʨʤʘʣʽʟʫʻ ʟʘʟʥʘʯʝʥʝ ʧʦʣʦʞʝʥʥʷ ʪʘ ʩʪʚʦʨʶʻ 

ʦʩʥʦʚʫ ʜʣʷ ʦʙˇʨʫʥʪʦʚʘʥʦʛʦ ʚʠʙʦʨʫ ʢʦʥʬʽʛʫʨʘʮʽʾ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ ʟʙʦʨʫ 

ʪʝʣʝʤʝʪʨʽʾ. 

ɿʙʫʜʫʻʤʦ ʤʦʜʝʣʴ, ʢʦʪʨʘ ʙʫʜʝ ʚʽʜʧʦʚʽʜʘʪʠ ʥʘʰʦʤʫ ʪʚʝʨʜʞʝʥʥʶ.  

ʇʦʟʥʘʯʠʤʦ ʢʽʣʴʢʽʩʪʴ ʘʛʝʥʪʽʚ, ʨʦʟʛʦʨʥʫʪʠʭ ʥʘ ʩʝʨʚʝʨʘʭ ʘʙʦ ʢʽʥʮʝʚʠʭ ʪʦʯʢʘʭ, 

ʱʦ ʚʠʢʦʥʫʶʪʴ ʬʫʥʢʮʽʾ ʟʙʦʨʫ ʜʘʥʠʭ, ʷʢ ὃ, ʘ ʨʽʟʥʽ ʪʠʧʠ ʜʘʥʠʭ, ʷʢʽ ʧʦʪʨʽʙʥʦ ʟʙʠʨʘʪʠ 

(ʥʘʧʨʠʢʣʘʜ, ʩʠʩʪʝʤʥʽ ʣʦʛʠ, ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ, ʩʪʘʥʠ ʜʦʜʘʪʢʽʚ ʪʦʱʦ) ʷʢ Ὀ. ʊʦʜʽ, 
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ʚʘʨʪʽʩʪʴ ʟʙʦʨʫ ʜʘʥʠʭ ʪʠʧʫ Ὦ ʘʛʝʥʪʦʤ Ὥ  ̂̔̅̆ ̨̨̃̅̐̏̃̅́̓̉ ὅ, ʮʷ ʚʘʨʪʽʩʪʴ ʤʦʞʝ 

ʚʢʣʶʯʘʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ, ʯʘʩ ʦʙʨʦʙʢʠ ʪʘ ʟʘʪʨʠʤʢʠ [43]. ʑʦʙ ʦʮʽʥʠʪʠ 

ʚʘʞʣʠʚʽʩʪʴ ʘʙʦ ʢʦʨʠʩʥʽʩʪʴ ʜʘʥʠʭ ʪʠʧʫ  Ὦ  ʜʣʷ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʜʽʡ ʘʪʘʢʫʶʯʦʾ 

ʢʦʤʘʥʜʠ ʘʙʦ ʘʥʦʤʘʣʽʡ ʚʝʜʝʤʦ ʧʦʟʥʘʯʝʥʥʷ Ὗ. 

 

-ÁØÉÍÉÚÅ ὤ В Ὗẗὼ В В ὅ ẗὼȟ        ςȢφ 

 

ʜʝ: ὼ ï ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ ʪʠʧʫ  Ὦ, ʷʢʘ ʟʙʠʨʘʻʪʴʩʷ ʚʩʽʻʶ ʩʠʩʪʝʤʦʶ, ʘ ὼ  ï ʢʽʣʴʢʽʩʪʴ 

ʜʘʥʠʭ ʪʠʧʫ Ὦ, ʟʽʙʨʘʥʘ ʘʛʝʥʪʦʤ Ὥ. 

ʇʨʠʤʽʪʢʘ1. ʊʘʢ ʷʢ ʧʨʝʜʩʪʘʚʣʝʥʘ ʟʘʜʘʯʘ ʻ ʦʧʪʠʤʽʟʘʮʽʡʥʦʶ, ʚʦʥʘ ʤʽʩʪʠʪʴ ʧʝʚʥʽ 

ʦʙʤʝʞʝʥʥʷ, ʢʦʪʨʽ ʚʠʟʥʘʯʘʶʪʴ ʧʝʚʥʽ ʤʝʞʽ, ʷʢʠʤ ʤʘʶʪʴ ʟʘʜʦʚʽʣʴʥʠʪʠ ʟʤʽʥʥʽ ʧʽʜ ʯʘʩ 

ʧʦʰʫʢʫ ʦʧʪʠʤʘʣʴʥʦʛʦ ʨʽʰʝʥʥʷ. ɺ ʜʘʥʦʤʫ ʢʦʥʪʝʢʩʪʽ ʤʘʻʤʦ ʜʚʘ ʦʙʤʝʞʝʥʥʷ: 

1. ɿʙʘʣʘʥʩʫʚʘʥʥʷ ʟʙʦʨʫ ʜʘʥʠʭ ï ʮʝ ʦʙʤʝʞʝʥʥʷ ʟʘʙʝʟʧʝʯʫʻ, ʱʦ ʟʘʛʘʣʴʥʘ 

ʢʽʣʴʢʽʩʪʴ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ ʢʦʞʥʦʛʦ ʪʠʧʫ  Ὦ (ʦʟʥʘʯʝʥʘ ʷʢ ὼ) ʜʦʨʽʚʥʶʻ ʩʫʤʽ ʜʘʥʠʭ, 

ʟʽʙʨʘʥʠʭ ʫʩʽʤʘ ʘʛʝʥʪʘʤʠ ʜʣʷ ʮʴʦʛʦ ʪʠʧʫ. ʎʝ ʛʘʨʘʥʪʫʻ, ʱʦ ʚʩʷ ʧʦʪʨʽʙʥʘ ʪʝʣʝʤʝʪʨʽʷ 

ʜʣʷ ʢʦʞʥʦʛʦ ʪʠʧʫ ʙʫʜʝ ʧʦʚʥʽʩʪʶ ʟʽʙʨʘʥʘ ʙʝʟ ʥʝʜʦʙʦʨʫ ʘʙʦ ʧʝʨʝʙʦʨʫ. 

 

В ὼ ὼ Ὦᶅȟ              ςȢχ 

 

2. ʆʙʤʝʞʝʥʥʷ ʨʝʩʫʨʩʽʚ ʘʛʝʥʪʘ - ʢʦʞʝʥ ʘʛʝʥʪ ʤʘʻ ʦʙʤʝʞʝʥʫ ʢʽʣʴʢʽʩʪʴ 

ʨʝʩʫʨʩʽʚ (ʥʘʧʨʠʢʣʘʜ: ʯʘʩ CPU, ʧʘʤ'ʷʪʴ, ʧʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ ʤʝʨʝʞʽ ʽ ʪ.ʜ.), ʪʦʤʫ 

ʮʝ ʦʙʤʝʞʝʥʥʷ ʛʘʨʘʥʪʫʻ, ʱʦ ʩʫʢʫʧʥʠʡ ʦʙʩʷʛ ʜʘʥʠʭ, ʟʽʙʨʘʥʠʭ ʢʦʞʥʠʤ ʘʛʝʥʪʦʤ Ὥ, ʥʝ 

ʧʝʨʝʚʠʱʫʻ ʡʦʛʦ ʜʦʩʪʫʧʥʠʭ ʨʝʩʫʨʩʽʚ Ὑ: 

 

В ὼ Ὑ Ὥᶅȟ     ςȢψ 

 

3. ʅʝʦʙʭʽʜʥʽʩʪʴ ʟʙʦʨʫ ʜʘʥʠʭ - ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʩʪʘʪʥʦʩʪʽ ʜʘʥʠʭ ʜʣʷ 

ʘʥʘʣʽʟʫ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʤʽʥʽʤʘʣʴʥʘ ʧʦʪʨʽʙʥʘ ʢʽʣʴʢʽʩʪʴ Ὀminȟ ʜʣʷ ʢʦʞʥʦʛʦ ʪʠʧʫ 

ʜʘʥʠʭ  Ὦ, ʷʢʫ ʥʝʦʙʭʽʜʥʦ ʟʽʙʨʘʪʠ. 
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ὼ ὈÍÉÎȟ Ὦᶅȟ             ςȢω 

 

ʎʷ ʤʦʜʝʣʴ ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʦ ʨʦʟʧʦʜʽʣʷʪʠ ʨʝʩʫʨʩʠ ʤʽʞ ʘʛʝʥʪʘʤʠ ʟʙʦʨʫ 

ʜʘʥʠʭ, ʦʧʪʠʤʽʟʫʚʘʪʠ ʚʘʨʪʽʩʪʴ ʟʙʦʨʫ ʽ ʟʘʙʝʟʧʝʯʠʪʠ ʥʝʦʙʭʽʜʥʠʡ ʨʽʚʝʥʴ ʟʙʦʨʫ 

ʽʥʬʦʨʤʘʮʽʾ ʜʣʷ ʘʥʘʣʽʟʫ ʩʠʩʪʝʤʠ. ʑʦ ʚ ʩʚʦʶ ʯʝʨʛʫ ʜʦʟʚʦʣʷʻ ʟʙʫʜʫʚʘʪʠ 

ʢʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ ʱʦʜʦ ʧʨʦʪʠʜʽʾ ʘʪʘʢʫʶʯʠʤ ʢʦʤʘʥʜʘʤ, ʘʣʝ ʧʨʠ ʮʴʦʤʫ 

ʟʘʪʨʘʪʠʚʰʠ ʬʽʥʘʥʩʦʚʠʭ ʨʝʩʫʨʩʽʚ ʨʽʚʥʦ ʩʪʽʣʴʢʠ ʱʦʙ ʦʪʨʠʤʘʪʠ ʙʘʣʘʥʩ ʤʽʞ 

ʟʘʪʨʘʪʘʤʠ ʪʘ ʝʬʝʢʪʠʚʥʽʩʪʶ.  

 

2.3  ʌʦʨʤʫʚʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʤʦʥʽʪʦʨʠʥʛʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

 

ʇʘʨʘʤʝʪʨʠ ʤʦʥʽʪʦʨʠʥʛʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʱʦʜʦ ʢʽʙʝʨʙʝʟʧʝʢʠ ʧʦʚʠʥʥʽ ʙʫʪʠ 

ʜʦʙʨʝ ʨʦʟʨʦʙʣʝʥʠʤʠ ʪʘ ʥʘʣʘʰʪʦʚʘʥʠʤʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʽ 

ʘʥʦʤʘʣʽʡ ʚ ʽʥʬʦʨʤʘʮʽʥʽʡ ʩʠʩʪʝʤʽ [65, 75]. ʆʩʴ ʦʩʥʦʚʥʽ ʧʘʨʘʤʝʪʨʠ, ʢʦʪʨʽ ʚʘʨʪʦ 

ʚʨʘʭʦʚʫʚʘʪʠ: 

¶ ʂʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ (Unauthorized Access 

Attempts, UAA) - ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʜʦʩʪʫʧʫ ʜʦ ʩʠʩʪʝʤʠ ʙʝʟ ʚʽʜʧʦʚʽʜʥʠʭ ʜʦʟʚʦʣʽʚ. ʎʽ 

ʩʧʨʦʙʠ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʥʝʧʨʘʚʦʤʽʨʥʽ ʚʭʦʜʠ, ʩʧʨʦʙʠ ʜʦʩʪʫʧʫ ʜʦ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʘʙʦ ʚʠʢʦʥʘʥʥʷ ʜʽʡ ʙʝʟ ʥʘʣʝʞʥʠʭ ʧʦʚʥʦʚʘʞʝʥʴ: 

 

5!!В &ÁÉÌÅÄ ,ÏÇÉÎ !ÔÔÅÍÐÔÓȟ    ςȢρπ 

 

ʎʝʡ ʧʘʨʘʤʝʪʨ ʜʦʟʚʦʣʷʻ ʚʠʷʚʠʪʠ ʧʦʪʝʥʮʽʡʥʽ ʘʪʘʢʠ, ʪʘʢʽ ʷʢ ʘʪʘʢʠ ʛʨʫʙʦʶ 

ʩʠʣʦʶ (brute-force) [53], ʘʥʦʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʦʙ ʘʚʪʦʨʠʟʘʮʽʾ, 

ʘʚʪʦʨʠʟʘʮʽʾ ʟ ʥʝʪʠʧʦʚʠʭ ʜʞʝʨʝʣ ʘʙʦ ʛʝʦʣʦʢʘʮʽʡ, ʩʧʨʦʙʠ ʜʦʩʪʫʧ ʟ ʨʝʩʫʨʩʽʚ ʢʦʪʨʽ 

ʤʘʶʪʴ ʧʦʛʘʥʫ ʨʝʧʫʪʘʮʽʶ (Threat Intelligence) 

¶ ʂʽʣʴʢʽʩʪʴ ʚʠʷʚʣʝʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ($ÅÔÅÃÔÅÄ 6ÕÌÎÅÒÁÂÉÌÉÔÉÅÓȟ $6)  -  

ʢʽʣʴʢʽʩʪʴ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʚʠʷʚʣʝʥʠʭ ʫ ʩʠʩʪʝʤʽ ʟʘ ʧʝʚʥʠʡ ʧʝʨʽʦʜ. ɺʨʘʟʣʠʚʦʩʪʽ 
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ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʧʦʤʠʣʢʠ ʚ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʥʝʧʨʘʚʠʣʴʥʽ 

ʢʦʥʬʽʛʫʨʘʮʽʾ ʘʙʦ ʽʥʰʽ ʩʣʘʙʢʽ ʤʽʩʮʷ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʟʣʦʚʤʠʩʥʠʢʘʤʠ: 

 

$6 В .Å× 6ÕÌÎÅÒÁÂÉÌÉÔÉÅÓ )ÄÅÎÔÉÆÉÅÄȟ          ςȢρρ 

 

ʆʩʥʦʚʥʘ ʟʘʜʘʯʘ, ʢʦʪʨʘ ʧʦʢʣʘʜʘʻʪʴʩʷ ʥʘ ʮʝʡ ʧʘʨʘʤʝʪʨ ï ʮʝ ʚʽʜʩʣʽʜʢʦʚʫʚʘʥʥʷ 

ʜʦʪʨʠʤʘʥʥʷ ʧʦʣʽʪʠʢʠ ʱʦʜʦ ʚʠʧʨʘʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʚ ʦʨʛʘʥʽʟʘʮʽʾ. ɸ ʩʘʤʝ, ʯʠ 

ʚʩʽ ʚʨʘʟʣʠʚʦʩʪʽ ʦʧʨʘʮʴʦʚʫʶʪʴʩʷ ʚ ʤʝʞʘʭ ʚʽʜʚʝʜʝʥʦʛʦ ʧʦʣʽʪʠʢʦʶ ʯʘʩʦʤ, 

ʚʠʢʦʥʘʥʥʷ SLA (Service Level Agreement). ʂʦʤʧʣʝʢʩʥʦ, DV + SLA ï ʮʝ ʻ ʥʝ ʱʦ 

ʽʥʰʝ, ʷʢ ʤʝʥʝʜʞʤʝʥʪ ʚʨʘʟʣʠʚʦʩʪʝʡ (Vulnerability Management)   

¶ ɺʠʷʚʣʝʥʽ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ (Detected Malware) - ʢʽʣʴʢʽʩʪʴ 

ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ (ʐʇɿ), ʚʠʷʚʣʝʥʦʛʦ ʥʘ ʢʽʥʮʝʚʠʭ 

ʧʨʠʩʪʨʦʷʭ. ʎʝ ʤʦʞʫʪʴ ʙʫʪʠ ʚʽʨʫʩʠ, ʪʨʦʷʥʠ, ʨʫʪʢʽʪʠ, ʰʠʬʨʫʚʘʣʴʥʠʢʠ, ʚʠʢʨʘʜʘʯʽ 

ʘʙʦ ʽʥʰʝ ʐʇɿ, ʷʢʝ ʤʦʞʝ ʧʦʰʢʦʜʠʪʠ ʜʘʥʽ ʘʙʦ ʚʠʢʨʘʩʪʠ ʽʥʬʦʨʤʘʮʽʶ: 

$ÅÔÅÃÔÅÄ -ÁÌ×ÁÒÅВ -ÁÌ×ÁÒÅ )ÎÆÅÃÔÉÏÎÓ $ÅÔÅÃÔÅÄȟ  ςȢρς 

 

ɺʠʢʦʥʘʥʥʷ ʮʽʻʾ ʚʠʤʦʛʠ ʚʠʤʘʛʘʻ ʚʧʨʦʚʘʜʞʝʥʥʷ ʦʢʨʝʤʦʛʦ ʨʽʰʝʥʥʷ, ʪʘʢʦʛʦ ʷʢ 

EDR, ʽ ʧʦʜʘʣʴʰʫ ʨʦʙʦʪʫ ʘʙʦ ʟ ʩʘʤʠʤ ʨʽʰʝʥʥʷʤ ʘʙʦ ʟ ʞʫʨʥʘʣʦʤ ʧʦʜʽʡ ʚʽʜ EDR ʚ 

ʤʝʞʘʭ ʦʢʨʝʤʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ, ʜʦ ʧʨʠʢʣʘʜʫ SIEM [44]. 

¶ ʂʽʣʴʢʽʩʪʴ ʥʝʧʨʘʚʦʤʽʨʥʠʭ ʚʥʫʪʨʽʰʥʽʭ ʜʦʩʪʫʧʽʚ (Insider Threat 

Incidents) - ʢʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ, ʩʧʨʠʯʠʥʝʥʠʭ ʚʥʫʪʨʽʰʥʽʤʠ ʢʦʨʠʩʪʫʚʘʯʘʤʠ, ʷʢʽ 

ʤʘʣʠ ʥʝʧʨʘʚʦʤʽʨʥʠʡ ʜʦʩʪʫʧ ʘʙʦ ʟʜʽʡʩʥʶʚʘʣʠ ʥʝʧʨʘʚʦʤʽʨʥʽ ʜʽʾ. ʎʝ ʤʦʞʫʪʴ ʙʫʪʠ 

ʷʢ ʥʘʚʤʠʩʥʽ, ʪʘʢ ʽ ʥʝʥʘʚʤʠʩʥʽ ʜʽʾ: 

\ 

)ÎÓÉÄÅÒ 4ÈÒÅÁÔ )ÎÃÉÄÅÎÔÓВ $ÅÔÅÃÔÅÄ )ÎÓÉÄÅÒ 4ÈÒÅÁÔÓ ȟ ςȢρσ 

 

ʅʘʡʪʠʧʦʚʽʰʠʤ ʦʙˇʨʫʥʪʫʚʘʥʥʷʤ ʮʴʦʛʦ ʢʦʥʪʨʦʣʶ ʻ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʚʽʜʩʣʽʜʢʦʚʫʚʘʥʥʷ ʚʠʢʘʯʫʚʘʥʥʷ ʜʘʥʠʭ ʟ ʚʥʫʪʨʽʰʥʽʭ ʙʘʟ ʜʘʥʠʭ ʦʨʛʘʥʽʟʘʮʽʾ [5]. 

ʅʘʧʨʠʢʣʘʜ, ʦʨʛʘʥʽʟʘʮʽʷ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʜʫʢʪ Microsoft Sharepoint ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ 

ʚʥʫʪʨʽʰʥʴʦʾ ʜʦʢʫʤʝʥʪʘʮʽʾ. ɺʽʜʧʦʚʽʜʥʦ, ʜʣʷ CSOC, ʥʝʦʙʭʽʜʥʦ ʟʜʽʡʩʥʶʚʘʪʠ 
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ʤʦʥʽʪʦʨʠʥʛ ʜʘʥʦʾ ʩʠʩʪʝʤʠ ʥʘ ʥʘʷʚʥʽʩʪʴ ʤʘʩʦʚʦʛʦ ʚʠʢʘʯʫʚʘʥʥʷ. ʗʢʘ ʧʨʠʯʠʥʠ, ʯʠ 

ʧʨʘʮʽʚʥʠʢ ʟʜʽʡʩʥʠʚ ʜʘʥʫ ʘʢʪʠʚʥʽʩʪʴ ʥʝʥʘʚʤʠʩʥʦ, ʚ ʥʘʩʣʽʜʦʢ ʩʠʥʭʨʦʥʽʟʘʮʽʾ ʜʘʥʠʭ, 

ʯʠ ʚʽʥ ʟʚʽʣʴʥʷʻʪʴʩʷ ʽ ʭʦʯʝ ʟ ʩʦʙʦʶ ʟʘʙʨʘʪʠ ʧʝʚʥʫ ʽʥʬʦʨʤʘʮʽʶ ï ʮʝ ʚʞʝ ʟʘʜʘʯʘ 

ʧʦʜʘʣʴʰʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʽ ʚʽʜʧʦʚʽʜʥʦʛʦ ʩʮʝʥʘʨʽʶ ʨʝʘʛʫʚʘʥʥʷ. 

¶ ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ ʚʪʦʨʛʥʝʥʴ (IDS 

Utilization) - ʚʽʜʩʦʪʦʢ ʚʠʢʦʨʠʩʪʘʥʥʷ IDS ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ ʟ ʤʝʪʦʶ 

ʚʠʷʚʣʝʥʥʷ ʧʽʜʦʟʨʽʣʠʭ ʜʽʡ ʪʘ ʟʘʛʨʦʟ: 

 

)$3 5ÔÉÌÉÚÁÔÉÏÎ
)$3 !ÃÔÉÖÅ 4ÉÍÅ

4ÏÔÁÌ 4ÉÍÅ
ρππϷȟ                ςȢρτ 

ʗʢ ʚʞʝ ʟʘʟʥʘʯʘʣʦʩʴ, IDS ï ʮʝ ʦʜʠʥ ʽʟ ʦʩʥʦʚʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʚ ʘʨʩʝʥʘʣʽ 

CSOC, ʚʽʜʧʦʚʽʜʥʦ ʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʡʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʘ ʧʦʩʪʽʡʥʝ ʚʜʦʩʢʦʥʘʣʝʥʥʷ 

ʧʽʜʭʦʜʽʚ ʜʦ ʨʦʙʦʪʠ ʟ ʥʠʤ. ɼʣʷ ʮʴʦʛʦ ʥʝʦʙʭʽʜʥʦ ʤʽʨʷʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ IDS ʪʘ 

ʰʫʢʘʪʠ ʰʣʷʭʠ ʧʦʢʨʘʱʝʥʥʷ ʚ ʨʘʟʽ ʥʝʦʙʭʽʜʥʦʩʪʽ. 

¶ ɺʠʷʚʣʝʥʽ ʘʥʦʤʘʣʽʾ ʫ ʧʦʚʝʜʽʥʮʽ ʢʦʨʠʩʪʫʚʘʯʽʚ (User and entity behavior 

analytics, UEBA) - ʢʽʣʴʢʽʩʪʴ ʘʥʦʤʘʣʽʡ ʫ ʧʦʚʝʜʽʥʮʽ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʤʦʞʫʪʴ 

ʚʢʘʟʫʚʘʪʠ ʥʘ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ, ʪʘʢʽ ʷʢ ʥʝʧʨʘʚʦʤʽʨʥʠʡ ʜʦʩʪʫʧ, ʰʘʭʨʘʡʩʴʢʽ ʜʽʾ, 

ʧʨʦʚʝʜʝʥʥʷ ʨʦʟʚʽʜʢʠ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘʢʪʠʢ ʪʘ ʪʝʭʥʽʢ ʱʦʜʦ ʧʦʜʘʣʴʰʦʛʦ ʨʫʭʫ ʘʙʦ 

ʝʢʩʬʽʣʴʪʨʘʮʽʾ ʜʘʥʠʭ: 

 

5%"!В $ÅÔÅÃÔÅÄ !ÎÏÍÁÌÉÅÓ ÉÎ 5ÓÅÒ "ÅÈÁÖÉÏÒ ȟ  ςȢρυ 

 

ʂʦʥʪʨʦʣʴ ʟʘ ʜʽʷʤʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʻ ʯʠ ʥʝ ʦʩʥʦʚʥʠʤ ʚʠʢʣʠʢʦʤ ʢʽʙʝʨʙʝʟʧʝʢʠ 

ʩʴʦʛʦʜʝʥʥʷ. ʆʩʢʽʣʴʢʠ, ʚʩʽʤ ʚʽʜʦʤʦ, ʱʦ ʥʘʡʩʣʘʙʰʘ ʣʘʥʢʘ ʢʽʙʝʨʙʝʟʧʝʢʠ ï ʮʝ 

ʣʶʜʠʥʘ [5, 7]. ɸ ʦʩʥʦʚʥʠʤ ʮʽʣʴʦʚʠʤ ʧʨʠʢʣʘʜʦʤ ʤʽʥʽʤʘʣʴʥʦʛʦ ʘʫʜʠʪʠ ʜʽʡ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʻ ʩʣʽʜʢʫʚʘʥʥʷ ʟʘ ʜʽʷʤʠ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʢʦʪʨʽ ʤʘʶʪʴ ʚʠʩʦʢʽ ʧʨʠʚʽʣʝʾ ʚ 

ʤʝʞʘʭ ʦʨʛʘʥʽʟʘʮʽʾ, ʩʝʨʚʽʩʫ ʯʠ ʘʧʣʽʢʘʮʽʾ, ʪʦʙʪʦ ʻ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤʠ. ɸʜʞʝ ʩʘʤʝ ʪʘʢʽ 

ʢʦʨʠʩʪʫʚʘʯʽ, ʤʦʞʫʪʴ ʩʧʨʠʯʠʥʠʪʠ ʙʘʛʘʪʦ ʰʢʦʜʠ ʷʢʱʦ ʩʪʘʥʫʪʴ ʮʽʣʣʶ ʜʣʷ 

ʢʦʤʧʨʦʤʝʥʪʘʮʽʾ. 
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¶ ɺʠʢʦʨʠʩʪʘʥʥʷ ʬʘʻʨʚʦʣʫ ʥʘʩʪʫʧʥʦʛʦ ʧʦʢʦʣʽʥʥʷ (Next Generation 

Firewall, NGFW Utilization) - ʘʥʘʣʦʛʽʯʥʦ ʷʢ ʽʟ IDS, ʮʽʢʘʚʠʪʴ ʚʽʜʩʦʪʦʢ ʯʘʩʫ, ʢʦʣʠ 

NGFW ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʬʽʣʴʪʨʘʮʽʾ ʪʨʘʬʽʢʫ: 

 

.'&7 5ÔÉÌÉÚÁÔÉÏÎ
&ÉÒÅ×ÁÌÌ !ÃÔÉÖÅ 4ÉÍÅ

4ÏÔÁÌ 4ÉÍÅ
ρππϷȟ   ςȢρφ 

 

NGFW ʻ ʩʫʯʘʩʥʠʤ ʤʫʣʴʪʠʢʦʤʙʘʡʥʦʤ ʢʦʪʨʠʡ ʟʘʙʝʟʧʝʯʫʻ ʽ ʦʨʛʘʥʽʟʦʚʫʻ 

ʨʦʙʦʪʫ ʤʝʨʝʞʽ ʚ ʮʽʣʦʤʫ, ʪʘʢ ʽ ʻ ʧʝʨʰʦʶ ʣʽʥʽʻʶ ʦʙʦʨʦʥʠ ʚʽʜ ʜʽʡ ʘʪʘʢʫʶʯʠʭ ʢʦʤʘʥʜ.  

¶ ʂʽʣʴʢʽʩʪʴ ʘʥʦʤʘʣʽʡ ʫ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ (Network Traffic Anomalies, 

NTA) - ʢʽʣʴʢʽʩʪʴ ʚʠʷʚʣʝʥʠʭ ʘʥʦʤʘʣʽʡ ʚ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ, ʱʦ ʤʦʞʫʪʴ 

ʚʢʘʟʫʚʘʪʠ ʥʘ ʩʧʨʦʙʠ ʝʢʩʧʣʫʘʪʘʮʽʾ, ʩʧʨʦʙʠ ʧʨʦʩʫʚʘʥʥʷ ʧʦ ʤʝʨʝʞʽ, ʝʢʩʬʽʣʴʪʨʘʮʽʾ 

ʜʘʥʠʭ ʯʠ ʥʘʤʘʛʘʥʥʽ ʟʘʢʨʽʧʠʪʠʩʴ ʥʘ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʭ ʤʘʰʠʥʘʭ: 

 

.4!В $ÅÔÅÃÔÅÄ !ÎÏÍÁÌÉÅÓ ȟ    ςȢρχ 

 

¶ ʈʽʚʝʥʴ ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ (Data Encryption Level, DEL) - ʚʽʜʩʦʪʦʢ 

ʜʘʥʠʭ, ʷʢʽ ʧʝʨʝʜʘʶʪʴʩʷ ʘʙʦ ʟʙʝʨʽʛʘʶʪʴʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʦʤʫ ʚʠʛʣʷʜʽ. ʎʝʡ ʚʽʜʩʦʪʦʢ 

ʤʘʻ ʩʷʛʘʪʠ 100% ʽ ʩʪʦʩʫʚʘʪʠʩʴ ʥʝ ʪʽʣʴʢʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʥʘ ʘʧʣʽʢʘʮʽʡʥʦʤʫ ʨʽʚʥʽ, ʘ 

ʡ ʤʝʨʝʞʝʚʦʤʫ, ʘ ʪʘʢʦʞ ʟʙʝʨʽʛʘʥʥʷ ʢʨʠʪʠʯʥʦʾ ʽʥʬʦʨʤʘʮʽʾ (ʟʛʽʜʥʦ ʟ ʢʣʘʩʠʬʽʢʘʮʽʻ  ʁ

ʦʨʛʘʥʽʟʘʮʽʾ). ʐʠʬʨʫʚʘʥʥʷ ʨʝʛʣʘʤʝʥʪʫʻʪʴʩʷ ʥʘʷʚʥʽʩʪʶ ʧʦʣʽʪʠʢʠ ʚ ʢʦʤʘʥʽʾ: 

$%,
%ÎÃÒÙÐÔÅÄ $ÁÔÁ

4ÏÔÁÌ $ÁÔÁ
ρππϷȟ    ςȢρψ 

 

¶ ʂʽʣʴʢʽʩʪʴ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ (Phishing Attacks Detected, PAD) - 

ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ, ʚʠʷʚʣʝʥʠʭ ʫ ʩʠʩʪʝʤʽ. ʊʘʢ ʷʢ, ʬʽʰʠʥʛ ï ʮʝ ʦʜʠʥ 

ʽʟ ʦʩʥʦʚʥʠʭ ʤʝʪʦʜʽʚ ʧʨʦʥʠʢʥʝʥʥʷ ʚ çʧʝʨʠʤʝʪʨ ʦʨʛʘʥʽʟʘʮʽʾè, ʟʘʚʜʷʢʠ ʚʠʢʨʘʜʝʥʥʶ 

ʘʙʦ ʢʦʤʧʨʝʤʝʥʪʘʮʽʾ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ ʧʝʚʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʪʦʤʫ ʽ ʘʢʪʫʘʣʴʥʽʩʪʴ 

ʬʽʰʠʥʛʫ ʚʘʞʢʦ ʧʝʨʝʦʮʽʥʠʪʠ. ɺʽʜʪʘʢ, ʧʦʪʨʽʙʥʦ ʙʫʜʫʚʘʪʠ ʘʢʪʠʚʥʫ ʢʦʤʧʣʝʢʩʥʫ 

ʩʠʩʪʝʤʫ ʧʨʦʪʠʜʽʾ ʬʽʰʠʥʛʫ, ʢʦʪʨʘ ʩʢʣʘʜʘʪʠʤʝʪʴʩʷ ʟ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʥʘʚʯʘʥʥʷ 
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ʧʝʨʩʦʥʘʣʫ ʦʨʛʘʥʽʟʘʮʽʾ ʽ ʧʽʜʚʠʱʝʥʥʷ ʢʚʘʣʽʬʽʢʘʮʽʾ ʘʥʘʣʽʪʠʢʽʚ ʢʦʪʨʽ ʚʤʽʶʪʴ ʪʘ 

ʟʥʘʶʪʴ ʷʢ ʦʧʨʘʮʴʦʚʫʚʘʪʠ ʘʪʘʢʠ ʧʦ ʪʠʧʫ ʬʽʰʠʥʛʫ: 

0!$В $ÅÔÅÃÔÅÄ 0ÈÉÓÈÉÎÇ !ÔÔÅÍÐÔÓ ȟ            ςȢρω 

 

¶ ʆʩʪʘʥʥʴʦʶ ʚʠʤʦʛʦʶ ʙʫʜʝ ʚʠʤʽʨʶʚʘʥʥʷ ʯʘʩʫ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʜʽʶ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʘʙʦ TimeToTriage, (TTT), ʯʘʩ ʦʧʨʘʮʶʚʘʥʥʷ ʧʦʜʽʾ ʘʙʦ TimeToClosure 

(TTC) ʪʘ ʢʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ (Security Incidents, SIs), ʧʦʜʽʡ ʢʽʙʝʨʙʝʟʧʝʢʠ ʢʦʪʨʽ 

ʙʫʣʠ ʢʣʘʩʠʬʽʢʦʚʘʥʽ ʩʘʤʝ ʷʢ ʽʥʮʠʜʝʥʪʠ: 

 

3)ÓВ 2ÅÐÏÒÔÅÄ 3ÅÃÕÒÉÔÙ )ÎÃÉÄÅÎÔÓȟ                 ςȢςπ 

4444ÉÍÅÔÒÉÁÇÅÄ4ÉÍÅÄÅÔÅÃÔÅÄȟ    ςȢςρ 

 

ʜʝ: 4ÉÍÅÔÒÉÁÇÅÄ - ʯʘʩ, ʢʦʣʠ ʽʥʮʠʜʝʥʪ ʙʫʚ ʦʮʽʥʝʥʠʡ ʽ ʢʣʘʩʠʬʽʢʦʚʘʥʠʡ; 4ÉÍÅÄÅÔÅÃÔÅÄ - 

ʯʘʩ, ʢʦʣʠ ʽʥʮʠʜʝʥʪ ʙʫʚ ʚʧʝʨʰʝ ʚʠʷʚʣʝʥʠʡ. 

 

44#4ÉÍÅÃÌÏÓÅÄ4ÉÍÅÄÅÔÅÃÔÅÄȟ      ςȢςς 

 

ʜʝ: 4ÉÍÅÃÌÏÓÅÄ - ʯʘʩ, ʢʦʣʠ ʽʥʮʠʜʝʥʪ ʙʫʚ ʧʦʚʥʽʩʪʶ ʚʠʨʽʰʝʥʠʡ ʽ ʟʘʢʨʠʪʠʡ; 4ÉÍÅÄÅÔÅÃÔÅÄ 

- ʯʘʩ, ʢʦʣʠ ʽʥʮʠʜʝʥʪ ʙʫʚ ʚʧʝʨʰʝ ʚʠʷʚʣʝʥʠʡ. 

ʎʽ ʧʘʨʘʤʝʪʨʠ ʻ ʦʩʥʦʚʥʠʤ ʤʽʨʠʣʦʤ ʝʬʝʢʪʠʚʥʦʩʪʽ ʮʽʣʦʛʦ ʮʝʥʪʨʫ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʟʘʛʨʦʟʘʤ, ʘ ʥʝ ʦʢʨʝʤʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ ʯʠ ʤʝʭʘʥʽʟʤʫ ʚʠʷʚʣʝʥʥʷ ʯʠ ʧʨʦʪʠʜʽʾ 

ʜʽʷʤ ʟʣʦʚʤʠʩʥʠʢʽʚ. ɸʣʝ ʢʦʞʝʥ ʽʥʰʠʡ ʧʘʨʘʤʝʪʨ ʚʧʣʠʚʘʻ ʥʘ TTT/TTC, ʦʩʢʽʣʴʢʠ 

ʩʘʤʝ ʚʦʥʠ ʬʦʨʤʫʶʪʴ ʢʽʣʴʢʽʩʥʽ ʧʦʢʘʟʥʠʢʠ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʘ ʚʞʝ ʦʧʨʘʮʶʚʘʥʥʷ 

ʧʦʜʽʡ ʽ ʾʭʥʷ ʢʣʘʩʠʬʽʢʘʮʽʷ ʷʢ true-positive (̔ ʥʮʠʜʝʥʪ) ʯʠ false-positive ï ʬʦʨʤʫʶʪʴ 

ʷʢʽʩʥʽ ʧʦʢʘʟʥʠʢʠ. ʅʘʡʢʨʘʱʽ ʩʚʽʪʦʚʽ ʧʨʘʢʪʠʢʠ [52, 75, 86] ʩʪʚʝʨʜʞʫʶʪʴ, ʱʦ 

ʽʜʝʘʣʴʥʠʡ ʯʘʩ (SLA) ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʜʽʶ (TTT) ʤʘʻ ʩʪʘʥʦʚʠʪʠ ʤʝʥʰʝ 15 ʭʚʠʣʠʥ, 

ʘ ʯʘʩ ʥʘ ʦʧʨʘʮʶʚʘʥʥʷ CSOC Tier1 ʘʥʘʣʽʪʠʢʦʤ ï ʥʝ ʙʽʣʴʰʝ 30 ʭʚʠʣʠʥ. ɿʚʽʩʥʦ, ʥʝ 

ʚʩʽ ʧʦʜʽʾ ʤʦʞʥʘ ʜʦʩʣʽʜʠʪʠ ʟʘ 30 ʭʚʠʣʠʥ, ʪʦʤʫ ʷʢʱʦ ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʪʷʛʫʻʪʴʩʷ ʘʙʦ 

ʥʝ ʚʠʩʪʘʯʘʻ ʟʥʘʥʴ ʯʠ ʥʘʚʠʢʽʚ, ʤʘʻ ʚʽʜʙʫʚʘʪʠʩʴ ʝʩʢʘʣʘʮʽʷ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦ ʩʪʘʨʰʠʭ 
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ʘʥʘʣʽʪʠʢʽʚ. ɿʥʦʚʫ ʞ, ʚʩʽ ʯʘʩʦʚʽ ʨʘʤʢʠ, ʷʢ ʽ ʬʫʥʢʮʽʦʥʘʣʴʥʫ ʚʟʘʻʤʦʜʽʶ ʤʘʻ 

ʦʧʠʩʫʚʘʪʠ ʚʝʨʭʥʴʦʨʽʚʥʝʚʘ ʧʦʣʽʪʠʢʘ ʢʦʤʧʘʥʽʾ ʢʦʪʨʘ ʨʝʛʣʘʤʝʥʪʫʻ ʨʦʙʦʪʫ CSOC.  

 

2.4  ʄʝʪʦʜʠʢʘ ʚʠʙʦʨʫ ʢʦʤʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ ʨʦʙʦʪʠ ʟ ʚʠʷʚʣʝʥʥʷʤ ʘʥʦʤʘʣʽʡ 

 

ɺʠʙʽʨ ʢʦʤʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʘʰʦʛʦ 

ʢʦʥʪʝʢʩʪʫ, ʙʶʜʞʝʪʫ, ʧʦʪʨʝʙ ʙʝʟʧʝʢʠ ʪʘ ʪʝʭʥʽʯʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ ʪʘ ʧʦʚʠʥʥʽ 

ʚʽʜʧʦʚʽʜʘʪʠ ʚʩʽʤ ASRs ʪʘ ʧʘʨʘʤʝʪʨʘʤ, ʱʦ ʚʠʩʫʥʫʪʽ, ʷʢ ʜʦ ʘʨʭʽʪʝʢʪʫʨʥʦʾ ʢʦʥʮʝʧʮʽʾ 

ʧʦʙʫʜʦʚʠ ʤʝʨʝʞʽ ʪʘ ʟʙʦʨʫ ʪʝʣʝʤʝʪʨʽʾ, ʪʘʢ ʽ ʜʦ ʘʛʝʥʪʥʠʭ ʨʽʰʝʥʴ ʢʦʪʨʽ ʙʫʜʫʪʴ 

ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʤʦʥʽʪʦʨʠʥʛ ʥʘʚʢʦʣʦ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʨʛʘʥʽʟʘʮʽʾ [42, 47]. 

ɼʣʷ ʚʠʙʦʨʫ ʦʧʪʠʤʘʣʴʥʦʛʦ ʨʽʰʝʥʥʷ, ʟʙʫʜʫʻʤʦ ʪʘʙʣʠʮʶ ʧʦʨʽʚʥʷʥʥʷ 

ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ SIEM-ʨʽʰʝʥʴ: Splunk, QRadar, ArcSight, LogThythm, 

AlienVault. ɺʠʢʦʨʠʩʪʘʻʤʦ ʪʘʢʽ ʢʨʠʪʝʨʽʾ ʫʩʧʽʰʥʦʩʪʽ: 

¶ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ï ʤʦʞʣʠʚʽʩʪʴ ʣʝʛʢʦ ʩʪʚʦʨʶʚʘʪʠ ʧʦʰʫʢʦʚʽ 

ʟʘʧʠʪʠ ʟʘ ʜʘʥʠʤʠ. ɻʥʫʯʢʘ ʤʦʚʘ ʟʘʧʠʪʽʚ, ʟ ʧʽʜʪʨʠʤʢʦʶ ʩʪʘʪʠʩʪʠʯʥʠʭ ʢʦʤʘʥʜ 

ʨʽʟʥʦʛʦ ʨʽʚʥʷ ʩʢʣʘʜʥʦʩʪʽ, ʨʦʙʦʪʘ ʟ ʪʘʙʣʠʮʷʤʠ; 

¶ ʚʽʟʫʘʣʽʟʘʮʽʷ ï ʛʥʫʯʢʠʡ ʬʫʥʢʮʽʦʥʘʣ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʨʽʟʥʦʤʘʥʽʪʥʠʭ 

ʜʘʰʙʦʨʜʽʚ ʟ ʨʽʟʥʠʤʠ ʚʽʜʦʙʨʘʞʝʥʥʷʤʠ (ʩʪʘʪʠʯʥʽ ʧʦʢʘʟʥʠʢʠ, ʯʘʨʪʠ, ʜʽʘʛʨʘʤʠ, 

ʪʘʙʣʠʮʽ); 

¶ ʦʙʨʦʙʢʘ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʜʘʥʠʭ ï ʥʘʷʚʥʽʩʪʴ ʤʦʞʣʠʚʦʩʪʽ ʽʥʜʝʢʩʫʚʘʪʠ 

ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ, ʩʝʨʚʽʩʽʚ, ʘʧʣʽʢʘʮʽʡ, ʧʣʘʪʬʦʨʤ, ʭʘʤʘʨʥʠʭ 

ʧʨʦʚʘʡʜʝʨʽʚ, ʤʝʨʝʞʝʚʦʛʦ ʦʙʣʘʜʥʘʥʥʷ ʽ ʪʘʢ ʜʘʣʽ. ʊʘʢʦʞ ʤʦʞʣʠʚʽʩʪʴ ʛʨʘʥʫʣʷʨʥʦ 

ʽʥʜʝʢʩʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ, ʘ ʩʘʤʝ ʨʦʟʤʝʞʦʚʫʚʘʪʠ ʟʘ ʧʝʚʥʠʤʠ ʾʾ ʦʟʥʘʢʘʤʠ. 

ʅʘʧʨʠʢʣʘʜ, ʞʫʨʥʘʣ ʧʦʜʽʡ ʟ Windows OS ʤʦʞʝ ʤʽʩʪʠʪʠ ʙʝʟʧʝʢʦʚʽ ʜʘʥʽ (security 

event logs), ʘʫʜʠʪ ʜʘʥʽ (audit event logs), ʩʠʩʪʝʤʥʽ (system logs), ʫʪʠʣʽʟʘʮʽʶ 

ʢʦʤʘʥʜʥʦʾ ʩʪʨʽʯʢʠ (powershell logs) ʽ ʽʥʰʽ ï ʚʽʜʧʦʚʽʜʥʦ, ʮʽ ʜʘʥʽ ʤʘʶʪʴ ʙʫʪʠ 

ʟʘʧʠʩʘʥʽ ʚ ʤʝʞʘʭ ʦʜʥʦʛʦ ʽʥʜʝʢʩʘ, ʘʣʝ ʟ ʨʽʟʥʠʤ ʪʠʧʦʤ (sourcetype); 

¶ ʰʚʠʜʢʽʩʪʴ ʘʙʦ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ï ʥʘʩʢʽʣʴʢʠ ʰʚʠʜʢʦ ʩʠʩʪʝʤʘ ʜʦʟʚʦʣʷʻ 

ʦʧʨʘʮʴʦʚʫʚʘʪʠ ʚʝʣʠʢʽ ʦʙᾷʻʤʠ ʜʘʥʠʭ, ʪʦʙʪʦ ʰʚʠʜʢʽʩʪʴ ʚʠʢʦʥʘʥʥʷ ʦʜʥʦʛʦ ʟʘʧʠʪʫ ʪʘ 

ʙʘʛʘʪʴʦʭ ʟʘʧʠʪʽʚ ʜʦ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʽʥʬʦʨʤʘʮʽʾ; 
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¶ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ï ʤʦʞʣʠʚʽʩʪʴ ʜʦʜʘʚʘʪʠ ʥʦʚʽ ʥʦʜʠ ʜʣʷ ʟʙʽʣʴʰʝʥʥʷ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. ʊʘʢʦʞ, ʨʦʟʜʽʣʝʥʥʷ ʩʠʩʪʝʤʠ ʥʘ ʧʽʜ ʚʠʜʠ, ʟʘʣʝʞʥʦ ʚʽʜ ʪʠʧʫ 

ʚʠʢʦʥʘʥʥʷ ʟʘʚʜʘʥʥʷ. ʊʦʙʪʦ ʥʦʜʘ ʢʦʪʨʘ ʽʥʜʝʢʩʫʻ ʽʥʬʦʨʤʘʮʽʶ ʥʝ ʧʦʚʠʥʥʘ 

ʚʠʢʦʥʫʚʘʪʠ ʽ ʧʦʰʫʢ ʽʥʬʦʨʤʘʮʽʾ, ʦʩʢʽʣʴʢʠ ʚ ʪʘʢʦʤʫ ʚʠʧʘʜʢʫ ʙʫʜʝ ʧʨʦʩʽʜʘʪʠ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ. ʊʦʙʪʦ ʚʩʷ ʩʠʩʪʝʤʘ SIEM ʧʦʚʠʥʥʘ ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʧʨʘʮʶʚʘʪʠ ʷʢ 

ʢʣʘʩʪʝʨ; 

¶ ʙʝʟʧʝʢʘ ʧʣʘʪʬʦʨʤʠ ï ʷʢʽ ʤʝʭʘʥʽʟʤʠ ʢʦʥʪʨʦʣʶ ʧʣʘʪʬʦʨʤʘ ʧʨʦʧʦʥʫʻ 

ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʮʽʣʽʩʥʦʩʪʽ, ʜʦʩʪʫʧʥʦʩʪʽ ʪʘ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʽʥʬʦʨʤʘʮʽʾ. ʗʢ 

ʰʚʠʜʢʦ ʚʠʨʦʙʥʠʢ ʧʨʘʮʶʻ ʟʽ ʟʥʘʡʜʝʥʠʤʠ ʚʨʘʟʣʠʚʦʩʪʷʤʠ ʪʘ ʚʨʘʟʣʠʚʦʩʪʷʤʠ ʚ 

ʤʦʜʫʣʷʭ ʽʥʰʠʭ ʚʠʨʦʙʥʠʢʽʚ (ʥʘʧʨʠʢʣʘʜ ʙʽʙʣʽʦʪʝʢ Python) ʢʦʪʨʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚ 

ʩʚʦʻʤʫ ʧʨʦʜʫʢʪʽ; 

¶ ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ï ʥʘʷʚʥʽʩʪʴ ʤʦʜʫʣʷ ʤʦʜʫʣʷ, ʢʦʪʨʠʡ ʽʥʪʝʛʨʫʻ ʪʘ 

ʜʦʟʚʦʣʷ̒  ʚʟʘʻʤʦʜʽʷʪʠ ʬʫʥʢʮʽʦʥʘʣʫ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʚ SIEM; 

¶ ʤʦʜʝʣʽ ʜʘʥʠʭ (ʜʘʪʘʤʦʜʝʣʽ) ï ʥʘʷʚʥʽʩʪʴ, ʩʪʚʦʨʝʥʥʷ ʥʦʚʠʭ ʪʘ ʛʥʫʯʢʘ 

ʨʦʙʦʪʘ ʟ̔ ʩʪʘʥʜʘʨʪʠʟʘʮʽʻʁ  ʜʘʥʠʭ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʚʠʨʦʙʥʠʢʘ, ʢʦʪʨʠʡ ʥʘʜʘʻ ʮʽ ʜʘʥʽ; 

¶ ʧʽʜʪʨʠʤʢʘ ï ʥʘʷʚʥʽʩʪʴ ʷʢʽʩʥʦ, ʰʚʠʜʢʦʾ ʪʘ ʢʦʤʧʝʪʝʥʪʥʦʾ ʧʽʜʪʨʠʤʢʠ, 

ʯʽʪʢʦʾ ʜʦʢʫʤʝʥʪʘʮʽʾ, ʚʝʣʠʢʦʛʦ ʢʦʤᾷʶʥʽʪʽ ʬʘʭʽʚʮʽʚ (ʜʦʧʦʤʦʞʝ ʫ ʚʠʨʽʰʝʥʥʽ 

ʩʧʝʮʠʬʽʯʥʠʭ ʟʘʜʘʯ), ʰʚʠʜʢʘ ʘʜʘʧʪʘʮʽʷ ʚʠʨʦʙʥʠʢʦʤ ʩʚʦʛʦ ʧʨʦʜʫʢʪʫ ʧʽʜ ʩʫʯʘʩʥʽ 

ʨʝʘʣʽʾ ʨʠʥʢʫ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʐʢʘʣʘ ʦʮʽʥʢʠ, ʷʢʘ ʭʘʨʘʢʪʝʨʠʟʫʻ ʨʽʚʝʥʴ ʪʦʛʦ ʯʠ ʽʥʰʦʛʦ ʧʘʨʘʤʝʪʨʫ: 

¶ ʚʠʩʦʢʠʡ 

¶ ʜʦʙʨʠʡ 

¶ ʟʘʜʦʚʽʣʴʥʠʡ 

¶ ʥʝʟʘʜʦʚʽʣʴʥʠʡ 
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ʊʘʙʣʠʮʷ 2.1. 

ʆʮʽʥʢʘ ʧʨʝʜʩʪʘʚʥʠʢʽʚ SIEM ʩʠʩʪʝʤ ʥʘ ʨʠʥʢʫ 

ʂʨʠʪʝʨʽʡ Splunk IBM QRadar  ArcSight 

(Micro Focus) 

LogRhythm AlienVault 

(AT&T 

Cybersecurity) 

ʂʦʨʝʣʷʮʽʡʥʽ 

ʧʨʘʚʠʣʘ 

ɺʠʩʦʢʠʡ 

ɻʥʫʯʢʽʩʪʴ ʟ SPL; 

ʧʽʜʪʨʠʤʢʘ 

ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ. 

ɺʠʩʦʢʠʡ 

ʂʦʨʝʣʷʮʽʡʥʽ 

ʤʦʞʣʠʚʦʩʪʽ ʟ 

AQL; 

ʘʚʪʦʤʘʪʠʟʘʮʽʷ. 

ɼʦʙʨʠʡ 

ʉʢʣʘʜʥʘ, ʘʣʝ 

ʧʦʪʫʞʥʘ ʩʠʩʪʝʤʘ 

ʢʦʨʝʣʷʮʽʾ; 

ʧʽʜʪʨʠʤʢʘ 

ʽʥʪʝʛʨʘʮʽʡ. 

ɼʦʙʨʠʡ 

ʃʝʛʢʽʩʪʴ 

ʥʘʣʘʰʪʫʚʘʥʥʷ 

ʧʨʘʚʠʣ; 

ʘʚʪʦʤʘʪʠʟʘʮʽʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʇʨʦʩʪʽ ʫ 

ʚʠʢʦʨʠʩʪʘʥʥʽ, ʘʣʝ 

ʤʝʥʰ ʛʥʫʯʢʽ. 

ɺʽʟʫʘʣʽʟʘʮʽʷ ɺʠʩʦʢʠʡ 

ɯʥʪʝʨʘʢʪʠʚʥʽ 

ʜʘʰʙʦʨʜʠ ʪʘ 

ʛʨʘʬʽʢʠ; 

ʢʘʩʪʦʤʽʟʘʮʽʷ. 

ɼʦʙʨʠʡ 

ɯʥʪʝʛʨʦʚʘʥʽ 

ʜʘʰʙʦʨʜʠ, 

ʭʦʨʦʰʘ 

ʚʽʟʫʘʣʽʟʘʮʽʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ɯʥʪʫʾʪʠʚʥʦ 

ʟʨʦʟʫʤʽʣʽ, ʘʣʝ 

ʤʝʥʰ 

ʢʘʩʪʦʤʽʟʦʚʘʥʽ. 

ɺʠʩʦʢʠʡ 

ɯʥʪʝʨʘʢʪʠʚʥʽ 

ʜʘʰʙʦʨʜʠ; 

ʥʘʣʘʰʪʫʚʘʥʥʷ 

ʧʽʜ ʢʦʨʠʩʪʫʚʘʯʘ. 

ɼʦʙʨʠʡ 

ɿʨʫʯʥʽ, ʘʣʝ ʤʝʥʰ 

ʧʦʪʫʞʥʽ 

ʚʽʟʫʘʣʽʟʘʮʽʾ. 

ʆʙʨʦʙʢʘ 

ʨʽʟʥʦʤʘʥʽʪʥʠʭ 

ʜʘʥʠʭ 

ɺʠʩʦʢʠʡ 

ʇʽʜʪʨʠʤʢʘ 

ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʫ 

ʜʞʝʨʝʣ ʜʘʥʠʭ. 

ɺʠʩʦʢʠʡ 

ʇʽʜʪʨʠʤʢʘ 

ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ 

ʜʞʝʨʝʣ ʜʘʥʠʭ; 

ʽʥʪʫʾʪʠʚʥʠʡ 

ʧʘʨʩʠʥʛ. 

ɼʦʙʨʠʡ 

ʐʠʨʦʢʠʡ ʩʧʝʢʪʨ 

ʽʥʪʝʛʨʘʮʽʡ, 

ʩʢʣʘʜʥʽʩʪʴ 

ʥʘʣʘʰʪʫʚʘʥʥʷ. 

ɼʦʙʨʠʡ 

ʃʝʛʢʽʩʪʴ 

ʽʥʪʝʛʨʘʮʽʾ ʟ 

ʨʽʟʥʠʤʠ 

ʜʞʝʨʝʣʘʤʠ 

ʜʘʥʠʭ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʄʝʥʰʘ ʧʽʜʪʨʠʤʢʘ 

ʧʦʨʽʚʥʷʥʦ ʟ 

ʽʥʰʠʤʠ. 

ʐʚʠʜʢʽʩʪʴ ʘʙʦ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ 

ɼʦʙʨʠʡ 

ʇʨʦʜʫʢʪʠʚʥʽʩʪʴ, 

ʘʣʝ ʚʠʤʘʛʘʻ 

ʟʥʘʯʥʠʭ ʨʝʩʫʨʩʽʚ. 

ɺʠʩʦʢʠʡ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ; 

ʦʧʪʠʤʽʟʘʮʽʷ ʜʣʷ 

ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ 

ʜʘʥʠʭ. 

ɼʦʙʨʠʡ 

ɺʠʩʦʢʘ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, 

ʘʣʝ ʩʢʣʘʜʥʽʩʪʴ ʫ 

ʥʘʣʘʰʪʫʚʘʥʥʽ. 

ɼʦʙʨʠʡ 

ʍʦʨʦʰʘ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ; 

ʦʧʪʠʤʽʟʦʚʘʥʘ 

ʜʣʷ ʩʝʨʝʜʥʽʭ 

ʦʙʩʷʛʽʚ ʜʘʥʠʭ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʉʝʨʝʜʥʷ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ; 

ʤʦʞʝ ʚʽʜʩʪʘʚʘʪʠ 

ʧʨʠ ʚʝʣʠʢʠʭ 

ʦʙʩʷʛʘʭ ʜʘʥʠʭ. 

ʄʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ɺʠʩʦʢʠʡ 

ʄʘʩʰʪʘʙʦʚʘʥʽʩʪʴ; 

ʧʽʜʪʨʠʤʢʘ 

ʢʣʘʩʪʝʨʠʟʘʮʽʾ. 

ɼʦʙʨʠʡ 

ʄʘʩʰʪʘʙʦʚʘʥʽʩʪʴ; 

ʦʧʪʠʤʽʟʘʮʽʷ ʜʣʷ 

ʚʝʣʠʢʠʭ 

ʧʽʜʧʨʠʻʤʩʪʚ. 

ɼʦʙʨʠʡ 

ɺʠʩʦʢʘ 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ, 

ʘʣʝ ʩʢʣʘʜʥʽʩʪʴ ʫ 

ʚʧʨʦʚʘʜʞʝʥʥʽ. 

ɺʠʩʦʢʠʡ 

ʍʦʨʦʰʘ 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ 

ʜʣʷ ʩʝʨʝʜʥʽʭ 

ʢʦʤʧʘʥʽʡ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʆʙʤʝʞʝʥʘ 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ.. 

ɹʝʟʧʝʢʘ 

ʧʣʘʪʬʦʨʤʠ 

ɺʠʩʦʢʠʡ 

ʙʝʟʧʝʢʘ; 

ʚʽʜʧʦʚʽʜʥʽʩʪʴ 

ʙʘʛʘʪʴʦʤ 

ʩʪʘʥʜʘʨʪʘʤ. 

ɺʠʩʦʢʠʡ 

ʅʘʜʽʡʥʘ ʙʝʟʧʝʢʘ; 

ʚʽʜʧʦʚʽʜʥʽʩʪʴ 

ʩʪʘʥʜʘʨʪʘʤ. 

ɼʦʙʨʠʡ 

ɺʠʩʦʢʘ ʙʝʟʧʝʢʘ, 

ʘʣʝ ʟʘʪʨʠʤʢʠ ʟ 

ʦʥʦʚʣʝʥʥʷʤʠ 

ɺʠʩʦʢʠʡ 

ʅʘʜʽʡʥʘ ʙʝʟʧʝʢʘ; 

ʟʨʫʯʥʝ 

ʥʘʣʘʰʪʫʚʘʥʥʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʉʝʨʝʜʥʷ ʙʝʟʧʝʢʘ. 

ʄʘʰʠʥʥʝ 

ʥʘʚʯʘʥʥʷ 

ɺʠʩʦʢʠʡ 

ʽʥʩʪʨʫʤʝʥʪ MLTK 

ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ 

ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ. 

ɼʦʙʨʠʡ 

ɺʙʫʜʦʚʘʥʽ 

ʤʦʞʣʠʚʦʩʪʽ 

ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʆʙʤʝʞʝʥʽ 

ʤʦʞʣʠʚʦʩʪʽ 

ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ɯʥʪʝʛʨʘʮʽʷ ʟ 

ʤʘʰʠʥʥʠʤ 

ʥʘʚʯʘʥʥʷʤ, ʘʣʝ 

ʦʙʤʝʞʝʥʘ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʆʩʥʦʚʥʽ 

ʤʦʞʣʠʚʦʩʪʽ 

ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ. 

ɼʘʪʘʤʦʜʝʣʽ ɺʠʩʦʢʠʡ 

ʈʦʟʰʠʨʝʥʽ 

ʜʘʪʘʤʦʜʝʣʽ ʜʣʷ 

ʨʽʟʥʠʭ ʪʠʧʽʚ 

ʜʘʥʠʭ. 

ɻʥʫʢʯʢʽʩʪʴ. 

ɼʦʙʨʠʡ 

ɯʥʪʝʛʨʦʚʘʥʽ 

ʜʘʪʘʤʦʜʝʣʽ ʜʣʷ 

ʙʘʛʘʪʴʦʭ ʜʞʝʨʝʣ. 

ɼʦʙʨʠʡ 

ʇʽʜʪʨʠʤʢʘ 

ʢʘʩʪʦʤʥʠʭ 

ʜʘʪʘʤʦʜʝʣʝʡ; 

ʩʢʣʘʜʥʝ 

ʥʘʣʘʰʪʫʚʘʥʥʷ 

ɿʘʜʦʚʽʣʴʥʠʡ 

ɺʙʫʜʦʚʘʥʽ 

ʜʘʪʘʤʦʜʝʣʽ ʜʣʷ 

ʦʩʥʦʚʥʠʭ 

ʜʞʝʨʝʣ ʜʘʥʠʭ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ɹʘʟʦʚʽ ʜʘʪʘʤʦʜʝʣʽ; 

ʦʙʤʝʞʝʥʘ 

ʛʥʫʯʢʽʩʪʴ. 
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ʂʨʠʪʝʨʽʡ Splunk IBM QRadar  ArcSight 

(Micro 

Focus) 

LogRhythm  AlienVault 

(AT&T 

Cybersecurity) 

ʇʽʜʪʨʠʤʢʘ ɺʠʩʦʢʠʡ 

ɺʩʝʙʽʯʥʘ 

ʧʽʜʪʨʠʤʢʘ; ʚʝʣʠʢʘ 

ʩʧʽʣʴʥʦʪʘ ʪʘ 

ʧʘʨʪʥʝʨʩʴʢʘ 

ʤʝʨʝʞʘ. 

ɼʦʙʨʠʡ 

 ʧʽʜʪʨʠʤʢʘ; 

ʥʘʜʽʡʥʽ ʨʝʩʫʨʩʠ ʪʘ 

ʜʦʢʫʤʝʥʪʘʮʽʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʉʢʣʘʜʥʽʩʪʴ ʚ 

ʦʪʨʠʤʘʥʥʽ 

ʧʽʜʪʨʠʤʢʠ; 

ʦʙʤʝʞʝʥʽ 

ʨʝʩʫʨʩʠ. 

ɼʦʙʨʠʡ 

ɺʠʩʦʢʘ ʷʢʽʩʪʴ 

ʧʽʜʪʨʠʤʢʠ; 

ʭʦʨʦʰʘ 

ʜʦʢʫʤʝʥʪʘʮʽʷ. 

ɿʘʜʦʚʽʣʴʥʠʡ 

ʆʙʤʝʞʝʥʘ 

ʧʽʜʪʨʠʤʢʘ; ʤʝʥʰʘ 

ʩʧʽʣʴʥʦʪʘ. 

 

ʇʨʦʘʥʘʣʽʟʫʚʘʚʰʠ ʧʦʜʘʥʫ ʪʘʙʣʠʮʶ, ʤʦʞʥʘ ʯʽʪʢʦ ʧʨʠʡʪʠ ʜʦ ʚʠʩʥʦʚʢʫ, ʱʦ 

SIEM Splunk ʻ ʣʽʜʝʨʦʤ ʤʘʡʞʝ ʫ ʚʩʽʭ ʧʫʥʢʪʘʭ ʧʦʨʽʚʥʷʥʥʷ, ʪʽʣʴʢʠ ʚ ʤʝʞʘʭ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʦʪʨʠʤʘʥʘ ʦʮʽʥʢʘ ʥʝ ʤʘʢʩʠʤʘʣʴʥʘ, ʘʣʝ ʮʝ ʧʦʚôʷʟʘʥʦ ʣʠʰ ʟ ʪʠʤ, ʱʦ, 

Splunk ʚʠʤʘʛʘʻ ʙʽʣʴʰʝ ʩʝʨʚʝʨʥʠʭ ʧʦʪʫʞʥʦʩʪʝʡ, ʘʣʝ ʷʢʱʦ ʜʦʪʨʠʤʫʚʘʪʠʩʴ ʚʠʤʦʛ 

ʢʦʤʧʘʥʽʾ ï ʪʦʜʽ ʥʽʷʢʠʭ ʪʨʫʜʥʦʱʽʚ ʥʝ ʙʫʜʝ [45, 46].  

ʊʘʢʦʞ, ʚʠʟʥʘʯʠʪʠ ʣʽʜʝʨʽʚ ʧʝʚʥʠʭ ʩʝʛʤʝʥʪʽʚ ʽʥʜʫʩʪʨʽʾ ʤʦʞʣʠʚʦ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʩʪʦʨʦʥʥʽ ʘʥʘʣʽʪʠʯʥʽ ʟʚʽʪʠ. ʂʦʤʧʘʥʽʷ Gartner ʢʦʞʥʦʛʦ ʨʦʢʫ 

ʧʨʦʚʦʜʠʪʴ ʘʥʘʣʽʟ ʢʣʶʯʦʚʠʭ ʨʽʰʝʥʴ ʥʘ ʨʠʥʢʫ ʽ ʙʫʜʫʻ çʤʘʛʽʯʥʠʡ ʢʚʘʜʨʘʥʪè (Magic 

Quadrant, MQ) ʪʘ ʧʦʢʘʟʫʻ ʭʪʦ ʥʘ ʷʢʦʤʫ ʝʪʘʧʽ ʨʦʟʚʠʪʢʫ: 
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ʊʘʙʣʠʮʷ 2.2. 

SIEM Magic Quadrant 

 

 

ɿʛʽʜʥʦ ʟ ʘʥʘʣʽʪʠʢʦʶ Gartner MQ, SIEM Splunk ʻ ʣʽʜʝʨʦʤ ʨʠʥʢʫ ʽ ʢʨʘʱʠʤ 

ʨʽʰʝʥʥʷʤ ʜʣʷ ʙʽʟʥʝʩʫ ʩʝʨʝʜ SIEM ʩʠʩʪʝʤ [33]. 

ʊʦʤʫ, ʩʧʠʨʘʶʯʠʩʴ ʥʘ ʦʙôʻʢʪʠʚʥʽ ʧʦʢʘʟʥʠʢʠ, SIEM Splunk ʙʫʚ ʚʠʙʨʘʥʠʡ ʷʢ 

ʦʩʥʦʚʥʘ ʧʣʘʪʬʦʨʤʘ ʜʣʷ ʧʦʙʫʜʦʚʠ ML ʤʝʪʦʜʫ ʜʣʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ. 

ʆʜʥʽʻʶ ʟ ʥʘʡʩʠʣʴʥʽʰʠʭ ʩʪʦʨʽʥ SIEM Splunk ʻ ʡʦʛʦ ʤʦʞʣʠʚʦʩʪʴ ʩʪʚʦʨʶʚʘʪʠ 

ʪʘ ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ. ɿʘʚʜʷʢʠ ʚʣʘʩʥʽʡ ʤʦʚʽ ʟʘʧʠʪʽʚ (SPL), 

ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʧʠʩʘʪʠ ʩʢʣʘʜʥʽ ʧʨʘʚʠʣʘ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʪʦʯʥʦ ʥʘʣʘʰʪʫʚʘʪʠ 

ʩʠʩʪʝʤʫ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʨʽʟʥʠʭ ʪʠʧʽʚ ʟʘʛʨʦʟ. ʎʝ ʜʫʞʝ ʢʦʨʠʩʥʦ ʜʣʷ ʚʝʣʠʢʠʭ 

ʦʨʛʘʥʽʟʘʮʽʡ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʽʥʜʠʚʽʜʫʘʣʴʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʍʦʯʘ SPL 
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ʚʠʤʘʛʘʻ ʧʝʚʥʦʛʦ ʨʽʚʥʷ ʟʥʘʥʴ ʽ ʜʦʩʚʽʜʫ, ʡʦʛʦ ʛʥʫʯʢʽʩʪʴ ʽ ʧʦʪʫʞʥʽʩʪʴ ʚʘʞʢʦ 

ʧʝʨʝʦʮʽʥʠʪʠ [45, 46, 47]. 

ʑʦʜʦ ʚʽʟʫʘʣʽʟʘʮʽʾ, SIEM Splunk ʟʘʙʝʟʧʝʯʫʻ ʯʫʜʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʩʪʚʦʨʝʥʥʷ ʽʥʪʝʨʘʢʪʠʚʥʠʭ ʜʘʰʙʦʨʜʽʚ, ʛʨʘʬʽʢʽʚ ʽ ʟʚʽʪʽʚ. ʂʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʣʝʛʢʦ 

ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʚʽʟʫʘʣʽʟʘʮʽʾ ʧʽʜ ʩʚʦʾ ʧʦʪʨʝʙʠ, ʩʪʚʦʨʶʶʯʠ ʜʝʪʘʣʴʥʽ ʛʨʘʬʽʢʠ, 

ʛʽʩʪʦʛʨʘʤʠ, ʪʝʧʣʦʚʽ ʢʘʨʪʠ ʪʘ ʽʥʰʽ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʘʥʘʣʽʟʫ ʜʘʥʠʭ. ʎʝ ʜʦʟʚʦʣʷʻ 

ʰʚʠʜʢʦ ʽ ʝʬʝʢʪʠʚʥʦ ʦʮʽʥʶʚʘʪʠ ʩʪʘʥ ʙʝʟʧʝʢʠ ʩʠʩʪʝʤʠ, ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʪʘ 

ʫʭʚʘʣʶʚʘʪʠ ʦʙˇʨʫʥʪʦʚʘʥʽ ʨʽʰʝʥʥʷ. 

SIEM Splunk ʪʘʢʦʞ ʚʽʜʦʤʠʡ ʩʚʦʻʶ ʟʜʘʪʥʽʩʪʶ ʦʙʨʦʙʣʷʪʠ ʨʽʟʥʦʤʘʥʽʪʥʽ ʜʘʥʽ ʟ 

ʨʽʟʥʠʭ ʜʞʝʨʝʣ. ʅʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʯʠ ʮʝ ʣʦʛʠ, ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ, ʜʘʥʽ ʜʦʜʘʪʢʽʚ 

ʘʙʦ ʙʘʟʠ ʜʘʥʠʭ, SIEM Splunk ʤʦʞʝ ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʯʠʪʫʚʘʪʠ ʪʘ ʽʥʜʝʢʩʫʚʘʪʠ ʮʽ 

ʜʘʥʽ, ʱʦ ʟʥʘʯʥʦ ʧʦʣʝʛʰʫʻ ʾʭ ʘʥʘʣʽʟ. ʍʦʯʘ ʧʝʨʚʠʥʥʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʤʦʞʝ ʙʫʪʠ 

ʩʢʣʘʜʥʠʤ ʽ ʚʠʤʘʛʘʪʠ ʟʥʘʯʥʠʭ ʟʫʩʠʣʴ, ʨʝʟʫʣʴʪʘʪ ï ʚʠ ʦʪʨʠʤʫʻʪʝ ʫʥʽʚʝʨʩʘʣʴʥʠʡ 

ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʨʦʙʦʪʠ ʟ ʙʫʜʴ-ʷʢʠʤʠ ʜʘʥʠʤʠ. ɯʥʜʝʢʩʫʚʘʥʥʷ ʤʦʞʥʘ ʧʨʦʚʦʜʠʪʠ ʥʘ 

ʜʦʩʪʘʪʥʴʦʤʫ ʨʽʚʥʽ ʛʨʘʥʫʣʷʨʥʦʩʪʽ. ɼʘʥʽ ʤʦʞʥʘ ʨʦʟʜʽʣʷʪʠ ʟʘ ʨʽʟʥʠʤ ʪʠʧʦʤ 

(sourcetype) ʯʠ ʜʞʝʨʝʣʦʤ ʧʦʭʦʜʞʝʥʥʷ (source) ʘʙʦ ʾʭ ʪʝʛʫʚʘʪʠ ʜʣʷ ʰʚʠʜʢʦʛʦ 

ʛʨʫʧʫʚʘʥʥʷ (tag). 

ʇʨʦʜʫʢʪʠʚʥʽʩʪʴ ʽ ʰʚʠʜʢʽʩʪʴ ʦʙʨʦʙʢʠ ʜʘʥʠʭ ï ʮʝ ʱʝ ʦʜʥʘ ʚʘʞʣʠʚʘ ʧʝʨʝʚʘʛʘ 

SIEM Splunk. ʁʦʛʦ ʩʠʩʪʝʤʘ ʽʥʜʝʢʩʘʮʽʾ ʟʘʙʝʟʧʝʯʫʻ ʰʚʠʜʢʠʡ ʜʦʩʪʫʧ ʜʦ ʜʘʥʠʭ ʽ 

ʟʤʝʥʰʫʻ ʯʘʩ ʥʘ ʧʦʰʫʢ. ʎʝ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ ʜʣʷ ʚʝʣʠʢʠʭ ʦʨʛʘʥʽʟʘʮʽʡ, ʜʝ ʢʦʞʥʘ 

ʩʝʢʫʥʜʘ ʤʦʞʝ ʤʘʪʠ ʟʥʘʯʝʥʥʷ ʫ ʚʠʷʚʣʝʥʥʽ ʪʘ ʨʝʘʛʫʚʘʥʥʽ ʥʘ ʟʘʛʨʦʟʠ. ɺʠʩʦʢʘ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, ʚʪʽʤ, ʚʠʤʘʛʘʻ ʟʥʘʯʥʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʧʘʤ'ʷʪʽ, ʱʦ 

ʤʦʞʝ ʙʫʪʠ ʜʦʨʦʛʠʤ ʜʣʷ ʜʝʷʢʠʭ ʢʦʤʧʘʥʽʡ. ʃʦʛʽʢʘ ʜʫʞʝ ʧʨʦʩʪʘ: ʯʠʤ ʙʽʣʴʰʝ ʜʘʥʠʭ 

ʽʥʜʝʢʩʫʻʪʴʩʷ ʽ ʟʙʝʨʽʛʘʻʪʴʩʷ, ʪʠʤ ʙʽʣʴʰʝ ʢʣʘʩʪʝʨʥʦʾ ʧʦʪʫʞʥʦʩʪʽ ʚʘʤ ʧʦʪʨʽʙʥʦ. ɼʣʷ 

ʽʥʜʝʢʩʫʚʘʥʥʷ 500ɻʙ ʜʘʥʠʭ ʥʘ ʜʦʙʫ ʽ ʰʚʠʜʢʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʥʠʭ ʙʫʜʝ ʥʝʦʙʭʽʜʥʦ 

ʨʦʟʧʦʜʽʣʝʥʠʡ ʢʣʘʩʪʝʨ ʟʛʽʜʥʦ ʟ ʪʦʧʦʣʦʛʽʻʶ [45, 46], ʪʦʙʪʦ ʚ ʩʫʢʫʧʥʦʩʪʽ ʤʘʻʤʦ ʤʘʪʠ 

40 CPU ʘʙʦ 80 vCPU ʟ ʪʘʢʪʦʚʦʶ ʯʘʩʪʦʪʦʶ ʥʝ ʤʝʥʰʝ 2 ɻɻʮ, 76 ɻʙ ʦʧʝʨʘʪʠʚʥʦʾ 

ʧʘʤôʷʪʽ, ʛʽʛʙʽʪʥʝ ʽʥʪʝʨʥʝʪ ʟôʻʜʥʘʥʥʷ ʪʘ ʭ64 ʙʽʪʥʫ ʆʉ ʥʘ ʙʘʟʽ *NIX ʘʙʦ Windnows. 

ʎʝ ʻ ʤʽʥʽʤʘʣʴʥʦ ʥʝʦʙʭʽʜʥʽ ʚʠʤʦʛʠ, ʘʣʝ ʚʘʨʪʦ ʚʨʘʭʫʚʘʪʠ, ʱʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ML 

ʤʦʞʝ ʣʝʛʢʦ ʧʝʨʝʚʘʥʪʘʞʠʪʠ ʪʘʢʝ ʢʣʘʩʪʝʨʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʪʦʤʫ ʬʽʟʠʯʥʠʭ 
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ʧʦʪʫʞʥʦʩʪʝʡ ʤʘʻ ʙʫʪʠ ʙʽʣʴʰʝ. ʊʘʢʦʞ, ʟ ʪʦʯʢʠ ʟʦʨʫ ʬʽʥʘʥʩʦʚʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ, 

ʚʘʨʪʦ ʚʨʘʭʫʚʘʪʠ ʨʦʟʛʦʨʪʘʥʥʷ, ʢʦʥʬʽʛʫʨʫʚʘʥʥʷ ʪʘ ʧʦʩʪʽʡʥʫ ʧʽʜʪʨʠʤʢʫ ʢʣʘʩʪʝʨʫ 

SIEM, ʘ ʮʝ ʪʘʢʦʞ ʜʦʨʦʛʦʚʘʨʪʽʩʪʥʘ ʟʘʜʘʯʘ, ʦʩʢʽʣʴʢʠ ʟʘʣʫʯʫʚʘʪʠ ʜʣʷ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʮʠʭ ʩʠʩʪʝʤ ʥʝʦʙʭʽʜʥʦ ʩʪʘʨʰʠʭ (senior) ʽʥʞʝʥʝʨʽʚ.  

ʂʦʣʠ ʤʦʚʘ ʡʜʝ ʧʨʦ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ, SIEM Splunk ʥʝ ʤʘʻ ʩʦʙʽ ʨʽʚʥʠʭ. ɺʽʥ 

ʤʦʞʝ ʣʝʛʢʦ ʤʘʩʰʪʘʙʫʚʘʪʠʩʴ, ʜʦʜʘʶʯʠ ʥʦʚʽ ʽʥʩʪʘʥʮʽʾ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʙʨʦʙʣʷʪʠ 

ʟʨʦʩʪʘʶʯʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʙʝʟ ʚʪʨʘʪʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. ʇʽʜʪʨʠʤʢʘ ʢʣʘʩʪʝʨʽʚ ʜʘʥʠʭ ʽ 

ʧʦʰʫʢʦʚʠʭ ʢʣʘʩʪʝʨʽʚ ʟʘʙʝʟʧʝʯʫʻ ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʨʦʙʦʪʠ ʪʘ ʚʠʩʦʢʫ ʜʦʩʪʫʧʥʽʩʪʴ, 

ʱʦ ʨʦʙʠʪʴ ʡʦʛʦ ʽʜʝʘʣʴʥʠʤ ʜʣʷ ʚʝʣʠʢʠʭ ʽ ʰʚʠʜʢʦ ʟʨʦʩʪʘʶʯʠʭ ʦʨʛʘʥʽʟʘʮʽʡ. ʇʨʦʪʝ, 

ʫʧʨʘʚʣʽʥʥʷ ʚʝʣʠʢʠʤʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘʤʠ SIEM Splunk ʤʦʞʝ ʙʫʪʠ ʩʢʣʘʜʥʠʤ 

ʟʘʚʜʘʥʥʷʤ ʽ ʚʠʤʘʛʘʪʠ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʟʥʘʥʴ. 

ɹʝʟʧʝʢʘ ʧʣʘʪʬʦʨʤʠ SIEM Splunk ʪʘʢʦʞ ʥʘ ʚʠʩʦʢʦʤʫ ʨʽʚʥʽ. ɺʽʥ ʟʘʙʝʟʧʝʯʫʻ 

ʥʘʜʽʡʥʠʡ ʟʘʭʠʩʪ ʜʘʥʠʭ, ʚʢʣʶʯʘʶʯʠ ʰʠʬʨʫʚʘʥʥʷ, ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʪʘ ʘʫʜʠʪ. 

ɺʽʜʧʦʚʽʜʥʽʩʪʴ ʙʘʛʘʪʴʦʤ ʩʪʘʥʜʘʨʪʘʤ ʙʝʟʧʝʢʠ, ʪʘʢʠʤ ʷʢ GDPR ʪʘ HIPAA, ʨʦʙʠʪʴ 

SIEM Splunk ʥʘʜʽʡʥʠʤ ʚʠʙʦʨʦʤ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʡ, ʱʦ ʧʨʘʮʶʶʪʴ ʟ ʯʫʪʣʠʚʦʶ 

ʽʥʬʦʨʤʘʮʽʻʶ. ʆʜʥʘʢ ʥʝʧʨʘʚʠʣʴʥʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʤʦʞʝ ʩʪʚʦʨʠʪʠ ʚʨʘʟʣʠʚʦʩʪʽ, 

ʪʦʤʫ ʧʦʪʨʽʙʥʦ ʨʝʪʝʣʴʥʦ ʧʽʜʭʦʜʠʪʠ ʜʦ ʢʦʥʬʽʛʫʨʘʮʽʾ ʙʝʟʧʝʢʠ ʪʘ ʩʣʽʜʢʫʚʘʪʠ ʟʘ 

ʦʥʦʚʣʝʥʥʷʤʠ. 

ʆʜʥʽʻʶ ʟ ʥʘʡʽʥʥʦʚʘʮʽʡʥʽʰʠʭ ʦʩʦʙʣʠʚʦʩʪʝʡ SIEM Splunk ʻ ʽʥʪʝʛʨʘʮʽʷ ʟ 

ʤʘʰʠʥʥʠʤ ʥʘʚʯʘʥʥʷʤ. Splunk Machine Learning Toolkit (MLTK) [84]  ʜʦʟʚʦʣʷʻ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʣʛʦʨʠʪʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʪʘ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ. ʎʝ ʜʦʟʚʦʣʷʻ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʙʘʛʘʪʦ ʧʨʦʮʝʩʽʚ ʽ ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ [47, 48, 52]. 

ʅʘʨʝʰʪʽ, ʧʽʜʪʨʠʤʢʘ SIEM Splunk ʟʘʩʣʫʛʦʚʫʻ ʦʢʨʝʤʦʾ ʫʚʘʛʠ. ʂʦʤʧʘʥʽʷ ʥʘʜʘʻ 

ʚʩʝʙʽʯʥʫ ʧʽʜʪʨʠʤʢʫ, ʚʢʣʶʯʘʶʯʠ ʜʝʪʘʣʴʥʫ ʜʦʢʫʤʝʥʪʘʮʽʶ, ʥʘʚʯʘʣʴʥʽ ʨʝʩʫʨʩʠ, 

ʘʢʪʠʚʥʫ ʩʧʽʣʴʥʦʪʫ ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʘ ʪʝʭʥʽʯʥʫ ʧʽʜʪʨʠʤʢʫ. ʂʨʽʤ ʪʦʛʦ, ʚʝʣʠʢʘ ʤʝʨʝʞʘ 

ʧʘʨʪʥʝʨʽʚ ʪʘ ʢʦʥʩʫʣʴʪʘʥʪʽʚ ʛʦʪʦʚʘ ʜʦʧʦʤʦʛʪʠ ʟ ʚʧʨʦʚʘʜʞʝʥʥʷʤ ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷʤ 

SIEM Splunk ʫ ʚʘʰʽʡ ʦʨʛʘʥʽʟʘʮʽʾ. ɺʪʽʤ, ʚʠʩʦʢʘ ʚʘʨʪʽʩʪʴ ʧʽʜʪʨʠʤʢʠ ʤʦʞʝ ʙʫʪʠ 

ʥʝʜʦʩʪʫʧʥʦʶ ʜʣʷ ʤʘʣʠʭ ʪʘ ʩʝʨʝʜʥʽʭ ʧʽʜʧʨʠʻʤʩʪʚ. 
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ʋ ʧʽʜʩʫʤʢʫ, SIEM Splunk ʻ ʧʦʪʫʞʥʠʤ ʽ ʛʥʫʯʢʠʤ ʨʽʰʝʥʥʷʤ ʜʣʷ SIEM, ʷʢʝ 

ʧʨʦʧʦʥʫʻ ʧʝʨʝʜʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʫ ʚʩʽʭ ʚʘʞʣʠʚʠʭ ʢʘʪʝʛʦʨʽʷʭ. ʁʦʛʦ ʟʜʘʪʥʽʩʪʴ 

ʰʚʠʜʢʦ ʦʙʨʦʙʣʷʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ, ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʛʥʫʯʢʽ ʚʽʟʫʘʣʽʟʘʮʽʾ ʪʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʨʦʙʠʪʴ ʡʦʛʦ ʽʜʝʘʣʴʥʠʤ ʚʠʙʦʨʦʤ ʜʣʷ 

ʦʨʛʘʥʽʟʘʮʽʡ, ʷʢʽ ʤʦʞʫʪʴ ʜʦʟʚʦʣʠʪʠ ʩʦʙʽ ʽʥʚʝʩʪʫʚʘʪʠ ʚ ʮʝ ʨʽʰʝʥʥʷ ʪʘ ʤʘʶʪʴ 

ʢʦʤʘʥʜʫ ʟ ʚʽʜʧʦʚʽʜʥʠʤʠ ʟʥʘʥʥʷʤʠ. ʍʦʯʘ SIEM Splunk ʤʘʻ ʩʚʦʾ ʥʝʜʦʣʽʢʠ, ʪʘʢʽ ʷʢ 

ʚʠʩʦʢʘ ʚʘʨʪʽʩʪʴ ʽ ʩʢʣʘʜʥʽʩʪʴ ʥʘʣʘʰʪʫʚʘʥʥʷ, ʡʦʛʦ ʧʝʨʝʚʘʛʠ ʟʥʘʯʥʦ ʧʝʨʝʚʠʱʫʶʪʴ 

ʮʽ ʦʙʤʝʞʝʥʥʷ ʜʣʷ ʙʽʣʴʰʦʩʪʽ ʚʝʣʠʢʠʭ ʢʦʤʧʘʥʽʡ. 

 

 

ʈʠʩ.2.2. ɸʨʭʽʪʝʢʪʫʨʘ SIEM Splunk 
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2.4.1 ʊʨʘʥʩʬʦʨʤʘʮʽʷ ʜʘʥʠʭ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʪʠʧʽʟʦʚʘʥʠʭ ʜʘʪʘʤʦʜʝʣʝʡ 

 

ɯʥʰʦʶ ʚʘʞʣʠʚʦʶ ʚʠʤʦʛʦʶ ʜʦ ʩʠʩʪʝʤʠ, ʥʘ ʦʩʥʦʚʽ ʢʦʪʨʦʾ ʙʫʜʝ ʙʫʜʫʚʘʪʠʩʷ 

ʩʠʩʪʝʤʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʻ ʤʦʞʣʠʚʽʩʪʴ ʨʦʙʦʪʠ ʟ ʜʘʪʘʤʦʜʝʣʷʤʠ [83]. 

ɼʘʪʘʤʦʜʝʣʽ ʚ SIEM ï ʮʝ ʩʪʨʫʢʪʫʨʠʟʦʚʘʥʽ ʩʭʝʤʠ, ʷʢʽ ʦʨʛʘʥʽʟʫʶʪʴ ʟʽʙʨʘʥʽ ʜʘʥʽ 

ʫ ʣʦʛʽʯʥʽ ʢʘʪʝʛʦʨʽʾ ʪʘ ʚʽʜʥʦʰʝʥʥʷ, ʱʦʙ ʩʧʨʦʩʪʠʪʠ ʾʭ ʘʥʘʣʽʟ, ʧʦʰʫʢ ʪʘ ʚʽʟʫʘʣʽʟʘʮʽʶ. 

ɺʦʥʠ ʜʦʟʚʦʣʷʶʪʴ ʩʠʩʪʝʤʘʤ SIEM ʝʬʝʢʪʠʚʥʦ ʦʙʨʦʙʣʷʪʠ, ʟʙʝʨʽʛʘʪʠ ʽ ʘʥʘʣʽʟʫʚʘʪʠ 

ʜʘʥʽ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʽʡ, ʧʽʜʦʟʨʽʣʠʭ ʘʢʪʠʚʥʦʩʪʝʡ ʘʙʦ ʚʽʜʦʤʠʭ ʟʘʛʨʦʟ. 

ʇʨʦʪʝ ʟ ʽʥʰʦʛʦ ʙʦʢʫ, ʨʦʙʦʪʘ ʟ ʜʘʪʘʤʦʜʝʣʷʤʠ ʜʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ 

ʬʦʨʤʘʪʫ ʣʦʛʽʚ ʢʦʥʢʨʝʪʥʦʛʦ ʚʠʨʦʙʥʠʢʘ ʧʨʦʜʫʢʪʫ. ʊʦʙʪʦ, ʜʦʟʚʦʣʠʪʴ ʩʪʚʦʨʶʚʘʪʠ 

ʫʥʽʚʝʨʩʘʣʴʥʽ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ, ʢʦʪʨʽ, ʦʢʨʽʤ ʰʚʠʜʢʦʜʽʾ, ʙʫʜʫʪʴ ʚʽʜʜʽʣʝʥʽ ʚʽʜ 

ʩʧʝʮʠʬʽʢʠ ʜʘʥʠʭ ʧʝʚʥʦʛʦ ʚʠʨʦʙʥʠʢʘ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʘ. ʈʦʟʛʣʷʥʴʤʦ 

ʪʘʢʠʡ ʧʨʠʢʣʘʜ: ʦʨʛʘʥʽʟʘʮʽʷ ʧʨʠʜʙʘʣʘ EDR ʨʽʰʝʥʥʷ ʚʽʜ ʚʠʨʦʙʥʠʢʘ çCisco», ʘ ʩʘʤʝ 

ʾʭʥʽʡ ʧʨʦʜʫʢʪ çCiscoAMPè. ɯʥʪʝʛʨʫʚʘʣʠ ʩʧʨʘʮʶʚʘʥʥʷ ʚʽʜ EDR ʟ SIEM ʽ 

ʧʦʙʫʜʫʚʘʣʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ (ʢʦʪʨʽ ʫʪʠʣʽʟʦʚʫʶʪʴ ʥʘʷʚʥʽ ʜʘʥʽ) ʥʘ ʦʩʥʦʚʽ çʥʝ 

ʦʧʨʘʮʴʦʚʘʥʠʭè ʣʦʛʘʭ ʫ ʚʠʛʣʷʜʽ JSON-ʬʦʨʤʘʪʫ. ɺʽʜʧʦʚʽʜʥʦ, ʟ ʯʘʩʦʤ, ʚʠʨʽʰʠʣʘ 

ʟʘʤʽʥʠʪʠ çCiscoAMP» ʥʘ EDR ʚʽʜ ʢʦʤʧʘʥʽʾ çCrowdStrikeè, ʧʨʦʜʫʢʪ çFalcon». ʊʘʢʽ 

ʟʤʽʥʠ ʧʨʠʟʚʝʜʫʪʴ ʜʦ ʪʦʛʦ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʩʪʚʦʨʝʥʽ ʥʘ SIEM ʢʦʨʝʣʷʮʽʡʥʽ 

ʧʨʘʚʠʣʘ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʘʥʠʭ ʟ EDR ʙʫʜʝ ʥʝʤʦʞʣʠʚʦ, ʦʩʢʽʣʴʢʠ ʧʦʜʘʥʥʷ 

ʞʫʨʥʘʣʫ ʧʦʜʽʡ ʚʽʜ çCiscoAMP» ʪʘ çFalconè ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʩʫʪʪʻʚʦ. ɺʽʜʧʦʚʽʜʥʦ, 

ʱʦʙ ʚʠʨʽʰʠʪʠ ʮʶ ʧʨʦʙʣʝʤʘʪʠʢʫ, ʧʦʪʨʽʙʥʦ ʧʝʨʝʧʠʩʘʪʠ ʧʨʘʚʠʣʘ ʧʽʜ ʥʦʚʠʡ 

ʩʪʘʥʜʘʨʪ ʜʘʥʠʭ. ʇʨʦʪʝ ʨʽʰʝʥʥʷ, ʢʦʪʨʝ ʚʘʨʪʦ ʙʫʣʦ ʙ ʟʘʩʪʦʩʫʚʘʪʠ ï ʮʝ ʱʝ ʥʘ 

ʧʝʨʰʦʤʫ ʢʨʦʮʽ ʚʧʨʦʚʘʜʞʝʥʥʷ EDR ʥʘʧʠʩʘʪʠ ʚʩʽ ʧʦʰʫʢʦʚʽ ʟʘʧʠʪʠ (ʢʦʨʝʣʷʮʽʡʥʽ 

ʧʨʘʚʠʣʘ) ʥʘ ʦʩʥʦʚʽ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦʾ ʜʘʪʘʤʦʜʝʣʽ, ʢʦʪʨʘ ʧʨʠʩʫʪʥʷ ʚ SIEM ʽ ʷʢʘ 

ʚʽʜʧʦʚʽʜʘʻ ʩʘʤʝ ʟʘ ʟʘʭʠʩʪ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ. ʊʦʜʽ ʧʨʠ ʟʘʚʝʜʝʥʥʽ ʥʦʚʦʛʦ 

ʚʠʨʦʙʥʠʢʘ, ʢʦʪʨʠʡ ʟʘʤʽʥʶʻ ʥʘʷʚʥʝ ʨʽʰʝʥʥʷ ʘʙʦ ʜʦʧʦʚʥʶʻ ʡʦʛʦ (ʟʘ ʧʦʪʨʝʙʠ), ʻ 

ʥʝʦʙʭʽʜʥʽʩʪʴ ʟʽʩʪʘʚʠʪʠ ʜʘʥʽ ʟ ʜʘʪʘʤʦʜʝʣʣʶ (mapped/mapping).  

 ɺʠʟʥʘʯʠʤʦ ʪʘʢʽ ʟʤʽʥʥʽ, ʢʦʪʨʽ ʙʫʜʫʪʴ ʚʨʘʭʦʚʫʚʘʪʠʩʷ ʧʽʜ ʯʘʩ ʬʦʨʤʫʚʘʥʥʷ 

ʚʠʤʦʛ ʜʦ ʜʘʪʘʤʦʜʝʣʝʡ ʚ SIEM ʩʠʩʪʝʤʘʭ: Ὀ ï ʚʝʢʪʦʨ ʜʘʥʠʭ, ʷʢʠʡ ʟʽʙʨʘʥʦ ʟ ʩʠʩʪʝʤʠ; 

Ὕ ï ʚʝʢʪʦʨ ʪʨʘʥʩʬʦʨʤʦʚʘʥʠʭ ʜʘʥʠʭ, ʚʽʜʦʙʨʘʞʘʻ ʥʦʨʤʘʣʽʟʘʮʽʶ ʪʘ ʢʘʪʝʛʦʨʠʟʘʮʽʶ; 
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Ὑ ï ʤʘʪʨʠʮʷ ʧʨʘʚʠʣ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ; ὃ ï ʚʝʢʪʦʨ ʘʥʦʤʘʣʽʡ, ʜʝ ʢʦʞʝʥ 

ʝʣʝʤʝʥʪ ʚʽʜʦʙʨʘʞʘʻ ʥʘʷʚʥʽʩʪʴ ʘʥʦʤʘʣʽʾ; Ὁ ï ʚʝʢʪʦʨ ʽʥʮʠʜʝʥʪʽʚ, ʜʝ ʢʦʞʝʥ ʝʣʝʤʝʥʪ 

ʚʢʘʟʫʻ ʥʘ ʚʠʷʚʣʝʥʠʡ ʽʥʮʠʜʝʥʪ. 

ɺʨʘʭʫʚʘʚʰʠ ʟʤʽʥʥʽ, ʩʬʦʨʤʫʻʤʦ ʚʠʤʦʛʠ ʜʦ ʜʘʪʘʤʦʜʝʣʝʡ, ʢʦʪʨʽ ʤʘʶʪʴ ʙʫʪʠ 

ʧʨʠʩʫʪʥʽ ʚ SIEM: 

¶ ʂʘʪʝʛʦʨʠʟʘʮʽʷ ʜʘʥʠʭ - ʜʘʪʘʤʦʜʝʣʽ ʜʦʧʦʤʘʛʘʶʪʴ ʢʘʪʝʛʦʨʠʟʫʚʘʪʠ 

ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʟʘ ʪʠʧʘʤʠ ʧʦʜʽʡ, ʜʞʝʨʝʣʘʤʠ ʘʙʦ ʨʽʚʥʷʤʠ ʟʘʛʨʦʟʠ. ʅʘʧʨʠʢʣʘʜ, 

ʤʦʞʫʪʴ ʙʫʪʠ ʢʘʪʝʛʦʨʽʾ ʜʣʷ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ, ʤʝʨʝʞʝʚʠʭ ʧʦʜʽʡ, ʩʠʩʪʝʤʥʠʭ ʧʦʤʠʣʦʢ, 

ʟʘʭʠʩʪʫ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ, ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ ʚʪʦʨʛʥʝʥʴ, ʨʦʙʦʪʠ 

ʧʦʰʪʠ ʪʦʱʦ. ʊʦʙʪʦ, ʥʘʷʚʥʽ ʜʘʪʘʤʦʜʝʣʽ ʤʘʶʪʴ ʧʦʢʨʠʚʘʪʠ ʚʩʽ ʦʩʥʦʚʥʽ ʜʦʤʝʥʠ ʚ 

ʢʽʙʝʨʙʝʟʧʝʮʽ [83]. 

 ʅʝʤʘʣʦ ʚʘʞʣʠʚʦ, ʤʘʪʠ ʟʤʦʛʫ ʩʪʚʦʨʠʪʠ ʚʣʘʩʥʫ, ʩʧʝʮʠʬʽʯʥʫ ʜʘʪʘʤʦʜʝʣʴ ʽ 

ʦʧʠʩʘʪʠ (ʩʪʘʥʜʘʨʪʠʟʫʚʘʪʠ) ʚʩʽ ʥʝʦʙʭʽʜʥʽ ʧʦʣʷ. 

¶ ʅʦʨʤʘʣʽʟʘʮʽʷ - ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʜʘʪʘʤʦʜʝʣʽ, SIEM ʩʠʩʪʝʤʠ 

ʥʦʨʤʘʣʽʟʫʶʪʴ ʚʭʽʜʥʽ ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʜʣʷ ʾʭ ʦʜʥʦʨʽʜʥʦʩʪʽ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʜʘʥʽ 

ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ (ʥʘʧʨʠʢʣʘʜ, ʬʘʡʝʨʚʦʣʠ, ʘʥʪʠʚʽʨʫʩʠ, ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ 

ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ) ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʫ ʩʪʘʥʜʘʨʪʥʠʡ ʬʦʨʤʘʪ, ʷʢʠʡ ʣʝʛʰʝ ʘʥʘʣʽʟʫʚʘʪʠ 

[27, 34, 83]. ɺʽʜʧʦʚʽʜʥʦ, ʧʨʦʮʝʩ ʥʦʨʤʘʣʽʟʘʮʽʾ ʜʘʥʠʭ ʜʦ ʜʘʪʘʤʦʜʝʣʝʡ ʤʘʻ ʙʫʪʠ 

ʯʽʪʢʠʤ, ʟʨʦʟʫʤʽʣʠʤ ʪʘ ʪʘʢʠʤ, ʱʦ ʣʝʛʢʦ ʨʝʘʣʽʟʫʚʘʪʠ (ʧʝʨʝʪʚʦʨʝʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʟʽʩʪʘʚʣʝʥʥʷ, ʘʚʪʦʤʘʪʠʯʥʽ ʧʝʨʝʪʚʦʨʝʥʥʷ, ʧʝʨʝʪʚʦʨʝʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʘʙʣʠʮʴ, 

ʨʝʛʫʣʷʨʥʽ ʚʠʨʘʟʠ): 

 

Ὕ ὪÎÏÒÍὈȟ            ςȢςσ 

 

ʜʝ: ὪÎÏÒÍ ï ʬʫʥʢʮʽʷ ʥʦʨʤʘʣʽʟʘʮʽʾ ʪʘ ʢʘʪʝʛʦʨʠʟʘʮʽʾ ʜʘʥʠʭ, ʱʦ ʚʢʣʶʯʘʻ 

ʩʪʘʥʜʘʨʪʠʟʘʮʽʶ ʬʦʨʤʘʪʽʚ ʽ ʩʪʨʫʢʪʫʨʫʚʘʥʥʷ ʟʘ ʢʘʪʝʛʦʨʽʷʤʠ. 

¶ ʇʽʜʪʨʠʤʢʘ ʧʨʘʚʠʣ ʪʘ ʘʣʛʦʨʠʪʤʽʚ - ʜʘʪʘʤʦʜʝʣʽ ʚʠʟʥʘʯʘʶʪʴ ʣʦʛʽʢʫ ʽ 

ʧʨʘʚʠʣʘ ʜʣʷ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ ʘʙʦ ʜʣʷ ʩʧʦʚʽʱʝʥʥʷ 

ʦʧʝʨʘʪʦʨʽʚ. ʗʢʱʦ ʨʦʙʦʪʘ ʟ ʜʘʪʘʤʦʜʝʣʷʤʠ ʚʠʨʦʙʥʠʢʦʤ ʧʦʩʪʘʚʣʝʥʘ ʥʘ ʥʘʣʝʞʥʦʤʫ 

ʨʽʚʥʽ, ʘ ʩʘʤʝ ʤʘʻ ʚʢʣʶʯʘʪʠ ʷʚʥʠʡ ʦʧʠʩ anomaly score, ʧʨʘʚʠʣʘ ʧʦʨʦʛʦʚʠʭ ʟʥʘʯʝʥʴ 
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(thresholding), ʩʧʦʩʽʙ ʢʘʣʽʙʨʫʚʘʥʥʷ ʧʦʨʦʛʘ, ʘ ʪʘʢʦʞ ʧʦʣʽʪʠʢʫ ʧʝʨʝʛʣʷʜʫ ʧʦʨʦʛʘ 

ʧʽʩʣʷ ʟʤʽʥʠ ʩʝʨʝʜʦʚʠʱʘ (ʜʣʷ ʯʘʩʦʚʠʭ ʩʮʝʥʘʨʽʾʚ ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ walk-

forward ʘʙʦ rolling validation, ʱʦʙ ʧʦʨʽʛ ʚʽʜʦʙʨʘʞʘʚ ʨʝʘʣʴʥʽ production-ʫʤʦʚʠ), 

ʪʦʜʽ ʚ ʽʥʞʝʥʝʨʽʚ ʟ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ (Threat Detection Engineer) ʙʫʜʝ ʤʦʞʣʠʚʽʩʪʴ 

ʩʪʚʦʨʶʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʘʙʦ 

ʩʢʣʘʜʥʦʾ ʩʪʘʪʠʩʪʠʯʥʦʾ ʘʥʘʣʽʪʠʢʠ, ʱʦ ʜʦʟʚʦʣʠʪʴ ʧʦʣʽʧʰʠʪʠ ʯʘʩ ʨʝʘʢʮʽʾ ʪʘ ʯʘʩ 

ʦʧʨʘʮʶʚʘʥʥʷ ʧʦʜʽʡ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ: 

 

ὃ ὪÄÅÔÅÃÔὝȟὙȟ                ςȢςτ 

 

ʜʝ: ὪÄÅÔÅÃÔ ï ʬʫʥʢʮʽʷ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʘʪʨʠʮʶ ʧʨʘʚʠʣ Ὑ ʽ ʥʘʙʽʨ 

ʪʨʘʥʩʬʦʨʤʦʚʘʥʠʭ ʜʘʥʠʭ Ὕ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʧʦʪʝʥʮʽʡʥʠʭ ʘʥʦʤʘʣʽʡ. 

¶ ʂʦʨʝʣʷʮʽʷ ʧʦʜʽʡ - ʜʘʪʘʤʦʜʝʣʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʢʦʨʝʣʷʮʽʾ ʨʽʟʥʠʭ 

ʧʦʜʽʡ ʚ ʯʘʩʽ ʽ ʧʨʠʥʘʣʝʞʥʦʩʪʽ ʜʦ ʧʝʚʥʦʛʦ ʜʦʤʝʥʫ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʱʦ ʜʦʟʚʦʣʷʻ 

ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʟʘʛʨʦʟʠ, ʷʢʽ ʥʝ ʤʦʞʥʘ ʙʫʣʦ ʙ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʯʝʨʝʟ ʘʥʘʣʽʟ 

ʦʜʠʥʠʯʥʠʭ ʟʘʧʠʩʽʚ. ʅʘʧʨʠʢʣʘʜ, ʩʝʨʽʷ ʥʝʚʜʘʣʠʭ ʩʧʨʦʙ ʚʭʦʜʫ ʟ ʨʽʟʥʠʭ ʛʝʦʛʨʘʬʽʯʥʠʭ 

ʣʦʢʘʮʽʡ ʤʦʞʝ ʙʫʪʠ ʚʠʷʚʣʝʥʘ ʷʢ ʢʦʦʨʜʠʥʦʚʘʥʘ ʘʪʘʢʘ: 

 

Ὁ ὪÃÏÒÒÅÌÁÔÅὃȟ                    ςȢςυ 

 

ʜʝ: ὪÃÏÒÒÅÌÁÔÅ ï ʬʫʥʢʮʽʷ ʢʦʨʝʣʷʮʽʾ, ʷʢʘ ʘʥʘʣʽʟʫʻ ʚʠʷʚʣʝʥʽ ʘʥʦʤʘʣʽʾ ʥʘ ʧʨʝʜʤʝʪ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʟʚ'ʷʟʢʽʚ ʪʘ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʨʝʘʣʴʥʠʭ ʽʥʮʠʜʝʥʪʽʚ. 

¶ ɺʽʟʫʘʣʽʟʘʮʽʷ ʪʘ ʟʚʽʪʥʽʩʪʴ - ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʘʪʘʤʦʜʝʣʝʡ SIEM ʩʠʩʪʝʤʠ 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʚʽʟʫʘʣʽʟʘʮʽʶ ʜʘʥʠʭ ʯʝʨʝʟ ʜʘʰʙʦʨʜʠ, ʷʢʽ ʧʦʢʘʟʫʶʪʴ ʩʪʘʪʠʩʪʠʢʫ, 

ʪʨʝʥʜʠ ʪʘ ʜʽʘʛʨʘʤʠ. ʎʝ ʩʧʨʦʱʫʻ ʤʦʥʽʪʦʨʠʥʛ ʩʪʘʥʫ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʧʽʜʛʦʪʦʚʢʫ 

ʟʚʽʪʽʚ ʜʣʷ ʤʝʥʝʜʞʤʝʥʪʫ ʘʙʦ ʘʫʜʠʪʫ: 

 

ὪÒÅÓÐÏÎÓÅὉȟ                  ςȢςφ 
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ʜʝ: ὪÒÅÓÐÏÎÓÅ ï ʬʫʥʢʮʽʷ ʦʧʝʨʘʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ, ʷʢʘ ʘʢʪʠʚʫʻ ʚʽʜʧʦʚʽʜʥʽ ʧʨʦʮʝʜʫʨʠ 

ʽ ʤʝʭʘʥʽʟʤʠ ʨʝʘʢʮʽʾ ʥʘ ʚʠʷʚʣʝʥʽ ʽʥʮʠʜʝʥʪʠ. 

ɼʣʷ ʧʦʚʥʦʛʦ ʚʽʜʪʚʦʨʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʥʝʦʙʭʽʜʥʦ ʟʙʝʨʽʛʘʪʠ ʚʝʨʩʽʾ ʘʛʝʥʪʽʚ ʽ 

ʧʘʨʩʝʨʽʚ, ʤʝʞʽ train/validation/test-ʨʦʟʙʠʪʪʷ, ʧʨʘʚʠʣʘ ʚʠʢʣʶʯʝʥʥʷ, ʩʧʝʮʠʬʽʢʘʮʽʶ 

ʜʘʪʘʤʦʜʝʣʝʡ, ʧʘʨʘʤʝʪʨʠ ʚʽʢʦʥ ʘʛʨʝʛʘʮʽʾ, threshold-ʠ, ʘ ʪʘʢʦʞ ʚʝʨʩʽʾ ʟʘʧʠʪʽʚ ʽ 

ʢʦʥʬʽʛʫʨʘʮʽʡ ʤʦʥʽʪʦʨʠʥʛʫ [43, 44]. 

 

ɺʠʩʥʦʚʢʠ ʜʦ ʨʦʟʜʽʣʫ 2 

 

ʇʨʦʚʝʜʝʥʽ ʚ ʨʦʟʜʽʣʽ ʜʦʩʣʽʜʞʝʥʥʷ ʪʘ ʾʭ ʘʥʘʣʽʟ ʚʩʪʘʥʦʚʠʣʠ ʪʘʢʝ: 

1. ʇʽʜ ʯʘʩ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʩʬʦʨʤʦʚʘʥʦ ʢʨʠʪʝʨʽʾ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʘʨʭʽʪʝʢʪʫʨʠ ʤʝʨʝʞʽ ʨʦʟʧʦʜʽʣʝʥʠʭ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤ (ʈʂʉ), ʷʢʘ ʚʢʣʶʯʘʻ 

ʬʽʟʠʯʥʠʡ, ʣʦʛʽʯʥʠʡ ʪʘ ʬʫʥʢʮʽʦʥʘʣʴʥʠʡ ʰʘʨʠ. ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʘʣʠ, 

ʱʦ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʜʽʡʥʦʩʪʽ ʪʘ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʥʝʦʙʭʽʜʥʦ 

ʚʧʨʦʚʘʜʞʫʚʘʪʠ ʤʝʭʘʥʽʟʤʠ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ ʤʝʨʝʞʝʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʇʽʩʣʷ ʦʮʽʥʢʠ ʨʽʟʥʠʭ ʧʽʜʭʦʜʽʚ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʢʣʘʩʪʝʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʪʘ ʨʝʧʣʽʢʘʮʽʾ ʜʘʥʠʭ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʩʦʢʦʾ ʜʦʩʪʫʧʥʦʩʪʽ 

ʩʠʩʪʝʤʠ 

2. ʋ ʧʨʦʮʝʩʽ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʪʝʣʝʤʝʪʨʽʾ ʙʫʣʦ 

ʦʙˇʨʫʥʪʦʚʘʥʦ ʥʝʦʙʭʽʜʥʽʩʪʴ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʨʦʟʧʦʜʽʣʫ ʘʛʝʥʪʽʚ ʟʙʦʨʫ 

ʜʘʥʠʭ. ɹʫʣʦ ʦʙˇʨʫʥʪʦʚʘʥʦ ʪʘ ʚʠʙʨʘʥʦ ʩʪʨʘʪʝʛʽʾ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʨʦʟʛʦʨʪʘʥʥʷ 

ʘʛʝʥʪʽʚ ʽ ʙʘʣʘʥʩʫʚʘʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʜʣʷ ʦʧʪʠʤʽʟʘʮʽʾ ʾʭ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. 

ʆʩʦʙʣʠʚʫ ʫʚʘʛʫ ʧʨʠʜʽʣʝʥʦ ʟʘʭʠʩʪʫ ʜʘʥʠʭ, ʱʦ ʟʙʠʨʘʶʪʴʩʷ, ʰʣʷʭʦʤ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʤʝʪʦʜʽʚ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʟʘʭʠʩʪʫ ʚʽʜ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ. 

3. ʅʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʙʫʣʦ ʩʬʦʨʤʦʚʘʥʦ ʧʘʨʘʤʝʪʨʠ ʤʦʥʽʪʦʨʠʥʛʫ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʷʢʽ ʚʢʣʶʯʘʶʪʴ ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ, 

ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʚʠʷʚʣʝʥʥʷ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ, ʽʥʮʠʜʝʥʪʠ ʚʥʫʪʨʽʰʥʴʦʾ 

ʟʘʛʨʦʟʠ ʪʘ ʽʥʰʽ. ʇʽʩʣʷ ʦʮʽʥʢʠ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʩʠʩʪʝʤʠ 

ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ SIEM ʜʣʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʟʙʦʨʫ ʪʘ ʘʥʘʣʽʟʫ ʪʝʣʝʤʝʪʨʽʾ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʰʚʠʜʢʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʪʘ ʨʝʘʛʫʚʘʪʠ ʥʘ ʘʥʦʤʘʣʽʾ. 



 78 

4. ɺ ʨʝʟʫʣʴʪʘʪʽ ʘʥʘʣʽʟʫ ʨʠʥʢʫ SIEM-ʩʠʩʪʝʤ ʙʫʣʦ ʦʙˇʨʫʥʪʦʚʘʥʦ ʪʘ 

ʚʠʙʨʘʥʦ Splunk ʷʢ ʦʩʥʦʚʥʫ ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʝʪʦʜʫ ʜʣʷ ʢʦʨʝʣʷʮʽʡʥʠʭ 

ʧʨʘʚʠʣ ʽ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. Splunk ʧʦʢʘʟʘʚ ʥʘʡʢʨʘʱʽ ʨʝʟʫʣʴʪʘʪʠ ʟʘ ʪʘʢʠʤʠ 

ʢʨʠʪʝʨʽʷʤʠ, ʷʢ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ, ʚʽʟʫʘʣʽʟʘʮʽʷ, ʦʙʨʦʙʢʘ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʜʘʥʠʭ, 

ʰʚʠʜʢʽʩʪʴ ʽ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʪʘ ʽʥʪʝʛʨʘʮʽʷ ʟ ʤʘʰʠʥʥʠʤ 

ʥʘʚʯʘʥʥʷʤ. ʇʽʩʣʷ ʦʮʽʥʢʠ ʽʥʰʠʭ ʨʽʰʝʥʴ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ Splunk ʷʢ 

ʥʘʡʦʧʪʠʤʘʣʴʥʽʰʝ ʨʽʰʝʥʥʷ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʦʨʛʘʥʽʟʘʮʽʾ. 
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ʈʆɿɼɯʃ 3.  

ʆɹˆʈʋʅʊʋɺɸʅʅʗ ʊɸ ʇʆɹʋɼʆɺɸ ʄɽʊʆɼʋ ɺʀʗɺʃɽʅʅʗ 

ɸʅʆʄɸʃɯʁ ʅɸ ʆʉʅʆɺɯ ʄɸʐʀʅʅʆɻʆ ʅɸɺʏɸʅʅʗ 

 

ʄʝʪʦʜ ʢʣʘʩʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʽʡ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ɺʽʥ ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʥʦʨʤʠ ʚ ʧʦʚʝʜʽʥʮʽ ʩʠʩʪʝʤ ʪʘ 

ʤʝʨʝʞ, ʱʦ ʤʦʞʝ ʩʚʽʜʯʠʪʠ ʧʨʦ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʘʙʦ ʘʪʘʢʠ. ʋ ʩʫʯʘʩʥʦʤʫ 

ʮʠʬʨʦʚʦʤʫ ʩʚʽʪʽ, ʜʝ ʢʽʣʴʢʽʩʪʴ ʪʘ ʩʢʣʘʜʥʽʩʪʴ ʢʽʙʝʨʟʘʛʨʦʟ ʧʦʩʪʽʡʥʦ ʟʨʦʩʪʘʻ, 

ʟʜʘʪʥʽʩʪʴ ʩʚʦʻʯʘʩʥʦ ʽ ʪʦʯʥʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʘʥʦʤʘʣʴʥʽ ʜʽʾ ʩʪʘʻ ʥʝʚʽʜ'ʻʤʥʦʶ 

ʩʢʣʘʜʦʚʦʶ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ. 

ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʨʽʟʥʦʤʘʥʽʪʥʽ ʤʝʪʦʜʠ, ʟʦʢʨʝʤʘ ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʪʘ 

ʩʪʘʪʠʩʪʠʯʥʠʡ ʘʥʘʣʽʟ, ʘʥʘʣʽʪʠʢʠ ʤʦʞʫʪʴ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʫ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʪʘ ʚʠʜʽʣʷʪʠ ʪʽ ʚʠʧʘʜʢʠ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ ʦʯʽʢʫʚʘʥʦʾ ʧʦʚʝʜʽʥʢʠ 

[8, 25]. 

ʆʩʥʦʚʥʦʶ ʤʝʪʦʶ ʤʝʪʦʜʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʽʡ ʻ ʽʜʝʥʪʠʬʽʢʘʮʽʷ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʥʘ ʨʘʥʥʽʭ ʩʪʘʜʽʷʭ, ʱʦ ʜʦʟʚʦʣʷʻ ʩʚʦʻʯʘʩʥʦ ʚʞʠʪʠ ʟʘʭʦʜʽʚ ʜʣʷ 

ʾʭ ʥʝʡʪʨʘʣʽʟʘʮʽʾ. ʎʝ ʚʢʣʶʯʘʻ ʚʠʷʚʣʝʥʥʷ ʥʝʟʚʠʯʘʡʥʦʾ ʘʢʪʠʚʥʦʩʪʽ ʫ ʤʝʨʝʞʝʚʦʤʫ 

ʪʨʘʬʽʢʫ, ʩʧʨʦʙ ʜʦʩʪʫʧʫ ʜʦ ʢʨʠʪʠʯʥʠʭ ʩʠʩʪʝʤ, ʟʤʽʥ ʫ ʢʦʥʬʽʛʫʨʘʮʽʾ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʽʥʰʠʭ ʩʠʛʥʘʣʽʚ, ʷʢʽ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʥʘ ʤʦʞʣʠʚʽ ʘʪʘʢʠ [47, 52]. 

ʋʩʧʽʰʥʝ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʝʪʦʜʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʽʡ ʚ ʢʽʙʝʨʙʝʟʧʝʮʽ ʥʝ 

ʣʠʰʝ ʧʽʜʚʠʱʫʻ ʨʽʚʝʥʴ ʟʘʭʠʱʝʥʦʩʪʽ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ, ʘ ʡ ʩʧʨʠʷʻ 

ʧʦʢʨʘʱʝʥʥʶ ʟʘʛʘʣʴʥʦʾ ʩʪʽʡʢʦʩʪʽ ʦʨʛʘʥʽʟʘʮʽʡ ʜʦ ʢʽʙʝʨʟʘʛʨʦʟ. ʎʝ ʜʦʟʚʦʣʷʻ 

ʝʬʝʢʪʠʚʥʽʰʝ ʟʘʭʠʱʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ, ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʙʝʟʧʝʨʝʙʽʡʥʫ ʨʦʙʦʪʫ 

ʩʠʩʪʝʤ ʪʘ ʤʽʥʽʤʽʟʫʚʘʪʠ ʧʦʪʝʥʮʽʡʥʽ ʟʙʠʪʢʠ ʚʽʜ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ [37, 76]. 

 

3.1  ɼʦʩʣʽʜʞʝʥʥʷ ʧʨʠʥʮʠʧʽʚ ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʠʭ ʘʣʛʦʨʠʪʤʽʚ 

ML 

 

ʇʦʩʣʽʜʦʚʥʝ ʥʘʚʯʘʥʥʷ (Sequential Learning) - ʮʝ ʤʝʪʦʜ ʥʘʚʯʘʥʥʷ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ, ʚ ʷʢʦʤʫ ʤʦʜʝʣʴ ʧʦʩʪʫʧʦʚʦ ʚʯʠʪʴʩʷ ʥʘ ʥʦʚʠʭ ʜʘʥʠʭ, ʜʦʜʘʶʯʠ ʾʭ ʜʦ ʚʞʝ 
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ʚʠʚʯʝʥʠʭ ʜʘʥʠʭ ʙʝʟ ʧʦʚʥʦʛʦ ʧʝʨʝʪʨʝʥʫʚʘʥʥʷ. ʎʝʡ ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ 

ʩʠʪʫʘʮʽʷʭ, ʢʦʣʠ ʜʘʥʽ ʥʘʜʭʦʜʷʪʴ ʧʦʝʪʘʧʥʦ ʘʙʦ ʢʦʣʠ ʥʝ ʤʦʞʥʘ ʚʠʪʨʘʪʠʪʠ ʙʘʛʘʪʦ 

ʯʘʩʫ ʥʘ ʧʝʨʝʪʨʝʥʫʚʘʥʥʷ ʤʦʜʝʣʽ ʟ ʥʫʣʷ. ɼʦʩʣʽʜʞʝʥʥʷ ʧʨʠʥʮʠʧʽʚ ʧʦʩʣʽʜʦʚʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʠʭ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʻ ʚʘʞʣʠʚʠʤ ʟʘʚʜʘʥʥʷʤ, 

ʦʩʦʙʣʠʚʦ ʚ ʦʙʣʘʩʪʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʦʙʨʦʙʢʠ ʧʦʪʦʢʦʚʠʭ ʜʘʥʠʭ. ʇʨʦʘʥʘʣʽʟʫʚʘʚʰʠ 

ʥʘʫʢʦʚʽ ʜʞʝʨʝʣʘ [56, 68], ʚʘʨʪʦ ʚʠʜʽʣʠʪʠ ʪʘʢʽ ʤʝʪʦʜʠ ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ML: 

¶ ɸʜʘʧʪʠʚʥʽʩʪʴ ʻ ʢʣʶʯʦʚʠʤ ʧʨʠʥʮʠʧʦʤ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ 

ʤʦʜʝʣʝʡ ML ʟʤʽʥʶʚʘʪʠ ʩʚʦʾ ʧʘʨʘʤʝʪʨʠ ʫ ʚʽʜʧʦʚʽʜʴ ʥʘ ʥʦʚʽ ʜʘʥʽ. ʋ ʢʦʥʪʝʢʩʪʽ 

ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ʦʟʥʘʯʘʻ ï ʮʝ ʟʜʘʪʥʽʩʪʴ ʘʣʛʦʨʠʪʤʫ ʦʥʦʚʣʶʚʘʪʠ ʩʚʦʾ 

ʧʘʨʘʤʝʪʨʠ  ʫ ʚʽʜʧʦʚʽʜʴ ʥʘ ʥʦʚʽ ʜʘʥʽ . ʋ ʜʦʩʣʽʜʞʝʥʥʽ [21, 73] ʧʨʝʜʩʪʘʚʣʝʥʠʡ ʤʝʪʦʜ, 

ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʘʤ ʥʘʚʯʘʪʠʩʷ ʥʘ ʜʠʥʘʤʽʯʥʠʭ ʜʘʥʠʭ, ʱʦ ʟʤʽʥʶʶʪʴʩʷ ʟ ʯʘʩʦʤ. 

ɸʚʪʦʨʠ ʧʨʦʧʦʥʫʶʪʴ ʪʝʭʥʽʢʫ, ʷʢʘ ʚʨʘʭʦʚʫʻ ʟʤʽʥʫ ʨʦʟʧʦʜʽʣʫ ʜʘʥʠʭ ʪʘ ʟʘʙʝʟʧʝʯʫʻ 

ʩʪʘʙʽʣʴʥʝ ʥʘʚʯʘʥʥʷ ʙʝʟ ʜʝʛʨʘʜʘʮʽʾ ʷʢʦʩʪʽ ʤʦʜʝʣʽ. ʆʜʠʥ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ï 

ʩʪʦʭʘʩʪʠʯʥʠʡ ʛʨʘʜʽʻʥʪʥʠʡ ʩʧʫʩʢ (SGD): 

 

— — –ɳὒ—ȟὼ ȟώ ȟ             σȢρ 

 

ʜʝ: — ï ʧʘʨʘʤʝʪʨʠ ʤʦʜʝʣʽ ʥʘ ʢʨʦʮʽ ὸ; – ï ʰʚʠʜʢʽʩʪʴ ʥʘʚʯʘʥʥʷ; ὒ—ȟὼ ȟώ  ï 

ʬʫʥʢʮʽʷ ʚʪʨʘʪ, ʷʢʘ ʟʘʣʝʞʠʪʴ ʚʽʜ ʧʘʨʘʤʝʪʨʽʚ —, ʥʦʚʦʛʦ ʚʭʽʜʥʦʛʦ ʜʘʥʦʛʦ ὼ  ʽ 

ʚʽʜʧʦʚʽʜʥʦʛʦ ʟʥʘʯʝʥʥʷ ώ ; ὒɳ ï ʛʨʘʜʽʻʥʪ ʬʫʥʢʮʽʾ ʚʪʨʘʪ. 

ʉʪʘʙʽʣʴʥʽʩʪʴ ʫ ʧʦʩʣʽʜʦʚʥʦʤʫ ʥʘʚʯʘʥʥʽ ʚʘʞʣʠʚʘ ʜʣʷ ʟʙʝʨʝʞʝʥʥʷ ʷʢʦʩʪʽ 

ʤʦʜʝʣʽ ʧʨʠ ʜʦʜʘʚʘʥʥʽ ʥʦʚʠʭ ʜʘʥʠʭ. ʋ ʨʦʙʦʪʽ [22, 56] ʘʚʪʦʨʠ ʘʥʘʣʽʟʫʶʪʴ ʚʧʣʠʚ 

ʥʦʚʠʭ ʜʘʥʠʭ ʥʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʤʦʜʝʣʝʡ ʽ ʧʨʦʧʦʥʫʶʪʴ ʤʝʪʦʜʠ ʜʣʷ ʟʤʝʥʰʝʥʥʷ 

ʥʝʛʘʪʠʚʥʦʛʦ ʚʧʣʠʚʫ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʙʘʣʘʥʩ ʤʽʞ ʥʦʚʠʤʠ ʽ ʩʪʘʨʠʤʠ ʜʘʥʠʤʠ. 

ʇʦʟʥʘʯʤʦ ʟʘʛʘʣʴʥʫ ʬʫʥʢʮʽʶ ʚʪʨʘʪ, ʷʢʘ ʚʨʘʭʦʚʫʻ ʷʢ ʩʪʘʨʽ, ʪʘʢ ʽ ʥʦʚʽ ʜʘʥʽ ʷʢ ï , ʘ  

ʥʘʙʦʨʠ ʩʪʘʨʠʭ ʪʘ ʥʦʚʠʭ ʜʘʥʠʭ, ʥʘ ʷʢʠʭ ʤʦʜʝʣʴ ʥʘʚʯʘʣʘʩʴ ʘʙʦ ʙʫʜʝ ʥʘʚʯʘʪʠʩʴ ʷʢ  

ʪʘ  ʚʽʜʧʦʚʽʜʥʦ. ʊʦʜʽ ʩʫʤʘʨʥʫ ʬʫʥʢʮʽʶ ʚʪʨʘʪ ʤʦʞʥʘ ʚʠʨʘʟʠʪʠ: 
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ὒ —
ρ

ȿ꜠ᴤЉַאȿ
ὒ—ȟὼȟώ

ȟ ᶰ꜠ ᴤЉַא

ρ

ȿ꜠ּוᴢּנȿ
ὒ—ȟὼȟώ

ȟ ᶰ꜠ נᴢּוּ

ȟσȢς 

 

ʜʝ: ȿ꜠ᴤЉַאȿ ʪʘ ȿ꜠ּוᴢּנȿ ï ʢʽʣʴʢʽʩʪʴ ʧʨʠʢʣʘʜʽʚ ʫ ʥʘʙʦʨʽ ʩʪʘʨʠʭ ʪʘ ʥʦʚʠʭ ʜʘʥʠʭ, 

ʚʽʜʧʦʚʽʜʥʦ; В ὒ—ȟὼȟώȟ ᶰ꜠ ᴤЉַא
 ʪʘ В ὒ—ȟὼȟώȟ ᶰ꜠ נᴢּוּ

 ï ʩʫʤʘ ʟʥʘʯʝʥʴ ʬʫʥʢʮʽʾ 

ʚʪʨʘʪ ʥʘ ʩʪʘʨʠʭ ʪʘ ʥʦʚʠʭ ʜʘʥʠʭ, ʚʽʜʧʦʚʽʜʥʦ. ɼʣʷ ʢʦʞʥʦʾ ʧʘʨʠ ὼȟώ ʟ ʥʘʙʦʨʫ 

ʩʪʘʨʠʭ/ʥʦʚʠʭ ʜʘʥʠʭ ʦʙʯʠʩʣʶʻʪʴʩʷ ʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʾ ʚʪʨʘʪ ὒ—ȟὼȟώȢ 

¶ ɽʬʝʢʪʠʚʥʽʩʪʴ ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʟʘ ʨʘʭʫʥʦʢ 

ʰʚʠʜʢʦʾ ʦʙʨʦʙʢʠ ʥʦʚʠʭ ʜʘʥʠʭ. ʆʜʥʠʤ ʽʟ ʥʘʡʢʨʘʱʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʧʦʢʨʘʱʝʥʥʷ 

ʝʬʝʢʪʠʚʥʦʩʪʽ, ʦʩʦʙʣʠʚʦ ʟ ʪʦʯʢʠ ʟʦʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ  ï ʮʝ ʨʝʛʫʣʷʨʠʟʘʮʽʷ ʥʘ ʦʩʥʦʚʽ 

ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ (Historical Data Regularization). ʎʝʡ ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʨʝʛʫʣʷʨʠʟʘʮʽʶ, ʱʦʙ ʚʨʘʭʦʚʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʟ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ ʧʽʜ ʯʘʩ 

ʥʘʚʯʘʥʥʷ ʥʦʚʠʭ ʤʦʜʝʣʝʡ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʦ ʰʣʷʭʦʤ ʟʙʝʨʝʞʝʥʥʷ ʚʘʛʦʚʠʭ 

ʧʘʨʘʤʝʪʨʽʚ ʟ ʧʦʧʝʨʝʜʥʽʭ ʤʦʜʝʣʝʡ ʽ ʚʢʣʶʯʝʥʥʷ ʾʭ ʜʦ ʬʫʥʢʮʽʾ ʚʪʨʘʪ [56]. 

ʌʦʨʤʘʣʴʥʦ, ʷʢʱʦ ʃ  ï ʧʘʨʘʤʝʪʨʠ ʧʦʧʝʨʝʜʥʴʦʾ ʤʦʜʝʣʽ, ʪʦ ʬʫʥʢʮʽʷ ʚʪʨʘʪ 

ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʨʝʛʫʣʷʨʠʟʘʮʽʶ: 

 

ὒ ʃ ὒʃȟὼȟώ ʇȿʃ ʃ ȿȟ      σȢσ 

 

ʊʘʢʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʧʦʻʜʥʫʻ ʦʩʥʦʚʥʫ ʬʫʥʢʮʽʶ ʚʪʨʘʪ ὒʃȟὼȟώ ʟ ʜʦʜʘʪʢʦʚʠʤ 

ʰʪʨʘʬʦʤ, ʷʢʠʡ ʚʨʘʭʦʚʫʻ ʚʽʜʭʠʣʝʥʥʷ ʥʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ ʃ ʧʨʠ ʧʨʦʛʥʦʟʫʚʘʥʥʽ 

ʟʥʘʯʝʥʴ ώ ʥʘ ʦʩʥʦʚʽ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ὼ ʚʽʜ ʧʦʧʝʨʝʜʥʽʭ ʧʘʨʘʤʝʪʨʽʚ ʃ . ʇʨʠʢʣʘʜʠ 

ʬʫʥʢʮʽʡ ʚʪʨʘʪ ʚʢʣʶʯʘʶʪʴ ʩʝʨʝʜʥʴʦʢʚʘʜʨʘʪʠʯʥʫ ʧʦʤʠʣʢʫ (MSE) ʜʣʷ ʨʝʛʨʝʩʽʾ ʪʘ 

ʣʦʛʽʩʪʠʯʥʫ ʚʪʨʘʪʫ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ. ʉʘʤʫ ʞ ʨʝʛʫʣʷʨʠʟʘʮʽʷ ʟʘʜʘʤʦ ʷʢ: 

 

ʇȿʃ ʃ ȿȟ      σȢτ 

 

ʜʝ: ʇ ï ʮʝ ʛʽʧʝʨʧʘʨʘʤʝʪʨ ʨʝʛʫʣʷʨʠʟʘʮʽʾ, ʷʢʠʡ ʢʦʥʪʨʦʣʶʻ ʚʘʛʫ ʰʪʨʘʬʫ. ɺʠʩʦʢʝ 

ʟʥʘʯʝʥʥʷ ʇ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʙʽʣʴʰʦʛʦ ʚʧʣʠʚʫ ʨʝʛʫʣʷʨʠʟʘʮʽʾ, ʘ ʥʠʟʴʢʝ ʟʥʘʯʝʥʥʷ ʇ ï 

ʜʦ ʤʝʥʰʦʛʦ ʚʧʣʠʚʫ; ȿʃ ʃ ȿ ï ʮʝ ʢʚʘʜʨʘʪ ɭʚʢʣʽʜʦʚʦʾ ʚʽʜʩʪʘʥʽ ʤʽʞ ʧʦʪʦʯʥʠʤʠ 
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ʧʘʨʘʤʝʪʨʘʤʠ ʃ ʪʘ ʧʦʧʝʨʝʜʥʽʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʃ . ɺʦʥʘ ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ ʩʫʤʘ 

ʢʚʘʜʨʘʪʽʚ ʨʽʟʥʠʮʴ ʤʽʞ ʚʽʜʧʦʚʽʜʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʚʝʢʪʦʨʽʚ ʧʘʨʘʤʝʪʨʽʚ ʚ 

ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʢʽʣʴʢʦʩʪʽ ʧʘʨʘʤʝʪʨʽʚ ʫ ʤʦʜʝʣʽ ὲ . 

 

ȿʃ ʃ ȿ В ʃ ʃ ȟ ȟ             σȢυ 

 

ʈʝʛʫʣʷʨʠʟʘʮʽʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ ʤʘʻ ʥʘ ʤʝʪʽ ʟʘʙʝʟʧʝʯʠʪʠ, 

ʱʦʙ ʥʦʚʽ ʧʘʨʘʤʝʪʨʠ ʃ ʥʝ ʚʽʜʭʠʣʷʣʠʩʷ ʟʘʥʘʜʪʦ ʩʠʣʴʥʦ ʚʽʜ ʧʦʧʝʨʝʜʥʽʭ ʧʘʨʘʤʝʪʨʽʚ 

ʃ . ʎʝ ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʜʦʜʘʚʘʥʥʷ ʰʪʨʘʬʫ ʟʘ ʚʽʜʭʠʣʝʥʥʷ, ʱʦ ʜʦʧʦʤʘʛʘʻ 

ʫʥʠʢʥʫʪʠ ʧʝʨʝʥʘʚʯʘʥʥʷ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʧʣʘʚʥʠʡ ʧʝʨʝʭʽʜ ʧʨʠ ʦʥʦʚʣʝʥʥʽ ʤʦʜʝʣʽ ʥʘ 

ʥʦʚʠʭ ʜʘʥʠʭ. 

ʋ ʢʦʥʪʝʢʩʪʽ ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ʮʷ ʬʦʨʤʘ ʨʝʛʫʣʷʨʠʟʘʮʽʾ ʜʦʧʦʤʘʛʘʻ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʩʪʘʙʽʣʴʥʽʩʪʴ ʤʦʜʝʣʽ, ʟʙʝʨʽʛʘʶʯʠ ʥʘʙʫʪʽ ʟʥʘʥʥʷ ʧʨʠ ʘʜʘʧʪʘʮʽʾ ʜʦ 

ʥʦʚʠʭ ʜʘʥʠʭ. ʂʦʣʠ ʥʦʚʽ ʜʘʥʽ ʥʘʜʭʦʜʷʪʴ, ʤʦʜʝʣʴ ʦʥʦʚʣʶʻʪʴʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʪʦʛʦ, 

ʱʦʙ ʥʦʚʽ ʧʘʨʘʤʝʪʨʠ ʥʝ ʩʠʣʴʥʦ ʚʽʜʨʽʟʥʷʣʠʩʷ ʚʽʜ ʧʦʧʝʨʝʜʥʽʭ, ʱʦ ʜʦʟʚʦʣʷʻ ʤʦʜʝʣʽ 

ʟʘʣʠʰʘʪʠʩʷ ʫʟʘʛʘʣʴʥʶʶʯʦʶ ʽ ʫʥʠʢʘʪʠ ʨʽʟʢʠʭ ʟʤʽʥ. 

ʑʦʙ ʚʽʟʫʘʣʴʥʦ ʧʽʜʪʚʝʨʜʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʠʱʝʧʝʨʝʨʘʭʦʚʘʥʠʭ ʤʝʪʦʜʽʚ 

ʟʙʫʜʫʻʤʦ ʛʨʘʬʽʢ, ʜʝ ʚʽʩʴ X ʧʨʝʜʩʪʘʚʣʷʻ ʢʽʣʴʢʽʩʪʴ ʽʪʝʨʘʮʽʡ, ʪʦʙʪʦ ʢʽʣʴʢʽʩʪʴ ʨʘʟʽʚ, 

ʢʦʣʠ ʧʘʨʘʤʝʪʨʠ ʤʦʜʝʣʽ ʦʥʦʚʣʶʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʥʦʚʠʭ ʜʘʥʠʭ. ʇʦʯʠʥʘʶʯʠ ʟ 0 ʜʦ 

100, ʢʦʞʥʘ ʽʪʝʨʘʮʽʷ ʚʽʜʧʦʚʽʜʘʻ ʦʜʥʦʤʫ ʢʨʦʢʫ ʦʥʦʚʣʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʃ. ʃʽʚʘ ʚʽʩʴ Y 

ʧʦʢʘʟʫʻ ʟʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʘ ʃ ʥʘ ʢʦʞʥʽʡ ʽʪʝʨʘʮʽʾ. ʇʦʯʘʪʢʦʚʝ ʟʥʘʯʝʥʥʷ ʃ 

ʚʩʪʘʥʦʚʣʝʥʦ ʥʘ 10. ʇʨʘʚʘ ʚʽʩʴ Y ʧʦʢʘʟʫʻ ʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʾ ʚʪʨʘʪ ʥʘ ʢʦʞʥʽʡ 

ʽʪʝʨʘʮʽʾ: 



 83 

 

 

ʈʠʩ. 3.1. ɻʨʘʬʽʢ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʟʘ ʜʦʧʦʤʦʛʦʶ SGD 

 

ʇʨʠʤʽʪʢʘ: ʉʫʮʽʣʴʥʘ ʯʦʨʥʘ ʣʽʥʽʷ ʧʨʝʜʩʪʘʚʣʷʻ ʟʤʽʥʫ ʟʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʘ ɗ 

ʥʘ ʢʦʞʥʽʡ ʽʪʝʨʘʮʽʾ. ʇʝʨʝʨʚʥʘ ʯʦʨʥʘ ʣʽʥʽʷ ʧʨʝʜʩʪʘʚʣʷʻ ʟʤʽʥʫ ʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʾ 

ʚʪʨʘʪ ʥʘ ʢʦʞʥʽʡ ʽʪʝʨʘʮʽʾ ʃ. 

ɻʨʘʬʽʢ ʧʦʢʘʟʫʻ ʧʨʦʮʝʩ ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʩʪʦʭʘʩʪʠʯʥʦʛʦ ʛʨʘʜʽʻʥʪʥʦʛʦ ʩʧʫʩʢʫ (SGD). ʅʘ ʛʨʘʬʽʢʫ ʚʽʜʦʙʨʘʞʝʥʽ ʟʤʽʥʠ 

ʧʘʨʘʤʝʪʨʘ — ʽ ʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʾ ʚʪʨʘʪ ʧʨʦʪʷʛʦʤ 100 ʽʪʝʨʘʮʽʡ. 

ʗʢ ʚʠʜʥʦ ʟ ʛʨʘʬʽʢʘ, ʟʥʘʯʝʥʥʷ — ʧʦʩʪʫʧʦʚʦ ʟʤʝʥʰʫʻʪʴʩʷ ʽ ʥʘʙʣʠʞʘʻʪʴʩʷ ʜʦ 

ʦʧʪʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʥʷ, ʷʢʝ ʤʽʥʽʤʽʟʫʻ ʬʫʥʢʮʽʶ ʚʪʨʘʪ. ʊʦʜʽ ʬʫʥʢʮʽʷ ʚʪʨʘʪ 

ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ὒʃ ʃ σ , ʱʦ ʦʟʥʘʯʘʻ, ʱʦ ʤʽʥʽʤʘʣʴʥʽ ʚʪʨʘʪʠ ʜʦʩʷʛʘʶʪʴʩʷ 

ʧʨʠ ʃ  σ. ɿʥʘʯʝʥʥʷ ʚʪʨʘʪ ʩʧʦʯʘʪʢʫ ʚʠʩʦʢʝ, ʘʣʝ ʟ ʢʦʞʥʦʶ ʽʪʝʨʘʮʽʻʶ ʚʦʥʦ 

ʟʤʝʥʰʫʻʪʴʩʷ, ʦʩʢʽʣʴʢʠ ʃ ʥʘʙʣʠʞʘʻʪʴʩʷ ʜʦ ʦʧʪʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʥʷ. 

ɸʜʘʧʪʠʚʥʽʩʪʴ ʤʦʜʝʣʽ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʟʘ ʨʘʭʫʥʦʢ ʦʥʦʚʣʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ — ʥʘ ʦʩʥʦʚʽ 

ʛʨʘʜʽʻʥʪʘ ʬʫʥʢʮʽʾ ʚʪʨʘʪ. ʈʝʛʫʣʷʨʠʟʘʮʽʷ ʥʘ ʦʩʥʦʚʽ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ ʽ ʩʪʘʙʽʣʴʥʽʩʪʴ 

ʤʦʜʝʣʽ ʜʦʩʷʛʘʶʪʴʩʷ ʰʣʷʭʦʤ ʧʦʩʪʫʧʦʚʦʛʦ ʟʥʠʞʝʥʥʷ ʚʪʨʘʪ ʽ ʥʘʙʣʠʞʝʥʥʷ 

ʧʘʨʘʤʝʪʨʽʚ ʜʦ ʦʧʪʠʤʘʣʴʥʠʭ ʟʥʘʯʝʥʴ. 
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ʇʦʩʣʽʜʦʚʥʝ ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʠʭ ʘʣʛʦʨʠʪʤʽʚ ML ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ 

ʝʬʝʢʪʠʚʥʦʛʦ ʽ ʩʪʘʙʽʣʴʥʦʛʦ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʥʘ ʜʠʥʘʤʽʯʥʠʭ ʜʘʥʠʭ. ɸʜʘʧʪʠʚʥʽʩʪʴ, 

ʝʬʝʢʪʠʚʥʽʩʪʴ, ʩʪʘʙʽʣʴʥʽʩʪʴ ʪʘ ʟʜʘʪʥʽʩʪʴ ʟʙʝʨʽʛʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʟ ʧʦʧʝʨʝʜʥʽʭ 

ʥʘʚʯʘʥʴ ʻ ʢʣʶʯʦʚʠʤʠ ʧʨʠʥʮʠʧʘʤʠ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʤʦʜʝʣʷʤ ʫʩʧʽʰʥʦ 

ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʥʦʚʠʭ ʜʘʥʠʭ. 

 

3.1.1 ɸʣʛʦʨʠʪʤ BernoulliNB 

 

ɸʣʛʦʨʠʪʤ Bernoulli Naive Bayes (BernoulliNB) ʻ ʦʜʥʠʤ ʽʟ ʚʘʨʽʘʥʪʽʚ ʥʘʾʚʥʦʛʦ 

ɹʘʻʩʦʚʦʛʦ ʢʣʘʩʠʬʽʢʘʪʦʨʘ, ʷʢʠʡ ʦʩʦʙʣʠʚʦ ʜʦʙʨʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʜʚʽʡʢʦʚʠʭ 

(ʙʽʥʘʨʥʠʭ) ʘʙʦ ʜʫʞʝ ʨʦʟʨʽʜʞʝʥʠʭ ʜʘʥʠʭ. ʎʝ ʤʦʜʝʣʴ ʥʘ ʦʩʥʦʚʽ ʫʤʦʚʥʦʾ 

ʡʤʦʚʽʨʥʦʩʪʽ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʠʥʮʠʧʠ ʪʝʦʨʽʾ ʡʤʦʚʽʨʥʦʩʪʝʡ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʜʘʥʠʭ.  

Bernoulli Naive Bayes ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ ʥʘʾʚʥʫ ʥʝʟʘʣʝʞʥʽʩʪʴ, 

ʜʝ ʢʦʞʥʘ ʦʟʥʘʢʘ ὼ (ʥʘʧʨʠʢʣʘʜ, ʩʣʦʚʦ ʚ ʪʝʢʩʪʽ) ʚʚʘʞʘʻʪʴʩʷ ʥʝʟʘʣʝʞʥʦʶ ʚʽʜ ʽʥʰʠʭ 

ʦʟʥʘʢ ʧʨʠ ʟʘʜʘʥʦʤʫ ʢʣʘʩʽ ὅ. ʌʦʨʤʫʣʘ ʜʣʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʚʠʛʣʷʜʘʻ ʪʘʢʠʤ ʯʠʥʦʤ: 

 

ὖὅȿὼȟȣȟὼ ᶿὖὅ Б ὖὼȿὅ ȟ          σȢφ 

 

ʜʝ: ὖὅȿὼȟȣȟὼ  ʻ ʫʤʦʚʥʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʢʣʘʩʫ ὅ ʟʘ ʫʤʦʚʠ ʦʟʥʘʢ ὼȟȣȟὼ ȟ

 ́ὖὅ  ʻ ʘʧʨʽʦʨʥʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʢʣʘʩʫ ὅ. 

ʋ ʚʠʧʘʜʢʫ BernoulliNB, ʢʦʞʥʘ ʦʟʥʘʢʘ ὼ ̒  ʙʽʥʘʨʥʦʶ ʽ ʚʢʘʟʫʻ ʥʘ ʧʨʠʩʫʪʥʽʩʪʴ 

ʘʙʦ ʚʽʜʩʫʪʥʽʩʪʴ ʯʦʛʦʩʴ (ʥʘʧʨʠʢʣʘʜ, ʩʣʦʚʦ ʚ ʜʦʢʫʤʝʥʪʽ: ʧʨʠʩʫʪʥʻ ʯʠ ʥʝ ʧʨʠʩʫʪʥʻ). 

ʊʦʜʽ ʡʤʦʚʽʨʥʽʩʪʴ ὖὼȿὅ  ʤʦʞʝ ʙʫʪʠ ʨʦʟʨʘʭʦʚʘʥʘ ʷʢ: 

 

ὖὼ ρȿὅ ȟ          σȢχ 

ὖὼ πȿὅ ρ ὖὼ ρȿὅ ȟ          σȢψ 
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ʜʝ: ὔ  ʻ ʢʽʣʴʢʽʩʪʶ ʚʠʧʘʜʢʽʚ, ʢʦʣʠ ʦʟʥʘʢʘ ὼ ʻ ʧʨʠʩʫʪʥʴʦʶ ʫ ʚʠʙʽʨʮʽ ʢʣʘʩʫ ὅȟ

ὔ  ʻ ʟʘʛʘʣʴʥʦʶ ʢʽʣʴʢʽʩʪʶ ʚʠʧʘʜʢʽʚ ʫ ʢʣʘʩʽ ὅ, ʘ ɻ ʻ ʧʘʨʘʤʝʪʨʦʤ ʩʛʣʘʞʫʚʘʥʥʷ 

(ʟʘʟʚʠʯʘʡ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʷʢ 1 ʜʣʷ ʩʛʣʘʞʫʚʘʥʥʷ ʃʘʧʣʘʩʘ). 

 ʊʘʢ ʷʢ ʘʣʛʦʨʠʪʤ ʧʨʝʢʨʘʩʥʦ ʩʧʨʘʚʣʷʻʪʴʩʷ ʽʟ ʟʘʜʘʯʝʶ ʦʙʨʦʙʢʠ ʪʝʢʩʪʽʚ, ʪʦ ʚ 

ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʘʡʝʬʝʢʪʠʚʥʽʰʝ ʡʦʛʦ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʜʣʷ ʨʦʙʦʪʠ ʟ ʧʦʰʪʦʶ, ʘ 

ʩʘʤʝ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʩʧʘʤʫ (spam) ʘʙʦ ʬʽʰʠʥʛʦʚʠʭ (phishing) ʘʪʘʢ. ʋ ʮʠʭ 

ʟʣʦʚʤʠʩʥʠʭ ʜʽʷʭ, ʚʝʢʪʦʨ ʘʪʘʢʠ ʨʦʟʚʠʚʘʻʪʴʩʷ ʥʘʚʢʦʣʦ ʬʦʨʤʫʚʘʥʥʷ ʟʣʦʚʤʠʩʥʠʭ 

ʣʠʩʪʽʚ ʘʙʦ ʧʦʩʠʣʘʥʴ [7]. 

 

ʈʠʩ. 3.2. ʉʭʝʤʘ ʚʠʢʦʨʠʩʪʘʥʥʷ BernoulliNB ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 
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3.1.2 ɸʣʛʦʨʠʪʤ Gaussian Mixture Models (GMM) 

 

Gaussian Mixture Models (GMM) ʻ ʦʜʥʠʤ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʤʝʪʦʜʽʚ 

ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʷʢʠʡ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʨʠʧʫʱʝʥʥʽ, ʱʦ ʜʘʥʽ 

ʤʦʞʫʪʴ ʙʫʪʠ ʧʨʝʜʩʪʘʚʣʝʥʽ ʷʢ ʩʫʤʽʰ ʢʽʣʴʢʦʭ ʛʘʫʩʦʚʠʭ (ʥʦʨʤʘʣʴʥʠʭ) ʨʦʟʧʦʜʽʣʽʚ. 

GMM ʜʦʟʚʦʣʷʻ ʤʦʜʝʣʶʚʘʪʠ ʩʢʣʘʜʥʽ ʨʦʟʧʦʜʽʣʠ ʜʘʥʠʭ ʽ ʚʠʷʚʣʷʪʠ ʢʣʘʩʪʝʨʠ ʟ 

ʨʽʟʥʠʤʠ ʬʦʨʤʘʤʠ ʪʘ ʨʦʟʤʽʨʘʤʠ.  

ʌʦʨʤʘʣʴʥʦ, GMM ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʩʫʤʽʰ ὑ ʛʘʫʩʦʚʠʭ ʢʦʤʧʦʥʝʥʪ, ʜʝ ʢʦʞʥʘ 

ʢʦʤʧʦʥʝʥʪʘ ʻ ʛʘʫʩʦʚʠʤ ʨʦʟʧʦʜʽʣʦʤ ʟ ʚʣʘʩʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. ʂʦʞʝʥ ʛʘʫʩʦʚʠʡ 

ʨʦʟʧʦʜʽʣ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʩʝʨʝʜʥʽʤ ʈ ʽ ʢʦʚʘʨʠʘʮʽʡʥʦʶ ʤʘʪʨʠʮʝʶ ɫ, ʜʝ Ὧ - 

ʽʥʜʝʢʩ ʢʦʤʧʦʥʝʥʪʠ. ʊʦʜʽ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʜʣʷ ʡʤʦʚʽʨʥʦʩʪʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ὼ ʚ GMM 

ʚʠʛʣʷʜʘʻ ʪʘʢ: 

 

ὴὼ В ʌﬞ ὼȿʈȟɫ ȟ                 σȢω 

 

ʜʝ: ʌ  - ʚʘʛʘ Ὧ-ʾ ʢʦʤʧʦʥʝʥʪʠ, ʷʢʘ ʟʘʜʦʚʦʣʴʥʷʻ ʫʤʦʚʫ В ʌ ρ; ﬞ ὼȿʈȟɫ  - 

ʛʘʫʩʦʚʠʡ ʨʦʟʧʦʜʽʣ ʟ ʩʝʨʝʜʥʽʤ ʈ ʽ ʢʦʚʘʨʠʘʮʽʡʥʦʶ ʤʘʪʨʠʮʝʶ ɫ. ʗʢʱʦ Ὠ - 

ʨʦʟʤʽʨʥʽʩʪʴ ʜʘʥʠʭ, ὼ - ʚʝʢʪʦʨ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʪʦʜʽ ʛʘʫʩʦʚʠʡ ʨʦʟʧʦʜʽʣ: 

 

 ﬞ ὼȿʈȟɫ
Ⱦȿ ȿȾ

ÅØÐ ὼ ʈ ɫ ὼ ʈ ȟ         σȢρπ 

 

ʇʨʦʮʝʩ ʥʘʚʯʘʥʥʷ GMM ʧʦʣʷʛʘʻ ʫ ʚʠʟʥʘʯʝʥʥʽ ʧʘʨʘʤʝʪʨʽʚ ʌ , ʈ ʽ  ɫ ʜʣʷ 

ʢʦʞʥʦʾ ʢʦʤʧʦʥʝʥʪʠ. ʎʝ ʟʘʚʜʘʥʥʷ ʚʠʢʦʥʫʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʣʛʦʨʠʪʤʫ 

ʦʯʽʢʫʚʘʥʥʷ-ʤʘʢʩʠʤʽʟʘʮʽʾ (EM). EM-ʘʣʛʦʨʠʪʤ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʦʩʥʦʚʥʠʭ ʢʨʦʢʽʚ: 

ʢʨʦʢʫ ʦʯʽʢʫʚʘʥʥʷ (E-ʢʨʦʢ) ʽ ʢʨʦʢʫ ʤʘʢʩʠʤʽʟʘʮʽʾ (M-ʢʨʦʢ). 

ʅʘ E-ʢʨʦʮʽ ʦʙʯʠʩʣʶʶʪʴʩʷ ʦʯʽʢʫʚʘʥʽ ʟʥʘʯʝʥʥʷ ʣʘʪʝʥʪʥʠʭ ʟʤʽʥʥʠʭ, ʷʢʽ 

ʚʢʘʟʫʶʪʴ ʥʘ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʢʦʞʥʝ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʥʘʣʝʞʠʪʴ ʜʦ ʢʦʞʥʦʾ 

ʢʦʤʧʦʥʝʥʪʠ: 
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ɾ
ﬞ ὼʈȟɫ

В ﬞ ὼʈȟɫ
ȟ                 σȢρρ 

 

ʜʝ: ɾ  - ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ὼ ʥʘʣʝʞʠʪʴ ʜʦ ʢʦʤʧʦʥʝʥʪʠ ὯȢ 

ʅʘ M-ʢʨʦʮʽ ʦʥʦʚʣʶʶʪʴʩʷ ʧʘʨʘʤʝʪʨʠ ʤʦʜʝʣʽ ʥʘ ʦʩʥʦʚʽ ʦʙʯʠʩʣʝʥʠʭ 

ʡʤʦʚʽʨʥʦʩʪʝʡ: 

 

ʌÎÅ× В ɾȟ                 σȢρς 

ʈÎÅ×
В

В
ȟ                σȢρσ 

ɫÎÅ×
В ÎÅ× ÎÅ×

В
ȟ             σȢρτ 

 

ʜʝ: ὔ - ʢʽʣʴʢʽʩʪʴ ʩʧʦʩʪʝʨʝʞʝʥʴ ʫ ʥʘʙʦʨʽ ʜʘʥʠʭ. 

ʎʽ ʢʨʦʢʠ ʧʦʚʪʦʨʶʶʪʴʩʷ ʜʦ ʪʠʭ ʧʽʨ, ʧʦʢʠ ʧʘʨʘʤʝʪʨʠ ʤʦʜʝʣʽ ʥʝ ʟʙʽʞʘʪʴʩʷ ʜʦ 

ʩʪʘʙʽʣʴʥʠʭ ʟʥʘʯʝʥʴ. 

GMM ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʢʽʙʝʨʙʝʟʧʝʮʽ ʜʣʷ ʨʽʟʥʠʭ ʟʘʚʜʘʥʴ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ. ʆʜʠʥ ʟ ʧʦʰʠʨʝʥʠʭ ʧʨʠʢʣʘʜʽʚ - ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʤʝʨʝʞʝʚʦʤʫ 

ʪʨʘʬʽʢʫ [8, 64]. ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʜʘʥʽ ʧʨʦ ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ (ʥʘʧʨʠʢʣʘʜ, 

ʢʽʣʴʢʽʩʪʴ ʧʘʢʝʪʽʚ, ʨʦʟʤʽʨ ʧʘʢʝʪʽʚ, ʯʘʩ ʤʽʞ ʧʘʢʝʪʘʤʠ) ʤʦʞʫʪʴ ʙʫʪʠ ʧʨʝʜʩʪʘʚʣʝʥʽ ʷʢ 

ʚʝʢʪʦʨʠ ʦʟʥʘʢ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ GMM, ʤʦʞʥʘ ʤʦʜʝʣʶʚʘʪʠ ʥʦʨʤʘʣʴʥʫ ʧʦʚʝʜʽʥʢʫ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʷʢ ʩʫʤʽʰ ʛʘʫʩʦʚʠʭ ʨʦʟʧʦʜʽʣʽʚ ʽ ʚʠʷʚʣʷʪʠ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʮʽʻʾ 

ʧʦʚʝʜʽʥʢʠ. 

ʑʝ ʦʜʠʥ ʧʨʠʢʣʘʜ - ʚʠʷʚʣʝʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ ʬʘʡʣʽʚ (ʥʘʧʨʠʢʣʘʜ, ʯʘʩʪʦʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʝʚʥʠʭ ʽʥʩʪʨʫʢʮʽʡ, 

ʨʦʟʤʽʨ ʬʘʡʣʫ, ʩʪʨʫʢʪʫʨʘ ʬʘʡʣʫ) ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʦʜʝʣʽ 

ʥʦʨʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʬʘʡʣʽʚ. GMM ʜʦʧʦʤʘʛʘʻ ʚʠʟʥʘʯʠʪʠ ʘʥʦʤʘʣʴʥʽ ʬʘʡʣʠ, ʷʢʽ 

ʤʦʞʫʪʴ ʙʫʪʠ ʧʦʪʝʥʮʽʡʥʦ ʰʢʽʜʣʠʚʠʤʠ. 
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3.1.3 ɸʣʛʦʨʠʪʤ Local Outlier Factor (LOF) 

 

Local Outlier Factor (LOF) ï ʮʝ ʘʣʛʦʨʠʪʤ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʥʘʙʦʨʘʭ ʜʘʥʠʭ, ʦʩʦʙʣʠʚʦ ʪʘʤ, ʜʝ ʜʘʥʽ ʥʝʦʜʥʦʨʽʜʥʽ ʽ ʤʽʩʪʷʪʴ 

ʛʨʫʧʠ ʨʽʟʥʦʾ ʛʫʩʪʠʥʠ [23]. ɸʣʛʦʨʠʪʤ ʚʠʟʥʘʯʘʻ, ʥʘʩʢʽʣʴʢʠ ʟʨʘʟʦʢ ʻ ʘʥʦʤʘʣʴʥʠʤ 

ʧʦʨʽʚʥʷʥʦ ʟ ʡʦʛʦ ʩʫʩʽʜʘʤʠ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʣʦʢʘʣʴʥʫ ʛʫʩʪʠʥʫ ʜʘʥʠʭ. ʎʝ ʨʦʙʠʪʴ 

ʡʦʛʦ ʜʫʞʝ ʝʬʝʢʪʠʚʥʠʤ ʫ ʚʠʷʚʣʝʥʥʽ ʪʦʯʦʢ, ʷʢʽ ʩʫʪʪʻʚʦ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ ʾʭʥʴʦʛʦ 

ʣʦʢʘʣʴʥʦʛʦ ʦʪʦʯʝʥʥʷ, ʟʦʢʨʝʤʘ ʚ ʩʢʣʘʜʥʠʭ, ʙʘʛʘʪʦʚʠʤʽʨʥʠʭ ʜʘʥʠʭ. 

LOF ʦʙʯʠʩʣʶʻ «ʣʦʢʘʣʴʥʠʡ ʚʠʢʠʜʥʠʡ ʬʘʢʪʦʨ» ʜʣʷ ʢʦʞʥʦʛʦ ʟʨʘʟʢʘ ʫ 

ʜʘʪʘʩʝʪʽ, ʷʢʠʡ ʧʦʨʽʚʥʶʻ ʣʦʢʘʣʴʥʫ ʛʫʩʪʠʥʫ ʦʙ'ʻʢʪʘ ʟ ʣʦʢʘʣʴʥʦʶ ʛʫʩʪʠʥʦʶ ʡʦʛʦ 

ʩʫʩʽʜʽʚ. ʗʢʱʦ ʟʨʘʟʦʢ ʤʘʻ ʟʥʘʯʥʦ ʥʠʞʯʫ ʛʫʩʪʠʥʫ ʧʦʨʽʚʥʷʥʦ ʟʽ ʩʚʦʾʤʠ ʩʫʩʽʜʘʤʠ, ʮʝ 

ʦʟʥʘʯʘʻ, ʱʦ ʚʽʥ ʨʦʟʪʘʰʦʚʘʥʠʡ ʜʘʣʽ ʚʽʜ ʦʩʥʦʚʥʦʾ ʤʘʩʠ ʜʘʥʠʭ ʽ ʤʦʞʝ ʙʫʪʠ 

ʨʦʟʛʣʷʥʫʪʠʡ ʷʢ ʘʥʦʤʘʣʽʷ. 

Local Outlier Factor (LOF) ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʩʪʫʧʽʥʴ ʚʽʜʜʘʣʝʥʦʩʪʽ ʘʙʦ ʽʟʦʣʷʮʽʾ 

ʪʦʯʢʠ ʚʽʜ ʽʥʰʠʭ ʪʦʯʦʢ ʫ ʾʾ ʣʦʢʘʣʴʥʦʤʫ ʦʪʦʯʝʥʥʽ. ʎʝʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʪʦʯʥʦ 

ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʥʘʚʽʪʴ ʫ ʜʘʥʠʭ, ʜʝ ʛʫʩʪʠʥʠ ʛʨʫʧ ʚʽʜʨʽʟʥʷʶʪʴʩʷ. 

ʆʩʥʦʚʥʠʡ ʧʨʠʥʮʠʧ LOF ʧʦʣʷʛʘʻ ʫ ʧʦʨʽʚʥʷʥʥʽ ʣʦʢʘʣʴʥʦʾ ʛʫʩʪʠʥʠ ʦʙ'ʻʢʪʘ ʟ 

ʣʦʢʘʣʴʥʦʶ ʛʫʩʪʠʥʦʶ ʡʦʛʦ ʩʫʩʽʜʽʚ. ʃʦʢʘʣʴʥʘ ʛʫʩʪʠʥʘ ʦʙʯʠʩʣʶʻʪʴʩʷ ʷʢ ʦʙʝʨʥʝʥʘ 

ʚʝʣʠʯʠʥʘ ʜʦ ʩʝʨʝʜʥʴʦʾ ʜʦʩʷʞʥʦʾ ʚʽʜʩʪʘʥʽ. ɼʦʩʷʞʥʘ ʚʽʜʩʪʘʥʴ ʤʽʞ ʜʚʦʤʘ ʪʦʯʢʘʤʠ ὴ 

ʽ έ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʤʘʢʩʠʤʘʣʴʥʝ ʟʥʘʯʝʥʥʷ ʟ ʚʽʜʩʪʘʥʽ Ὧ-ʛʦ ʥʘʡʙʣʠʞʯʦʛʦ ʩʫʩʽʜʘ ʜʦ 

έ ʪʘ ʬʘʢʪʠʯʥʦʾ ʚʽʜʩʪʘʥʽ ʤʽʞ ὴ ʽ έ: 

 

ÄÏὴȟέ ÍÁØÄÉÓÔὴȟέȟὨ έ ȟ      σȢρυ 

 

ʜʝ: ÄÉÓÔὴȟέ ï ʻʚʢʣʽʜʦʚʘ ʚʽʜʩʪʘʥʴ ʤʽʞ ὴ ̨ έȟ́ Ὠ έ ï ʚʽʜʩʪʘʥʴ ʜʦ Ὧ-ʛʦ 

ʥʘʡʙʣʠʞʯʦʛʦ ʩʫʩʽʜʘ έ. 

ʅʘ ʥʘʩʪʫʧʥʦʤʫ ʢʨʦʮʽ ʦʙʯʠʩʣʶʻʪʴʩʷ ʣʦʢʘʣʴʥʘ ʜʦʩʷʞʥʘ ʛʫʩʪʠʥʘ ,2$ ʪʦʯʢʠ 

ὴ, ʷʢʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʦʙʝʨʥʝʥʝ ʟʥʘʯʝʥʥʷ ʩʝʨʝʜʥʴʦʾ ʜʦʩʷʞʥʦʾ ʚʽʜʩʪʘʥʽ ʜʦ ʾʾ ʩʫʩʽʜʽʚ 

ὴ: 
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,2$ὴ
В ÄÏ ȟᶰ

ȟ            σȢρφ 

 

ʜʝ: ὔ ὴ ï ʤʥʦʞʠʥʘ Ὧ-ʭ ʥʘʡʙʣʠʞʯʠʭ ʩʫʩʽʜʽʚ ʪʦʯʢʠ ὴ. 

ʅʘʨʝʰʪʽ, ʣʦʢʘʣʴʥʠʡ ʚʠʢʠʜʥʠʡ ʬʘʢʪʦʨ ,/&ὴ ʜʣʷ ʪʦʯʢʠ ὴ ʦʙʯʠʩʣʶʻʪʴʩʷ 

ʷʢ ʩʝʨʝʜʥʻ ʟʥʘʯʝʥʥʷ ʚʽʜʥʦʰʝʥʴ ʣʦʢʘʣʴʥʦʾ ʜʦʩʷʞʥʦʾ ʛʫʩʪʠʥʠ ʩʫʩʽʜʽʚ ʜʦ ʣʦʢʘʣʴʥʦʾ 

ʜʦʩʷʞʥʦʾ ʛʫʩʪʠʥʠ ʩʘʤʦʾ ʪʦʯʢʠ ὴ: 

 

,/&ὴ
В

,2$

,2$ᶰ

ȿ ȿ
ȟ          σȢρχ 

 

ʗʢʱʦ LOF ʙʣʠʟʴʢʦ ʜʦ 1, ʪʦ ʪʦʯʢʘ A ʧʦʜʽʙʥʘ ʜʦ ʩʚʦʾʭ ʩʫʩʽʜʽʚ. ʗʢʱʦ LOF 

ʟʥʘʯʥʦ ʙʽʣʴʰʝ 1 - ʪʦʯʢʘ A ʻ ʘʥʦʤʘʣʽʻʶ. 

ʋ ʢʽʙʝʨʙʝʟʧʝʮʽ LOF ʤʦʞʝ ʟʘʩʪʦʩʦʚʫʚʘʪʠʩ ̫ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʥʝʟʚʠʯʘʡʥʦʾ 

ʧʦʚʝʜʽʥʢʠ ʚ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ, ʪʘʢʦʾ, ʷʢ ʩʧʨʦʙʠ ʟʣʘʤʫ ʘʙʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ 

ʐʇɿ, ʱʦ ʨʘʧʪʦʚʦ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʪʠʧʦʚʦʾ ʘʢʪʠʚʥʦʩʪʽ ʤʝʨʝʞʽ. ɺʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʴʥʠʭ ʧʽʜʢʣʶʯʝʥʴ ʜʦ ʩʝʨʚʝʨʘ ʘʙʦ ʥʝʟʚʠʯʘʡʥʠʭ ʟʘʧʠʪʽʚ ʜʦ ʙʘʟ ʜʘʥʠʭ ʤʦʞʝ 

ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʦ ʯʝʨʝʟ ʤʦʥʽʪʦʨʠʥʛ ʪʨʘʬʽʢʫ ʽ ʘʥʘʣʽʟ ʧʦʚʝʜʽʥʢʠ ʢʦʨʠʩʪʫʚʘʯʽʚ. 
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ʈʠʩ. 3.3 ʉʭʝʤʘ ʨʦʙʦʪʠ LOF ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 

 

3.1.4 ɸʣʛʦʨʠʪʤ DecisionTreeClassifier 

 

DecisionTreeClassifier (DTC) ʻ ʧʦʧʫʣʷʨʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʫ ʤʘʰʠʥʥʦʤʫ 

ʥʘʚʯʘʥʥʽ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʧʨʦʛʥʦʟʫʚʘʥʥʷ. ɺʽʥ 

ʥʘʣʝʞʠʪʴ ʜʦ ʢʘʪʝʛʦʨʽʾ ʥʘʚʯʘʥʥʷ ʟ ʫʯʠʪʝʣʝʤ, ʜʝ ʜʘʥʽ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ 

ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ, ʤʘʶʪʴ ʚʽʜʦʤʽ ʚʠʭʽʜʥʽ ʤʽʪʢʠ. ɸʣʛʦʨʠʪʤ ʩʪʚʦʨʶʻ ʤʦʜʝʣʴ, ʷʢʘ 

ʧʝʨʝʜʙʘʯʘʻ ʟʥʘʯʝʥʥʷ ʮʽʣʴʦʚʦʾ ʟʤʽʥʥʦʾ ʰʣʷʭʦʤ ʚʠʚʯʝʥʥʷ ʧʨʦʩʪʠʭ ʧʨʘʚʠʣ 

ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ, ʚʠʚʝʜʝʥʠʭ ʟ ʚʭʽʜʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʜʘʥʠʭ. 

ʆʩʥʦʚʥʘ ʽʜʝʷ, ʱʦ ʣʝʞʠʪʴ ʚ ʦʩʥʦʚʽ DecisionTreeClassifier, ʧʦʣʷʛʘʻ ʚ ʧʦʜʽʣʽ 

ʚʭʽʜʥʠʭ ʜʘʥʠʭ ʥʘ ʙʽʣʴʰ ʤʘʣʽ ʧʽʜʤʥʦʞʠʥʠ ʥʘ ʦʩʥʦʚʽ ʦʢʨʝʤʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ. ʎʝʡ 

ʧʨʦʮʝʩ ʧʨʦʜʦʚʞʫʻʪʴʩʷ ʨʝʢʫʨʩʠʚʥʦ, ʬʦʨʤʫʶʯʠ ʩʪʨʫʢʪʫʨʫ ʜʝʨʝʚʘ ʟ ʚʫʟʣʘʤʠ ʪʘ 

ʛʽʣʢʘʤʠ. ʂʦʞʝʥ ʚʫʟʦʣ ʫ ʜʝʨʝʚʽ ʨʽʰʝʥʴ ʚʽʜʧʦʚʽʜʘʻ ʭʘʨʘʢʪʝʨʠʩʪʠʮʽ ʚ ʜʘʪʘʩʝʪʽ, ʢʦʞʥʘ 

ʛʽʣʢʘ ʜʦ ʚʫʟʣʘ ï ʨʽʰʝʥʥʶ, ʘ ʢʦʞʝʥ ʣʠʩʪʦʢ ʜʝʨʝʚʘ ï ʮʽʣʴʦʚʽʡ ʤʽʪʮʽ. ʇʨʦʮʝʩ ʚʠʙʦʨʫ 
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ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʚʫʟʣʽʚ ʙʘʟʫʻʪʴʩʷ ʥʘ ʤʝʪʨʠʢʘʭ, ʪʘʢʠʭ ʷʢ ʽʥʜʝʢʩ Gini 

ʘʙʦ ʝʥʪʨʦʧʽʷ, ʷʢʽ ʚʠʤʽʨʶʶʪʴ ʩʪʫʧʽʥʴ ʯʘʩʪʦʪʠ ʘʙʦ ʥʝʚʧʦʨʷʜʢʦʚʘʥʦʩʪʽ ʚʫʟʣʽʚ. 

ɽʥʪʨʦʧʽʷ ʚ ʢʦʥʪʝʢʩʪʽ ʜʝʨʝʚ ʨʽʰʝʥʴ ï ʮʝ ʤʽʨʘ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʘʙʦ 

ʥʝʚʧʦʨʷʜʢʦʚʘʥʦʩʪʽ. ʇʦʟʥʘʯʠʤʦ ʧʝʚʥʠʡ ʥʘʙʽʨ ʜʘʥʠʭ ʷʢ Ὓ, ʢʽʣʴʢʽʩʪʴ ʢʣʘʩʽʚ ʚ ʮʴʦʤʫ 

ʥʘʙʦʨʽ ʷʢ ὧ, ʘ ὴ ̫ ʢ ʡʤʦʚʽʨʥʽʩʪʴ ʢʣʘʩʫ Ὥ ʫ ʥʘʙʦʨʽ ʜʘʥʠʭ Ὓ, ʪʦʜʽ ʝʥʪʨʦʧʽʷ, ὌὛ, ʙʫʜʝ 

ʨʽʚʥʘ: 

 

ὌὛ В ὴÌÏÇὴȟ     σȢρψ 

 

ɽʥʪʨʦʧʽʷ ʜʦʩʷʛʘʻ ʤʘʢʩʠʤʫʤʫ, ʢʦʣʠ ʚʩʽ ʢʣʘʩʠ ʧʨʝʜʩʪʘʚʣʝʥʽ ʨʽʚʥʦʤʽʨʥʦ, ʽ 

ʤʽʥʽʤʫʤʫ, ʢʦʣʠ ʚʩʽ ʟʘʧʠʩʠ ʥʘʣʝʞʘʪʴ ʜʦ ʦʜʥʦʛʦ ʢʣʘʩʫ. 

ɯʥʜʝʢʩ Gini ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʢʨʠʪʝʨʽʡ ʜʣʷ ʤʘʢʩʠʤʽʟʘʮʽʾ ʯʘʩʪʦʪʠ ʚʠʙʽʨʢʠ 

ʽ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

 

ὋὛ ρ В ὴȟ     σȢρω 

 

ʜʝ: ὴ ʟʥʦʚʫ ʞ ʪʘʢʠ ʦʟʥʘʯʘʻ ʡʤʦʚʽʨʥʽʩʪʴ ʢʣʘʩʫ Ὥ ʫ ʥʘʙʦʨʽ ʜʘʥʠʭ Ὓ.  

ʅʠʞʯʝ ʟʥʘʯʝʥʥʷ ʽʥʜʝʢʩʫ Gini ʚʢʘʟʫʻ ʥʘ ʙʽʣʴʰʫ ʯʘʩʪʦʪʫ ʚʫʟʣʘ. 

ʋ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ DecisionTreeClassifier ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʜʣʷ 

ʨʦʟʨʦʙʢʠ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (IDS), ʢʣʘʩʠʬʽʢʘʮʽʾ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʷʢ 

ʥʦʨʤʘʣʴʥʦʛʦ ʘʙʦ ʟʣʦʚʤʠʩʥʦʛʦ, ʘʥʘʣʽʟʫ ʬʽʰʠʥʛʦʚʠʭ ʚʝʙʩʘʡʪʽʚ ʪʘ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ. ʆʩʦʙʣʠʚʦ ʢʦʨʠʩʥʠʡ ʜʘʥʠʡ ʘʣʛʦʨʠʪʤ ʜʣʷ ʚʠʷʚʣʝʥʥʷ DGA-

ʜʦʤʝʥʽʚ [69]. ʆʩʢʽʣʴʢʠ DTC ʚʠʤʘʛʘʻ ʧʦʧʝʨʝʜʥʴʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ (ʚʯʠʪʝʣʷ), ʘ 

ʚʠʟʥʘʯʝʥʥʷ ʘʚʪʦʤʘʪʠʯʥʦ ʟʛʝʥʝʨʦʚʘʥʠʭ ʟʣʦʚʤʠʩʥʠʭ ʜʦʤʝʥʽʚ (DGA) ʽ ʧʝʨʝʜʙʘʯʘʻ, 

ʱʦ ʤʠ ʤʦʞʝʤʦ ʚʢʘʟʘʪʠ ʨʝʘʣʴʥʽ, ʣʝʛʽʪʠʤʥʽ ʜʦʤʝʥʠ ʽ ʟʛʝʥʝʨʦʚʘʥʽ. ʊʘʢʠʤ ʯʠʥʦʤ 

ʨʦʟʨʘʭʫʚʘʪʠ ʝʥʪʨʦʧʽʶ ʜʣʷ ʥʠʭ ʻ ʦʩʥʦʚʥʦʶ ʟʘʜʘʯʝʶ. 

ʎʷ ʜʝʪʘʣʴʥʘ ʩʪʨʫʢʪʫʨʘ ʽ ʯʽʪʢʽʩʪʴ ʫ ʨʽʰʝʥʥʷʭ, ʷʢʽ ʫʭʚʘʣʶʻ 

DecisionTreeClassifier, ʨʦʙʣʷʪʴ ʡʦʛʦ ʦʜʥʠʤ ʟ ʥʘʡʢʨʘʱʠʭ ʜʣʷ ʨʦʟʨʦʙʢʠ ʩʠʣʴʥʠʭ 

ʘʣʛʦʨʠʪʤʽʚ, ʱʦ ʤʦʞʫʪʴ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʰʘʙʣʦʥʠ ʧʦʚʝʜʽʥʢʠ, ʷʢʽ ʻ ʽʥʜʠʢʘʪʦʨʘʤʠ 

ʢʽʙʝʨʟʘʛʨʦʟ. 
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ʈʠʩ. 3.4. ʉʭʝʤʘ ʨʦʙʦʪʠ DecisionTreeClassifier ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʡ 

 

3.1.5 ɸʣʛʦʨʠʪʤ Kmeans 

 

ɸʣʛʦʨʠʪʤ K-means ʻ ʤʝʪʦʜʦʤ ʢʣʘʩʪʝʨʠʟʘʮʽʾ ʫ ʤʘʰʠʥʥʦʤʫ ʥʘʚʯʘʥʥʽ, ʷʢʠʡ 

ʪʘʢʦʞ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. ɺʽʥ ʜʽʣʠʪʴ ʜʘʪʘʩʝʪ ʥʘ ὑ 

ʢʣʘʩʪʝʨʽʚ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦ ʢʦʞʥʝ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʥʘʣʝʞʠʪʴ ʜʦ ʢʣʘʩʪʝʨʘ ʟ 

ʥʘʡʙʣʠʞʯʠʤ ʩʝʨʝʜʥʽʤ ʟʥʘʯʝʥʥʷʤ, ʷʢʝ ʻ ʮʝʥʪʨʦʾʜʦʤ ʢʣʘʩʪʝʨʘ. 
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ʆʩʥʦʚʥʘ ʽʜʝʷ K-means ʧʦʣʷʛʘʻ ʫ ʤʽʥʽʤʽʟʘʮʽʾ ʩʫʤʠ ʢʚʘʜʨʘʪʽʚ ʚʽʜʩʪʘʥʝʡ ʤʽʞ 

ʪʦʯʢʘʤʠ ʪʘ ʮʝʥʪʨʘʤʠ ʾʭ ʢʣʘʩʪʝʨʽʚ. ʎʝʡ ʧʨʦʮʝʩ ʤʦʞʥʘ ʦʧʠʩʘʪʠ ʪʘʢʠʤʠ ʢʨʦʢʘʤʠ: 

1. ʉʧʦʯʘʪʢʫ ʚʠʧʘʜʢʦʚʦ ʚʠʙʠʨʘʶʪʴʩʷ ὑ ʮʝʥʪʨʽʚ ʢʣʘʩʪʝʨʽʚ ʘʙʦ ʤʝʪʦʜʦʤ 

ʢʨʘʱʠʭ ʢʘʥʜʠʜʘʪʽʚ ʜʣʷ ʧʦʯʘʪʢʦʚʦʾ ʫʩʪʘʥʦʚʢʠ ʮʝʥʪʨʽʚ ʢʣʘʩʪʝʨʽʚ. 

2. ʂʦʞʥʘ ʪʦʯʢʘ ʜʘʥʠʭ ʧʨʠʟʥʘʯʘʻʪʴʩʷ ʜʦ ʢʣʘʩʪʝʨʘ ʟ ʥʘʡʤʝʥʰʦʶ 

ʚʽʜʩʪʘʥʥʶ ʜʦ ʮʝʥʪʨʫ. ɺʽʜʩʪʘʥʴ ʟʘʟʚʠʯʘʡ ʚʠʤʽʨʶʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʝʚʢʣʽʜʦʚʦʾ 

ʚʽʜʩʪʘʥʽ: 

 

Ὠὼȟʈ В ὼ ʈ ȟ                      σȢςπ 

 

ʜʝ: ὼ ʻ ʚʝʢʪʦʨʦʤ ʪʦʯʢʠ ʜʘʥʠʭ, ʘ ʈ ʻ ʚʝʢʪʦʨʦʤ ʮʝʥʪʨʫ ʢʣʘʩʪʝʨʘ. 

3. ʎʝʥʪʨʠ ʢʣʘʩʪʝʨʽʚ ʦʥʦʚʣʶʶʪʴʩʷ ʰʣʷʭʦʤ ʦʙʯʠʩʣʝʥʥʷ ʩʝʨʝʜʥʴʦʛʦ ʚʩʽʭ 

ʪʦʯʦʢ, ʷʢʽ ʙʫʣʠ ʧʨʠʟʥʘʯʝʥʽ ʜʦ ʢʦʞʥʦʛʦ ʢʣʘʩʪʝʨʘ. 

4. ʂʨʦʢʠ 2 ʽ 3 ʧʦʚʪʦʨʶʶʪʴʩʷ ʜʦ ʪʠʭ ʧʽʨ, ʧʦʢʠ ʮʝʥʪʨʠ ʢʣʘʩʪʝʨʽʚ ʥʝ 

ʧʝʨʝʩʪʘʥʫʪʴ ʟʤʽʥʶʚʘʪʠʩʷ ʘʙʦ ʜʦʩʷʛʥʫʪʴ ʟʘʜʘʥʦʾ ʢʽʣʴʢʦʩʪʽ ʽʪʝʨʘʮʽʡ. 

ʇʦʟʥʘʯʠʤʦ  Ὦ ʢʦʥʢʨʝʪʥʠʡ ʢʣʘʩʪʝʨʘ, ὧ ̫ ʢ ʮʝʥʪʨ ʢʣʘʩʪʝʨʘ (ʮʝʥʪʨʦʾʜ), ʪʦʜʽ ὼ  

ʙʫʜʝ ʽ-ʪʦʯʢʘ ʚ ʢʣʘʩʪʝʨʽ. ʎʽʣʴʦʚʘ ʬʫʥʢʮʽʷ K-means, ʷʢʫ ʤʽʥʽʤʽʟʫʶʪʴ, ʻ ʩʫʤʦʶ 

ʢʚʘʜʨʘʪʽʚ ʚʽʜʩʪʘʥʝʡ ʚʽʜ ʢʦʞʥʦʾ ʪʦʯʢʠ ʜʦ ʾʾ ʥʘʡʙʣʠʞʯʦʛʦ ʮʝʥʪʨʫ ʢʣʘʩʪʝʨʘ: 

ὐ В В ȿὼ ὧȿȟ      σȢςρ 

 

ʜʝ: ὲ ʻ ʢʽʣʴʢʽʩʪʶ ʪʦʯʦʢ ʚ ʢʣʘʩʪʝʨʽ  Ὦ, ʘ Ὧ ï ʟʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʢʣʘʩʪʝʨʽʚ. 

ɸʥʦʤʘʣʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʽʜʝʥʪʠʬʽʢʦʚʘʥʽ ʷʢ ʪʦʯʢʠ, ʷʢʽ ʤʘʶʪʴ ʚʝʣʠʢʫ ʚʽʜʩʪʘʥʴ 

ʜʦ ʥʘʡʙʣʠʞʯʦʛʦ ʮʝʥʪʨʫ ʩʚʦʛʦ ʢʣʘʩʪʝʨʘ, ʘʙʦ ʷʢ ʪʦʯʢʠ, ʷʢʽ ʟʥʘʭʦʜʷʪʴʩʷ ʫ ʜʫʞʝ 

ʤʘʣʝʥʴʢʠʭ ʘʙʦ ʩʣʘʙʦ ʟʛʫʨʪʦʚʘʥʠʭ ʢʣʘʩʪʝʨʘʭ. 

ʋ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ K-means ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʴ ʜʣʷ ʩʝʛʤʝʥʪʘʮʽʾ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʴʥʠʭ ʧʦʚʝʜʽʥʦʢ ʫ ʩʠʩʪʝʤʘʭ ʯʠ ʨʦʟʨʽʟʥʝʥʥʷ 

ʪʠʧʽʚ ʘʢʪʠʚʥʦʩʪʝʡ, ʟʦʢʨʝʤʘ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʘʙʦ 

ʥʝʧʨʘʚʦʤʽʨʥʠʭ ʜʽʡ [8, 25]. ʎʝ ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʽʰʝ ʤʦʥʽʪʦʨʠʪʠ ʪʘ ʨʝʘʛʫʚʘʪʠ ʥʘ 

ʢʽʙʝʨʙʝʟʧʝʢʦʚʽ ʽʥʮʠʜʝʥʪʠ. 
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ʈʠʩ. 3.5. ʉʭʝʤʘ ʨʦʙʦʪʠ K-means ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 

 

3.1.6 ɸʣʛʦʨʠʪʤ LogisticRegression 

 

ɸʣʛʦʨʠʪʤ LogisticRegression ʻ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʤ ʩʪʘʪʠʩʪʠʯʥʠʤ 

ʤʝʪʦʜʦʤ ʜʣʷ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʧʦʜʽʾ, ʟʘʩʥʦʚʘʥʠʤ ʥʘ ʦʜʥʽʡ ʘʙʦ ʜʝʢʽʣʴʢʦʭ 

ʥʝʟʘʣʝʞʥʠʭ ʟʤʽʥʥʠʭ. ʍʦʯʘ ʚʽʥ ʟʘʟʚʠʯʘʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʜʚʽʡʢʦʚʦʾ 

ʢʣʘʩʠʬʽʢʘʮʽʾ, ʡʦʛʦ ʪʘʢʦʞ ʤʦʞʥʘ ʘʜʘʧʪʫʚʘʪʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʦʩʦʙʣʠʚʦ ʚ 

ʩʮʝʥʘʨʽʷʭ, ʜʝ ʘʥʦʤʘʣʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʟʥʘʯʝʥʽ ʷʢ ʨʽʜʢʽʩʥʽ ʧʦʜʽʾ. 

LogisticRegression ʤʦʜʝʣʶʻ ʡʤʦʚʽʨʥʽʩʪʴ ʟʤʽʥʥʦʾ ὣ, ʧʨʠʡʤʘʶʯʠ ʟʥʘʯʝʥʥʷ 1, 

ʷʢ ʣʦʛʽʩʪʠʯʥʫ ʬʫʥʢʮʽʶ ʣʽʥʽʡʥʦʾ ʢʦʤʙʽʥʘʮʽʾ ʥʝʟʘʣʝʞʥʠʭ ʟʤʽʥʥʠʭ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ 

ʚʠʭʽʜ ʤʽʞ 0 ʽ 1, ʱʦ ʽʥʪʝʨʧʨʝʪʫʻʪʴʩʷ ʷʢ ʡʤʦʚʽʨʥʽʩʪʴ. 

ʁʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʥʘʣʝʞʠʪʴ ʜʦ ʢʣʘʩʫ 1, ʤʦʞʥʘ 

ʚʠʟʥʘʯʠʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʣʦʛʽʩʪʠʯʥʦʾ ʬʫʥʢʮʽʾ: 

 

ὖὣ ρȿὢ ὼ Ễ ȟ             σȢςς 
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ʜʝ: ɼȟɼȟɼȟȣȟɼ  ʻ ʧʘʨʘʤʝʪʨʘʤʠ ʤʦʜʝʣʽ, ʘ ὼȟὼȟȣȟὼ  ʻ ʥʝʟʘʣʝʞʥʠʤʠ 

ʟʤʽʥʥʠʤʠ. 

ʇʘʨʘʤʝʪʨʠ ɼ ʟʘʟʚʠʯʘʡ ʦʮʽʥʶʶʪʴʩʷ ʯʝʨʝʟ ʤʘʢʩʠʤʽʟʘʮʽʶ ʬʫʥʢʮʽʾ 

ʧʨʘʚʜʦʧʦʜʽʙʥʦʩʪʽ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʤʝʪʦʜʠ, ʪʘʢʽ ʷʢ ʤʝʪʦʜ ʤʘʢʩʠʤʘʣʴʥʦʾ 

ʧʨʘʚʜʦʧʦʜʽʙʥʦʩʪʽ ʘʙʦ ʦʧʪʠʤʽʟʘʮʽʡʥʽ ʘʣʛʦʨʠʪʤʠ (ʥʘʧʨʠʢʣʘʜ, ʛʨʘʜʽʻʥʪʥʠʡ ʩʧʫʩʢ). 

ʅʝʭʘʡ ʤʘʻʤʦ ʥʘʙʽʨ ʥʝʟʘʣʝʞʥʠʭ ʪʘ ʦʜʥʘʢʦʚʦ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʧʦʩʪʝʨʝʞʝʥʴ ὢ

ὼȟὼȟȣȟὼ  ʪʘ ʤʦʜʝʣʴ ʟ ʧʘʨʘʤʝʪʨʘʤʠ ʃ. ʌʫʥʢʮʽʷ ʧʨʘʚʜʦʧʦʜʽʙʥʦʩʪʽ ʤʦʜʝʣʽ, ʷʢʘ 

ʦʧʠʩʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʦʪʨʠʤʘʪʠ ʮʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʻ ʜʦʙʫʪʢʦʤ ʡʤʦʚʽʨʥʦʩʪʝʡ ʜʣʷ 

ʢʦʞʥʦʛʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ: 

 

ὒʃȠὢ Б ὪὼȠʃȟ              σȢςσ 

 

ʜʝ: ὪὼȠʃ ï ʮʝ ʡʤʦʚʽʨʥʽʩʥʘ ʬʫʥʢʮʽʷ ʜʣʷ ὼ ʧʨʠ ʜʘʥʦʤʫ ʃ. 

ʆʩʢʽʣʴʢʠ ʜʦʙʫʪʦʢ ʙʘʛʘʪʴʦʭ ʤʥʦʞʥʠʢʽʚ ʤʦʞʝ ʙʫʪʠ ʯʠʩʝʣʴʥʦ ʥʝʩʪʘʙʽʣʴʥʠʤ 

ʘʙʦ ʚʘʞʢʦ ʦʙʯʠʩʣʶʚʘʥʠʤ ʫ ʧʨʘʢʪʠʯʥʠʭ ʟʘʩʪʦʩʫʚʘʥʥʷʭ, ʟʘʟʚʠʯʘʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʣʦʛʘʨʠʬʤ ʬʫʥʢʮʽʾ ʧʨʘʚʜʦʧʦʜʽʙʥʦʩʪʽ: 

 

ὰέὫὒ—Ƞὢ В ὰέὫὪὼȠ—                 σȢςτ 

 

ʎʝʡ ʧʝʨʝʭʽʜ ʜʦ ʣʦʛʘʨʠʬʤʫ ʩʧʨʦʱʫʻ ʚʠʨʘʟ, ʧʝʨʝʪʚʦʨʶʶʯʠ ʜʦʙʫʪʦʢ ʫ ʩʫʤʫ, 

ʱʦ ʟʨʫʯʥʽʰʝ ʜʣʷ ʦʧʪʠʤʽʟʘʮʽʾ. 

ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʤʦʞʥʘ ʤʦʜʝʣʶʚʘʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʨʽʜʢʽʩʥʦʾ ʧʦʜʽʾ ʘʙʦ 

ʩʪʘʥʫ. ɸʥʦʤʘʣʽʾ ʚʠʟʥʘʯʘʶʪʴʩʷ ʷʢ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟ ʥʠʟʴʢʦʶ ʡʤʦʚʽʨʥʽʩʪʶ 

(ʥʘʧʨʠʢʣʘʜ, ʤʝʥʰʝ ʧʝʚʥʦʛʦ ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʥʷ), ʱʦ ʚʢʘʟʫʻ ʥʘ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ 

ʥʦʨʤʠ. 
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ʈʠʩ. 3.6. ʉʭʝʤʘ ʨʦʙʦʪʠ LogisticRegression ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 

 

3.1.7 ɸʣʛʦʨʠʪʤ RandomForestClassifier 

 

ɸʣʛʦʨʠʪʤ Random Forest Classifier ʻ ʦʜʥʽʻʶ ʟ ʥʘʡʧʦʪʫʞʥʽʰʠʭ ʽ 

ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʪʝʭʥʽʢ ʫ ʩʫʯʘʩʥʦʤʫ ʤʘʰʠʥʥʦʤʫ ʥʘʚʯʘʥʥʽ. ɺʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʘʥʩʘʤʙʣʴ ʜʝʨʝʚ ʨʽʰʝʥʴ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʩʦʢʦʾ ʪʦʯʥʦʩʪʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʤʘʻ 

ʚʣʘʩʪʠʚʽʩʪʴ ʟʤʝʥʰʝʥʥʷ ʧʝʨʝʥʘʚʯʘʥʥʷ, ʱʦ ʻ ʯʘʩʪʦʶ ʧʨʦʙʣʝʤʦʶ ʜʣʷ ʦʜʥʦʛʦ ʜʝʨʝʚʘ 

ʨʽʰʝʥʴ. ʎʝʡ ʘʣʛʦʨʠʪʤ ʪʘʢʦʞ ʝʬʝʢʪʠʚʥʠʡ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʢʣʘʜʥʠʭ 

ʥʘʙʦʨʘʭ ʜʘʥʠʭ. 

RandomForest ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʪʦʜʠ ʘʥʩʘʤʙʣʶ, ʟʦʢʨʝʤʘ bagging (bootstrap 

aggregating), ʜʣʷ ʧʦʙʫʜʦʚʠ ʢʦʞʥʦʛʦ ʜʝʨʝʚʘ ʥʘ ʧʽʜʚʠʙʽʨʮʽ ʜʘʥʠʭ ʟʘʤʽʩʪʴ ʧʦʚʥʦʛʦ 
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ʥʘʙʦʨʫ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʨʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ʩʝʨʝʜ ʜʝʨʝʚ ʽ ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʟʘʛʘʣʴʥʦʛʦ 

ʤʦʜʝʣʶʚʘʥʥʷ. 

ʂʦʞʥʝ ʜʝʨʝʚʦ ʚ ʘʥʩʘʤʙʣʽ ʜʘʻ ʧʨʦʛʥʦʟ ʢʣʘʩʫ ʜʣʷ ʜʘʥʦʛʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʘ 

ʢʣʘʩ, ʷʢʠʡ ʥʘʙʠʨʘʻ ʥʘʡʙʽʣʴʰʝ "ʛʦʣʦʩʽʚ" ʩʝʨʝʜ ʚʩʽʭ ʜʝʨʝʚ, ʦʙʠʨʘʻʪʴʩʷ ʷʢ ʧʨʦʛʥʦʟ 

ʘʥʩʘʤʙʣʶ: 

 

ὅὼ ÍÏÄÅὝ ὼȟὝ ὼȟȣȟὝ ὼ ȟ                 σȢςυ 

 

ʜʝ: ὅὼ ̒  ʢʣʘʩʦʤ, ʧʨʦʛʥʦʟʦʚʘʥʠʤ ʣʽʩʦʤ ʜʣʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ὼ, ʘ Ὕὼ ̒  ʧʨʦʛʥʦʟʦʤ 

Ὥ-ʛʦ ʜʝʨʝʚʘ. 

ɹʫʪʩʪʨʝʧʽʥʛ ʜʦʟʚʦʣʷʻ ʢʦʞʥʦʤʫ ʜʝʨʝʚʫ ʪʨʝʥʫʚʘʪʠʩʷ ʥʘ ʪʨʦʭʠ ʨʽʟʥʠʭ ʜʘʥʠʭ, 

ʟʤʝʥʰʫʶʯʠ ʚʘʨʽʘʪʠʚʥʽʩʪʴ (variance) ʽ ʟʙʽʣʴʰʫʶʯʠ ʩʪʽʡʢʽʩʪʴ ʤʦʜʝʣʽ: 

 

ὢᶻ 3ÁÍÐÌÅὈȟÓÉÚÅὔȟ     σȢςφ 

 

ʜʝ ὢᶻ ʻ b-ʪʦʶ ʙʫʪʩʪʨʝʧʦʚʘʥʦʶ ʧʽʜʚʠʙʽʨʢʦʶ, Ὀ ï ʦʨʠʛʽʥʘʣʴʥʠʡ ʜʘʪʘʩʝʪ, ὔ ï 

ʢʽʣʴʢʽʩʪʴ ʝʣʝʤʝʥʪʽʚ ʚ ʦʨʠʛʽʥʘʣʴʥʦʤʫ ʜʘʪʘʩʝʪʽ. 

ʇʽʜ ʯʘʩ ʧʦʙʫʜʦʚʠ ʢʦʞʥʦʛʦ ʚʫʟʣʘ ʜʝʨʝʚʘ, RandomForest ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʚʠʧʘʜʢʦʚʠʡ ʧʽʜʥʘʙʽʨ ʦʟʥʘʢ ʟ ʤʝʪʦʶ ʨʦʟʛʘʣʫʞʝʥʥʷ (splitting). ʎʝ ʟʥʠʞʫʻ ʢʦʨʝʣʷʮʽʶ 

ʤʽʞ ʜʝʨʝʚʘʤʠ ʚ ʘʥʩʘʤʙʣʽ ʪʘ ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʟʘʛʘʣʴʥʦʾ ʤʦʜʝʣʽ. 

ɼʣʷ ʢʦʞʥʦʛʦ ʚʫʟʣʘ ʜʝʨʝʚʘ ʚʠʢʦʥʫʻʪʴʩʷ ʚʠʙʽʨ ʢʨʘʱʦʾ ʦʟʥʘʢʠ ʜʣʷ 

ʨʦʟʛʘʣʫʞʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʤʝʪʨʠʢ, ʪʘʢʠʭ ʷʢ ʽʥʜʝʢʩ Gini ʘʙʦ ʝʥʪʨʦʧʽʷ. ɯʥʜʝʢʩ Gini ʜʣʷ 

ʜʚʦʭ ʧʽʜʛʨʫʧ ʧʽʩʣʷ ʨʦʟʛʘʣʫʞʝʥʥʷ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

 

Ὃ ρ В ὴȟ                 σȢςχ 

 

ʜʝ: ὴ ʻ ʡʤʦʚʽʨʥʽʩʪʶ, ʱʦ ʝʣʝʤʝʥʪ ʥʘʣʝʞʠʪʴ ʜʦ ʢʣʘʩʫ Ὦ ʚ ʧʝʚʥʦʤʫ ʚʫʟʣʽ. 

RandomForest ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʚʠʙʽʨʢʫ ʙʝʟ ʧʦʚʝʨʥʝʥʥʷ (out-of-bag, 

OOB) ʷʢ ʤʝʪʦʜ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʧʦʤʠʣʦʢ. ʂʦʞʥʝ ʜʝʨʝʚʦ ʪʨʝʥʫʻʪʴʩʷ ʥʘ ʨʽʟʥʠʭ 

ʧʽʜʚʠʙʽʨʢʘʭ, ʘ OOB-ʧʦʤʠʣʢʘ ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʘʥʠʭ, ʱʦ ʥʝ 
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ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʴ ʜʣʷ ʪʨʝʥʫʚʘʥʥʷ ʢʦʥʢʨʝʪʥʦʛʦ ʜʝʨʝʚʘ, ʥʘʜʘʶʯʠ ʥʝʫʧʝʨʝʜʞʝʥʫ 

ʦʮʽʥʢʫ ʪʦʯʥʦʩʪʽ ʤʦʜʝʣʽ. 

ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, RandomForest ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ 

çʥʦʨʤʘʣʴʥʠʭè ʜʘʥʠʭ, ʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʷʢʽ ʟʥʘʯʥʦ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ ʤʦʜʝʣʽ, 

ʢʣʘʩʠʬʽʢʫʶʪʴʩʷ ʷʢ ʘʥʦʤʘʣʽʾ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʟʨʦʙʣʝʥʦ ʥʘ ʦʩʥʦʚʽ ʟʥʘʯʝʥʥʷ 

ʚʘʞʣʠʚʦʩʪʽ ʦʟʥʘʢ (ʦʟʥʘʢʠ, ʱʦ ʚʽʜʨʽʟʥʷʶʪʴ ʘʥʦʤʘʣʽʾ, ʤʦʞʫʪʴ ʤʘʪʠ ʚʠʩʦʢʽ 

ʧʦʢʘʟʥʠʢʠ ʚʘʞʣʠʚʦʩʪʽ) ʘʙʦ Score distributions - ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʱʦ ʤʘʶʪʴ ʚʽʜʤʽʥʥʽ 

ʚʽʜ ʪʠʧʦʚʠʭ score, ʤʦʞʫʪʴ ʙʫʪʠ ʘʥʦʤʘʣʴʥʠʤʠ. 

RandomForestClassifier ʩʪʘʻ ʚʩʝ ʙʽʣʴʰ ʧʦʧʫʣʷʨʥʠʤ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

ʟʘʚʜʷʢʠ ʩʚʦʾʡ ʟʜʘʪʥʦʩʪʽ ʪʦʯʥʦ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʪʘ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʚʝʣʠʢʠʭ ʜʘʥʠʭ. 

ʎʝʡ ʘʣʛʦʨʠʪʤ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʟʘʚʜʘʥʴ, ʧʦʯʠʥʘʶʯʠ ʚʽʜ 

ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ, ʷʢʝ ʜʦʧʦʤʘʛʘʻ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʧʦʪʝʥʮʽʡʥʦ ʰʢʽʜʣʠʚʽ ʜʽʾ ʚ 

ʤʝʨʝʞʽ, ʜʦ ʢʣʘʩʠʬʽʢʘʮʽʾ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʜʣʷ ʨʦʟʨʽʟʥʝʥʥʷ ʤʽʞ ʟʘʢʦʥʥʠʤ 

ʪʨʘʬʽʢʦʤ ʪʘ ʤʦʞʣʠʚʠʤʠ ʤʝʨʝʞʝʚʠʤʠ ʘʪʘʢʘʤʠ, ʪʘʢʠʤʠ ʷʢ DDoS. RandomForest 

ʪʘʢʦʞ ʻ ʢʦʨʠʩʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʘʥʘʣʽʟʫ ʬʽʰʠʥʛʦʚʠʭ ʩʘʡʪʽʚ (ʩʘʤʝ ʩʘʡʪʽʚ, ʘ ʥʝ 

ʧʦʩʠʣʘʥʴ), ʜʦʟʚʦʣʷʶʯʠ ʚʠʷʚʠʪʠ ʚʝʙ-ʩʘʡʪʠ, ʷʢʽ ʽʤʽʪʫʶʪʴ ʣʝʛʽʪʠʤʥʽ, ʟ ʤʝʪʦʶ 

ʚʠʤʘʥʶʚʘʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʚʽʜ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʆʮʽʥʢʘ ʨʠʟʠʢʽʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʻ ʱʝ ʦʜʥʽʻʶ ʢʨʠʪʠʯʥʦʶ ʦʙʣʘʩʪʶ, ʜʝ RandomForest 

ʜʦʟʚʦʣʷʻ ʢʦʤʧʘʥʽʷʤ ʦʮʽʥʶʚʘʪʠ ʧʦʪʝʥʮʽʡʥʽ ʨʠʟʠʢʠ ʜʣʷ ʩʚʦʾʭ ɯʊ-ʩʠʩʪʝʤ, 

ʘʥʘʣʽʟʫʶʯʠ ʜʘʥʽ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ ʽ ʢʣʘʩʠʬʽʢʫʶʯʠ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʚʠʚʯʝʥʠʭ ʧʘʪʝʨʥʽʚ. ʅʘʧʨʠʢʣʘʜ, ʫ ʩʪʘʪʪʽ [69] ʧʨʦʚʝʜʝʥʦ ʛʣʠʙʦʢʠʡ ʘʥʘʣʽʟ 

ʝʬʝʢʪʠʚʥʦʩʪʽ RandomForest ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ 

ʚʪʦʨʛʥʝʥ,ɹ  ʽ ʻ ʦʜʥʠʤ ʽʟ ʙʘʛʘʪʴʦʭ ʜʦʩʣʽʜʞʝʥʴ, ʷʢʽ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʚʘʛʦʤʽʩʪʴ ʮʴʦʛʦ 

ʘʣʛʦʨʠʪʤʫ ʫ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. 
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ʈʠʩ. 3.7. ʉʭʝʤʘ ʨʦʙʦʪʠ RandomForestClassifier ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʡ 

 

3.1.8 ɸʣʛʦʨʠʪʤ One-Class SVM 

 

One-Class SVM ʻ ʘʣʛʦʨʠʪʤʦʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʧʨʠʟʥʘʯʝʥʠʤ 

ʩʧʝʮʽʘʣʴʥʦ ʜʣʷ ʟʘʜʘʯ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ [77]. ʎʝʡ ʤʝʪʦʜ ʤʦʜʝʣʶʻ ʨʦʟʧʦʜʽʣ 

ʥʦʨʤʘʣʴʥʠʭ ʜʘʥʠʭ, ʥʘʤʘʛʘʶʯʠʩʴ ʚʽʜʦʢʨʝʤʠʪʠ ʾʭ ʚʽʜ ʧʦʯʘʪʢʫ ʢʦʦʨʜʠʥʘʪ ʫ ʚʠʱʦʤʫ 

ʚʠʤʽʨʥʦʤʫ ʧʨʦʩʪʦʨʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʛʽʧʝʨʧʣʦʱʠʥʠ, ʽ ʪʠʤ ʩʘʤʠʤ ʽʜʝʥʪʠʬʽʢʫʻ 

ʘʥʦʤʘʣʽʾ ʷʢ ʪʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʷʢʽ ʚʠʧʘʜʘʶʪʴ ʽʟ ʮʴʦʛʦ ʨʦʟʧʦʜʽʣʫ. 

One-Class SVM ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʪʨʘʜʠʮʽʡʥʦʛʦ SVM, ʦʩʢʽʣʴʢʠ ʦʩʪʘʥʥʽʡ 

ʨʦʟʜʽʣʷʻ ʜʚʘ ʢʣʘʩʠ ʜʘʥʠʭ, ʪʦʜʽ ʷʢ One-Class SVM ʬʦʢʫʩʫʻʪʴʩʷ ʥʘ ʦʧʠʩʽ ʦʜʥʦʛʦ 

ʢʣʘʩʫ ʜʘʥʠʭ. ʎʝʡ ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʻ ʬʫʥʢʮʽʶ ʷʜʨʘ ʜʣʷ ʧʝʨʝʪʚʦʨʝʥʥʷ ʚʭʽʜʥʠʭ 
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ʜʘʥʠʭ ʫ ʚʠʱʠʡ ʚʠʤʽʨʥʠʡ ʧʨʦʩʪʽʨ ʽ ʟʥʘʭʦʜʠʪʴ ʛʽʧʝʨʩʬʝʨʫ ʤʽʥʽʤʘʣʴʥʦʛʦ ʦʙ'ʻʤʫ, ʷʢʘ 

ʦʭʦʧʣʶʻ ʙʽʣʴʰʫ ʯʘʩʪʠʥʫ ʮʠʭ ʜʘʥʠʭ. 

ɿʘʜʘʯʘ ʦʧʪʠʤʽʟʘʮʽʾ ʜʣʷ One-Class SVM ʬʦʨʤʫʣʶʻʪʴʩʷ ʷʢ ʤʽʥʽʤʽʟʘʮʽʷ 

ʬʫʥʢʮʽʾ, ʜʝ ύ - ʚʝʢʪʦʨ ʚʘʛ ʫ ʧʨʦʩʪʦʨʽ ʦʟʥʘʢ, ‚ - ʟʤʽʥʥʽ ʨʦʟʩʣʘʙʣʝʥʥʷ (slack 

variables), ʱʦ ʚʠʤʽʨʶʶʪʴ ʩʪʫʧʽʥʴ ʧʦʨʫʰʝʥʥʷ ʤʝʞ ʜʣʷ ʢʦʞʥʦʛʦ ʦʙ'ʻʢʪʘ, ” - ʨʘʜʽʫʩ 

ʩʬʝʨʠ, ʘ ’ (ʯʘʩʪʦ ʚʽʜ 0 ʜʦ 1) - ʧʘʨʘʤʝʪʨ, ʱʦ ʢʦʥʪʨʦʣʶʻ ʢʦʤʧʨʦʤʽʩ ʤʽʞ ʦʙ'ʻʤʦʤ 

ʩʬʝʨʠ ʪʘ ʢʽʣʴʢʽʩʪʶ ʚʠʢʠʜʽʚ (ʚʠʧʘʜʢʽʚ, ʱʦ ʥʝ ʚʢʣʘʜʘʶʪʴʩʷ ʫ ʩʬʝʨʫ). 

 

ÍÉÎ
ȟȟ

ȿύȿ В ʊ ”ȟ        σȢςψ 

 

ʇʨʠʤʽʪʢʘ: ʟʘʜʘʯʘ ʦʧʪʠʤʽʟʘʮʽʾ ʚʢʣʶʯʘʻ ʪʘʢʽ ʦʙʤʝʞʝʥʥʷ: 

w ẗהὼ ʍ ʊȟ ʊ πȟ Ὥ ρȟȣȟὲ 

ʜʝ: הὼ  - ʮʝ ʬʫʥʢʮʽʷ ʚʽʜʦʙʨʘʞʝʥʥʷ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ὼ ʫ ʚʠʱʝʚʠʤʽʨʥʠʡ ʧʨʦʩʪʽʨ, 

ʜʝ ʤʦʞʣʠʚʝ ʝʬʝʢʪʠʚʥʝ ʨʦʟʜʽʣʝʥʥʷ ʜʘʥʠʭ.  

One-Class SVM ʚʠʢʦʨʠʩʪʦʚʫʻ ʬʫʥʢʮʽʶ ʷʜʨʘ ʜʣʷ ʚʽʜʦʙʨʘʞʝʥʥʷ ʜʘʥʠʭ ʫ 

ʧʨʦʩʪʽʨ ʚʠʱʦʾ ʨʦʟʤʽʨʥʦʩʪʽ, ʜʝ ʜʘʥʽ ʦʜʥʦʛʦ ʢʣʘʩʫ ʬʦʨʤʫʶʪʴ ʢʦʤʧʘʢʪʥʫ ʦʙʣʘʩʪʴ. 

ʅʘʡʧʦʰʠʨʝʥʽʰʽ ʬʫʥʢʮʽʾ ʷʜʨʘ ʚʢʣʶʯʘʶʪʴ ʧʦʣʽʥʦʤʽʘʣʴʥʽ ʪʘ ʨʘʜʽʘʣʴʥʽ ʙʘʟʠʩʥʽ 

ʬʫʥʢʮʽʾ (RBF). 

ʎʝʡ ʘʣʛʦʨʠʪʤ ʦʩʦʙʣʠʚʦ ʝʬʝʢʪʠʚʥʠʡ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, ʦʩʢʽʣʴʢʠ ʚʽʥ 

ʥʝ ʧʝʨʝʜʙʘʯʘʻ ʥʘʷʚʥʽʩʪʴ ʙʘʛʘʪʴʦʭ ʨʽʟʥʠʭ ʢʣʘʩʽʚ ʘʙʦ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʘʥʦʤʘʣʴʥʠʭ 

ʜʘʥʠʭ ʜʣʷ ʪʨʝʥʫʚʘʥʥʷ. ʎʝ ʨʦʙʠʪʴ One-Class SVM ʚʽʜʤʽʥʥʠʤ ʚʠʙʦʨʦʤ ʜʣʷ 

ʟʘʩʪʦʩʫʚʘʥʴ, ʜʝ ʘʥʦʤʘʣʽʾ ʨʽʜʢʽʩʥʽ ʘʙʦ ʥʝ ʧʦʚʥʽʩʪʶ ʚʽʜʦʤʽ ʧʽʜ ʯʘʩ ʪʨʝʥʫʚʘʥʥʷ 

ʤʦʜʝʣʽ. 

ʅʘ ʧʨʘʢʪʠʮʽ One-Class SVM ʤʦʜʝʣʶʻ ʪʠʧʦʚʫ ʤʝʨʝʞʝʚʫ ʘʢʪʠʚʥʽʩʪʴ ʘʙʦ 

ʧʦʚʝʜʽʥʢʫ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʚʩʪʘʥʦʚʣʶʶʯʠ ʢʨʠʪʝʨʽʾ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʨʦʟʧʽʟʥʘʪʠ ʜʽʾ, 

ʱʦ ʟʥʘʯʥʦ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ ʥʦʨʤʠ. ʅʘʧʨʠʢʣʘʜ, ʮʝ ʤʦʞʝ ʙʫʪʠ ʥʝʟʚʠʯʘʡʥʦ ʚʝʣʠʢʘ 

ʢʽʣʴʢʽʩʪʴ ʟʘʧʠʪʽʚ ʜʦ ʩʝʨʚʝʨʘ ʘʙʦ ʩʧʨʦʙʠ ʜʦʩʪʫʧʫ ʜʦ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʫ 

ʥʝʪʠʧʦʚʠʡ ʯʘʩ. ʎʝʡ ʤʝʪʦʜ ʪʘʢʦʞ ʝʬʝʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 
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ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ, ʘʥʘʣʽʟʫʶʯʠ ʾʭʥʶ ʧʦʚʝʜʽʥʢʫ ʪʘ ʽʥʰʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʷʢʽ 

ʚʽʜʨʽʟʥʷʶʪʴ ʾʭ ʚʽʜ ʣʝʛʽʪʠʤʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɼʝʢʽʣʴʢʘ ʜʦʩʣʽʜʞʝʥʴ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʝʬʝʢʪʠʚʥʽʩʪʴ One-Class SVM ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ʅʘʧʨʠʢʣʘʜ, ʩʪʘʪʪʷ [63, 77]  ʘʥʘʣʽʟʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ One-Class SVM 

ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʥʝʟʚʠʯʘʡʥʠʭ ʧʘʪʝʨʥʽʚ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʱʦ ʤʦʞʝ ʩʚʽʜʯʠʪʠ ʧʨʦ 

ʩʧʨʦʙʠ ʢʽʙʝʨʘʪʘʢ. ɯʥʰʝ ʜʦʩʣʽʜʞʝʥʥʷ [41, 77], ʦʧʠʩʫʻ ʟʘʩʪʦʩʫʚʘʥʥʷ One-Class SVM 

ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʬʽʰʠʥʛʦʚʠʭ ʚʝʙʩʘʡʪʽʚ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʤʽʥʽʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ 

ʦʟʥʘʢ ʜʣʷ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ. 

 

 

ʈʠʩ. 3.8. ʉʭʝʤʘ ʨʦʙʦʪʠ One-Class SVM ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 
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3.1.9 ɸʣʛʦʨʠʪʤ DensityFunction 

 

ʄʝʪʦʜʠ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʬʫʥʢʮʽʷʭ ʛʫʩʪʠʥʠ ʡʤʦʚʽʨʥʦʩʪʽ (Density-Based 

Methods), ʻ ʦʜʥʠʤʠ ʟ ʥʘʡʙʽʣʴʰ ʚʞʠʚʘʥʠʭ ʧʽʜʭʦʜʽʚ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ 

ʜʘʥʠʭ. ʎʽ ʤʝʪʦʜʠ ʚʠʟʥʘʯʘʶʪʴ ʘʥʦʤʘʣʽʾ ʷʢ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʷʢʽ ʟ'ʷʚʣʷʶʪʴʩʷ ʫ 

ʨʝʛʽʦʥʘʭ ʟ ʥʠʟʴʢʦʶ ʛʫʩʪʠʥʦʶ ʧʨʦʩʪʦʨʫ ʜʘʥʠʭ, ʚʽʜʨʽʟʥʷʶʯʠʩʴ ʚʽʜ "ʥʦʨʤʘʣʴʥʠʭ" 

ʩʧʦʩʪʝʨʝʞʝʥʴ, ʱʦ ʨʦʟʪʘʰʦʚʘʥʽ ʚ ʦʙʣʘʩʪʷʭ ʚʠʩʦʢʦʾ ʛʫʩʪʠʥʠ. 

Density-Based Anomaly Detection ʚʠʢʦʨʠʩʪʦʚʫʻ ʦʮʽʥʢʫ ʛʫʩʪʠʥ, ʷʢʽ ʤʦʞʫʪʴ 

ʙʫʪʠ ʦʪʨʠʤʘʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʨʽʟʥʠʭ ʩʪʘʪʠʩʪʠʯʥʠʭ ʤʝʪʦʜʽʚ, ʚʢʣʶʯʘʶʯʠ Kernel 

Density Estimation (KDE) ʪʘ ʤʝʪʦʜʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʬʫʥʢʮʽʾ ʚʽʜʩʪʘʥʽ, ʷʢ K-

nearest neighbors (KNN) [25]. 

KDE ʻ ʥʝʧʘʨʘʤʝʪʨʠʯʥʠʤ ʩʧʦʩʦʙʦʤ ʦʮʽʥʢʠ ʬʫʥʢʮʽʾ ʛʫʩʪʠʥʠ ʡʤʦʚʽʨʥʦʩʪʽ 

ʚʠʧʘʜʢʦʚʦʾ ʚʝʣʠʯʠʥʠ. KDE ʢʦʥʩʪʨʫʶʻ ʟʘʛʘʣʴʥʫ ʛʫʩʪʠʥʫ Ὢὼ ʚ ʪʦʯʮʽ ὼ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʩʫʤʠ ʷʜʝʨ ὑ ʚʟʜʦʚʞ ʚʠʙʽʨʢʠ ʪʦʯʦʢ ʜʘʥʠʭ ὼ: 

 

Ὢὼ В ὑ ȟ     σȢςω 

 

ʜʝ: ὲ ̒  ʢʽʣʴʢʽʩʪʶ ʩʧʦʩʪʝʨʝʞʝʥʴ, Ὤ ̒  ʧʘʨʘʤʝʪʨʦʤ ʟʛʣʘʜʞʫʚʘʥʥʷ, ʚʽʜʦʤʠʤ ʷʢ ʰʠʨʠʥʘ 

ʚʽʢʥʘ (bandwidth). 

ɸʥʦʤʘʣʽʾ ʚʠʟʥʘʯʘʶʪʴʩʷ ʷʢ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʜʝ ʦʮʽʥʢʘ ʛʫʩʪʠʥʠ ʟʥʘʯʥʦ ʥʠʞʯʝ, 

ʥʽʞ ʫ ʙʽʣʴʰʦʩʪʽ ʜʘʥʠʭ: 

 

!ÎÏÍÁÌÙ 3ÃÏÒÅȟ     σȢσπ 

 

ɺʘʞʣʠʚʠʤ ʥʶʘʥʩʦʤ ʚʠʢʦʨʠʩʪʘʥʥʷ DensityFunction (DF) ʻ ʪʝ, ʱʦ ʬʫʥʢʮʽʷ 

ʷʜʨʘ (ʨʦʟʧʦʜʽʣ) ʤʦʞʝ ʟʤʽʥʶʚʘʪʠʩʴ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʪʦʛʦ ʷʢ ʜʘʥʽ ʤʦʞʥʘ ʦʧʠʩʘʪʠ ʚ 

ʯʘʩʽ. ʊʦʙʪʦ ʨʦʟʨʘʭʫʥʦʢ ʽ, ʷʢ ʥʘʩʣʽʜʦʢ, ʧʦʰʫʢ ʘʥʦʤʘʣʽʾ ʤʦʞʫʪʴ ʟʤʽʥʶʚʘʪʠʩʷ ʚ 

ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʨʦʟʧʦʜʽʣʫ ʜʘʥʠʭ ʚ ʜʘʪʘʩʝʪʽ ʥʘʚʢʦʣʦ ʢʦʥʢʨʝʪʥʦʛʦ ʦʙᾷʻʢʪʘ.  

DF ʧʨʘʮʶʻ ʥʘ ʦʩʥʦʚʽ ʥʘʩʪʫʧʥʠʭ ʬʫʥʢʮʽʡ ʷʜʨʘ:  
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¶ ʅʦʨʤʘʣʴʥʘ ʬʫʥʢʮʽʷ ʷʜʨʘ (Normal distribution), ʻ ʦʜʥʠʤ ʟ 

ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʚʠʙʦʨʽʚ ʜʣʷ KDE ʯʝʨʝʟ ʡʦʛʦ ʛʣʘʜʢʽ, ʜʦʙʨʝ ʚʠʚʯʝʥʽ ʚʣʘʩʪʠʚʦʩʪʽ. 

ʄʘʪʝʤʘʪʠʯʥʦ ʚʦʥʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

ὑὼ
Ѝ
Ὡ ȟ    σȢσρ 

 

 

ʈʠʩ. 3.9. ʅʦʨʤʘʣʴʥʠʡ ʨʦʟʧʦʜʽʣ ʷʜʨʘ ʬʫʥʢʮʽʾ 

 

¶ ɽʢʩʧʦʥʝʥʮʽʡʥʘ ʬʫʥʢʮʽʷ ʷʜʨʘ (Exponential distribution) ʟʘʙʝʟʧʝʯʫʻ 

ʰʚʠʜʰʝ ʩʧʘʜʘʥʥʷ ʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʪʘʤ, ʜʝ ʜʘʥʽ ʤʘʶʪʴ ʘʩʠʤʝʪʨʠʯʥʠʡ ʨʦʟʧʦʜʽʣ, 

ʦʩʢʽʣʴʢʠ ʚʦʥʦ ʤʝʥʰ ʯʫʪʣʠʚʝ ʜʦ ʚʽʜʜʘʣʝʥʠʭ ʟʥʘʯʝʥʴ: 

 

ὑὼ ʇὩ ȿȿȟ                                         σȢσς 

 

ʜʝ  ʇ ʻ ʧʘʨʘʤʝʪʨʦʤ, ʱʦ ʢʦʥʪʨʦʣʶʻ ʰʚʠʜʢʽʩʪʴ ʩʧʘʜʘʥʥʷ. 

 

ʈʠʩ. 3.10. ɽʢʩʧʦʥʝʥʮʽʡʥʠʡ ʨʦʟʧʦʜʽʣ ʷʜʨʘ ʬʫʥʢʮʽʾ 
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¶ ɹʝʪʘ-ʬʫʥʢʮʽʷ ʷʜʨʘ (Beta distribution) ʻ ʢʦʨʠʩʥʦʶ, ʢʦʣʠ ʜʘʥʽ ʦʙʤʝʞʝʥʽ 

ʽʥʪʝʨʚʘʣʦʤ [0, 1], ʥʘʧʨʠʢʣʘʜ, ʫ ʚʠʧʘʜʢʘʭ ʽʤʦʚʽʨʥʦʩʪʝʡ. ʎʝ ʷʜʨʦ ʤʦʞʝ 

ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʢʨʘʾʚ ʜʽʘʧʘʟʦʥʫ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʢʨʘʱʝ ʤʦʜʝʣʶʚʘʥʥʷ ʜʣʷ ʜʘʥʠʭ ʥʘ 

ʛʨʘʥʠʮʷʭ. ɹʝʪʘ-ʷʜʝʨʥʘ ʬʫʥʢʮʽʷ ʤʘʻ ʩʢʣʘʜʥʽʰʫ ʬʦʨʤʫ ʽ ʟʘʣʝʞʠʪʴ ʚʽʜ ʧʘʨʘʤʝʪʨʽʚ ʘ 

ʪʘ ʙ: 

 

ὑὼȠὥȟὦ
ȟ

,                                    (3.33) 

 

ʜʝ ὄὥȟὦ ʻ ʙʝʪʘ-ʬʫʥʢʮʽʻʶ. 

 

 

ʈʠʩ. 3.11. ɹʝʪʘ ʨʦʟʧʦʜʽʣ ʷʜʨʘ ʬʫʥʢʮʽʾ 

 

¶ ɻʘʫʩʩʽʚʩʴʢʘ ʦʮʽʥʢʘ ʛʫʩʪʠʥʠ (Gaussian KDE) ʚʠʢʦʨʠʩʪʦʚʫʻ ʛʘʫʩʩʽʚʩʴʢʫ 

ʬʫʥʢʮʽʶ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʥʝʧʝʨʝʨʚʥʦʛʦ ʨʦʟʧʦʜʽʣʫ ʥʘ ʦʩʥʦʚʽ ʚʠʙʽʨʢʦʚʠʭ ʜʘʥʠʭ. 

ɺʦʥʘ ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʠʪʠ ʛʣʘʜʢʠʡ ʨʦʟʧʦʜʽʣ, ʷʢʠʡ ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʚ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʘʥʦʤʘʣʽʡ ʫ ʜʘʥʠʭ. ʗʢʱʦ ʜʘʥʽ ʤʘʶʪʴ ʜʝʢʽʣʴʢʘ ʚʠʤʽʨʽʚ, ʛʘʫʩʩʽʚʩʴʢʝ ʷʜʨʦ ʚ KDE 

ʤʦʞʝ ʙʫʪʠ ʨʦʟʰʠʨʝʥʝ ʜʦ ʙʘʛʘʪʦʚʠʤʽʨʥʦʛʦ ʚʠʧʘʜʢʫ. 

 



 105 

 

ʈʠʩ. 3.12. ɻʘʫʩʩʽʚʩʴʢʠʡ ʨʦʟʧʦʜʽʣ ʷʜʨʘ ʬʫʥʢʮʽʾ 

 

ʎʽ ʬʫʥʢʮʽʾ ʷʜʨʘ ʜʦʟʚʦʣʷʶʪʴ ʜʦʩʣʽʜʥʠʢʘʤ ʽ ʧʨʘʢʪʠʢʘʤ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ 

ʝʬʝʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʮʽʥʢʫ ʛʫʩʪʠʥʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ, 

ʟʘʙʝʟʧʝʯʫʶʯʠ ʤʦʞʣʠʚʽʩʪʴ ʘʜʘʧʪʫʚʘʪʠ ʘʥʘʣʽʪʠʯʥʽ ʤʦʜʝʣʽ ʜʦ ʩʧʝʮʠʬʽʢʠ ʜʘʥʠʭ ʽ 

ʧʦʪʨʝʙ ʘʥʘʣʽʟʫ. ɺʠʙʽʨ ʧʨʘʚʠʣʴʥʦʛʦ ʷʜʨʘ ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ, ʪʘʢʠʭ ʷʢ 

ʰʠʨʠʥʘ ʚʽʢʥʘ, ʤʘʶʪʴ ʚʠʨʽʰʘʣʴʥʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʦʧʪʠʤʘʣʴʥʠʭ 

ʨʝʟʫʣʴʪʘʪʽʚ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʦʮʽʥʢʠ ʛʫʩʪʠʥʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʢʽʙʝʨʙʝʟʧʝʮʽ 

ʟʦʩʝʨʝʜʞʫʻʪʴʩʷ ʥʘ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʩʧʦʩʪʝʨʝʞʝʥʴ, ʱʦ ʤʘʶʪʴ ʟʥʘʯʥʦ ʥʠʞʯʫ ʛʫʩʪʠʥʫ 

ʧʦʨʽʚʥʷʥʦ ʟ ʙʽʣʴʰʽʩʪʶ ʜʘʥʠʭ. ɼʦ ʪʘʢʠʭ ʚʠʧʘʜʢʽʚ ʤʦʞʝ ʥʘʣʝʞʘʪʠ ʘʢʪʠʚʥʽʩʪʴ, ʱʦ 

ʽʩʪʦʪʥʦ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʪʠʧʦʚʦʛʦ ʧʦʚʝʜʽʥʢʦʚʦʛʦ ʧʘʪʝʨʥʫ ʩʠʩʪʝʤ, ʤʝʨʝʞ ʘʙʦ 

ʢʦʨʠʩʪʫʚʘʯʽʚ. ʊʘʢʦʞ ʮʝ ʤʦʞʝ ʙʫʪʠ ʧʦʷʚʘ ʩʧʝʮʠʬʽʯʥʠʭ ʧʦʜʽʡ ʱʦʜʦ ʢʦʥʢʨʝʪʥʦʛʦ 

ʦʙôʻʢʪʘ. ʇʽʜ ʯʘʩ ʘʥʘʣʽʟʫ ʞʫʨʥʘʣʽʚ ʧʦʜʽʡ ʧʦʜʽʙʥʽ ʚʽʜʭʠʣʝʥʥʷ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʥʘ 

ʜʽʾ ʘʪʘʢʫʶʯʠʭ. ʆʢʨʝʤʠʤ ʧʨʦʷʚʦʤ ʘʥʦʤʘʣʽʾ ʤʦʞʝ ʙʫʪʠ ʥʝʪʠʧʦʚʘ ʢʽʣʴʢʽʩʪʴ 

ʩʧʨʘʮʶʚʘʥʴ ʚʽʜ ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ (SecOps tools). 

ʅʘʧʨʠʢʣʘʜ, ʫ ʤʝʨʝʞʽ ʢʦʤʧʘʥʽʾ ʟʚʠʯʘʡʥʠʡ ʪʨʘʬʽʢ ʤʦʞʝ ʤʘʪʠ ʧʝʚʥʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʱʦʜʦ ʯʘʩʪʦʪʠ ʪʘ ʨʦʟʤʽʨʽʚ ʧʘʢʝʪʽʚ, ʽ ʢʦʣʠ ʧʨʦʛʨʘʤʘ ʚʠʷʚʣʷʻ 

ʩʧʽʣʢʫʚʘʥʥʷ, ʱʦ ʽʩʪʦʪʥʦ ʚʽʜʭʠʣʷʻʪʴʩʷ ʚʽʜ ʮʴʦʛʦ ʨʦʟʧʦʜʽʣʫ, ʮʝ ʤʦʞʝ ʙʫʪʠ 

ʧʽʜʩʪʘʚʦʶ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʩʣʽʜʫʚʘʥʥʷ. 

ʅʘʫʢʦʚʽ ʜʦʩʣʽʜʞʝʥʥʷ ʫ ʮʽʡ ʦʙʣʘʩʪʽ [23, 60, 77] ʯʘʩʪʦ ʬʦʢʫʩʫʶʪʴʩʷ ʥʘ 

ʧʦʢʨʘʱʝʥʥʽ ʘʣʛʦʨʠʪʤʽʚ ʜʣʷ ʪʦʯʥʽʰʦʾ ʦʮʽʥʢʠ ʛʫʩʪʠʥʠ ʪʘ ʰʚʠʜʰʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ. ʎʽ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʟʥʘʯʘʶʪʴ ʥʦʚʽ ʩʧʦʩʦʙʠ ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ ʷʜʨʘ 
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ʦʮʽʥʢʠ ʛʫʩʪʠʥʠ ʪʘ ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʨʦʮʝʩʽʚ 

ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ. 

 

 

 ʈʠʩ. 3.13. ʉʭʝʤʘ ʨʦʙʦʪʠ DensityFunction ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 

 

3.1.10  ʇʦʨʽʚʥʷʥʥʷ ʘʣʛʦʨʠʪʤʽʚ 

 

ʇʝʨʰ ʥʽʞ ʧʝʨʝʡʪʠ ʜʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦʛʦ ʧʦʨʽʚʥʷʥʥʷ ʟʜʽʡʩʥʠʤʦ ʢʣʘʩʠʬʽʢʘʮʽʶ 

ʘʣʛʦʨʠʪʤʽʚ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʪʘʢʠʭ ʢʨʠʪʝʨʽʾʚ: 

¶ ʇʽʜʛʦʪʦʚʢʘ ʜʘʥʠʭ ï ʯʠ ʚʠʤʘʛʘʻ ʘʣʛʦʨʠʪʤ ʩʧʝʮʠʬʽʯʥʦʾ ʧʽʜʛʦʪʦʚʢʠ 

ʜʘʥʠʭ ʜʣʷ ʨʦʙʦʪʠ. 

¶ ʈʝʛʨʝʩʽʷ ï ʯʠ ʧʽʜʪʨʠʤʫʻ ʘʣʛʦʨʠʪʤ ʨʝʛʨʝʩʽʶ 
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¶ ʂʣʘʩʪʝʨʠʟʘʮʽʷ ï ʯʠ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʣʷ ʢʣʘʩʪʝʨʠʟʘʮʽʾ 

¶ ʂʣʘʩʠʬʽʢʘʮʽʷ ï ʯʠ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ 

¶ ɿʥʠʞʝʥʥʷ ʚʠʤʽʨʥʦʩʪʽ ï ʯʠ ʘʣʛʦʨʠʪʤ ʧʽʜʪʨʠʤʫʻ ʟʤʝʥʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʟʤʽʥʥʠʭ ʜʣʷ ʩʧʨʦʱʝʥʥʷ ʽ ʤʝʥʰʠʭ ʟʘʪʨʘʪ ʩʝʨʚʝʨʥʠʭ ʧʦʪʫʞʥʦʩʪʝʡ 

¶ ɹʝʟ ʚʯʠʪʝʣʷ (unsupervised) ï ʥʝ ʚʠʤʘʛʘʻ ʧʦʧʝʨʝʜʥʴʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʜʘʪʘʩʝʪʫ ʜʣʷ ʥʘʚʯʘʥʥʷ 

¶ ɿ ʚʯʠʪʝʣʝʤ (supervised) ï ʚʠʤʘʛʘʻ ʧʦʧʝʨʝʜʥʴʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʘʪʘʩʝʪʫ 

ʜʣʷ ʥʘʚʯʘʥʥʷ 

¶ ʄʘʩʦʚʽʩʪʴ ï ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ ʢʽʙʝʨʙʝʟʧʝʮʽ, ʢʽʣʴʢʽʩʪʴ ʨʝʘʣʴʥʠʭ use-

cases. 

¶ ʈʝʡʪʠʥʛ ï ʨʝʡʪʠʥʛ ʘʣʛʦʨʠʪʤʫ 

 

ʊʘʙʣʠʮʷ 3.1. 

ʂʣʘʩʠʬʽʢʘʮʽʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 

Algorithm  

ʇʽʜʛʦʪ

ʦʚʢʘ 

ʜʘʥʠʭ 

ʈʝʛʨʝ

ʩʽʷ 

ʂʣʘʩʪʝʨ

ʠʟʘʮʽʷ 

ʂʣʘʩʠ

ʬʽʢʘʮʽ

 ̫

ɿʥʠʞʝ

ʥʥʷ 

ʚʠʤʽʨ

ʥʦʩʪʽ 

Unsup

ervised 

Superv

ised 

ʄʘʩʦʚ

ʽʩʪʴ 
ʈʝʡʪʠʥʛ 

BernoulliNB +   +   + 2 5 

Gaussian 

Mixture 

Models 

(GMM)  

+  +   +   3 

LOF +     +  1 3 

DecisionTre

eClassifier 
+   +   + 3 6 

Kmeans +  +   +  2 5 

LogisticReg

ression 
+ +  +   + 5 9 

RandomFor

estClassifier 
+   +   + 4 7 

One-Class 

SVM 
+     +  2 4 

DensityFunc

tion 
+  +   +  5 8 

 

ʇʨʠʤʽʪʢʘ: ʨʝʡʪʠʥʛ ʬʦʨʤʫʚʘʚʩʷ ʷʢ ʩʫʤʘ ʚʩʽʭ ç+è ʪʘ ʢʽʣʴʢʦʩʪʽ ʧʘʨʘʤʝʪʨʫ 

çʤʘʩʦʚʽʩʪʴè. ʉʘʤ ʨʝʡʪʠʥʛ ʤʘʻ ʝʚʨʠʩʪʠʯʥʠʡ ʭʘʨʘʢʪʝʨ ʽ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʴ 

ʣʠʰʝ ʷʢ ʜʦʧʦʤʽʞʥʠʡ ʦʨʽʻʥʪʠʨ. ʉʘʤ ʧʦ ʩʦʙʽ ʚʽʥ ʥʝ ʜʦʚʦʜʠʪʴ ʧʝʨʝʚʘʛʫ ʘʣʛʦʨʠʪʤʫ, 
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ʘ ʧʦʨʽʚʥʷʥʥʷ supervised ʪʘ unsupervised ʤʦʜʝʣʝʡ ʩʣʽʜ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʨʝʞʠʤʫ ʜʦʩʪʫʧʥʦʩʪʽ ʤʽʪʦʢ. 

ɿ ʪʘʙʣʠʮʽ ʙʘʯʠʤʦ ʘʣʛʦʨʠʪʤʠ ʢʦʪʨʽ ʻ ʥʘʡʙʽʣʴʰ ʫʥʽʚʝʨʩʘʣʴʥʠʤʠ ʪʘ ʮʽʢʘʚʠʤʠ 

ʟ ʪʦʯʢʠ ʟʦʨʫ ʝʢʩʧʝʨʠʤʝʥʪʽʚ, ʘ ʩʘʤʝ DensityFunction, RandomForestClassifier, 

LogisticRegression, DessisonTreeClassifier. 

 ɼʣʷ ʚʠʟʥʘʯʝʥʥʷ ʘʣʛʦʨʠʪʤʫ, ʷʢʠʡ ʙʫʜʝ ʧʦʢʣʘʜʝʥʦ ʚ ʦʩʥʦʚʫ ML-

ʤʝʪʦʜʫ, ʧʨʦʚʝʜʝʤʦ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ. 

ʇʨʠʤʽʪʢʘ: ʮʽʣʴʦʚʝ ʟʘʚʜʘʥʥʷ ʩʪʦʾʪʴ ʥʝ ʚ ʧʦʢʨʘʱʝʥʥʽ ʷʢʦʛʦʩʴ ʢʦʥʢʨʝʪʥʦʛʦ 

ʽʥʩʪʨʫʤʝʥʪʫ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʘ ʩʘʤʝ ʚ ʘʥʘʣʽʟʽ ʧʦʜʽʡ ʚʽʜ ʽʥʩʪʨʫʤʝʥʪʽʚ ʪʘ ʟʘʛʦʩʪʨʝʥʥʽ 

ʫʚʘʛʠ ʥʘ ʥʘʡʢʨʠʪʠʯʥʽʰʠʭ, ʚʠʜʽʣʝʥʥʽ ʟ ʤʘʩʠʚʫ ʩʧʨʘʮʶʚʘʥʴ ʥʘʡʙʽʣʴʰ ʮʽʥʥʠʭ. 

 ʋʤʦʚʠ ʪʝʩʪʫʚʘʥʥʷ:  

1. ʅʘ ʢʽʥʮʝʚʦʤʫ ʧʨʠʩʪʨʦʾ ʢʦʪʨʠʡ ʤʦʥʽʪʦʨʠʪʴʩʷ ʪʘ ʟʘʭʠʱʘʻʪʴʩʷ EDR 

ʟʘʧʫʩʪʠʤʦ ʐʇɿ çMimikatzè ʪʘ ʪʝʩʪʦʚʠʡ malware ʟʨʘʟʦʢ (sample). 

2. ʅʘ ʪʦʤʫ ʞ ʧʨʠʩʪʨʦʾ ʟʜʽʡʩʥʠʤʦ ʢʦʤʫʥʽʢʘʮʽʶ ʜʦ ʉ2 ʩʝʨʚʝʨʘ ï ʧʦʚʠʥʥʘ 

ʚʽʜʧʨʘʮʶʚʘʪʠ IDS. 

3. ɿʽʤʽʪʫʻʤʦ ʘʪʘʢʫ ʪʠʧʫ Brute-Force ʜʣʷ ʪʝʩʪʦʚʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ. 

4. ʉʪʚʦʨʠʤʦ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʜʣʷ ʚʽʜʩʣʽʜʢʦʚʫʚʘʥʥʷ ʜʘʥʠʭ 

ʰʢʽʜʣʠʚʠʭ ʤʘʥʽʧʫʣʷʮʽʡ ʥʘ ʦʩʥʦʚʽ ʢʨʘʱʠʭ ʘʣʛʦʨʠʪʤʽʚ (ʧʽʩʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ). 

ɿʙʫʜʫʻʤʦ ʪʘʙʣʠʮʶ ʧʦʨʽʚʥʷʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʧʨʠ 

ʘʥʘʣʽʟʽ ʣʦʛʽʚ ʚʽʜ IDS, EDR, AD Security logs, ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ 

ʜʝ ʚ ʦʩʥʦʚʽ ʣʝʞʠʪʴ ML ʟ ʨʽʟʥʠʤʠ ʘʣʛʦʨʠʪʤʘʤʠ. ɿʘ ʦʩʥʦʚʫ ʚʽʟʴʤʝʤʦ ʪʘʙʣʠʮʶ 1.1 

ʪʘ ʪʘʙʣʠʮʶ 1.2, ʜʝ ʤʠ ʧʦʨʽʚʥʶʚʘʣʠ ʦʩʥʦʚʥʽ ʽʥʩʪʨʫʤʝʥʪʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʧʨʠʥʮʠʧ 

ʚʠʢʦʨʠʩʪʘʻʤʦ ʪʘʢʠʡ ʩʘʤʠʡ. 

ʇʨʠʤʽʪʢʘ: ʜʣʷ ʚʩʽʭ ʘʣʛʦʨʠʪʤʽʚ ʯʘʩ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ï 90 ʜʥʽʚ, ʥʝ 

ʚʨʘʭʦʚʫʶʯʠ ʜʝʥʴ, ʢʦʣʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʘʢʪʠʚʥʽʩʪʴ; ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ ʜʣʷ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʾ ʥʘʚʯʝʥʦʶ ʤʦʜʝʣʣʶ ï 1 ʛʦʜʠʥʘ. ʊʦʙʪʦ ʚʩʽ ʤʦʜʝʣʽ ʧʦʩʪʘʚʣʝʥʦ ʚ ʦʜʥʘʢʦʚʽ 

ʫʤʦʚʠ, ʽ ʚʦʥʠ ʦʧʨʘʮʶʚʘʣʠ ʦʜʥʘʢʦʚʫ ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ ʜʣʷ ʥʘʚʯʘʥʥʷ. ʑʦʙ ʫʥʠʢʥʫʪʠ 

ʤʘʣʦʾ ʚʠʙʽʨʢʠ, ʥʘʚʝʜʝʥʽ ʥʠʞʯʝ ʟʥʘʯʝʥʥʷ (ʷʢ ʤʘʪʨʠʮʽ ʥʝʚʽʜʧʦʚʽʜʥʦʩʪʝʡ ʫ ʪʘʙʣʠʮʷʭ 

3.2ï3.4, ʪʘʢ ʽ ʤʝʪʨʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚ ʪʘʙʣʠʮʷʭ 3.5ï3.7) ʻ ʫʩʝʨʝʜʥʝʥʠʤʠ ʟʘ ʚʩʽʤʘ 
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ʩʧʨʘʮʶʚʘʥʥʷʤʠ ʛʦʜʠʥʥʦʛʦ ʚʽʢʥʘ ʟʘ ʧʝʨʽʦʜ 180 ʜʽʙ (ʙʣʠʟʴʢʦ 4320 ʟʘʧʫʩʢʽʚ 

ʧʦʰʫʢʫ), ʘ ʥʝ ʨʝʟʫʣʴʪʘʪʦʤ ʦʜʥʦʛʦ ʧʨʦʛʦʥʫ. 

 

ʊʘʙʣʠʮʷ 3.2. 

ʉʮʝʥʘʨʽʡ ˉ1.1: ʦʧʨʘʮʶʚʘʥʥʷ IDS 

ɸʣʛʦʨʠʪʤ TP FP TN FN 

DensityFunction 3 7 813 1 

RandomForestClassifier 1 23 797 3 

LogisticRegression 0 9 811 4 

DecisionTreeClassifier 0 7 813 4 

 

ʊʘʙʣʠʮʷ 3.3. 

ʉʮʝʥʘʨʽʡ ˉ1.2: ʦʧʨʘʮʶʚʘʥʥʷ EDR 

ɸʣʛʦʨʠʪʤ TP FP TN FN 

DensityFunction 2 3 23 0 

RandomForestClassifier 0 2 24 2 

LogisticRegression 0 2 24 2 

DecisionTreeClassifier 1 5 21 1 

 

ʊʘʙʣʠʮʷ 3.4. 

ʉʮʝʥʘʨʽʡ ˉ1.3: ʚʠʷʚʣʝʥʥʷ Brute-Force 

ɸʣʛʦʨʠʪʤ TP FP TN FN 

DensityFunction 6 6 1030 0 

RandomForestClassifier 4 27 1009 2 

LogisticRegression 4 13 1023 2 

DecisionTreeClassifier 6 6 1030 0 

 

ʇʨʠʤʽʪʢʘ: ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʦ-ʥʝʛʘʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ (FN) ʚʠʟʥʘʯʝʥʦ ʟʘ 

ʤʘʢʩʠʤʫʤʦʤ ʚʽʜʦʤʠʭ ʧʨʦʧʫʩʢʽʚ, ʟʘʬʽʢʩʦʚʘʥʠʭ ʧʽʜ ʯʘʩ ʢʦʥʪʨʦʣʴʦʚʘʥʠʭ ʧʝʨʝʚʽʨʦʢ 

(red-team), ʪʦʤʫ ʦʪʨʠʤʘʥʫ ʧʦʚʥʦʪʫ (Recall) ʩʣʽʜ ʪʨʘʢʪʫʚʘʪʠ ʷʢ ʦʮʽʥʢʫ ʟʛʦʨʠ. ʏʝʨʝʟ 
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ʩʠʣʴʥʫ ʥʝʟʙʘʣʘʥʩʦʚʘʥʽʩʪʴ ʢʣʘʩʽʚ (ʯʘʩʪʢʘ ʽʩʪʠʥʥʦ-ʥʝʛʘʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʙʣʠʟʴʢʘ 

ʜʦ ʟʘʛʘʣʴʥʦʛʦ ʦʙʩʷʛʫ) ʧʦʢʘʟʥʠʢʠ Specificity ʪʘ Balanced accuracy ʜʣʷ ʙʽʣʴʰʦʩʪʽ 

ʜʦʤʝʥʽʚ ʥʘʙʫʚʘʶʪʴ ʟʥʘʯʝʥʴ, ʙʣʠʟʴʢʠʭ ʜʦ ʦʜʠʥʠʮʽ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʷʢʦʩʪʽ ʚʠʷʚʣʝʥʥʷ, 

ʘ ʦʪʞʝ ʻ ʤʘʣʦʽʥʬʦʨʤʘʪʠʚʥʠʤʠ; ʦʩʥʦʚʥʠʤʠ ʜʣʷ ʟʽʩʪʘʚʣʝʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʦʙʨʘʥʦ 

Precision, Recall ʽ F1-score. 

ɺʽʜʧʦʚʽʜʥʦ, ʤʘʶʯʠ ʮʶ ʩʪʘʪʠʩʪʠʢʫ, ʤʦʞʥʘ ʧʦʨʘʭʫʚʘʪʠ ʜʣʷ ʢʦʞʥʦʛʦ 

ʘʣʛʦʨʠʪʤʫ Precision, Recall (TPR), Specificity, F1-Score (F1-ʦʮʽʥʢʘ) ʪʘ Balanced 

accuracy. 

 

ʊʘʙʣʠʮʷ 3.5. 

ʉʮʝʥʘʨʽʡ ˉ1.1: ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʙʦʪʠ ʟ IDS 

ɸʣʛʦʨʠʪʤ Precision 
Recall 

(TPR) 
Specificity 

F1-

score 

Balanced 

accuracy 

DensityFunction 0.30 0.75 0.9915 0.43 0.8707 

RandomForestClassifier 0.04 0.25 0.9720 0.07 0.6110 

LogisticRegression 0.00 0.00 0.9890 0.00 0.4945 

DecisionTreeClassifier 0.00 0.00 0.9915 0.00 0.4957 

 

ʊʘʙʣʠʮʷ 3.6. 

ʉʮʝʥʘʨʽʡ ˉ1.2: ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʙʦʪʠ ʟ EDR 

ɸʣʛʦʨʠʪʤ Precision 
Recall 

(TPR) 
Specificity 

F1-

score 

Balanced 

accuracy 

DensityFunction 0.40 1.00 0.8846 0.57 0.9423 

RandomForestClassifier 0.00 0.00 0.9231 0.00 0.4615 

LogisticRegression 0.00 0.00 0.9231 0.00 0.4615 

DecisionTreeClassifier 0.17 0.50 0.8077 0.25 0.6538 
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ʊʘʙʣʠʮʷ 3.7. 

ʉʮʝʥʘʨʽʡ ˉ1.3: ʚʠʷʚʣʝʥʥʷ Brute-Force 

ɸʣʛʦʨʠʪʤ Precision 
Recall 

(TPR) 
Specificity 

F1-

score 

Balanced 

accuracy 

DensityFunction 0.50 1.00 0.9942 0.67 0.9971 

RandomForestClassifier 0.13 0.67 0.9739 0.22 0.8203 

LogisticRegression 0.24 0.67 0.9875 0.36 0.8271 

DecisionTreeClassifier 0.50 1.00 0.9942 0.67 0.9971 

 

ʊʘʙʣʠʮʷ 3.8. 

ɿʚʝʜʝʥʝ ʧʦʨʽʚʥʷʥʥʷ ʘʣʛʦʨʠʪʤʽʚ (ʉʮʝʥʘʨʽʡ ˉ1, ʩʝʨʝʜʥʻ ʟʘ ʪʨʴʦʤʘ ʜʦʤʝʥʘʤʠ) 

ɸʣʛʦʨʠʪʤ Recall (TPR) Precision F1-score 

DensityFunction 0.92 0.40 0.56 

RandomForestClassifier 0.31 0.06 0.10 

LogisticRegression 0.22 0.08 0.12 

DecisionTreeClassifier 0.50 0.22 0.31 

 

ɸʥʘʣʽʟʫʶʯʠ ʫʩʝʨʝʜʥʝʥʽ ʟʘ 180 ʜʽʙ ʨʝʟʫʣʴʪʘʪʠ ʨʦʙʦʪʠ ʘʣʛʦʨʠʪʤʽʚ ʫ ʪʨʴʦʭ 

ʜʦʤʝʥʘʭ (IDS, EDR, Brute-Force), ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʢʽʣʴʢʘ ʚʠʩʥʦʚʢʽʚ ʱʦʜʦ ʾʭ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. 

ʋ ʜʦʤʝʥʽ IDS ʥʘʡʢʨʘʱʽ ʨʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʘʚ ʘʣʛʦʨʠʪʤ DensityFunction: 

Precision 0.30, Recall (TPR) 0.75, F1-score 0.43 ʟʘ Specificity 0.9915 ʽ Balanced 

accuracy 0.8707. RandomForestClassifier ʩʫʪʪʻʚʦ ʧʦʩʪʫʧʠʚʩʷ (Precision 0.04, Recall 

0.25, F1-score 0.07), ʘ LogisticRegression ʽ DecisionTreeClassifier ʥʘ ʮʴʦʤʫ ʜʦʤʝʥʽ 

ʥʝ ʚʠʷʚʠʣʠ ʞʦʜʥʦʛʦ ʽʩʪʠʥʥʦ-ʧʦʟʠʪʠʚʥʦʛʦ ʩʧʨʘʮʶʚʘʥʥʷ (ʥʫʣʴʦʚʽ Precision, Recall 

ʽ F1-score). 

ʋ ʜʦʤʝʥʽ EDR ʥʘʡʢʨʘʱʠʤ ʪʘʢʦʞ ʻ DensityFunction (Precision 0.40, Recall 

1.00, F1-score 0.57); ʯʘʩʪʢʦʚʫ ʟʜʘʪʥʽʩʪʴ ʜʦ ʚʠʷʚʣʝʥʥʷ ʟʙʝʨʽʛ DecisionTreeClassifier 

(Precision 0.17, Recall 0.50, F1-score 0.25), ʪʦʜʽ ʷʢ RandomForestClassifier ʽ 

LogisticRegression ʚʠʷʚʣʝʥʥʷ ʥʝ ʟʘʙʝʟʧʝʯʠʣʠ. ʅʝʚʠʩʦʢʽ ʘʙʩʦʣʶʪʥʽ ʟʥʘʯʝʥʥʷ ʚ 
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ʮʴʦʤʫ ʜʦʤʝʥʽ ʟʫʤʦʚʣʝʥʽ ʤʘʣʦʶ ʢʽʣʴʢʽʩʪʶ ʩʧʨʘʮʶʚʘʥʴ ʚʽʜ EDR ʧʦʨʽʚʥʷʥʦ ʟ 

ʨʝʰʪʦʶ ʜʦʤʝʥʽʚ. 

ʋ ʜʦʤʝʥʽ Brute-Force ʥʘʡʢʨʘʱʽ ʪʘ ʧʨʘʢʪʠʯʥʦ ʦʜʥʘʢʦʚʽ ʨʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʘʣʠ 

DensityFunction ʽ DecisionTreeClassifier (ʦʙʠʜʚʘ: Precision 0.50, Recall 1.00, F1-

score 0.67); LogisticRegression (F1-score 0.36) ʽ RandomForestClassifier (F1-score 

0.22) ʚʠʷʚʠʣʠʩʷ ʧʦʤʽʪʥʦ ʩʣʘʙʰʠʤʠ. 

ʆʪʞʝ, ʟʘ ʩʫʢʫʧʥʽʩʪʶ ʜʦʤʝʥʽʚ ʽ, ʧʝʨʝʜʫʩʽʤ, ʟʘ ʩʪʘʙʽʣʴʥʦ ʚʠʩʦʢʦʶ ʧʦʚʥʦʪʦʶ 

ʚʠʷʚʣʝʥʥʷ ʘʣʛʦʨʠʪʤ DensityFunction ʜʝʤʦʥʩʪʨʫʻ ʥʘʡʢʨʘʱʠʡ ʽ ʥʘʡʙʽʣʴʰ 

ʟʙʘʣʘʥʩʦʚʘʥʠʡ ʨʝʟʫʣʴʪʘʪ, ʱʦ ʦʙˇʨʫʥʪʦʚʫʻ ʡʦʛʦ ʚʠʙʽʨ ʷʢ ʙʘʟʦʚʦʛʦ ʜʣʷ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ. ɺʦʜʥʦʯʘʩ ʙʣʠʟʴʢʽ ʜʦ ʦʜʠʥʠʮʽ ʟʥʘʯʝʥʥʷ Specificity ʪʘ 

Balanced accuracy ʚ ʙʽʣʴʰʦʩʪʽ ʜʦʤʝʥʽʚ ʻ ʥʘʩʣʽʜʢʦʤ ʩʠʣʴʥʦʾ ʥʝʟʙʘʣʘʥʩʦʚʘʥʦʩʪʽ 

ʢʣʘʩʽʚ ʽ ʥʝ ʻ ʩʘʤʦʩʪʽʡʥʠʤ ʩʚʽʜʯʝʥʥʷʤ ʷʢʦʩʪʽ ʚʠʷʚʣʝʥʥʷ. 

ʇʨʦʚʝʜʝʤʦ ʧʦʚʪʦʨʥʝ ʪʝʩʪʫʚʘʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ML ʚ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣʘʭ, 

ʘʣʝ ʟ ʽʥʰʠʤʠ ʚʭʽʜʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

ʇʨʠʤʽʪʢʘ: ʜʣʷ ʚʩʽʭ ʘʣʛʦʨʠʪʤʽʚ ʯʘʩ ʥʘʚʯʘʥʥʷ 120 ʜʥʽʚ ʥʝ ʚʨʘʭʦʚʫʶʯʠ ʜʝʥʴ 

ʢʦʣʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʘʢʪʠʚʥʽʩʪʴ. ʏʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ, ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʾ, ʥʘʚʯʝʥʦʶ 

ʤʦʜʝʣʣʶ ï 24 ʛʦʜʠʥʥʠ. ʏʘʩ ʟʘʧʫʩʢʫ ʢʦʞʥʦʛʦ ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʧʨʘʚʠʣʘ ʢʦʞʥʫ 

ʛʦʜʠʥʥʫ ʦ 6ʭʚ. ɯʥʪʝʨʚʘʣ, ʧʨʦʪʷʛʦʤ ʷʢʦʛʦ ʧʨʦʚʦʜʠʣʦʩʴ ʪʝʩʪʫʚʘʥʥʷ, 6 ʛʦʜʠʥ. 

ʂʽʣʴʢʽʩʪʴ ʊʈ, FP, FN ï ʮʝ ʢʽʣʴʢʽʩʪʴ ʚʩʽʭ ʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʟʘ 6 ʛʦʜʠʥ; TN ï 

ʩʝʨʝʜʥʻ ʟʥʘʯʝʥʥʷ ʟʘ ʯʘʩ ʝʢʩʧʝʨʠʤʝʥʪʫ.  ɼʝʥʴ ʝʢʩʧʝʨʠʤʝʥʪʫ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ 

ʧʦʧʝʨʝʜʥʴʦʛʦ. 

 

ʊʘʙʣʠʮʷ 3.2.1 

ʉʮʝʥʘʨʽʡ ˉ.2.1: ʦʧʨʘʮʶʚʘʥʥʷ IDS 

ɸʣʛʦʨʠʪʤ TP FP TN FN 

DensityFunction 8 3 681 0 

RandomForestClassifier 4 0 681 1 

LogisticRegression 3 3 681 5 

DessisonTreeClassifier 4 3 681 4 
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ʊʘʙʣʠʮʷ 3.3.1 

ʉʮʝʥʘʨʽʡ ˉ2.2: ʦʧʨʘʮʶʚʘʥʥʷ EDR 

ɸʣʛʦʨʠʪʤ TP FP TN FN 

DensityFunction 4 0 29 0 

RandomForestClassifier 4 1 29 1 

LogisticRegression 1 0 29 3 

DessisonTreeClassifier 1 1 29 4 

 

ʊʘʙʣʠʮʷ 3.4.1 

ʉʮʝʥʘʨʽʡ ˉ3.2: ʚʠʷʚʣʝʥʥʷ Brute-Force 

ɸʣʛʦʨʠʪʤ TP FP TN FN 

DensityFunction 11 8 883 5 

RandomForestClassifier 8 5 883 7 

LogisticRegression 9 5 883 6 

DessisonTreeClassifier 9 2 883 3 

 

ʇʦʨʘʭʫʡʤʦ ʤʝʪʨʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʜʣʷ ʜʨʫʛʦʾ ʛʨʫʧʠ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʥʘ 

ʦʩʥʦʚʽ ML ʤʝʪʦʜʫ. 

ʊʘʙʣʠʮʷ 3.5.1 

ʉʮʝʥʘʨʽʡ ˉ2.1: ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʙʦʪʠ ʟ IDS 

ɸʣʛʦʨʠʪʤ Precision Recall 

(TPR) 

Specificity F1-

score 

Balanced 

accuracy 

DensityFunction 0.73 1.00 0.9956 0.84 0.9978 

RandomForestClassifier 1.00 0.80 1.0000 0.89 0.9000 

LogisticRegression 0.50 0.38 0.9956 0.43 0.6853 

DessisonTreeClassifier 0.57 0.50 0.9956 0.53 0.7478 
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ʊʘʙʣʠʮʷ 3.6.1 

ʉʮʝʥʘʨʽʡ ˉ2.2: ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʙʦʪʠ ʟ EDR 

ɸʣʛʦʨʠʪʤ Precision Recall 

(TPR) 

Specificity F1-

scor

e 

Balanced 

accuracy 

DensityFunction 1.00 1.00 1.0000 1.00 1.0000 

RandomForestClassifie

r  

0.80 0.80 0.9667 0.80 0.8833 

LogisticRegression 1.00 0.25 1.0000 0.40 0.6250 

DessisonTreeClassifier 0.50 0.20 0.9667 0.29 0.5833 

 

ʊʘʙʣʠʮʷ 3.7.1 

ʉʮʝʥʘʨʽʡ ˉ2.3: ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʙʦʪʠ ʟ Brute-Force 

ɸʣʛʦʨʠʪʤ Precision Recall 

(TPR) 

Specificity F1-

score 

Balanced 

accuracy 

DensityFunction 0.58 0.69 0.9910 0.63 0.8393 

RandomForestClassifier 0.62 0.53 0.9944 0.57 0.7639 

LogisticRegression 0.64 0.60 0.9944 0.62 0.7972 

DessisonTreeClassifier 0.82 0.75 0.9977 0.78 0.8739 

 

ʊʘʙʣʠʮʷ 3.9. 

ɿʚʝʜʝʥʝ ʧʦʨʽʚʥʷʥʥʷ ʘʣʛʦʨʠʪʤʽʚ (ʉʮʝʥʘʨʽʡ ˉ2, ʩʝʨʝʜʥʻ ʟʘ ʪʨʴʦʤʘ ʜʦʤʝʥʘʤʠ) 

ɸʣʛʦʨʠʪʤ Recall (TPR) Precision F1-score 

DensityFunction 0.90 0.77 0.82 

RandomForestClassifier 0.71 0.81 0.75 

LogisticRegression 0.41 0.71 0.48 

DecisionTreeClassifier 0.48 0.63 0.53 
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ɸʥʘʣʽʟʫʶʯʠ ʨʝʟʫʣʴʪʘʪʠ ʨʦʙʦʪʠ ʘʣʛʦʨʠʪʤʽʚ ʫ ʪʨʴʦʭ ʨʽʟʥʠʭ ʩʮʝʥʘʨʽʷʭ (IDS, 

EDR, Brute-Force), ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʢʽʣʴʢʘ ʚʘʞʣʠʚʠʭ ʚʠʩʥʦʚʢʽʚ ʱʦʜʦ ʾʭ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ. 

ʉʮʝʥʘʨʽʡ ˉ2.1: IDS. ʋ ʮʴʦʤʫ ʩʮʝʥʘʨʽʾ ʘʣʛʦʨʠʪʤ DensityFunction ʧʦʢʘʟʘʚ 

ʥʘʡʢʨʘʱʠʡ ʨʝʟʫʣʴʪʘʪ ʟʘ ʤʝʪʨʠʢʘʤʠ Recall (TPR) = 1.00 ʪʘ Balanced accuracy = 

0.9978, ʪʦʙʪʦ ʘʣʛʦʨʠʪʤ ʚʠʷʚʠʚ ʫʩʽ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ ʪʘ ʟʙʝʨʽʛ ʜʫʞʝ ʚʠʩʦʢʫ 

ʩʧʝʮʠʬʽʯʥʽʩʪʴ 0.9956. ʎʝ ʩʚʽʜʯʠʪʴ ʧʨʦ ʡʦʛʦ ʟʜʘʪʥʽʩʪʴ ʥʝ ʧʨʦʧʫʩʢʘʪʠ ʮʽʣʴʦʚʽ 

ʩʧʨʘʮʶʚʘʥʥʷ ʧʨʠ ʜʦʩʪʘʪʥʴʦ ʥʠʟʴʢʦʤʫ ʨʽʚʥʽ ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ. ʈʘʟʦʤ 

ʟ ʪʠʤ, RandomForestClassifier ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʚ ʥʘʡʢʨʘʱʽ ʟʥʘʯʝʥʥʷ Precision = 

1.00, Specificity = 1.0000 ʪʘ F1-score = 0.89, ʦʜʥʘʢ ʧʦʩʪʫʧʠʚʩʷ ʟʘ ʧʦʚʥʦʪʦʶ, 

ʦʩʢʽʣʴʢʠ Recall = 0.80. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʘʣʛʦʨʠʪʤ ʧʨʘʮʶʻ ʪʦʯʥʽʰʝ ʟ ʪʦʯʢʠ ʟʦʨʫ 

ʭʠʙʥʠʭ ʩʧʨʘʮʶʚʘʥʴ, ʘʣʝ ʧʨʦʧʫʩʢʘʻ ʯʘʩʪʠʥʫ ʧʦʟʠʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ. 

LogisticRegression ʪʘ DessisonTreeClassifier ʧʦʢʘʟʘʣʠ ʥʠʞʯʽ ʨʝʟʫʣʴʪʘʪʠ ʟʘ Recall ʽ 

F1-score, ʱʦ ʚʢʘʟʫʻ ʥʘ ʾʭ ʤʝʥʰʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ ʜʘʥʦʤʫ ʩʮʝʥʘʨʽʾ. 

ʉʮʝʥʘʨʽʡ ˉ2.2: EDR. ʅʘʡʢʨʘʱʽ ʨʝʟʫʣʴʪʘʪʠ ʫ ʮʴʦʤʫ ʩʮʝʥʘʨʽʾ ʧʦʢʘʟʘʚ 

ʘʣʛʦʨʠʪʤ DensityFunction, ʷʢʠʡ ʜʦʩʷʛ ʽʜʝʘʣʴʥʠʭ ʟʥʘʯʝʥʴ ʟʘ ʚʩʽʤʘ ʤʝʪʨʠʢʘʤʠ: 

Precision = 1.00, Recall = 1.00, Specificity = 1.0000, F1-score = 1.00, Balanced 

accuracy = 1.0000. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʚ ʤʝʞʘʭ ʧʦʜʘʥʠʭ ʜʘʥʠʭ ʘʣʛʦʨʠʪʤ ʙʝʟʧʦʤʠʣʢʦʚʦ 

ʢʣʘʩʠʬʽʢʫʚʘʚ ʫʩʽ ʚʠʧʘʜʢʠ. RandomForestClassifier ʪʘʢʦʞ ʧʦʢʘʟʘʚ ʜʦʩʪʘʪʥʴʦ ʚʠʩʦʢʽ 

ʨʝʟʫʣʴʪʘʪʠ, ʧʨʦʪʝ ʯʝʨʝʟ ʥʘʷʚʥʽʩʪʴ ʷʢ ʭʠʙʥʦ ʧʦʟʠʪʠʚʥʦʛʦ, ʪʘʢ ʽ ʭʠʙʥʦ ʥʝʛʘʪʠʚʥʦʛʦ 

ʩʧʨʘʮʶʚʘʥʥʷ ʡʦʛʦ ʤʝʪʨʠʢʠ ʟʥʠʟʠʣʠʩʷ ʜʦ Precision = 0.80, Recall = 0.80 ʪʘ F1-score 

= 0.80. LogisticRegression ʟʘʙʝʟʧʝʯʠʚ ʤʘʢʩʠʤʘʣʴʥʫ ʪʦʯʥʽʩʪʴ Precision = 1.00 ʪʘ 

ʩʧʝʮʠʬʽʯʥʽʩʪʴ 1.0000, ʘʣʝ ʥʠʟʴʢʠʡ ʧʦʢʘʟʥʠʢ Recall = 0.25 ʩʚʽʜʯʠʪʴ ʧʨʦ ʟʥʘʯʥʫ 

ʢʽʣʴʢʽʩʪʴ ʧʨʦʧʫʱʝʥʠʭ ʧʦʟʠʪʠʚʥʠʭ ʚʠʧʘʜʢʽʚ. DessisonTreeClassifier ʧʦʢʘʟʘʚ 

ʥʘʡʛʽʨʰʠʡ ʨʝʟʫʣʴʪʘʪ ʫ ʮʴʦʤʫ ʩʮʝʥʘʨʽʾ, ʤʘʶʯʠ Recall = 0.20 ʪʘ F1-score = 0.29, ʱʦ 

ʚʢʘʟʫʻ ʥʘ ʡʦʛʦ ʦʙʤʝʞʝʥʫ ʧʨʠʜʘʪʥʽʩʪʴ ʜʣʷ ʟʘʜʘʯʽ ʪʘʢʦʛʦ ʪʠʧʫ. 

ʉʮʝʥʘʨʽʡ ˉ2.3: Brute-Force. ʋ ʜʘʥʦʤʫ ʩʮʝʥʘʨʽʾ ʥʘʡʢʨʘʱʠʡ ʩʫʢʫʧʥʠʡ 

ʨʝʟʫʣʴʪʘʪ ʧʦʢʘʟʘʚ ʘʣʛʦʨʠʪʤ DessisonTreeClassifier, ʷʢʠʡ ʜʦʩʷʛ ʥʘʡʚʠʱʠʭ ʟʥʘʯʝʥʴ 

ʟʘ ʚʩʽʤʘ ʦʩʥʦʚʥʠʤʠ ʤʝʪʨʠʢʘʤʠ: Precision = 0.82, Recall = 0.75, Specificity = 0.9977, 

F1-score = 0.78, Balanced accuracy = 0.8739. ʎʝ ʚʢʘʟʫʻ ʥʘ ʪʝ, ʱʦ ʩʘʤʝ ʮʝʡ ʘʣʛʦʨʠʪʤ 
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ʥʘʡʢʨʘʱʝ ʟʙʘʣʘʥʩʫʚʘʚ ʟʜʘʪʥʽʩʪʴ ʚʠʷʚʣʷʪʠ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ ʪʘ ʤʽʥʽʤʽʟʫʚʘʪʠ 

ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʶʚʘʥʴ. DensityFunction ʧʦʩʽʚ ʜʨʫʛʝ ʤʽʩʮʝ, ʧʦʢʘʟʘʚʰʠ 

Recall = 0.69, F1-score = 0.63 ʪʘ Balanced accuracy = 0.8393, ʱʦ ʪʘʢʦʞ ʻ ʭʦʨʦʰʠʤ 

ʨʝʟʫʣʴʪʘʪʦʤ, ʘʣʝ ʧʦʩʪʫʧʘʻʪʴʩʷ DessisonTreeClassifier. LogisticRegression ʪʘ 

RandomForestClassifier ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ ʥʠʞʯʽ ʧʦʢʘʟʥʠʢʠ ʧʦʚʥʦʪʠ ʪʘ F1-

ʦʮʽʥʢʠ, ʘ ʦʪʞʝ ʚ ʮʴʦʤʫ ʩʮʝʥʘʨʽʾ ʚʦʥʠ ʚʠʷʚʠʣʠʩʷ ʤʝʥʰ ʝʬʝʢʪʠʚʥʠʤʠ. 

ʋʟʘʛʘʣʴʥʶʶʯʠ, ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʚʠʩʥʦʚʦʢ, ʱʦ DensityFunction ʧʦʢʘʟʫʻ 

ʥʘʡʙʽʣʴʰ ʩʪʘʙʽʣʴʥʽ ʨʝʟʫʣʴʪʘʪʠ ʫ ʩʮʝʥʘʨʽʷʭ IDS ʪʘ EDR, ʦʩʦʙʣʠʚʦ ʪʦʜʽ, ʢʦʣʠ 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦ ʥʝ ʧʨʦʧʫʩʢʘʪʠ ʧʦʟʠʪʠʚʥʽ ʚʠʧʘʜʢʠ. ɺʦʜʥʦʯʘʩ ʫ ʩʮʝʥʘʨʽʾ Brute-

Force ʥʘʡʢʨʘʱʠʡ ʨʝʟʫʣʴʪʘʪ ʟʘ ʩʫʢʫʧʥʽʩʪʶ ʤʝʪʨʠʢ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʚ 

DessisonTreeClassifier. ʊʘʢʠʤ ʯʠʥʦʤ, ʦʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʩʚʽʜʯʘʪʴ ʧʨʦ ʪʝ, ʱʦ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʘʣʛʦʨʠʪʤʫ ʟʘʣʝʞʠʪʴ ʚʽʜ ʪʠʧʫ ʜʘʥʠʭ ʪʘ ʭʘʨʘʢʪʝʨʫ ʘʥʦʤʘʣʴʥʦʾ 

ʘʢʪʠʚʥʦʩʪʽ, ʘ ʚʠʙʽʨ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʧʦʚʠʥʝʥ ʚʨʘʭʦʚʫʚʘʪʠ ʮʽʣʴʦʚʠʡ ʩʮʝʥʘʨʽʡ 

ʟʘʩʪʦʩʫʚʘʥʥʷ. 

ɹʘʟʫʶʯʠʩʴ ʥʘ ʧʨʦʚʝʜʝʥʽʡ ʘʥʘʣʽʪʠʮʽ, ʥʘʡʙʽʣʴʰ ʩʪʘʙʽʣʴʥʠʡ ʨʝʟʫʣʴʪʘʪ ʧʦʢʘʟʘʚ 

DensityFunction, ʚʽʜʧʦʚʽʜʥʦ  ʚʽʥ ʚʩʪʘʥʦʚʣʝʥʠʡ ʷʢ ʙʘʟʦʚʠʤ ʘʣʛʦʨʠʪʤʦʤ ʜʣʷ 

ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʨʦʟʨʦʙʣʝʥʦʛʦ ʤʝʪʦʜʫ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʚ 

SIEM «Splunk» ʜʣʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ [42, 43, 47]. 

 

3.2  ʇʦʙʫʜʦʚʘ ʩʠʩʪʝʤʠ ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ ʥʘ ʦʩʥʦʚʽ  ʚʭʽʜʥʦʾ 

ʛʨʫʧʠ ʜʘʥʠʭ 

 

ʇʨʠʤʽʪʢʘ: ʥʠʞʯʝ ʥʘʚʝʜʝʥʠʡ 6-ʢʨʦʢʦʚʠʡ ʤʝʪʦʜ ʩʣʽʜ ʪʨʘʢʪʫʚʘʪʠ ʷʢ 

ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ ʧʽʣʭʽʜ ʜʦ ʧʦʙʫʜʦʚʠ ML-ʢʦʨʝʣʷʮʽʡ ʫ SIEM. ʁʦʛʦ ʦʩʥʦʚʥʘ ʬʫʥʢʮʽʷ 

- ʟʤʝʥʰʝʥʥʷ ʦʙʩʷʛʫ ʥʝʨʝʣʝʚʘʥʪʥʠʭ ʧʦʜʽʡ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʷʢʦʩʪʽ ʨʝʘʛʫʚʘʥʥʷ, ʘ ʥʝ 

ʘʚʪʦʤʘʪʠʯʥʝ ʦʩʪʘʪʦʯʥʝ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʽʥʮʠʜʝʥʪʫ. 

ʉʠʩʪʝʤʫ (ʤʝʪʦʜ) ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʦʛʦ ʘʛʦʨʠʪʤʫ ʤʦʞʥʘ ʨʦʟʙʠʪʠ ʥʘ 6 ʦʩʥʦʚʥʠʭ 

ʢʨʦʢʽʚ [43, 47, 52]: 

1. ʇʽʜʛʦʪʦʚʢʘ ʥʘʙʦʨʫ ʜʘʥʠʭ (ʜʘʪʘʩʝʪʫ) ʪʘ ʟʘʛʘʣʴʥʘ ʩʪʘʪʠʩʪʠʢʘ (Prepare 

dataset): ʥʘ ʮʴʦʤʫ, ʧʦʯʘʪʢʦʚʦʤʫ, ʝʪʘʧʽ ʟʙʠʨʘʻʪʴʩʷ ʪʘ ʧʽʜʛʦʪʦʚʣʶʻʪʴʩʷ ʥʘʙʽʨ ʜʘʥʠʭ, 
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ʟʘʙʝʟʧʝʯʫʶʯʠ ʡʦʛʦ ʷʢʽʩʪʴ ʪʘ ʧʦʩʣʽʜʦʚʥʽʩʪʴ. ʇʦʪʽʤ ʙʫʜʫʻʪʴʩʷ ʟʘʛʘʣʴʥʘ ʩʪʘʪʠʩʪʠʢʘ, 

ʱʦʙ ʦʪʨʠʤʘʪʠ ʫʷʚʣʝʥʥʷ ʧʨʦ ʜʘʥʽ. 

2. ɸʥʘʣʽʟ ʜʘʥʠʭ ʪʘ ʟʥʠʞʝʥʥʷ ʰʫʤʫ (Analyzed dataset & noise reduction): 

ʧʽʩʣʷ ʧʽʜʛʦʪʦʚʢʠ ʥʘʙʦʨʫ ʜʘʥʠʭ ʘʥʘʣʽʟʫʻʤʦ ʡʦʛʦ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʥʠʞʝʥʥʷ ʰʫʤʫ, 

ʟʘʙʝʟʧʝʯʫʶʯʠ ʪʝ, ʱʦ ʜʘʥʽ ʯʠʩʪʽ ʪʘ ʚʽʜʧʦʚʽʜʥʽ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʦʙʨʦʙʢʠ. 

3. ɺʠʜʦʙʫʚʘʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ (ɼʂʇ): ʥʘ ʮʽʡ ʬʘʟʽ ʚʠ 

ʚʠʜʦʙʫʚʘʻʪʝ ʢʦʨʠʩʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʟ ʜʘʥʠʭ, ʷʢʽ ʻ ʥʝʦʙʭʽʜʥʠʤʠ ʜʣʷ ʥʘʩʪʫʧʥʠʭ 

ʝʪʘʧʽʚ ʧʨʦʮʝʩʫ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

4. ʋʟʘʛʘʣʴʥʝʥʥʷ ʥʘʙʦʨʫ ʜʘʥʠʭ (Generalize dataset): ʪʫʪ ʙʫʜʫʻʤʦ ʥʦʚʫ 

ʩʪʘʪʠʩʪʠʢʫ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ɼʂʇ ʪʘ ʫʟʘʛʘʣʴʥʶʻʤʦ ʜʘʪʘʩʝʪ ʥʘʚʢʦʣʦ ʦʙᾷʻʢʪʘ 

(ʢʦʨʠʩʪʫʚʘʯʘ, ʩʠʩʪʝʤʠ, ʧʦʜʽʾ, ʽʥʰʦʛʦ), ʷʢʠʡ ʧʽʜʣʷʛʘʻ ʜʣʷ ʘʥʘʣʽʟʫ ʪʘ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʾ . ʎʝʡ ʢʨʦʢ ʜʦʧʦʤʘʛʘʻ ʦʧʪʠʤʽʟʫʚʘʪʠ ʜʘʥʽ ʜʣʷ ʝʬʝʢʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ. 

5. ʅʘʚʯʘʥʥʷ ʘʣʛʦʨʠʪʤʫ (Fit algorithm): ʮʝʡ ʢʨʠʪʠʯʥʠʡ ʝʪʘʧ ʚʢʣʶʯʘʻ 

ʥʘʚʯʘʥʥʷ  ML ʘʣʛʦʨʠʪʤʫ ʟ ʧʽʜʛʦʪʦʚʣʝʥʠʤʠ ʪʘ ʫʟʘʛʘʣʴʥʝʥʠʤʠ ʜʘʥʠʤʠ, 

ʟʘʙʝʟʧʝʯʫʶʯʠ ʡʦʛʦ ʟʜʘʪʥʽʩʪʴ ʨʦʟʧʽʟʥʘʚʘʪʠ ʪʠʧʦʚʫ ʪʘ ʘʪʠʧʦʚʫ (ʘʥʦʤʘʣʽʶ) 

ʧʦʚʝʜʽʥʢʫ  ʚ ʤʝʞʘʭ ʚʠʟʥʘʯʝʥʦʛʦ ʯʘʩʫ ʜʣʷ ʥʘʚʯʘʥʥʷ. 

6. ɿʘʩʪʦʩʫʚʘʥʥʷ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʦʾ ʤʦʜʝʣʽ ML (Applied pre-trained ML 

model): ʥʘ ʦʩʪʘʥʥʴʦʤʫ ʝʪʘʧʽ ʟʘʩʪʦʩʦʚʫʻʤʦ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʫ ML-ʤʦʜʝʣʴ ʜʦ 

ʜʘʥʠʭ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʦʙʨʦʙʢʠ. ʎʷ ʤʦʜʝʣʴ, ʦʩʥʘʱʝʥʘ ʟʥʘʥʥʷʤʠ, ʦʪʨʠʤʘʥʠʤʠ ʧʽʜ 

ʯʘʩ ʥʘʚʯʘʥʥʷ, ʤʦʞʝ ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʫ ʥʘʙʦʨʽ ʜʘʥʠʭ ʩʴʦʛʦʜʝʥʥʷ.  

ʉʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ, ʥʘʛʦʣʦʰʫʶʯʠ ʥʘ ʷʢʦʩʪʽ ʜʘʥʠʭ, ʚʠʜʦʙʫʚʘʥʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʪʘ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʨʝʘʛʫʚʘʥʥʷ 

ʥʘ ʟʘʛʨʦʟʠ. 
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ʈʠʩ. 3.14. ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. 

ʈʦʟʙʝʨʝʤʦ ʜʝʪʘʣʴʥʦ ʢʦʞʝʥ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʢʨʦʢ 

 

ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ (ʧʽʜʛʦʪʦʚʢʘ ʜʘʥʠʭ) ʥʘʨʽʞʥʠʤ  ʢʘʤʝʥʝʤ ʩʪʚʦʨʝʥʥʷ 

ʝʬʝʢʪʠʚʥʦʾ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʘʥʦʤʘʣʽʡ ʻ ʜʘʥʽ. ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʟ 

ʡʤʦʚʽʨʥʽʩʪʶ ʙʽʣʴʰʝ 40% ʚʘʞʣʠʚʦ ʟʙʠʨʘʪʠ ʧʦʩʣʽʜʦʚʥʽ ʜʘʥʽ ʧʨʦʪʷʛʦʤ ʱʦʥʘʡʤʝʥʰʝ 

90 ʜʥʽʚ [43, 44]. ʇʨʦʜʦʚʞʝʥʥʷ ʟʙʦʨʫ ʜʘʥʠʭ ʧʦʥʘʜ 90 ʜʥʽʚ ʻ ʱʝ ʙʽʣʴʰ ʚʠʛʽʜʥʠʤ. 

ʆʜʥʘʢ ʚʘʞʣʠʚʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʥʘʢʦʧʠʯʝʥʥʷ ʟʥʘʯʥʦʛʦ ʦʙʩʷʛʫ ʜʘʥʠʭ ʤʦʞʝ ʩʪʚʦʨʠʪʠ 

ʚʠʢʣʠʢʠ ʟ ʪʦʯʢʠ ʟʦʨʫ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʧʦʪʫʞʥʦʩʪʽ ʪʘ ʦʙʯʠʩʣʝʥʴ, ʢʦʪʨʽ ʟʘʜʽʶʪʴʩʷ 

ʜʣʷ  ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʟʦʢʨʝʤʘ, ʟʙʽʣʴʰʫʶʯʠ ʯʘʩ ʪʨʝʥʫʚʘʥʥʷ. ʊʦʤʫ 

ʦʧʪʠʤʘʣʴʥʠʤ ʚʠʙʦʨʦʤ ʙʫʚ ʙʠ ʧʝʨʽʦʜ ʫ 180 ʜʥʽʚ. ʇʝʨʽʦʜ ʫ 180 ʜʥʽʚ ʦʭʦʧʣʶʻ 

ʯʠʩʣʝʥʥʽ ʜʠʥʘʤʽʯʥʽ ʟʤʽʥʠ ʚ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ, ʚʢʣʶʯʘʶʯʠ ʟʤʽʥʫ ʧʘʨʦʣʽʚ, 

ʪʝʭʥʽʯʥʝ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ, ʧʝʨʽʦʜʠʯʥʽ ʟʤʽʥʠ, ʨʦʙʦʪʘ ʽʟ ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʦʚʠʭ 

ʩʠʩʪʝʤ, ʩʝʨʚʽʩʽʚ, ʜʦʜʘʪʢʽʚ, ʧʨʦʮʝʩʠ ʚʠʧʨʘʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʪʘ, ʥʝʤʠʥʫʯʝ, 

ʥʝʪʠʧʦʚʽ ʜʽʾ, ʷʢ ʟʣʦʚʤʠʩʥʦʛʦ ʭʘʨʘʢʪʝʨʫ, ʪʘʢ ʽ ʚʠʧʘʜʢʦʚʦ. ɼʘʣʽ, ʥʝʦʙʭʽʜʥʦ 

ʟʙʫʜʫʚʘʪʠ ʧʨʘʚʠʣʴʥʫ ʧʦʯʘʪʢʦʚʫ ʘʥʘʣʽʪʠʢʫ. ʎʝ ʧʨʦʩʪʘ ʩʪʘʪʠʩʪʠʢʘ ʢʦʪʨʘ ʤʘʻ 

ʦʙʨʘʭʫʚʘʪʠ ʢʽʣʴʢʽʩʪʴ ʫʥʽʢʘʣʴʥʠʭ ʧʦʜʽʡ ʚ ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʛʦ ʜʘʪʘʩʝʪʫ. 

ʅʘʧʨʠʢʣʘʜ, ʫ ʜʘʪʘʤʦʜʝʣʴ Intrusion_Detection SIEM «Splunk» ʟʘʧʠʩʫʶʪʴʩʷ ʽ 

ʘʢʩʝʣʝʨʫʶʪʴʩʷ ʟ ʙʫʜʴ-ʷʢʦʾ IDS. ʄʠ ʙʫʜʫʻʤʦ ʩʪʘʪʠʩʪʠʢʫ ʷʢʘ ʢʘʣʴʢʫʣʶʻ ʢʽʣʴʢʽʩʪʴ 

ʫʥʽʢʘʣʴʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʚʽʜ ʫʥʽʢʘʣʴʥʦʛʦ ʚʽʜʧʨʘʚʥʠʢʘ (src) ʜʦ ʫʥʽʢʘʣʴʥʦʛʦ 

ʦʪʨʠʤʫʚʘʯʘ (dest) ʟʘ ʫʥʽʢʘʣʴʥʦʶ ʩʠʛʥʘʪʫʨʦʶ (signature) ʟʘ ʦʜʠʥʠʮʶ ʯʘʩʫ, ʜʝ 

ʦʜʠʥʠʮʷ ʯʘʩʫ ʙʫʜʝ 1-ʛʦʜʠʥʥʦʶ. ʊʦʙʪʦ  ʚʠʙʽʨʢʘ ʚ 180 ʜʥʽʚ ʙʫʜʝ ʨʦʟʙʠʪʘ ʟʘ 

ʛʦʜʠʥʥʠʤʠ ʧʨʦʤʽʞʢʘʤʠ ʽ ʚ ʤʝʞʘʭ ʢʦʞʥʦʛʦ ʛʦʜʠʥʥʦʛʦ ʧʨʦʤʽʞʢʫ ʙʫʜʝ ʦʙʨʘʭʦʚʘʥʘ 

ʩʪʘʪʠʩʪʠʢʘ, ʷʢʘ ʥʘʚʝʜʝʥʘ ʚʠʱʝ. 
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ʌʦʨʤʘʣʽʟʫʻʤʦ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʢʨʦʢ, ʥʝʭʘʡ ὢ ï ʮʝ ʟʽʙʨʘʥʠʡ ʜʘʪʘʩʝʪ, ʘ ὼ ï 

ʽʥʜʠʚʽʜʫʘʣʴʥʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʪʦʜʽ ʜʘʪʘʩʝʪ ὢ ʙʫʣʝ ʤʘʪʠ ʪʘʢʠʡ ʚʠʛʣʷʜ: 

 

ὢ ὼȟὼȟȣȟὼ ȟ     σȢστ 

 

ɿʘʛʘʣʴʥʫ ʩʪʘʪʠʩʪʠʢʫ ʚ ʜʘʪʘʩʝʪʽ ʧʨʝʜʩʪʘʚʠʤʦ ʷʢ: 

 

Ὓὢ ὧέόὲὸόͅὲὭήόὩᾩὺὩὲὸίὢȟ                σȢσυ 

 

ʜʝ: ὧέόὲὸόͅὲὭήόὩᾩὺὩὲὸίὢ ʦʙʯʠʩʣʶʻ ʢʽʣʴʢʽʩʪʴ ʫʥʽʢʘʣʴʥʠʭ ʧʦʜʽʡ ʚ ʜʘʪʘʩʝʪʽ, 

ʨʦʟʧʦʜʽʣʝʥʠʭ ʟʘ ʯʘʩʦʤ. 

ɼʨʫʛʠʡ ʝʪʘʧ ï ʚʠʩʫʚʘʻʤʦ ʜʚʽ ʚʠʤʦʛʠ:  

1. ʉʬʦʨʤʦʚʘʥʘ ʩʪʘʪʠʩʪʠʢʘ ʤʘʻ ʙʫʪʠ ʪʦʯʥʦʶ ʽ ʚʽʣʴʥʦʶ ʚʽʜ ʧʝʨʝʜʙʘʯʫʚʘʥʠʭ, 

ʦʯʽʢʫʚʘʥʠʭ, çʰʫʤʽʚè, ʜʘʥʠʭ, ʢʦʪʨʽ ʟʘʚʽʜʦʤʦ ʻ ʘʥʦʤʘʣʴʥʠʤʠ, ʘʣʝ ʦʯʽʢʫʚʘʥʠʤʠ, 

ʪʘʢʠʭ ʷʢ ʘʥʦʤʘʣʴʥʽ ʥʝʚʜʘʯʽ ʧʨʠ ʚʭʦʜʽ ʧʝʚʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʘʙʦ ʜʦʜʘʪʢʘʤʠ, ʟʘ 

ʫʤʦʚʠ, ʱʦ ʤʠ ʜʦʩʣʽʜʠʣʠ ʪʘʢʽ ʧʦʜʽʾ ʪʘ ʦʪʨʠʤʘʣʠ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʣʝʛʽʪʠʤʥʦʾ 

ʘʥʦʤʘʣʴʥʦʩʪʽ, ʪʠʧʽʟʦʚʘʥʽ ʩʧʨʘʮʶʚʘʥʥʷ ʧʦ ʢʦʥʢʨʝʪʥʠʭ ʩʠʩʪʝʤʘʭ ʘʙʦ ʜʽʾ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʢʦʪʨʽ ʤʦʞʥʘ ʙʫʣʦ ʙ ʨʦʟʮʽʥʠʪʠ ʷʢ ʧʦʪʝʥʮʽʡʥʦ ʟʣʦʚʤʠʩʥʽ ʭʦʯʘ, 

ʥʘʩʧʨʘʚʜʽ, ʮʝ ʩʧʝʮʠʬʽʯʥʽ ʜʽʾ ʧʦʚᾷʷʟʘʥʽ ʟ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷʤ (maintenance) ʩʠʩʪʝʤ 

ʘʙʦ, ʱʦ ʜʫʞʝ ʯʘʩʪʦ, ʩʧʝʮʠʬʽʯʥʽ ʜʽʾ ʘʜʤʽʥʽʩʪʨʘʪʦʨʽʚ. ʉʶʜʠ ʞ ʚʽʜʥʦʩʠʤʦ 

ʩʧʨʘʮʶʚʘʥʥʷ ʨʽʟʥʠʭ ʢʦʥʪʨʦʣʽʚ ʥʘ Dev-Test ʩʝʨʝʜʦʚʠʱʘʭ, ʦʩʢʽʣʴʢʠ ʨʦʟʨʦʙʥʠʢʠ 

ʜʫʞʝ ʯʘʩʪʦ ʟʜʽʡʩʥʶʶʪʴ ʜʽʾ, ʢʦʪʨʽ ʤʦʞʥʘ ʨʦʟʮʽʥʠʪʠ ʷʢ ʪʝʭʥʽʢʠ ʘʪʘʢʫʶʯʠʭ, ʧʨʦʪʝ 

ʮʝ ʾʭʥʷ ʨʫʪʠʥʥʘ ʨʦʙʦʪʘ. ʊʦʤʫ ʚʩʽ ʪʘʢʽ ʘʥʦʤʘʣʴʥʦ-ʣʝʛʽʪʠʤʥʽ ʜʽʾ ʧʝʨʝʚʽʨʷʻʤʦ, 

ʫʪʦʯʥʶʻʤʦ, ʦʧʠʩʫʻʤʦ ʪʘ ʚʥʦʩʠʤʦ ʷʢ ʚʠʥʷʪʢʠ ʜʦ ʢʦʥʢʨʝʪʥʦʛʦ ʜʘʪʘʩʝʪʫ. ʎʝʡ 

ʨʝʪʝʣʴʥʠʡ ʧʽʜʭʽʜ ʜʦ ʟʙʦʨʫ ʪʘ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ 

ʢʽʙʝʨʘʥʦʤʘʣʽʡ, ʜʦʟʚʦʣʷʶʯʠ ʦʨʛʘʥʽʟʘʮʽʷʤ ʟʦʩʝʨʝʜʞʫʚʘʪʠʩ ̫ʥʘ ʩʧʨʘʚʞʥʽʭ ʟʘʛʨʦʟʘʭ 

 ̔ʤʽʥʽʤʽʟʫʚʘʪʠ ʧʦʤʠʣʢʦʚʽ ʩʧʨʘʮʴʦʚʫʚʘʥʥʷ [44]. ɺʽʜʙʫʚʘʻʪʴʩʷ ʮʝ ʟʘ ʨʘʭʫʥʦʢ ʪʦʛʦ, 

ʱʦ ML ʥʘʚʯʘʻʪʴʩʷ ʥʘ ʜʘʥʠʭ ʜʝ ʥʝʤʘʻ ʧʽʢʦʚʠʭ ʟʥʘʯʝʥʴ (ʘʥʦʤʘʣʴʥʦ-ʣʝʛʽʪʠʤʥʠʭ) ʚ 

ʩʪʘʪʠʩʪʠʮʽ, ʚʽʜʧʦʚʽʜʥʦ ʽ ʧʦʨʦʛʦʚʽ ʟʥʘʯʝʥʥʷ ʙʫʜʫʪʴ ʣʝʞʘʪʠ ʚ ʽʥʰʠʭ ʧʣʦʱʠʥʘʭ. 
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2.   ʆʮʽʥʶʻʤʦ ʜʘʥʽ, ʘ ʩʘʤʝ ʧʽʜ ʷʢʫ ʬʫʥʢʮʽʶ ʷʜʨʘ DensityFunction ʚʦʥʠ 

ʧʽʜʧʘʜʘʶʪʴ. ʗʢʱʦ ʜʘʥʽ ʯʽʪʢʦ ʤʘʶʪʴ ʝʢʩʧʦʥʝʥʮʽʡʥʠʡ ʨʦʟʧʦʜʽʣ, ʪʦʜʽ, ʚʽʜʧʦʚʽʜʥʦ, 

ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ Exponential Distribution Kernel ʜʣʷ ʘʣʛʦʨʠʪʤʫ ʛʫʩʪʠʥʠ. ʗʢʱʦ 

ʜʘʥʽ, ʧʦʩʪʽʡʥʦ, ʜʠʥʘʤʽʯʥʦ ʟʤʽʥʶʶʪʴʩʷ ï ʢʦʨʠʩʪʫʻʤʦʩʴ ʘʚʪʦʤʘʪʠʯʥʠʤ 

ʧʘʨʘʤʝʪʨʦʤ, ʢʦʪʨʠʡ ʙʫʜʝ ʩʘʤʦʩʪʽʡʥʦ ʦʮʽʥʶʚʘʪʠ ʨʦʟʧʦʜʽʣ ʚ ʤʝʞʘʭ ʢʦʞʥʦʛʦ 

ʢʦʥʢʨʝʪʥʦʛʦ ʦʙôʻʢʪʘ ʚʠʙʽʨʢʠ. ɺʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, ʷʢʱʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʘʚʪʦʤʘʪʠʯʥʠʡ ʧʽʜʭʽʜ ï ʦʪʨʠʤʫʻʤʦ ʙʣʠʟʴʢʦ 40% ʧʨʠʨʦʩʪʫ ʚ ʯʘʩʽ ʥʘʚʯʘʥʥʷ, 

ʚʽʜʧʦʚʽʜʥʦ, ʟʨʦʩʪʘʥʥʷ ʥʘ ʦʧʝʨʘʪʠʚʥʫ ʧʘʤ'ʷʪʴ ʢʣʘʩʪʝʨʘ (ʟʛʽʜʥʦ ʟ ʪʝʩʪʘʤʠ, ʚ 

ʩʝʨʝʜʦʚʠʱʽ, ʜʝ ʚʽʜʙʫʚʘʣʘʩ ̫ʽʤʧʣʝʤʝʥʪʘʮʽʷ ʤʝʪʦʜʫ). ʆʮʽʥʢʘ ʨʦʟʧʦʜʽʣʫ, ʚ ʧʝʨʰʫ 

ʯʝʨʛʫ, ʥʝʦʙʭʽʜʥʘ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʜʘʥʠʭ ʘʥʘʣʽʪʠʢʦʤ ʽ ʯʽʪʢʦʩʪʽ ʨʦʙʦʪʠ ML, ʦʩʢʽʣʴʢʠ 

ʨʦʟʨʘʭʫʥʦʢ ʧʦʨʦʛʦʚʠʭ ʟʥʘʯʝʥʴ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʦ ʨʽʟʥʦʤʫ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʬʫʥʢʮʽʾ 

ʷʜʨʘ, ʚʽʜʧʦʚʽʜʥʦ ʽ ʨʝʟʫʣʴʪʘʪʠ ʙʫʜʫʪʴ ʽʥʰʽ. 

 

ʊʘʙʣʠʮʷ 3.10. 

ʇʦʨʽʚʥʷʥʥʷ ʏʘʩʫ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ RAM ʢʣʘʩʪʝʨʘ ʟ ʘʚʪʦ 

ʨʝʞʠʤʦʤ ʚʠʟʥʘʯʝʥʥʷ ʨʦʟʧʦʜʽʣʫ ʜʘʥʠʭ ʪʘ ʟ ʯʽʪʢʠʤ ʚʢʘʟʽʚʥʠʢʦʤ çʥʦʨʤʘʣʴʥʦʛʦè 

ʨʦʟʧʦʜʽʣʫ 

ʂʦʨʝʣʷʮʽʡʥʝ ʧʨʘʚʠʣʦ ʏʘʩ (ʭʚ) RAM (Gb)  

Brute-Force ʘʢʪʠʚʥʽʩʪʴ 206 ï ʘʚʪʦ ʨʝʞʠʤ 

141 ï ʥʦʨʤʘʣʴʥʠʡ ʨʦʟʧ. 

84 ï ʘʚʪʦ ʨʝʞʠʤ 

61 - ʥʦʨʤʘʣʴʥʠʡ ʨʦʟʧ. 

EDR ʘʢʪʠʚʥʽʩʪʴ 33 ï ʘʚʪʦ ʨʝʞʠʤ 

17 ï ʥʦʨʤʘʣʴʥʠʡ ʨʦʟʧ. 

48 ï ʘʚʪʦ ʨʝʞʠʤ 

37 - ʥʦʨʤʘʣʴʥʠʡ ʨʦʟʧ. 

IDS ʘʢʪʠʚʥʽʩʪʴ 56 ï ʘʚʪʦ ʨʝʞʠʤ 

34 ï ʥʦʨʤʘʣʴʥʠʡ ʨʦʟʧ. 

57 ï ʘʚʪʦ ʨʝʞʠʤ 

37 - ʥʦʨʤʘʣʴʥʠʡ ʨʦʟʧ. 

 

ʅʝʭʘʡ ὔ ʧʨʝʜʩʪʘʚʣʷʻ çʰʫʤè, ʪʦʜʽ ʫʟʘʛʘʣʴʥʝʥʘ ʩʪʘʪʠʩʪʠʢʘ ʙʝʟ ʰʫʤʫ ʤʘʪʠʤʝ 

ʚʠʛʣʷʜ: 

 

ὢ Ὓὢ ὔȟ     σȢσφ 
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ʇʝʨʝʭʦʜʷʯʠ ʜʦ ʪʨʝʪʴʦʛʦ ʝʪʘʧʫ, ʚʽʥ ʧʦʣʷʛʘʻ ʫ ʨʦʟʨʘʭʫʥʢʫ ʥʝʦʙʭʽʜʥʠʭ 

ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ (ɼʂʇ), ʷʢʽ ʧʽʜʚʠʱʫʶʪʴ ʜʝʪʘʣʴʥʽʩʪʴ ʪʘ ʷʢʽʩʪʴ ʥʘʰʦʛʦ 

ʩʪʘʪʠʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʜʣʷ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʛʦ ʦʙ'ʻʢʪʘ. ɿʦʢʨʝʤʘ, ʮʝʡ ʢʨʦʢ ʚʢʣʶʯʘʻ 

ʚʠʜʦʙʫʚʘʥʥʷ ʪʘ ʚʢʣʶʯʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʧʦʣʽʚ ʫ ʥʘʰ ʥʘʙʽʨ ʜʘʥʠʭ ʪʘ ʥʘʩʪʫʧʥʽ ʝʪʘʧʠ. 

ʎʽ ʜʦʜʘʪʢʦʚʽ ʢʦʨʠʩʥʽ ʧʘʨʘʤʝʪʨʠ ʜʦʟʚʦʣʷʶʪʴ ʨʦʟʙʠʪʠ ʥʘʰʫ ʩʪʘʪʠʩʪʠʢʫ ʥʘ ʜʨʽʙʥʽʰʽ 

ʩʝʛʤʝʥʪʠ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʙʽʣʴʰ ʪʦʯʥʠʡ ʽ ʚʠʙʽʨʢʦʚʠʡ ʦʛʣʷʜ. ʊʦʙʪʦ ʤʠ ʟʜʽʡʩʥʶʻʤʦ 

ʛʨʘʥʫʣʶʚʘʥʥʷ ʜʘʥʠʭ. ʅʘʧʨʠʢʣʘʜ, ʤʠ ʤʦʞʝʤʦ ʨʦʟʨʘʭʫʚʘʪʠ, ʯʠ ʧʦʜʽʾ ʚʽʜʙʫʚʘʶʪʴʩʷ 

ʚʜʝʥʴ ʯʠ ʚʥʦʯʽ, ʥʘ ʧʦʯʘʪʢʫ ʯʠ ʚ ʢʽʥʮʽ ʪʠʞʥʷ, ʫ ʙʫʜʥʽ ʜʥʽ ʯʠ ʥʘ ʚʠʭʽʜʥʠʭ, ʽ ʨʦʟʙʠʪʠ 

ʾʭ ʟʘ ʛʦʜʠʥʘʤʠ ʯʠ ʢʦʥʢʨʝʪʥʠʤʠ ʜʥʷʤʠ ʪʠʞʥʷ. ʎʽ ʜʦʜʘʪʢʦʚʽ ʘʪʨʠʙʫʪʠ ʜʦʟʚʦʣʷʶʪʴ 

ʥʘʤ ʟ ʙʽʣʴʰʦʶ ʪʦʯʥʽʩʪʶ ʘʥʘʣʽʟʫʚʘʪʠ ʥʘʰʫ ʩʪʘʪʠʩʪʠʯʥʫ ʚʠʙʽʨʢʫ, ʱʦ ʜʦʧʦʤʘʛʘʻ 

ʪʦʯʥʽʰʝ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ. 

 ʅʝʭʘʡ Ὂ ̒  ʜʦʜʘʪʢʦʚʠʤʠ ʢʦʨʠʩʥʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ (ɼʂʇ), ʷʢʽ ʜʦʜʘʶʪʴʩʷ 

ʜʦ ʜʘʪʘʩʝʪʫ: 

 

Ὂ ὩὼὸὶὥὧὸᾪὩὥὸόὶὩίὢ ȟ           σȢσχ 

 

ʊʦʜʽ ʜʘʪʘʩʝʪ ʟ ɼʂʇ ʤʘʪʠʤʝ ʪʘʢʠʡ ʚʠʛʣʷʜ: 

 

ὢ ὢ ᷾Ὂȟ     σȢσψ 

 

ʏʝʪʚʝʨʪʠʡ ʝʪʘʧ ̒  ʢʨʦʢʦʤ, ̫ ʢʠʡ ʧʝʨʝʜʙʘʯʘʻ ʫʟʘʛʘʣʴʥʝʥʥʷ ʥʘʰʦʾ ʩʪʘʪʠʩʪʠʢʠ 

ʥʘʚʢʦʣʦ ʢʦʥʢʨʝʪʥʦʛʦ ʦʙôʻʢʪʘ, ʚʢʣʶʯʘʶʯʠ ʩʫʤʽʞʥʽ ʦʙ'ʻʢʪʠ, ʜʦʜʘʪʢʦʚʽ ʢʦʨʠʩʥʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ (ɼʂʇ) ʪʘ ʯʘʩ. ʗʢʱʦ ʥʘ ʧʝʨʰʦʤʫ ʢʨʦʮʽ, ʟ ʜʘʥʠʤʠ ʚ ʜʘʪʘʤʦʜʝʣʽ 

Intusion_Detection ʤʠ ʙʫʜʫʚʘʣʠ ʟʘʛʘʣʴʥʫ ʩʪʘʪʠʩʪʠʢʫ, ʢʦʪʨʘ ʧʦʢʘʟʫʚʘʪʠʤʝ ʚ ʮʽʣʦʤʫ 

ʢʘʨʪʠʥʫ ʩʧʨʘʮʶʚʘʥʴ IDS, ʪʦ ʥʘ ʮʴʦʤʫ ʝʪʘʧʽ ʤʠ ʧʦʚʠʥʥʽ ʚʠʩʫʥʠʪʠ ʛʽʧʦʪʝʟʫ ʪʦʛʦ, 

ʱʦ ʥʘʩ ʮʽʢʘʚʠʪʴ ʢʦʥʢʨʝʪʥʦ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʾ. ʅʘʧʨʠʢʣʘʜ, ʛʽʧʦʪʝʟʘ: çʰʫʢʘʻʤʦ 

ʘʥʦʤʘʣʽʶ ʧʦ ʢʽʣʴʢʦʩʪʽ ʩʧʨʘʮʶʚʘʥʴ ʫʥʽʢʘʣʴʥʦʾ ʩʠʛʥʘʪʫʨʠè. ʎʝ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ 

ʩʪʘʪʠʩʪʠʢʘ ʤʘʻ ʙʫʪʠ ʩʬʦʨʤʦʚʘʥʘ ʥʘʚʢʦʣʦ ʦʙôʻʢʪʘ ʩʠʛʥʘʪʫʨʘ ʙʝʟ ʚʨʘʭʫʚʘʥʥʷ 

ʚʽʜʧʨʘʚʥʠʢʘ ʪʘ ʦʪʨʠʤʫʚʘʯʘ, ʟʘ ʧʦʪʨʝʙʠ ʜʦʜʘʻʤʦ ʜʦ ʦʙʨʘʭʫʥʢʫ ɼʂʇ. ɺʠʷʚʣʝʥʥʷ 

ʪʘʢʦʾ ʘʢʪʠʚʥʦʩʪʽ ʩʚʽʜʯʠʪʠʤʝ ʧʨʦ ʪʝ, ʱʦ ʧʦʪʝʥʮʽʡʥʦ ʘʪʘʢʫʶʯʘ ʢʦʤʘʥʜʘ ʘʙʦ ʘʪʘʢʫʻ 
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ʙʝʟʣʽʯ ʩʝʨʚʽʩʽʚ ʢʦʪʨʽ ʚʽʜʢʨʠʪʽ ʚ ʽʥʪʝʨʥʝʪ (ʷʢʱʦ ʪʘʢʽ ʻ) ʘʙʦ ʚʽʜʙʫʚʘʻʪʴʩʷ lateral 

movement (̫ ʢʱʦ ʚʽʜʧʨʘʚʥʠʢʘʤʠ ʻ ʣʦʢʘʣʴʥʽ ʘʜʨʝʩʠ) ʘʙʦ, ʟʚʽʩʥʦ false-positive. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦ ʧʦʙʫʜʦʚʠ ʩʧʝʨʰʫ ʟʘʛʘʣʴʥʦʾ ʩʪʘʪʠʩʪʠʢʠ, ʘ ʧʦʪʽʤ ʢʦʥʢʨʝʪʥʦʾ 

ʜʦʟʚʦʣʠʪʴ ʰʚʠʜʢʦ ʘʜʘʧʪʫʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʧʽʜ ʥʦʚʫ ʛʽʧʦʪʝʟʫ, ʦʩʢʽʣʴʢʠ 

ʯʘʩʪʠʥʘ ʧʨʘʚʠʣʘ ʟʘʣʠʰʘʻʪʴʩʷ ʥʝ ʟʤʽʥʥʦʶ, ʱʦ ʥʘʜʘʻ ʛʥʫʯʢʦʩʪʽ ʜʣʷ Threat Detection 

Engeneer. 

ʌʦʨʤʘʣʽʟʫʻʤʦ ʚʠʩʫʥʫʪʫ ʛʽʧʦʪʝʟʫ ʥʘʚʢʦʣʦ ʚʠʙʨʘʥʦʛʦ ʢʦʥʢʨʝʪʥʦʛʦ ʦʙôʻʢʪʘ 

έὦὮ: 

 

Ὃ ὫὩὲὩὶὥὰὭᾀὩὢ ȟέὦὮȟ              σȢσω 

 

ʜʝ: ὫὩὲὩὶὥὰὭᾀὩ ï ʬʫʥʢʮʽʷ, ʷʢʘ ʫʟʘʛʘʣʴʥʶʻ ʜʘʪʘʩʝʪ ʥʘʚʢʦʣʦ ʦʙʨʘʥʦʛʦ ʦʙ'ʻʢʪʫ. 

ʇ'ʷʪʠʡ ʢʨʦʢ ʻ ʩʪʘʜʽʻʶ ʥʘʚʯʘʥʥʷ ʙʘʟʦʚʦʛʦ ʚʠʙʨʘʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ML ʥʘ ʚʞʝ 

ʧʽʜʛʦʪʦʚʣʝʥʠʭ, ʦʧʨʘʮʴʦʚʘʥʠʭ ʜʘʥʠʭ. ʏʘʩʦʚʽ ʨʘʤʢʠ (time slots) ̒  ʢʣʶʯʦʚʠʤ ʫ ʮʴʦʤʫ 

ʢʨʦʮʽ. ɺʢʨʘʡ ʚʘʞʣʠʚʦ ʪʦʯʥʦ ʚʠʟʥʘʯʠʪʠ, ʢʦʣʠ ʤʠ ʦʯʽʢʫʻʤʦ ʟʫʩʪʨʽʪʠ ʘʥʦʤʘʣʽʾ. ʎʝ 

ʪʦʤʫ, ʱʦ ʧʦʙʫʜʦʚʘ ʩʪʘʪʠʩʪʠʢʠ ʟʥʘʯʥʦ ʚʽʜʨʽʟʥʷʻʪʴʩʷ, ʥʘʧʨʠʢʣʘʜ, ʤʽʞ 

ʦʜʥʦʛʦʜʠʥʥʠʤ ʽʥʪʝʨʚʘʣʦʤ ʪʘ 24-ʛʦʜʠʥʥʠʤ. ʈʦʟʨʽʟ ʩʪʘʻ ʱʝ ʙʽʣʴʰ ʚʠʨʘʞʝʥʠʤ, ʢʦʣʠ 

ʚʠʷʚʣʷʶʪʴʩʷ ʘʥʦʤʘʣʽʾ ʧʨʦʪʷʛʦʤ ʪʠʞʥʽʚ ʘʙʦ ʤʽʩʷʮʽʚ (ʷʢ ʫ ʚʠʧʘʜʢʫ ʟ APTs, ʜʝ ʤʠ 

ʧʨʘʛʥʝʤʦ ʚʠʷʚʠʪʠ ʜʽʾ ʘʪʘʢʫʶʯʦʾ ʢʦʤʘʥʜʠ, ʷʢʽ ʤʦʞʫʪʴ ʟʜʽʡʩʥʶʚʘʪʠ ʢʦʥʪʨʜʽʾ ʧʦ 

ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʤʝʭʘʥʽʟʤʽʚ ʚʠʷʚʣʝʥʥʷ). ɺʘʞʣʠʚʦ ʥʝ ʬʦʨʤʫʚʘʪʠ ʪʨʝʥʫʚʘʣʴʥʠʡ 

ʜʘʪʘʩʝʪ ʥʘʚʢʦʣʦ ʦʜʥʦʛʦ ʯʘʩʦʚʦʛʦ ʽʥʪʝʨʚʘʣʫ, ʘ ʧʦʪʽʤ ʥʘʤʘʛʘʪʠʩʷ ʚʠʷʚʠʪʠ ʘʥʦʤʘʣʽʾ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʽʥʰʠʡ ʯʘʩʦʚʠʡ ʽʥʪʝʨʚʘʣ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʧʨʠʟʚʝʜʝ ʜʦ ʧʨʠʥʮʠʧʦʚʦ 

ʧʦʤʠʣʢʦʚʠʭ ʦʧʝʨʘʮʽʡ ʽ ʷʢ ʥʘʩʣʽʜʦʢ, ʚʝʣʠʯʝʟʥʦʾ ʢʽʣʴʢʦʩʪʽ FP. ʅʫ ʽ ʦʩʥʦʚʥʝ, ʯʦʛʦ 

ʚʘʨʪʦ ʜʦʪʨʠʤʫʚʘʪʠʩ ̫ʧʽʜ ʯʘʩ ʥʘʚʯʘʥʥʷ ï ʮʝ ʢʦʨʝʢʪʥʽ ʯʘʩʦʚʽ ʨʘʤʢʠ ʜʣʷ ʥʘʚʯʘʥʥʷ, 

ʘ ʩʘʤʝ ʟʘʚʞʜʠ ʚʠʢʣʶʯʘʪʠ ʦʩʪʘʥʥʽʡ ʜʝʥʴ ʽʟ ʚʠʙʽʨʢʠ ʜʣʷ ʥʘʚʯʘʥʥʷ. ʆʩʢʽʣʴʢʠ 

ʦʩʪʘʥʥʽʡ ʜʝʥʴ ï ʮʝ ʜʝʥʴ, ʢʦʣʠ ʰʫʢʘʻʤʦ ʘʥʦʤʘʣʽʶ, ʘ ʥʝ ʚʯʠʤʦʩ.̫ ʊʦʙʪʦ, ʥʘʰ 

ʯʘʩʦʚʠʡ ʽʥʪʝʨʚʘʣ ʤʘʻ ʙʫʪʠ ʨʽʚʥʠʡ [from -<X> days to -<1> day]. ɿʘʚʞʜʠ ʥʝ 

ʟʘʙʫʚʘʻʤʦ ʧʨʦ ʢʨʘʡʥʽʡ ʜʝʥʴ, ʙʦ ʚ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ ʦʪʨʠʤʘʻʤʦ ʧʝʨʝʪʨʝʥʦʚʘʥʽ 

(overfit) ʤʦʜʝʣʽ ʽ, ʷʢ ʥʘʩʣʽʜʦʢ, ʥʝʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʠʪʠ ʘʥʦʤʘʣʽʾ ʥʘ ʥʘʩʪʫʧʥʦʤʫ 

ʢʨʦʮʽ. 
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ʇʦʟʥʘʯʠʤʦ ʧʨʦʮʝʩ ʥʘʚʯʘʥʥʷ ʷʢ ὸὶὥὭὲ, ʘ ʚʠʙʨʘʥʠʡ ML-ʘʣʛʦʨʠʪʤ, ʚ ʥʘʰʦʤʫ 

ʚʠʧʘʜʢʫ DensityFunction, ʷʢ ὣ, ʪʦʜʽ ʥʘʚʯʝʥʘ ʤʦʜʝʣʴ ὓ ʥʘ ʧʽʜʛʦʪʦʚʣʝʥʦʤʫ ʜʘʪʘʩʝʪʽ 

 Ὃ  ʤʘʪʠʤʝ ʚʠʛʣʷʜ: 

 

ὓ ὸὶὥὭὲὋȟὣȟ             σȢτπ 

 

ʐʦʩʪʠʡ ʝʪʘʧ ʤʝʪʦʜʫ, ʽ ʦʩʪʘʥʥʽʡ ʢʨʦʢ, ʚʢʣʶʯʘʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚʞʝ ʛʦʪʦʚʦʾ 

ʤʦʜʝʣʽ, ʜʣʷ ʧʨʷʤʦʛʦ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. ʑʝ ʦʜʥʝ ʢʨʠʪʠʯʥʝ ʟʘʫʚʘʞʝʥʥʷ ʧʦʣʷʛʘʻ 

ʚ ʪʦʤʫ, ʱʦ ʪʨʝʥʫʚʘʣʴʥʽ ʜʘʥʽ ʧʦʚʠʥʥʽ ʚʠʢʣʶʯʘʪʠ ʚʠʧʘʜʢʠ, ʜʝ ʙʫʣʠ ʚʠʷʚʣʝʥʽ 

ʘʥʦʤʘʣʽʾ. ʅʝ ʟʘʙʫʚʘʻʤʦ ʟʙʝʨʝʛʪʠ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʚ ʯʘʩʦʚʠʭ ʽʥʪʝʨʚʘʣʘʭ ʩʪʘʪʠʩʪʠʢʠ ʽ 

ʧʦʰʫʢʘʭ ʘʥʦʤʘʣʽʡ. ʗʢʱʦ ʜʘʥʽ ʧʽʜ ʯʘʩ ʥʘʚʯʘʥʥʷ ʨʦʟʙʠʚʘʣʠʩ ̫ʥʘ 1-ʛʦʜʠʥʥʽ ʯʘʩʦʚʽ 

ʧʨʦʤʽʞʢʠ, ʚʽʜʧʦʚʽʜʥʦ, ʧʽʜ ʯʘʩ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʾ ʚ ʜʘʥʠʭ ʩʴʦʛʦʜʝʥʥʷ, ʩʪʘʪʠʩʪʠʢʘ 

ʪʘʢʦʞ ʤʘʻ ʙʫʪʠ ʟʙʫʜʦʚʘʥʘ ʚ ʤʝʞʘʭ ʛʦʜʠʥʠ ʽ ʟʛʨʫʧʦʚʘʥʘ ʘʥʘʣʦʛʽʯʥʠʤ ʯʠʥʦʤ. ʎʝ 

ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ,  ʱʦ ʢʦʨʝʣʷʮʽʡʥʝ ʧʨʘʚʠʣʦ ʤʘʻ ʟʘʧʫʩʢʘʪʠʩ ̫ ʱʦʛʦʜʠʥʠ ʪʘ 

ʘʥʘʣʽʟʫʚʘʪʠ ʜʘʥʽ ʟʘ 1 ʛʦʜʠʥʫ ʥʘʟʘʜ. 

ʌʦʨʤʘʣʴʥʦ ʚʠʨʘʟʠʤʦ ʢʨʦʢ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʷʢ: 

 

ὃ ὥὴὴὰώὓȟὢ ȟ               σȢτρ 

 

ʜʝ: ὥὴὴὰώ ï ʬʫʥʢʮʽʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʜʝʣʽ ʜʦ ʥʦʚʦʛʦ ʥʘʙʦʨʫ ʜʘʥʠʭ ὢ , ὃ ï 

ʨʝʟʫʣʴʪʘʪʠ ʘʥʘʣʽʟʫ, ʢʣʘʩʠʬʽʢʘʮʽʷ ʚʩʽʭ ʧʦʜʽʡ ʷʢ ʥʦʨʤʘʣʴʥʽ ʘʙʦ ʘʥʦʤʘʣʴʥʽ. 

ʎʝʡ ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ ʧʽʜʭʽʜ ʛʘʨʘʥʪʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʥʘʰʦʾ ʩʠʩʪʝʤʠ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʧʽʜʢʨʝʩʣʶʶʯʠ ʟʥʘʯʝʥʥʷ ʧʽʜʛʦʪʦʚʢʠ 

ʜʘʥʠʭ, ʽʥʞʝʥʝʨʽʾ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʪʨʝʥʫʚʘʥʥʷ ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʜʝʣʽ ʜʣʷ 

ʟʥʘʭʦʜʞʝʥʥʷ ʘʥʦʤʘʣʴʥʠʭ ʦʙôʻʢʪʽʚ ʚ ɯʉ [43, 47, 52]. 
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3.3 ɺʠʢʦʨʠʩʪʘʥʥʷ ʥʘʚʯʝʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʟʘʛʨʦʟ ʥʘ 

ʜʘʥʠʭ ʽʟ ʢʦʨʦʪʢʦʶ ʟʘʪʨʠʤʢʦʶ (<24ʛʦʜ) 

 

ʇʨʦʡʜʝʤʦ ʚʩʽ ʝʪʘʧʠ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʧʦʙʫʜʦʚʠ ʢʦʨʝʣʷʮʽʡʥʠʭ 

ʧʨʘʚʠʣ ʥʘ ʦʩʥʦʚʽ ML ʚ SIEM «Splunk» [43, 47]. ɿʘʚʜʘʥʥʷ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʾ 

ʩʬʦʨʤʫʻʤʦ ʪʘʢʠʤ ʯʠʥʦʤ ï ʮʽʢʘʚʠʪʴ ʧʦʰʫʢ ʘʥʦʤʘʣʽʾ ʩʧʨʘʮʶʚʘʥʴ IDS ʥʘ ʢʦʞʥʦʤʫ 

ʢʽʥʮʝʚʦʤʫ ʧʨʠʩʪʨʦʾ. ʇʦʰʫʢ ʘʥʦʤʘʣʽʾ ʙʫʜʝʤʦ ʟʜʽʡʩʥʶʚʘʪʠ ʚ ʤʝʞʘʭ ʜʦʙʠ (24 

ʛʦʜʠʥʠ). ʇʝʨʝʩʣʽʜʫʻʤʦ ʮʽʣʴ ʚʠʷʚʣʷʪʠ ʜʽʾ ʘʪʘʢʫʶʯʠʭ ʧʦʚôʷʟʘʥʽ ʟ Lateral Movement 

ʟʘ ʫʤʦʚʠ, ʱʦ ʨʦʟʛʦʨʪʘʥʥʷ ʘʪʘʢʠ ʟʜʽʡʩʥʶʻʪʴʩʷ ʧʦʩʪʫʧʦʚʦ ʽ ʘʪʘʢʫʶʯʘ ʢʦʤʘʥʜʘ 

ʥʘʤʘʛʘʻʪʴʩʷ ʷʢʦʤʦʛʘ ʢʨʘʱʝ ʤʘʩʢʫʚʘʪʠ ʩʚʦʶ ʜʽʷʣʴʥʽʩʪʴ. ɼʣʷ ʜʝʤʦʥʩʪʨʘʪʠʚʥʠʭ 

ʮʽʣʝʡ, ʜʘʪʘʩʝʪ ʬʦʨʤʫʻʤʦ ʟʘ 30 ʜʥʽʚ, ʪʦʯʥʽʰʝ ʟʘ 29 ʜʥʽʚ ʙʦ ʥʝ ʚʨʘʭʦʚʫʻʤʦ 

ʩʴʦʛʦʜʝʥʥʷ. 

ʇʝʨʰʠʡ ʝʪʘʧ: ʬʦʨʤʫʻʤʦ ʟʘʛʘʣʴʥʠʡ ʜʘʪʘʩʝʪ ʟ ʢʽʣʴʢʽʩʪʴ ʫʥʽʢʘʣʴʥʠʭ ʟʘʧʠʩʽʚ 

ʟʘʧʠʩʽʚ ʟʘ ʧʦʣʷʤʠ ʚ ʜʘʪʘʤʦʜʝʣʽ çIntrusion_Detectionè, ʢʦʪʨʽ ʚʠʟʥʘʯʘʶʪʴ ʩʘʤʫ 

ʫʥʽʢʘʣʴʥʽʩʪʴ, ʘ ʩʘʤʝ ʚʽʜʧʨʘʚʥʠʢ (src), ʦʪʨʠʤʫʚʘʯ (dest), ʩʠʛʥʘʪʫʨʘ (signature), ʧʦʨʪ 

ʚʽʜʧʨʘʚʥʠʢʘ (src_port), ʧʦʨʪ ʦʪʨʠʤʫʚʘʯʘ(dest_port) ʪʘ ʯʘʩ (_time). 

 

 

ʈʠʩ. 3.15. ʉʪʘʪʠʩʪʠʢʘ ʩʧʨʘʮʶʚʘʥʴ IDS ʟʘ 30 ʜʥʽʚ 
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ʗʢ ʚʠʜʥʦ ʟ ʨʠʩ. 3.15 ʦʪʨʠʤʘʣʠ ʟʥʘʯʥʠʡ ʦʙʩʷʛ ʩʧʨʘʮʶʚʘʥʴ ï 12305816, ʱʦ ʻ 

ʥʝʨʝʘʣʽʩʪʠʯʥʦʶ ʟʘʜʘʯʝʶ ʜʣʷ ʦʧʨʘʮʶʚʘʥʥʷ. ɺʘʨʪʦ ʜʦʜʘʪʠ, ʱʦ ʚʞʝ ʯʘʩʪʠʥʘ 

ʩʠʛʥʘʪʫʨ ʙʫʣʘ ʚʠʢʣʶʯʝʥʘ, ʘ ʩʘʤʝ ʩʠʛʥʘʪʫʨʠ ʢʦʪʨʽ ʤʘʶʪʴ ʽʥʬʦʨʤʘʮʽʡʥʠʡ 

ʧʨʽʦʨʠʪʝʪ (Priority=3). 

ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ: ʟʘʧʠʰʝʤʦ ʜʘʥʽ ʚ ʪʘʙʣʠʮʶ ʟ ʥʘʟʚʦʶ 

çids_ml_test_dataset.csvè, ʚʠʢʣʶʯʥʦ ʟ ʜʝʤʦʥʩʪʨʘʮʽʡʥʦʶ ʮʽʣʣʶ, ʱʦʙ ʢʦʞʥʦʛʦ ʨʘʟʫ 

ʥʝ ʟʘʧʫʩʢʘʪʠ ʧʦʰʫʢ ʧʦ ʘʢʩʝʣʝʨʦʚʘʥʠʭ ʜʘʥʠʭ ʚ ʜʘʪʘʤʦʜʝʣʽ. ʇʝʨʝʡʜʝʤʦ ʜʦ ʦʮʽʥʢʠ 

ʜʘʥʠʭ, ʘ ʩʘʤʝ ʾʭʥʴʦʛʦ ʨʦʟʧʦʜʽʣʫ. 

 

 

ʈʠʩ. 3.16. ʈʦʟʧʦʜʽʣ ʢʽʣʴʢʦʩʪʽ ʩʠʛʥʘʪʫʨ ʟʘ 30 ʜʥʽʚ 

 

ɸʥʘʣʽʟʫʶʯʠ ʮʽ ʜʘʥʽ, ʤʦʞʥʘ ʯʽʪʢʦ ʚʙʘʯʘʪʠ, ʱʦ ʩʠʛʥʘʪʫʨʠ ʤʘʶʪʴ ʨʽʟʥʠʡ 

ʨʦʟʧʦʜʽʣ. ɹʽʣʴʰʽʩʪʴ ʟ ʥʠʭ ʥʘʣʝʞʘʪʴ ʜʦ Normal ʨʦʟʧʦʜʽʣʫ ʧʨʦʪʝ ʜʝʷʢʽ ʦʧʠʩʫʶʪʴ 

Gaussian KDE ʘʙʦ Exponential Distribution. ʊʦʤʫ, ʷʢʱʦ ʻ ʧʨʦʜʫʢʪʠʚʥʽ ʤʦʞʣʠʚʦʩʪʽ 

ʢʣʘʩʪʝʨʘ, ʢʨʘʱʝ ʚʠʢʦʨʠʩʪʘʪʠ ʚʠʟʥʘʯʝʥʥʷ ʘʚʪʦʨʦʟʧʦʜʽʣʫ ʜʣʷ ʢʦʞʥʦʛʦ ʦʙôʻʢʪʘ. 

ɿʘʪʨʘʪʠ ʚ ʯʘʩʽ ʥʘ ʥʘʚʯʘʥʥʷ ʙʫʜʫʪʴ ʙʽʣʴʰʠʤʠ, ʧʨʦʪʝ ʷʢʽʩʴ ʚʠʟʥʘʯʝʥʥʷ ʘʥʦʤʘʣʽʡ 

ʙʫʜʝ ʢʨʘʱʦ .ʁ 

ʊʘʢʦʞ ʚʽʜʬʽʣʴʪʨʫʻʤʦ ʚʞʝ ʜʦʩʣʽʜʞʝʥʠʡ çʰʫʤè ʟ ʜʘʪʘʩʝʪʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʤʘʢʨʦʩʽʚ (macros) çexclude_scannersè, çexclude_ids_signaturesè ʪʘ 

çexceptions_anomaly_in_ids_eventsè. ʄʘʢʨʦʩ ʚ SIEM «Splunk» - ʮʝ ʬʫʥʢʮʽʷ, ʢʦʪʨʘ 

ʚʠʢʣʠʢʘʻ ʜʦʜʘʪʢʦʚʠʡ ʧʦʰʫʢʦʚʠʡ ʟʘʧʠʪ ʚ ʷʢʦʤʫ ʦʧʠʩʫʶʪʴʩʷ ʧʘʨʘʤʝʪʨʠ, ʷʢʽ 

ʤʦʞʫʪʴ ʙʫʪʠ ʩʧʽʣʴʥʠʤʠ ʜʣʷ ʙʘʛʘʪʴʦʭ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʦʰʫʢʦʚʠʭ ʟʘʧʠʪʽʚ. ʊʦʙʪʦ 

ʤʘʢʨʦʩ ʟʙʝʨʽʛʘʻ, ʫʤʦʚʥʽ, ʚʠʥʷʪʢʠ, ʷʢʽ ʘʢʪʫʘʣʴʥʽ ʜʣʷ ʚʘʰʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʊʘʢʠʡ 

ʧʽʜʭʽʜ ʜʦʟʚʦʣʠʪʴ ʛʥʫʯʢʦ ʧʨʘʮʶʚʘʪʠ ʟ ʙʘʛʘʪʴʤʘ ʧʦʰʫʢʦʚʠʤʠ ʟʘʧʠʪʘʤʠ.  
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ʈʠʩ. 3.17. ʄʘʢʨʦʩ ʟ ʚʠʥʷʪʢʘʤʠ ʜʣʷ IDS ʩʧʨʘʮʶʚʘʥʴ 

 

ʊʨʝʪʽʡ ʝʪʘʧ ʧʝʨʝʜʙʘʯʘʻ ʨʦʟʨʘʭʫʥʦʢ ʜʦʜʘʪʢʦʚʠʭ ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ 

(ɼʂʇ) ʜʣʷ ʜʘʪʘʩʝʪʫ ʢʦʪʨʽ ʟʤʦʞʫʪʴ ʧʦʢʨʘʱʠʪʠ ʧʨʝʮʠʟʽʡʥʽʩʪʴ ʫ ʚʠʷʚʣʝʥʽ ʘʥʦʤʘʣʽʡ. 

ʆʩʢʽʣʴʢʠ ʤʠ ʰʫʢʘʻʤʦ ʘʥʦʤʘʣʽʾ ʚ ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ, ʱʦ ʩʪʘʥʦʚʠʪʴ ʜʦʙʫ ʽ IDS 

«Suricata» ʫ fast.log ʬʦʨʤʘʪʽ ʣʦʛʫʚʘʥʥʷ ʥʝ ʟʘʧʠʩʫʻ ʥʽʷʢʠʭ ʜʦʜʘʪʢʦʚʠʭ ʤʝʨʝʞʝʚʠʭ 

ʧʘʨʘʤʝʪʨʽʚ ʪʦ ʥʘʰʠʤʠ ɼʂʇ ʙʫʜʫʪʴ:  

¶ ʜʝʥʴ ʪʠʞʥʷ (DayOfWeek) ï ʧʦʢʘʟʥʠʢ ʟʘ ʷʢʠʤ ʤʦʞʥʘ ʩʧʨʦʙʫʚʘʪʠ 

ʰʫʢʘʪʠ ʤʘʷʯʢʠ (beacons) ʚ ʤʝʨʝʞʽ 

¶ ʢʣʘʩʠʬʽʢʘʪʦʨ ʚʠʭʽʜʥʠʭ ʜʥʽʚ ï ʘʜʞʝ ʚ ʙʫʜʥʽ ʥʘʚʘʥʪʘʞʝʥʥʷ ʟʥʘʯʥʦ 

ʙʽʣʴʰʝ, ʘʥʽʞ ʫ ʚʠʭʽʜʥʽ ʜʥʽ. 

 

ʈʠʩ. 3.18. ʈʝʟʫʣʴʪʘʪ ʚʽʜʬʽʣʴʪʨʦʚʘʥʠʭ ʜʘʥʠʭ ʚʽʜ çʰʫʤʫè ʪʘ ʜʦʜʘʚʘʥʥʷ ɼʂʇ 
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ʏʝʪʚʝʨʪʠʡ ʝʪʘʧ ï ʧʦʚʝʨʪʘʻ ʥʘʩ ʜʦ ʚʞʝ ʩʬʦʨʤʦʚʘʥʦʾ ʮʽʣʽ ʽ ʦʩʥʦʚʥʝ ʟʘʚʜʘʥʥʷ 

ʮʴʦʛʦ ʢʨʦʢʫ ʮʝ ʧʝʨʝʪʚʦʨʠʪʠ ʟʘʛʘʣʴʥʫ ʩʪʘʪʠʩʪʠʢʫ ʥʘ ʢʦʥʢʨʝʪʠʟʦʚʘʥʫ ʥʘʚʢʦʣʦ 

ʧʝʚʥʦʛʦ ʦʙôʻʢʪʫ (ʯʠ ʦʙôʻʢʪʽʚ), ʷʢʠʡ ʩʬʦʨʤʦʚʘʥʠʡ ʷʢ ʮʽʣʴ ʧʦʰʫʢʫ. ʊʦʙʪʦ, ʫ 

ʚʠʧʘʜʢʫ, ʱʦ ʨʦʟʛʣʷʜʘʻʪʴʩʷ, ʧʝʨʝʪʚʦʨʠʪʠ ʫʟʘʛʘʣʴʥʝʥʫ ʩʪʘʪʠʩʪʠʢʫ ʢʽʣʴʢʦʩʪʽ IDS 

ʩʧʨʘʮʶʚʘʥʴ ʥʘ ʩʫʤʫ ʢʽʣʴʢʦʩʪʽ IDS ʩʧʨʘʮʶʚʘʥʴ ʧʦ ʨʽʟʥʠʤ ʩʠʛʥʘʪʫʨʘʤ ʱʦʜʦ 

(ʥʘʚʢʦʣʦ) ʢʦʞʥʦʛʦ ʫʥʽʢʘʣʴʥʦʛʦ ʦʪʨʠʤʫʚʘʯʘ (src). ʅʝ ʟʘʙʫʚʘʻʤʦ ʧʨʦ ʜʦʜʘʚʘʥʥʷ 

ɼʂʇ ʪʘ ʟʙʝʨʝʞʝʥʥʷ ʯʘʩʦʚʦʛʦ ʚʽʢʥʘ ʚ 1 ʜʦʙʫ. 

 

 

ʈʠʩ. 3.19. ʌʦʨʤʫʚʘʥʥʷ ʢʦʥʢʨʝʪʠʟʦʚʘʥʦʾ ʩʪʘʪʠʩʪʠʢʠ ʥʘʚʢʦʣʦ ʦʙᾷʻʢʪʘ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʾ 

 

ʇôʷʪʠʡ ʝʪʘʧ ʤʝʪʦʜʫ ï ʮʝ ʙʝʟʧʦʩʝʨʝʜʥʻ ʥʘʚʯʘʥʥʷ ʘʣʛʦʨʠʪʤʫ DensityFunction 

ʥʘ ʩʬʦʨʤʦʚʘʥʦʤʫ ʜʘʪʘʩʝʪʫ ʽ ʬʦʨʤʫʚʘʥʥʷ ʥʘʚʯʝʥʦʾ ʤʦʜʝʣʽ. çSplunkè ʤʘʻ ʛʥʫʯʢʫ ʽ 

ʚʠʩʦʢʦʝʬʝʢʪʠʚʥʫ ʤʦʚʫ ʧʨʦʛʨʘʤʫʚʘʥʥʷ (ʟʘʧʠʪʽʚ) Splunk Processing Language 

(SPL), ʘ ʟʘ ʫʤʦʚʠ ʚʩʪʘʥʦʚʣʝʥʥʷ ʘʜʜʦʥʫ Splunk Machine Learning Toolkit (MLTK), 

ʜʦʟʚʦʣʷʻ ʣʝʛʢʦ ʦʧʝʨʫʚʘʪʠ ʟ Python ʙʽʙʣʽʦʪʝʢʘʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ. ʂʦʤʘʥʜʘ 

çfitè ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʥʘʚʯʘʥʥʷ [84]. ɺʠʢʣʶʯʘʻʤʦ ʩʴʦʛʦʜʥʽ ʽʟ ʬʦʨʤʫʚʘʥʥʷ ʜʘʪʘʩʝʪʫ 

ʧʽʜ ʯʘʩ ʥʘʚʯʘʥʥʷ: 
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ʈʠʩ. 3.20. ʅʘʚʯʘʥʥʷ DensityFunction ʥʘ ʧʽʜʛʦʪʦʚʣʝʥʦʤʫ ʥʘʙʦʨʽ ʜʘʥʠʭ ʪʘ  

ʬʦʨʤʫʚʘʥʥʷ ʤʦʜʝʣʽ çcount_ids_attacks_by_src_1d_with_features_exampleè 

 

 

ʈʠʩ. 3.21. ʅʘʚʯʘʥʥʷ DensityFunction ʥʘ ʧʽʜʛʦʪʦʚʣʝʥʦʤʫ ʥʘʙʦʨʽ ʜʘʥʠʭ ʪʘ 

ʬʦʨʤʫʚʘʥʥʷ ʤʦʜʝʣʽ çcount_ids_attacks_by_src_1d_with_features_exampleè 

 

ʅʘ ʨʠʩ. 3.21 ʙʘʯʠʤʦ ʩʪʚʦʨʝʥʥʷ ʜʚʦʭ ʜʦʜʘʪʢʦʚʠʭ ʧʦʣʽʚ, ʘ ʩʘʤʝ 

«BoundaryRangesè ʪʘ çIsOutlier(ids_attacks)». «BoundaryRanges» - ʧʦʣʝ, ʷʢʝ 

ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʚʠʟʥʘʯʝʥʥʷ ʤʝʞ ʟʘ ʷʢʠʭ ʧʦʜʽʷʭ ʙʫʜʝ ʨʘʭʫʚʘʪʠʩʴ ʘʥʦʤʘʣʴʥʦʶ ʚ 

ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʛʦ ʦʙᾷʻʢʪʫ. çIsOutlier(ids_attacks)» - ʚʠʟʥʘʯʘʻ ʩʘʤʫ ʘʥʦʤʘʣʽʶ, ʜʝ 

ʟʥʘʯʝʥʥʷ ç0.0è - ʪʠʧʦʚʘ ʧʦʜʽʷ, ç1.0è - ʘʥʦʤʘʣʽʷ.  

ɺʽʜʧʦʚʽʜʥʦ, ʮʽ ʧʦʣʷ, ʨʘʟʦʤ ʟ ʢʦʤʘʥʜʦʶ çsummaryè ʚʘʨʪʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ 

ʘʥʘʣʽʟʫ ʨʝʟʫʣʴʪʘʪʽʚ ʥʘʚʯʘʥʥʷ [85]. 
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ʆʩʪʘʥʥʽʡ ʧʫʥʢʪ, ʰʦʩʪʠʡ, ʤʝʪʦʜʫ ʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʘʚʯʝʥʦʾ ML ʤʦʜʝʣʽ ʜʣʷ 

ʨʝʣʝʚʘʥʪʥʠʭ ʜʘʥʠʭ (ʜʘʥʠʭ ʩʴʦʛʦʜʝʥʥʷ ʘʙʦ ʜʘʥʠʭ ʜʝ ʧʦʪʨʽʙʥʦ ʟʥʘʡʪʠ ʘʥʦʤʘʣʽʶ). 

ɼʣʷ ʮʴʦʛʦ ʬʦʨʤʫʻ ʜʘʥʽ, ʚ ʷʢʠʭ ʰʫʢʘʻʤʦ ʘʥʦʤʘʣʽʶ, ʘʥʘʣʦʛʽʯʥʠʤ ʩʧʦʩʦʙʦʤ, ʪʦʙʪʦ 

ʧʨʦʭʦʜʠʤʦ ʪʽ ʞ ʧʫʥʢʪʠ ʤʝʪʦʜʫ ʟ 1 ʧʦ 5. 

ʊʘ ʥʘ ʦʩʪʘʥʥʴʦʤʫ ʢʨʦʮʽ ʟʘʩʪʦʩʦʚʫʻʤʦ SPL ʢʦʤʘʥʜʫ çapply» ʪʘ ʟʚʝʨʪʘʻʤʦʩʴ ʜʦ 

ʧʽʜʛʦʪʦʚʣʝʥʦʾ ʤʦʜʝʣʽ.  

 

 

ʈʠʩ. 3.22. ɿʘʩʪʦʩʫʚʘʥʥʷ ʥʘʚʯʝʥʦʾ ML ʤʦʜʝʣʽ ʜʣʷ ʧʦʰʫʢ ʘʥʦʤʘʣʽʡ ʚ ʦʩʪʘʥʥʽʭ, 

ʘʢʪʫʘʣʴʥʠʭ, ʜʘʥʠʭ 

  

ɹʘʯʠʤʦ ʟ ʨʠʩ. 3.22, ʱʦ ʘʥʦʤʘʣʽʾ ʙʫʣʠ ʟʥʘʡʜʝʥʽ, ʚʽʜʧʦʚʽʜʥʦ ʾʭ ʤʦʞʥʘ 

ʥʘʜʽʩʣʘʪʠ ʫ ʚʠʛʣʷʜʽ Notable Events ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʦʧʨʘʮʶʚʘʥʥʷ Tier1 

ʘʥʘʣʽʪʠʢʘʤʠ CSOC ʘʙʦ ʚʠʢʦʨʠʩʪʘʪʠ ʷʢ ʚʭʽʜʥʽ ʜʘʥʽ ʜʣʷ ʧʨʦʮʝʜʫʨʠ Threat Hunting 

[44, 52]. 

 

3.4 ɺʽʜʙʽʨ ʜʦʜʘʪʢʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ ʢʣʘʩʠʬʽʢʘʮʽʾ ʤʦʥʽʪʦʨʠʥʛʫ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʙʽʣʴʰ ʛʨʘʥʫʣʷʨʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ 

 

ɼʣʷ ʟʙʽʣʴʰʝʥʥʷ ʛʨʘʥʫʣʷʨʥʦʩʪʽ ʜʘʥʠʭ ʫ ʟʘʜʘʯʘʭ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ 

ʢʽʙʝʨʙʝʟʧʝʮʽ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ʜʦʜʘʪʢʦʚʽ ʢʦʨʠʩʥʽ ʧʘʨʘʤʝʪʨʠ (ɼʂʇ), 

ʷʢʽ ʜʦʧʦʤʦʞʫʪʴ ʚʠʜʽʣʠʪʠ ʘʥʦʤʘʣʴʥʽ ʧʘʪʝʨʥʠ ʯʠ ʧʦʚʝʜʽʥʢʫ ʟ ʙʽʣʴʰʦʶ ʪʦʯʥʽʩʪʶ.  
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ɸʜʞʝ, ʟ ʪʦʯʢʠ ʟʦʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʤʘʻ ʚʝʣʠʢʝ ʟʥʘʯʝʥʥʷ ʫʤʦʚʥʦ ʰʢʽʜʣʠʚʘ 

ʘʢʪʠʚʥʽʩʪʴ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚʜʝʥʴ ʯʠ ʚʥʦʯʽ ï ʜʽʾ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʚʜʝʥʴ ʤʦʞʫʪʴ ʙʫʪʠ 

ʮʽʣʢʦʤ ʣʝʛʽʪʠʤʥʠʤʠ, ʘ ʦʪ ʪʘ ʞ ʘʢʪʠʚʥʽʩʪʴ ʚʥʦʯʽ, ʷʢʱʦ ʥʝʤʘʻ ʧʽʜʪʚʝʨʜʞʝʥʦʾ ʘʙʦ 

ʟʘʨʝʻʩʪʨʦʚʘʥʦʾ ʧʨʦʮʝʜʫʨʠ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ï ʥʝ ʻ ʣʝʛʽʪʠʤʥʦʶ ʽ ʩʚʽʜʯʠʪʴ, ʘʙʦ ʧʨʦ 

ʧʦʨʫʰʝʥʥʷ ʧʦʣʽʪʠʢ ʢʦʤʧʘʥʽʾ ʢʦʥʢʨʝʪʥʠʤ ʘʜʤʽʥʽʩʪʨʘʪʦʨʦʤ, ʘʙʦ ʧʨʦ ʡʦʛʦ 

ʢʦʤʧʨʦʤʝʥʪʘʮʽʶ, ʘʙʦ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʚʠʩʪʫʧʘʻ ʚ ʨʦʣʽ ʽʥʩʘʡʜʝʨʘ. 

ʄʠ ʚʠʜʽʣʷʻʤʦ ʽ ʨʝʢʦʤʝʥʜʫʻʤʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʘʢʽ ɼʂʇ: 

1. ʏʘʩʦʚʽ ʤʽʪʢʠ (Timestamps): 

¶ ʈʦʟʧʦʜʽʣ ʟʘ ʧʦʨʦʶ ʜʦʙʠ: ʜʦʜʘʚʘʥʥʷ ʧʘʨʘʤʝʪʨʘ, ʷʢʠʡ ʚʽʜʦʙʨʘʞʘʻ ʧʦʨʫ 

ʜʦʙʠ (ʨʘʥʦʢ, ʜʝʥʴ, ʚʝʯʽʨ, ʥʽʯ), ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʚʠʷʚʠʪʠ ʘʥʦʤʘʣʴʥʫ ʘʢʪʠʚʥʽʩʪʴ, ʱʦ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʚ ʥʝʪʠʧʦʚʠʡ ʯʘʩ.  

 

4ÉÍÅͅÏÆͅ$ÁÙ
(ÏÕÒ4ÉÍÅÓÔÁÍÐ

ȟ             σȢτς 

 

¶ ɼʝʥʴ ʪʠʞʥʷ: ɸʥʘʣʦʛʽʯʥʦ, ʢʣʘʩʠʬʽʢʘʮʽʷ ʘʢʪʠʚʥʦʩʪʽ ʧʦ ʜʥʷʭ ʪʠʞʥʷ 

ʤʦʞʝ ʧʽʜʢʘʟʘʪʠ ʧʨʦ ʘʥʦʤʘʣʽʾ, ʷʢʽ ʚʽʜʙʫʚʘʶʪʴʩʷ ʫ ʚʠʭʽʜʥʽ ʘʙʦ ʩʧʝʮʠʬʽʯʥʽ ʙʫʜʥʽ. 

 

$ÁÙͅÏÆͅ7ÅÅË7ÅÅËÄÁÙ4ÉÍÅÓÔÁÍÐȟ   σȢτσ 

 

¶ ɹʽʟʥʝʩ ʛʦʜʠʥʠ ï ʚʠʟʥʘʯʠʪʠ ʯʽʪʢʽ ʨʘʤʢʠ ʜʣʷ ʨʦʙʦʪʠ ʦʨʛʘʥʽʟʘʮʽʾ 

2. ɻʝʦʣʦʢʘʮʽʡʥʽ ʧʘʨʘʤʝʪʨʠ: 

¶ ʂʨʘʾʥʘ ʘʙʦ ʨʝʛʽʦʥ: ʽʥʢʦʣʠ ʘʥʦʤʘʣʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʧʦʚ'ʷʟʘʥʽ ʟ 

ʘʢʪʠʚʥʽʩʪʶ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʟ ʥʝʪʠʧʦʚʠʭ ʛʝʦʛʨʘʬʽʯʥʠʭ ʣʦʢʘʮʽʡ. 

¶ ʃʦʢʘʣʴʥʽ ʯʘʩʦʚʽ ʟʦʥʠ: ʇʝʨʝʪʚʦʨʝʥʥʷ ʯʘʩʫ ʫ ʣʦʢʘʣʴʥʫ ʯʘʩʦʚʫ ʟʦʥʫ 

ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʚʠʟʥʘʯʠʪʠ, ʯʠ ʻ ʘʢʪʠʚʥʽʩʪʴ ʧʽʜʦʟʨʽʣʦʶ ʟʘʣʝʞʥʦ ʚʽʜ ʯʘʩʫ ʜʦʙʠ ʚ 

ʜʘʥʦʤʫ ʨʝʛʽʦʥʽ. 

3. ʄʝʨʝʞʝʚʽ ʧʘʨʘʤʝʪʨʠ: 

¶ ʆʙ'ʻʤ ʧʝʨʝʜʘʥʠʭ ʜʘʥʠʭ: ʘʥʦʤʘʣʽʾ ʚ ʦʙ'ʻʤʘʭ ʧʝʨʝʜʘʥʠʭ ʜʘʥʠʭ ʤʦʞʫʪʴ 

ʚʢʘʟʫʚʘʪʠ ʥʘ DDoS ʘʪʘʢʠ ʘʙʦ ʩʧʨʦʙʠ ʝʢʩʬʽʣʴʪʨʘʮʽʾ ʜʘʥʠʭ. 
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$ÁÔÁ6ͅÏÌÕÍÅ2ͅÁÔÉÏ
#ÕÒÒÅÎÔ0ͅÅÒÉÏÄ$ͅÁÔÁ6ͅÏÌÕÍÅ

!ÖÅÒÁÇÅ0ͅÅÒÉÏÄ$ͅÁÔÁ6ͅÏÌÕÍÅ
ȟ              σȢττ 

 

¶ ʏʘʩʪʦʪʘ ʟʚʝʨʥʝʥʴ ʜʦ ʩʝʨʚʝʨʘ: ʚʠʩʦʢʘ ʯʘʩʪʦʪʘ ʟʚʝʨʥʝʥʴ ʜʦ ʩʝʨʚʝʨʽʚ 

ʤʦʞʝ ʙʫʪʠ ʽʥʜʠʢʘʪʦʨʦʤ ʩʢʘʥʫʚʘʥʥʷ ʧʦʨʪʽʚ ʘʙʦ ʘʪʘʢ. 

 

2ÅÑÕÅÓÔ2ͅÁÔÅ
4ÏÔÁÌ2ͅÅÑÕÅÓÔÓ

4ÏÔÁÌ4ͅÉÍÅͅ0ÅÒÉÏÄ
ȟ    σȢτυ 

 

4. ʉʪʘʪʠʩʪʠʢʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘ ʜʦʜʘʪʢʘʤʠ: ʩʪʝʞʝʥʥʷ ʟʘ ʪʠʤ, ʷʢʽ ʜʦʜʘʪʢʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ, ʽ ʾʭʥʷ ʘʥʦʤʘʣʴʥʘ ʘʢʪʠʚʥʽʩʪʴ ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʚʠʷʚʠʪʠ 

ʰʢʽʜʣʠʚʝ ʇɿ ʘʙʦ ʽʥʰʽ ʚʪʨʫʯʘʥʥʷ. 

5. ʇʘʨʘʤʝʪʨʠ ʘʚʪʦʨʠʟʘʮʽʾ ʪʘ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ: ʟʤʽʥʠ ʚ ʧʦʚʝʜʽʥʮʽ 

ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ: ʅʘʧʨʠʢʣʘʜ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʦʚʦʛʦ ʧʨʠʩʪʨʦʶ ʘʙʦ ʚʭʽʜ ʟ ʥʦʚʦʾ 

ʣʦʢʘʮʽʾ. 

6. ʊʨʠʚʘʣʽʩʪʴ ʤʝʨʝʞʝʚʦʾ ʩʝʩʽʾ: ʥʘʜʪʦ ʢʦʨʦʪʢʽ ʘʙʦ ʥʘʜʪʦ ʜʦʚʛʽ ʩʝʩʽʾ 

ʤʦʞʫʪʴ ʙʫʪʠ ʽʥʜʠʢʘʪʦʨʘʤʠ ʘʥʦʤʘʣʽʡ. 

 

3ÅÓÓÉÏÎ$ͅÕÒÁÔÉÏÎ3ÅÓÓÉÏÎ%ͅÎÄͅ4ÉÍÅ3ÅÓÓÉÏÎ3ͅÔÁÒÔ4ͅÉÍÅȟ        σȢτφ 

 

7. ʇʘʨʘʤʝʪʨʠ ʟʘʧʠʪʫ: 

¶ ɸʥʘʣʽʟ ʪʠʧʽʚ ʟʘʧʠʪʽʚ ʤʦʞʝ ʚʠʷʚʠʪʠ ʥʝʦʯʽʢʫʚʘʥʫ ʘʢʪʠʚʥʽʩʪʴ, ʪʘʢʫ ʷʢ 

ʥʝʩʪʘʥʜʘʨʪʥʽ API-ʚʠʢʣʠʢʠ. 

¶ ɺʽʜʧʦʚʽʜʽ ʩʝʨʚʝʨʘ (ʩʪʘʪʫʩ ʢʦʜʠ): ʅʝʦʯʽʢʫʚʘʥʘ ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ 

ʚʽʜʧʦʚʽʜʝʡ ʤʦʞʝ ʚʢʘʟʫʚʘʪʠ ʥʘ ʧʦʪʝʥʮʽʡʥʽ ʧʨʦʙʣʝʤʠ. 

 

%ÒÒÏÒ2ͅÅÓÐÏÎÓÅ2ͅÁÔÅ
%ÒÒÏÒ2ͅÅÓÐÏÎÓÅÓ

4ÏÔÁÌ2ͅÅÓÐÏÎÓÅÓ
ȟ         σȢτχ 
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3.5 ɺʧʨʦʚʘʜʞʝʥʥʷ ʩʠʩʪʝʤʥʦʛʦ ʧʽʜʭʦʜʫ ʦʮʽʥʢʠ ʨʠʟʠʢʫ (RBA) 

ʚʠʥʠʢʥʝʥʥʷ ʟʘʛʨʦʟʠ ʥʘ ʦʩʥʦʚʽ ML 

 

ʂʽʙʝʨʙʝʟʧʝʢʘ ʟʘʚʞʜʠ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʦʮʽʥʢʠ ʨʠʟʠʢʽʚ. ɯ ʚʧʨʦʚʘʜʞʝʥʥʷ ʙʫʜʴ-

ʷʢʦʛʦ ʧʽʜʭʦʜʫ ʯʠ ʽʥʩʪʨʫʤʝʥʪʫ ʤʘʻ ʤʽʩʪʠʪʠ ʧʨʦʮʝʩ ʘʥʘʣʽʟʫ ʨʠʟʠʢʫ, ʨʠʟʠʢʫ ʷʢʠʡ 

ʧʦʢʨʠʻ ʧʽʜʭʽʜ/ʽʥʩʪʨʫʤʝʥʪ ʪʘ ʨʠʟʠʢʫ ʷʢʠʡ ʩʪʚʦʨʠʪʴ ʜʘʥʠʡ ʧʽʜʭʽʜ ʯʠ ʽʥʩʪʨʫʤʝʥʪ. 

ɿ ʦʮʽʥʢʦʶ ʚʧʨʦʚʘʜʞʝʥʥʷ ML ï ʦʙˇʨʫʥʪʦʚʘʥʦ, ʘʣʝ ʯʠ ʻ ʨʠʟʠʢʠ ʚʽʜ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʪʘʢʦʛʦ ʤʝʪʦʜʫ? ɿʚʽʩʥʦ ʻ. ʆʩʢʽʣʴʢʠ, ʧʦʢʣʘʜʘʪʠʩʴ ʧʦʚʥʽʩʪʶ ʥʘ ʨʦʙʦʪʫ 

ML ï ʮʝ ʥʝ ʥʘʡʧʨʘʢʪʠʯʥʽʰʠʡ ʚʠʙʽʨ. ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʻ ʜʦʧʦʤʽʞʥʠʤ 

ʽʥʩʪʨʫʤʝʥʪʦʤ, ʢʦʪʨʝ ʧʦʚʠʥʥʝ ʜʦʧʦʤʦʛʪʠ, ʘʙʦ ʚ ʧʦʢʨʘʱʝʥʥʽ ʚʠʷʚʣʝʥʥʷ ʧʝʚʥʠʭ 

ʟʘʛʨʦʟ ʚ ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʘʨʽʶ, ʘʙʦ ʚ ʧʦʢʨʘʱʝʥʥ̔  ʘʥʘʣʽʟʫ ʥʘʷʚʥʠʭ 

ʜʘʥʠʭ.  ʊʘʢ ʷʢ, ʩʬʝʨʘ ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʘʜʪʦ ʯʫʪʣʠʚʘ ʜʦ ʧʦʜʽʡ ʪʠʧʫ False-Negative, 

ʢʦʣʠ ʙʫʣʦ ʤʽʩʮʝ ʟʣʦʯʠʥʥʦʾ ʜʽʷʣʴʥʦʩʪʽ, ʘʣʝ ʤʠ ʡʦʛʦ ʥʝ ʚʠʷʚʠʣʠ, ʥʝ ʧʨʦʘʥʘʣʽʟʫʚʘʣʠ 

ʪʘ ʥʝ ʟʨʝʘʛʫʚʘʣʠ, ʘ ʷʢ ʙʘʯʠʤʦ ʟ ʪʝʩʪʽʚ, ʪʘʢʽ ʚʠʧʘʜʢʠ ʤʘʶʪʴ ʤʽʩʮʝ ʧʽʜ ʯʘʩ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʪʦ ʧʦʪʨʽʙʥʦ ʟʘʧʨʦʚʘʜʠʪʠ ʢʦʤʧʝʥʩʫʶʯʠʡ 

ʢʦʥʪʨʦʣʴ (ʂʂ). ɼʦ ʂʂ ʤʦʞʥʘ ʚʠʩʫʥʫʪʠ ʛʦʣʦʚʥʫ ʚʠʤʦʛʫ, ʱʦ ʚʽʥ ʧʦʚʠʥʝʥ ʙʫʪʠ ʥʝ 

ʱʝ ʦʜʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʢʦʪʨʠʡ ʙʫʜʝ ʜʦʨʦʙʣʶʚʘʪʠ ʨʦʙʦʪʫ ʟʘ ML, ʮʝ ʧʦʚʠʥʝʥ ʙʫʪʠ 

ʧʽʜʭʽʜ ʢʦʪʨʠʡ ʜʦʟʚʦʣʠʪʴ ʢʦʥʪʨʦʣʶʚʘʪʠ ʪʽ ʨʝʯʽ, ʥʘ ʷʢʽ ʥʝ ʩʧʨʘʮʶʚʘʚ ML, ʘʣʝ ʪʘʢʠʤ 

ʯʠʥʦʤ ʱʦʙ ʥʝ ʧʝʨʝʥʘʚʘʥʪʘʞʫʚʘʪʠ CSOC. ʊʦʙʪʦ ʧʦʪʨʽʙʥʦ ʟʥʘʡʪʠ ʙʘʣʘʥʩ ʤʽʞ 

ʢʦʥʪʨʦʣʝʤ ʪʘ ʨʝʟʫʣʴʪʘʪʦʤ ʚʽʜ ʢʦʥʪʨʦʣʶ.  

ʅʘʡʢʨʘʱʝ ʜʣʷ ʮʴʦʛʦ ʧʽʜʭʦʜʠʪʴ ʩʠʩʪʝʤʘ ʨʦʙʦʪʠ ʟ ʥʘʨʘʭʫʚʘʥʥʷʤ ʨʠʟʠʢʽʚ 

(ʰʪʘʬʽʚ) ʥʘ ʢʦʥʢʨʝʪʥʠʡ ʦʙᾷʻʢʪ. Risk-Based Alerting (RBA) ʻ ʩʪʨʘʪʝʛʽʯʥʠʤ 

ʧʽʜʭʦʜʦʤ ʜʦ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʦʮʽʥʮʽ ʨʠʟʠʢʽʚ [75, 86]. ʋ ʧʦʨʽʚʥʷʥʥʽ ʟ ʪʨʘʜʠʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ ʚʠʷʚʣʝʥʥʷ, ʷʢʽ 

ʩʧʠʨʘʶʪʴʩʷ ʥʘ ʣʦʛʽʢʫ ʚʠʷʚʣʝʥʥʷ ʧʦʜʽʡ ʽ ʛʝʥʝʨʘʮʽʶ ʩʧʦʚʽʱʝʥʴ, RBA ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʢʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ ʜʦ ʘʥʘʣʽʟʫ ʩʧʦʩʪʝʨʝʞʝʥʴ, ʦʮʽʥʢʠ ʧʦʪʝʥʮʽʡʥʦʛʦ ʚʧʣʠʚʫ ʪʘ 

ʨʝʘʢʮʽʾ ʥʘ ʟʘʛʨʦʟʠ. 

ʇʽʜʭʽʜ RBA ʧʝʨʝʜʙʘʯʘʻ ʟʙʽʨ ʩʧʦʩʪʝʨʝʞʝʥʴ ʽʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ, ʾʭʥʶ ʧʦʜʘʣʴʰʫ 

ʦʙʨʦʙʢʫ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʶ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʙʝʟʧʝʯʥʠʭ ʤʝʪʘʜʘʥʠʭ. ʃʠʰʝ ʫ ʚʠʧʘʜʢʫ, 
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ʢʦʣʠ ʥʘʢʦʧʠʯʫʻʪʴʩʷ ʜʦʩʪʘʪʥʷ ʢʽʣʴʢʽʩʪʴ ʮʽʢʘʚʠʭ ʩʧʦʩʪʝʨʝʞʝʥʴ, ʛʝʥʝʨʫʻʪʴʩʷ 

ʩʧʦʚʽʱʝʥʥʷ ʧʨʦ ʧʦʪʝʥʮʽʡʥʫ ʟʘʛʨʦʟʫ. 

ʑʦ ʢʦʥʢʨʝʪʥʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʨʠ ʧʦʻʜʥʘʥʥʽ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ 

ʪʘ RBA ï ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ, ʷʢʽ ʙʘʟʫʶʪʴʩʷ ʥʘ ML ʤʝʪʦʜʽ ʰʫʢʘʶʪʴ ʘʥʦʤʘʣʽʾ ʪʘ 

ʩʪʚʦʨʶʶʪʴ ʩʧʦʚʽʱʝʥʥʷ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʢʨʠʪʠʯʥʦʩʪʽ ʜʣʷ CSOC ʘʥʘʣʽʪʠʢʽʚ, ʧʨʦʪʝ 

ʩʪʘʪʠʯʥʽ ʧʨʘʚʠʣʘ ʥʝ ʚʽʜʢʣʶʯʘʶʪʴʩʷ, ʚʦʥʠ ʧʨʦʜʦʚʞʫʶʪʴ ʚʽʜʧʨʘʮʴʦʚʫʚʘʪʠ, ʘʣʝ ʥʝ 

ʩʪʚʦʨʶʶʪʴ, ʚʽʜʨʘʟʫ ʢʨʠʪʠʯʥʝ ʩʧʦʚʽʱʝʥʥʷ (notable event, NE), ʘ ʣʠʰ ʥʘʨʘʭʦʚʫʶʪʴ 

ʨʠʟʠʢ ʥʘ ʚʠʟʥʘʯʝʥʠʡ ʦʙᾷʻʢʪ. ʂʦʣʠ ʨʠʟʠʢ ʙʫʜʝ ʢʨʠʪʠʯʥʠʤ ʘʙʦ ʘʥʦʤʘʣʴʥʠʤ ï ʣʠʰ 

ʪʦʜʽ ʩʪʚʦʨʶʻʪʴʩʷ ʢʨʠʪʠʯʥʠʡ NE. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʝʩʴ ʰʫʤ ʢʦʪʨʠʡ ʧʨʠʩʫʪʥʽʡ, ʯʠ ʪʦ 

ʚ ʜʘʥʠʭ, ʯʠ ʪʦ ʚʽʜ ʢʽʙʝʨʙʝʟʧʝʢʦʚʠʭ ʢʦʥʪʨʦʣʽʚ ʥʝ ʟʘʣʠʰʘʻʪʴʩʷ ʧʦʟʘ ʫʚʘʛʦʶ, ʘ 

ʙʝʟʧʝʨʝʨʚʥʦ ʦʙʨʘʭʦʚʫʻʪʴʩʷ.  

ɯʥʰʦʶ ʧʝʨʝʚʘʛʦʶ RBA ʻ ʟʜʘʪʥʽʩʪʴ ʢʦʤʧʣʝʢʩʥʦ ʜʠʚʠʪʠʩʷ ʥʘ ʧʨʦʙʣʝʤʥʠʡ 

ʦʙᾷʻʢʪ, ʦʩʢʽʣʴʢʠ ʥʝ ʣʠʰ ʦʜʥʝ ʢʦʨʝʣʷʮʽʡʥʝ ʧʨʘʚʠʣʦ ʧʦʢʘʟʫʻ ʧʦʪʝʥʮʽʡʥʫ ʟʣʦʚʤʠʩʥʫ 

ʜʽʶ, ʘ ʨʽʟʥʽ ʧʨʘʚʠʣʘ ʟ ʨʽʟʥʠʭ ʩʪʦʨʽʥ. 

ɺʧʨʦʚʘʜʞʝʥʥʷ  RBA ï ʮʝ ʩʢʣʘʜʥʘ, ʨʝʩʫʨʩʦʟʘʪʨʘʪʥʘ, ʘʣʝ ʝʬʝʢʪʠʚʥʘ ʩʠʩʪʝʤʘ 

ʢʦʥʪʨʦʣʶ ʪʘ ʨʦʙʦʪʠ ʟ ʢʦʨʝʣʷʮʽʡʥʠʤʠ ʧʨʘʚʠʣʘʤʠ, ʜʣʷ ʾʾ ʨʝʘʣʽʟʘʮʽʾ ʥʝʦʙʭʽʜʥʦ 

ʟʜʽʡʩʥʠʪʠ ʪʘʢʽ ʢʨʦʢʠ: 

1. ʋ ʧʝʨʰʫ ʯʝʨʛʫ, ʩʪʘʥʜʘʨʪʠʟʫʚʘʪʠ ʧʽʜʭʽʜ ʜʦ ʦʙôʻʢʪʫ ʨʠʟʠʢʫ, ʪʦʙʪʦ ʱʦʙ 

ʦʙôʻʢʪ ʤʘʚ ʯʽʪʢʠʡ ʬʦʨʤʘʪ ʩʚʦʛʦ ʟʘʧʠʩʫ. ɸʜʞʝ ʞʫʨʥʘʣʠ ʧʦʜʽʡ ʚʽʜ ʨʽʟʥʠʭ ʩʠʩʪʝʤ 

ʤʦʞʫʪʴ ʦʧʠʩʫʚʘʪʠ ʪʘ ʟʘʧʠʩʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ, ʧʨʦ ʦʜʥʫ ʽ ʪʫʞ ʧʦʜʽʶ, ʧʦ-ʨʽʟʥʦʤʫ. 

ɼʦ ʧʨʠʢʣʘʜʫ, ʟʘʧʠʩ ʢʦʨʠʩʪʫʚʘʯʘ ʤʦʞʝ ʙʫʪʠ ʚ ʜʝʢʽʣʴʢʦʭ ʬʦʨʤʘʪʘʭ: 

¶ username/domain 

¶ username@company.com 

¶ username_domain 

¶ etc. 

ʋ ʪʘʢʦʤʫ ʚʠʧʘʜʢʫ, ʷʢʱʦ ʦʙôʻʢʪʦʤ ʨʠʟʠʢʫ ʻ ʢʦʨʠʩʪʫʚʘʯ, ʪʦ ʚʩʽ ʤʦʞʣʠʚʽ 

ʚʘʨʽʘʮʽʾ ʟʘʧʠʩʫ ʢʦʨʠʩʪʫʚʘʯʘ ʤʘʶʪʴ ʙʫʪʠ ʟʚʝʜʝʥʽ ʜʦ ʚʠʛʣʷʜʫ, ʜʦ ʧʨʠʢʣʘʜʫ, 

<username> ʙʝʟ ʙʫʜʴ-ʷʢʠʭ ʜʦʜʘʪʢʦʚʠʭ ʘʪʨʠʙʫʪʽʚ. ʗʢ ʮʴʦʛʦ ʜʦʩʷʛʥʫʪʠ? ʊʫʪ ʻ 

ʜʝʢʽʣʴʢʘ ʚʘʨʽʘʥʪʽʚ. ʋ ʢʦʞʥʦʤʫ ʢʦʨʝʣʷʮʽʡʥʦʤʫ ʧʨʘʚʠʣʽ, ʷʢʝ ʟʦʩʝʨʝʜʞʝʥʝ ʥʘʚʢʦʣʦ 

ʢʦʨʠʩʪʫʚʘʯʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʨʝʛʫʣʷʨʥʠʭ ʚʠʨʘʟʽʚ (regex) ʚʠʨʽʟʘʪʠ ʥʘʜʣʠʰʢʦʚʫ 
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ʽʥʬʦʨʤʘʮʽʶ. ʊʘʢʠʡ ʚʘʨʽʘʥʪ ʜʦʧʫʩʪʠʤʠʡ, ʘʣʝ ʤʘʻ ʧʝʚʥʠʡ ʥʝʜʦʣʽʢ,  ʧʦʚʠʥʥʘ ʙʫʪʠ 

100% ʚʧʝʚʥʝʥʽʩʪʴ ʚ ʪʠʧʽ ʟʘʧʠʩʫ ʢʦʨʠʩʪʫʚʘʯʘ (ʜʣʷ ʪʦʛʦ, ʱʦʙ ʥʘʧʠʩʘʪʠ ʯʽʪʢʠʡ 

ʨʝʛʫʣʷʨʥʠʡ ʚʠʨʘʟ). ʊʘʢʦʞ, ʻ ʨʠʟʠʢ, ʱʦ ʪʠʧ ʞʫʨʥʘʣʫ ʧʦʜʽʡ ʤʦʞʝ ʙʫʪʠ ʟʤʽʥʝʥʠʡ ʟ 

ʯʘʩʦʤ (ʥʦʚʘ ʩʠʩʪʝʤʘ ʘʙʦ ʟʤʽʥʘ ʚ ʩʘʤʽʡ ʩʠʩʪʝʤʽ) ʽ ʷʢ ʥʘʩʣʽʜʦʢ ʨʝʛʫʣʷʨʥʠʡ ʚʠʨʘʟ ʥʝ 

ʚʽʜʧʨʘʮʶʻ. ʑʦʙ ʚʠʧʨʘʚʠʪʠ ʪʘʢʫ ʩʠʪʫʘʮʽʶ ʧʦʪʨʽʙʥʦ ʚʣʘʩʥʦʨʫʯ ʟʤʽʥʶʚʘʪʠ 

ʢʦʥʬʽʛʫʨʘʮʽʶ regex. ɯʥʰʠʡ ʧʽʜʭʽʜ ʧʝʨʝʜʙʘʯʘʻ ʟʩ̔ʪʘʚʣʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ, ʷʢʠʡ ʻ ʚ 

ʢʦʥʢʨʝʪʥʦʤʫ ʞʫʨʥʘʣʽ ʧʦʜʽʡ ʟ ʪʘʙʣʠʮʝʶ, ʱʦ ʤʽʩʪʠʪʴ ʚʩʶ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʢʦʪʨʽ ʻ ʚ ʟʦʥʽ ʚʘʰʦʾ ʚʽʜʧʦʚʽʜʘʣʴʥʦʩʪʽ. ɼʣʷ ʮʴʦʛʦ ʪʘʙʣʠʮʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʦʚʠʥʥʘ ʤʽʩʪʠʪʠ ʙʘʛʘʪʦʟʥʘʯʥʝ ʧʦʣʝ, ʫ ʷʢʦʤʫ ʙʫʜʫʪʴ ʟʘʧʠʩʘʥʽ ʚʩʽ 

ʤʦʞʣʠʚʽ ʚʘʨʽʘʮʽʾ ʽʤʝʥʽ ʮʴʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʧʦʣʝ ʢʦʪʨʝ ʤʽʩʪʠʪʴ, ʚʠʢʣʶʯʥʦ, 

ʢʣʘʩʠʯʥʠʡ ʟʘʧʠʩ <username>. ʊʘʢʠʤ ʯʠʥʦʤ, ʧʨʠ ʟʽʩʪʘʚʣʝʥʽ ʟ ʪʘʢʦʶ ʪʘʙʣʠʮʝʶ ʚʠ 

ʟʘ ʙʫʜʴ-ʷʢʠʭ ʫʤʦʚ ʙʫʜʝʪʝ ʤʘʪʠ ʯʽʪʢʠʡ ʨʝʟʫʣʴʪʘʪ, ʷʢʠʡ ʙʫʜʝ ʟʘʜʦʚʽʣʴʥʷʪʠ 

ʧʦʩʪʘʚʣʝʥʽʡ ʟʘʜʘʯʽ. ʊʘʙʣʠʮʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʢʦʤʧʘʥʽʾ ʻ ʯʘʩʪʠʥʦʶ ʩʠʩʪʝʤʠ 

ʫʧʨʘʚʣʽʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʡ (configuration management database, CMDB) ʽ ʻ 

ʥʝʚʽʜôʻʤʥʠʤ ʧʫʥʢʪʦʤ ʥʝ ʪʽʣʴʢʠ ʚ ʨʦʟʨʽʟʽ RBA, ʘ ʚ ʮʽʣʦʤʫ, ʧʨʠ ʧʽʜʭʦʜʽ ʜʦ ʧʦʙʫʜʦʚʠ 

ʢʽʙʝʨʙʝʟʧʝʢʠ [7]. 

ɼʣʷ ʨʦʟʜʽʣʝʥʥʷ ʢʣʘʩʽʚ ʝʩʝʪʽʚ (assets) ʦʨʛʘʥʽʟʘʮʽʾ ʧʨʦʧʦʥʫʻʪʴʩʷ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʥʘʩʪʫʧʥʽ ʢʣʘʩʠ ʦʙᾷʻʢʪʽʚ: 

¶ ʩʠʩʪʝʤʘ (system) ï ʢʽʥʮʝʚʽ ʧʨʠʩʪʨʦʾ, ʩʝʨʚʝʨʠ, ʤʝʨʝʞʝʚʝ ʦʙʣʘʜʥʘʥʥʷ; 

¶ ʢʦʨʠʩʪʫʚʘʯ (user) ï ʢʦʨʠʩʪʫʚʘʯʽ, ʪʝʭʥʽʯʥʽ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ; 

¶ ʽʥʰʝ (other) ï ʧʨʘʚʠʣʘ, ʭʝʰʽ, ʜʦʤʝʥʠ, ɯʈs, ʽʥʰʝ. 

2. ʅʘʨʘʭʫʚʘʪʠ ʨʠʟʠʢ ʜʣʷ ʢʦʞʥʦʛʦ ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʧʨʘʚʠʣʘ ʢʦʪʨʝ 

ʧʨʠʩʫʪʥʻ ʚ SIEM ʩʠʩʪʝʤʽ ʚʞʝ ʜʦ ʧʨʦʧʨʘʮʴʦʚʘʥʦʛʦ ʪʘ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦʛʦ ʦʙôʻʢʪʘ. 

ʊʦʙʪʦ ʚʠʭʦʜʷʯʠ ʟ ʚʣʘʩʥʦʛʦ ʜʦʩʚʽʜʫ ʬʘʭʽʚʮʽʚ ʮʝʥʪʨʫ, ʢʨʘʱʠʭ ʩʚʽʪʦʚʠʭ ʧʨʘʢʪʠʢ ʪʘ 

ʷʢʦʩʪʽ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ï ʩʪʚʦʨʠʪʠ ʪʘ ʦʧʠʩʘʪʠ ʨʽʚʝʥʴ ʢʨʠʪʠʯʥʦʩʪʽ ʢʦʞʥʦʛʦ 

ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʧʨʘʚʠʣʘ ʪʘ ʧʨʠʩʚʦʾʪʠ ʚʽʜʧʦʚʽʜʥʠʡ ʨʠʟʠʢ. 
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ʊʘʙʣʠʮʷ 3.11. 

ɻʨʘʜʘʮʽʷ ʥʘʨʘʭʫʚʘʥʥʷ ʨʠʟʠʢʫ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʢʨʠʪʠʯʥʦʩʪʽ ʢʦʨʝʣʷʮʽʡʥʦʛʦ 

ʧʨʘʚʠʣʘ 

Rule Impact Score 

Critical  80-100 

High 60-79 

Medium 40-59 

Low 20-39 

Info 0-19 

 

3. ɿʙʫʜʫʚʘʪʠ ʤʘʪʨʠʮʶ ʟʘʣʝʞʥʦʩʪʝʡ ʚʧʣʠʚʫ ʨʽʟʥʠʭ ʘʪʨʠʙʫʪʽʚ ʦʙᾷʻʢʪʘ (ʩʠʩʪʝʤʘ, 

ʢʦʨʠʩʪʫʚʘʯ) ʥʘ ʟʘʛʘʣʴʥʠʡ ʢʘʣʴʢʫʣʴʦʚʘʥʠʡ ʨʠʟʠʢ. ʊʦʙʪʦ, ʧʨʦʧʨʘʮʶʚʘʪʠ ʰʢʘʣʫ 

ʥʘʨʘʭʫʚʘʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʧʫʥʢʪʽʚ ʜʦ ʨʠʟʠʢʫ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʢʨʠʪʠʯʥʦʩʪʽ ʦʙᾷʻʢʪʘ 

[44, 52, 86]. ʆʩʢʽʣʴʢʠ, ʟ ʪʦʯʢʠ ʟʦʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʻ ʚʝʣʠʢʘ ʨʽʟʥʠʮʷ, ʧʦ ʚʽʜʥʦʰʝʥʥʶ 

ʜʦ ʢʦʛʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʩʧʨʦʙʘ ʮʽʣʴʦʚʦʾ ʘʪʘʢʠ, ʯʠ ʪʦ ʟʚʠʯʘʡʥʠʡ ʢʦʨʠʩʪʫʚʘʯ, ʯʠ 

ʧʨʠʚʽʣʝʡʦʚʘʥʠʡ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʯʠ ʉ-ʨʚ̔ʝʥʴ ʤʝʥʝʜʞʤʝʥʪ ʦʨʛʘʥʽʟʘʮʽʾ. 
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ʈʠʩ. 3.23. ɸʨʭʽʪʝʢʪʦʨʘ RBA 

 

ʊʘʙʣʠʮʷ 3.12.  

ʈʦʟʨʘʭʫʥʦʢ ʜʦʜʘʪʢʦʚʦʛʦ ʨʠʟʠʢʫ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʦʙᾷʻʢʪʘ 

Feature's Name Score 

Notable Urgency 
critcal ï 20, high ï 10, medium ï 5 ,low ï 0, 

informational - 0 

Host Criticality  critical ï 30, high ï 25, medium ï 5, low ï 3, "-" - 0 

Service 

Criticality  
critical ï 10, high ï 6, medium ï 2, low ï 1, "-" - 0 

Is Tier Tier 0 ï 20, Tier 1 ï 10, Tier 2 ï 0, "-" - 0 

Is PII  Yes ï 10, No ï 0, "-" - 0 
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Is Focus Yes ï 20, No ï 0, "-" - 0 

Unic ES Cyber 

Domains 

>2 AND <5 - 10 

>=5 - 20 

other - 0 

User Criticality  critical ï 30, high ï 25, medium ï 5, low ï 3, "-" - 0 

Is Privileged 

User 
Yes ï 20, No ï 0, "-" ï 0  

Is VIP User Yes ï 30, No ï 0, "-" ï 0  

MITRE 

ATT&CK 

Matrix  
 

 

Technique Count \ 

Tactic Count 

1 2 3 4 5 

1 0 5 20 40 50 

2 5 10 30 40 50 

3 10 30 40 50 50 

4 30 40 50 50 100 

5 50 50 50 100 100 
 

 

3.6 ɼʦʩʣʽʜʞʝʥʥʷ ʧʨʠʥʮʠʧʽʚ ʢʦʤʙʽʥʘʮʽʾ ʘʣʛʦʨʠʪʤʽʚ ML ʚ ʤʝʞʘʭ 

ʚʠʷʚʣʝʥʥʷ ʦʜʥʽʻʾ ʘʥʦʤʘʣʽʾ 

 

ɼʦʚʦʣʽ ʯʘʩʪʦ ʚʠʥʠʢʘʶʪʴ ʚʠʧʘʜʢʠ ʢʦʣʠ ʨʝʟʫʣʴʪʘʪ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ML ʻ ʥʝ ʟʘʜʦʚʽʣʴʥʠʡ, ʤʦʜʝʣʴ ʥʝ ʙʘʯʠʪʴ ʘʥʦʤʘʣʽʶ ï ʧʦʪʨʽʙʥʦ 

ʧʨʘʮʶʚʘʪʠ ʟ ʘʣʛʦʨʠʪʤʦʤ ʪʘ ʜʘʥʠʤʠ, ʘʣʝ ʱʦ ʨʦʙʠʪʠ, ʷʢʱʦ ʟʥʘʭʽʜʦʢ (ʘʥʦʤʘʣʽʡ) ʻ 

ʥʘʜʪʦ ʙʘʛʘʪʦ. ʅʘʧʨʠʢʣʘʜ, ʚʠ ʧʨʘʮʶʻʪʝ ʟ ʘʚʪʦʨʠʟʘʮʽʡʥʠʤʠ ʜʘʥʠʤʠ Actve Directory 

(ʘʙʦ Microsoft EntraID), ʫ ʚʘʩ ʚʝʣʠʢʘ ʦʨʛʘʥʽʟʘʮʽʷ (>10000 ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʘ ʩʠʪʝʤ), 

ʚʽʜʧʦʚʽʜʥʦ ʦʙʩʷʛʠ ʙʫʜʫʪʴ ʜʫʞʝ ʟʥʘʯʥʠʤʠ ʽ ʨʝʟʫʣʴʪʘʪ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ, ʥʘʚʽʪʴ ʟ 

ʜʦʩʠʪʴ ʞʦʨʩʪʢʠʤ ʦʙʤʝʞʝʥʥʷʤ ʧʦ ʢʽʣʴʢʦʩʪʽ ʤʦʞʣʠʚʠʭ ʘʥʦʤʘʣʽʡ ʧʦ ʚʽʜʥʦʰʝʥʥʶ 

ʜʦ ʟʘʛʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʜʘʥʠʭ <0.001% ̔  ʨʝʟʫʣʴʪʘʪ ʧʦʰʫʢʫ ʥʝ ʟʘʜʦʚʽʣʴʥʠʡ ʙʦ  

ʩʧʨʘʮʶʚʘʥʴ ʙʽʣʴʰʝ ʯʠʤ ʤʘʢʩʠʤʘʣʴʥʦ ʦʯʽʢʫʚʘʥʘ ʢʽʣʴʢʽʩʪʴ. ɺ ʪʘʢʦʤʫ ʚʠʧʘʜʢʫ, 

ʷʢʱʦ ʥʝʤʘ ʧʨʦʙʣʝʤ ʟ ʩʘʤʠʤ ʘʣʛʦʨʠʪʤʦʤ ML ʪʘ ʟʽʙʨʘʥʠʤ ʜʘʪʘʩʝʪʦʤ ʜʣʷ ʥʘʚʯʘʥʥʷ, 
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ʭʦʨʦʰʠʡ ʧʽʜʭʽʜ ʻ ʥʘʚʯʘʥʥʷ ʜʝʢʽʣʴʢʦʭ ʤʦʜʝʣʝʡ ʥʘʚʢʦʣʦ ʦʜʥʦʛʦ ʜʘʪʘʩʝʪʫ ʽ, 

ʚʽʜʧʦʚʽʜʥʦ, ʧʦʰʫʢ ʘʥʦʤʘʣʽʡ ʚ ʦʜʥʠʭ ʽ ʪʠʭ ʜʘʥʠʭ, ʘʣʝ ʚʽʜʨʘʟʫ ʜʝʢʽʣʴʢʦʤʘ ʨʽʟʥʠʤʠ 

ʤʦʜʝʣʷʤʠ. ʊʦʜʽ ʤʦʞʣʠʚʦ ʟʙʫʜʫʚʘʪʠ ʢʨʠʪʠʯʥʽʩʪʴ NE ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʢʽʣʴʢʦʩʪʽ 

ʤʦʜʝʣʝʡ ʢʦʪʨʽ ʩʢʘʟʘʣʘ, ʱʦ ʮʝ ʻ ʘʥʦʤʘʣʽʷ. ʄʦʞʣʠʚʦ ʪʨʝʥʫʚʘʪʠ ʦʜʠʥ ʽ ʪʦʡ ʞʝ 

ʘʣʛʦʨʠʪʤ, ʘʣʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ɼʂʇ ʘʙʦ ʙʫʜʫʚʘʪʠ ʨʽʟʥʫ ʩʪʘʪʠʩʪʠʢʫ, ʘ 

ʤʦʞʣʠʚʦ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʨʽʟʥʽ ʘʣʛʦʨʠʪʤʠ ʽ ʰʫʢʘʪʠ ʧʝʨʝʪʠʥ ʾʭʥʽʭ ʩʧʨʘʮʶʚʘʥʴ ʜʣʷ 

ʚʽʜʦʙʨʘʞʝʥʥʷ ʥʘʡʢʨʠʪʠʯʥʽʰʠʭ ʟʥʘʭʽʜʦʢ.  

ɯʩʥʫʶʪʴ 2 ʟʘʛʘʣʴʥʽ ʧʽʜʭʦʜʠ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʧʦʻʜʥʫʚʘʪʠ ʜʝʢʽʣʴʢʘ ML 

ʤʦʜʝʣʝʡ ʚ ʦʜʥʫ ʩʠʩʪʝʤʫ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ: 

1. ɸʥʩʘʤʙʣʝʚʠʡ ʧʽʜʭʽʜ ʚʠʢʦʨʠʩʪʦʚʫʻ ʢʽʣʴʢʘ ʥʘʚʯʘʣʴʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʜʣʷ 

ʦʪʨʠʤʘʥʥʷ ʢʨʘʱʠʭ ʧʝʨʝʜʙʘʯʝʥʴ, ʥʽʞ ʤʦʛʣʠ ʙ ʜʘʪʠ ʙʫʜʴ-ʷʢʽ ʦʢʨʝʤʽ ʤʦʜʝʣʽ [91]. ɺ 

ʘʥʩʘʤʙʣʽ ʧʦʻʜʥʫʶʪʴʩʷ ʧʝʨʝʜʙʘʯʝʥʥʷ ʚʽʜ ʜʝʢʽʣʴʢʦʭ ʤʦʜʝʣʝʡ, ʱʦʙ ʫʥʠʢʥʫʪʠ 

ʧʝʨʝʥʘʚʯʘʥʥʷ (overfitting) ʽ ʟʙʽʣʴʰʠʪʠ ʨʦʙʘʩʪʥʽʩʪʴ ʧʝʨʝʜʙʘʯʝʥʴ. ɸʥʩʘʤʙʣʝʚʽ 

ʤʝʪʦʜʠ: 

¶ ɹʝʛʛʽʥʛ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʘʨʘʣʝʣʴʥʝ ʥʘʚʯʘʥʥʷ ʜʝʢʽʣʴʢʦʭ ʤʦʜʝʣʝʡ, ʢʦʞʥʘ 

ʟ ʷʢʠʭ ʪʨʝʥʫʻʪʴʩʷ ʥʘ ʚʠʧʘʜʢʦʚʦ ʟʛʝʥʝʨʦʚʘʥʠʭ ʧʽʜʤʥʦʞʠʥʘʭ ʥʘʚʯʘʣʴʥʠʭ ʜʘʥʠʭ. 

 

ώ В Ὢὼȟ            σȢτψ 

 

ʜʝ: ώ ï ʮʝ ʦʩʪʘʪʦʯʥʝ ʧʝʨʝʜʙʘʯʝʥʥʷ, ὔ ï ʢʽʣʴʢʽʩʪʴ ʤʦʜʝʣʝʡ ʫ ʘʥʩʘʤʙʣʽ, Ὢὼ ï 

ʧʝʨʝʜʙʘʯʝʥʥʷ ʽ-ʪʦʾ ʤʦʜʝʣʽ. 

¶ ɹʫʩʪʽʥʛ ʧʦʩʣʽʜʦʚʥʦ ʥʘʚʯʘʻ ʤʦʜʝʣʽ, ʧʨʠ ʮʴʦʤʫ ʢʦʞʥʘ ʥʘʩʪʫʧʥʘ ʤʦʜʝʣʴ 

ʟʦʩʝʨʝʜʞʫʻʪʴʩʷ ʥʘ ʚʠʧʘʜʢʘʭ, ʷʢʽ ʙʫʣʠ ʥʝʧʨʘʚʠʣʴʥʦ ʢʣʘʩʠʬʽʢʦʚʘʥʽ ʧʦʧʝʨʝʜʥʽʤʠ 

ʤʦʜʝʣʷʤʠ. 

 

ώ В ɻὪὼȟ            σȢτω 

 

ʜʝ: ɻ ï ʚʘʛʘ ʧʨʠʟʥʘʯʝʥʘ ʽ-ʪʽʡ ʤʦʜʝʣʽ, ʷʢʘ ʚʽʜʦʙʨʘʞʘʻ ʾʾ ʪʦʯʥʽʩʪʴ. 
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¶ ʉʪʝʢʽʥʛ ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʦʜʝʣʴ ʤʝʪʘ-ʥʘʚʯʘʥʥʷ ʜʣʷ ʦʙ'ʻʜʥʘʥʥʷ 

ʧʝʨʝʜʙʘʯʝʥʴ ʚʽʜ ʨʽʟʥʠʭ ʤʦʜʝʣʝʡ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʨʘʭʫʚʘʪʠ ʚʽʜʤʽʥʥʦʩʪʽ ʚ 

ʧʝʨʝʜʙʘʯʝʥʥʷʭ ʽ ʚʠʨʽʰʠʪʠ, ʷʢʦʤʫ ʘʣʛʦʨʠʪʤʫ ʩʣʽʜ ʙʽʣʴʰʝ ʜʦʚʽʨʷʪʠ. 

 

ώ ὫὪὼȟὪὼȟȣȟὪ ὼ ȟ             σȢυπ 

 

ʜʝ: Ὣ ï ʤʝʪʘ-ʤʦʜʝʣʴ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʝʨʝʜʙʘʯʝʥʥʷ Ὢὼ ʚʽʜ ʽʥʰʠʭ ʤʦʜʝʣʝʡ ʷʢ 

ʚʭʽʜʥʽ ʜʘʥʽ. 

2. ɻʽʙʨʠʜʥʽ ʩʠʩʪʝʤʠ ʧʦʻʜʥʫʶʪʴ ʨʽʟʥʽ ʪʠʧʠ ʘʣʛʦʨʠʪʤʽʚ (ʥʘʧʨʠʢʣʘʜ, 

ʢʦʥʪʨʦʣʴʦʚʘʥʝ ʪʘ ʥʝʢʦʥʪʨʦʣʴʦʚʘʥʝ ʥʘʚʯʘʥʥʷ), ʱʦʙ ʝʬʝʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʾʭ ʧʝʨʝʚʘʛʠ ʚ ʨʽʟʥʠʭ ʩʮʝʥʘʨʽʷʭ. ʅʘʧʨʠʢʣʘʜ, ʥʝʢʦʥʪʨʦʣʴʦʚʘʥʝ ʥʘʚʯʘʥʥʷ ʤʦʞʝ ʙʫʪʠ 

ʚʠʢʦʨʠʩʪʘʥʝ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʜʘʥʠʭ, ʧʽʩʣʷ ʯʦʛʦ ʢʦʥʪʨʦʣʴʦʚʘʥʝ ʥʘʚʯʘʥʥʷ 

ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʫ ʢʣʘʩʠʬʽʢʘʮʽʾ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʭ ʘʥʦʤʘʣʽʡ. 

ʋ ʟʘʧʨʦʧʦʥʦʚʘʥʦʤʫ ʤʝʪʦʜʽ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ ʩʪʝʢʽʥʛ, ʧʨʦʪʝ ʦʩʥʦʚʥʘ ʮʽʣʴ ʻ 

ʥʝ ʧʦʰʫʢ ʥʘʡʝʬʝʢʪʠʚʥʽhʦʛʦ ʨʽʰʝʥʥʷ, ʘ ʧʦʻʜʥʘʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ ʜʝʢʽʣʴʢʦʭ ʨʽʰʝʥʴ 

ʚ ʤʝʞʘʭ ʦʜʥʦʛʦ ʢʦʨʝʣʷʮʽʡʥʦʛʦ ʟʘʧʠʪʫ [43, 47]. 

 

 

ʈʠʩ. 3.24. ʉʭʝʤʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʘʥʩʘʤʙʣʝʚʦʛʦ ʥʘʚʯʘʥʥʷ (ʩʪʝʢʽʥʛ) 
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ʎʽ ʧʽʜʭʦʜʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʢʨʝʤʦ ʘʙʦ ʚ ʢʦʤʙʽʥʘʮʽʾ ʜʣʷ ʩʪʚʦʨʝʥʥʷ 

ʧʦʪʫʞʥʦʾ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. ɺʠʙʽʨ ʤʝʪʦʜʫ ʟʘʣʝʞʠʪʴ ʚʽʜ ʩʧʝʮʠʬʽʢʠ 

ʟʘʜʘʯʽ, ʜʦʩʪʫʧʥʠʭ ʜʘʥʠʭ ʽ ʚʠʤʦʛ ʜʦ ʪʦʯʥʦʩʪʽ ʪʘ ʨʦʙʘʩʪʥʦʩʪʽ ʩʠʩʪʝʤʠ. 

 

3.7 ʆʮʽʥʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʨʽʰʝʥʥʷ 

 

ʇʨʘʢʪʠʯʥʘ ʧʝʨʝʚʽʨʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʫ 

ʟʤʝʥʰʝʥʥʽ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʮʝʥʪʨ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ (CyberSecurity 

Operation Center, CSOC) [47, 48, 52, 89]. ɿʘʤʽʥʘ ʯʘʩʪʠʥʠ ʢʣʘʩʠʯʥʠʭ ʢʦʨʝʣʷʮʽʡʥʠʭ 

ʧʨʘʚʠʣ ʧʨʘʚʠʣʘʤʠ ʥʘ ʦʩʥʦʚʽ ML ʟʥʠʞʫʻ ʢʽʣʴʢʽʩʪʴ ʥʝʨʝʣʝʚʘʥʪʥʠʭ ʩʧʨʘʮʶʚʘʥʴ: ʜʣʷ 

ʦʢʨʝʤʦʛʦ ML-ʧʨʘʚʠʣʘ ʦʯʽʢʫʚʘʥʠʡ ʨʽʚʝʥʴ ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʥʝ 

ʧʝʨʝʚʠʱʫʻ 50 %, ʱʦ ʟʤʝʥʰʫʻ ʟʘʛʘʣʴʥʠʡ ʧʦʪʽʢ ʥʦʪʠʬʽʢʘʮʽʡ ʫ SIEM ʽ ʥʘʙʣʠʞʘʻ 

ʩʫʢʫʧʥʫ ʯʘʩʪʢʫ FP ʜʦ ʮʽʣʴʦʚʦʛʦ ʟʥʘʯʝʥʥʷ ʥʠʞʯʝ 40 %, ʨʝʢʦʤʝʥʜʦʚʘʥʦʛʦ 

ʧʨʦʚʽʜʥʠʤʠ ʧʨʘʢʪʠʢʘʤʠ (MITRE [75, 86]). ʎʝ, ʩʚʦʻʶ ʯʝʨʛʦʶ, ʨʦʙʠʪʴ ʜʦʩʷʞʥʠʤʠ 

ʽʥʰʽ ʢʽʣʴʢʽʩʥʽ ʧʦʢʘʟʥʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ CSOC ð ʯʘʩ ʜʦ ʚʟʷʪʪʷ ʚ ʨʦʙʦʪʫ (Time To 

Triage, TTT) ʽ ʯʘʩ ʜʦ ʟʘʢʨʠʪʪʷ (Time To Closure, TTC) ʫ ʤʝʞʘʭ SLA 15 ʽ 30 ʭʚʠʣʠʥ 

ʚʽʜʧʦʚʽʜʥʦ [52, 75, 86]. 

ɼʠʥʘʤʽʢʫ ʮʠʭ ʧʦʢʘʟʥʠʢʽʚ ʟʘ ʦʩʪʘʥʥʽʡ ʨʽʢ ʫ ʤʝʞʘʭ ʨʝʘʣʴʥʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʽʣʶʩʪʨʫʶʪʴ ʨʠʩʫʥʢʠ 3.24 ï 3.27: ʟʥʘʯʝʥʥʷ TTT ʽ TTC (ʨʠʩ. 3.25), ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ 

ʢʽʣʴʢʦʩʪʽ notable events ʽʟ TTT ʪʘ TTC (ʨʠʩ. 3.26ï3.27), ʘ ʪʘʢʦʞ ʯʘʩʪʢʫ ʭʠʙʥʦ-

ʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ FPR (ʨʠʩ. 3.28). 

 

 

ʈʠʩ. 3.25. TTT ʪʘ TTC ʟʘ ʦʩʪʘʥʥʽʡ ʨʽʢ ʚ ʤʝʞʘʭ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʝʢʪʫ 
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ʈʠʩ. 3.26. ʂʽʣʴʢʽʩʪʴ NE (ʨʦʟʙʠʪʠʭ ʧʦ ʪʠʞʥʶ) ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ TTT 

 

 

ʈʠʩ. 3.27. ʂʽʣʴʢʽʩʪʴ NE (ʨʦʟʙʠʪʠʭ ʧʦ ʪʠʞʥʶ) ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ TTC 

 

 

ʈʠʩ. 3.28. False-Positive Ratio (FPR) ʟʘ ʦʩʪʘʥʥʽʡ ʨʽʢ. 

 

ʇʽʜʩʫʤʢʦʚʽ ʧʦʢʘʟʥʠʢʠ ʨʦʙʦʪʠ CSOC ʜʦ ʪʘ ʧʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʝʪʦʜʫ ʡ 

ʢʦʤʧʝʥʩʫʶʯʦʛʦ ʢʦʥʪʨʦʣʶ RBA ʫʟʘʛʘʣʴʥʝʥʦ ʚ ʪʘʙʣʠʮʽ 3.13. ɿʥʘʯʝʥʥʷ ʫʩʝʨʝʜʥʝʥʦ 

ʟʘ ʤʠʥʫʣʠʡ ʨʽʢ; ʢʽʣʴʢʽʩʪʴ notable events ʧʦʜʘʥʦ ʚ ʧʝʨʝʨʘʭʫʥʢʫ ʥʘ ʪʠʞʜʝʥʴ ʷʢ 

ʥʘʡʨʝʧʨʝʟʝʥʪʘʪʠʚʥʽʰʝ ʚʽʢʥʦ ʦʮʽʥʶʚʘʥʥʷ, ʦʩʢʽʣʴʢʠ ʜʦʙʘ ʟʘʤʘʣʘ, ʘ ʧʝʨʽʦʜ ʧʦʥʘʜ 

ʪʠʞʜʝʥʴ ʚʥʦʩʠʪʴ ʥʘʜʤʽʨʥʫ ʤʽʞʪʠʞʥʝʚʫ ʚʘʨʽʘʪʠʚʥʽʩʪʴ. 
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ʊʘʙʣʠʮʷ 3.13.   

ʇʦʢʘʟʥʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ CSOC ʜʦ ʪʘ ʧʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʝʪʦʜʫ 

ʇʦʢʘʟʥʠʢ (ʩʝʨʝʜʥʻ ʟʘ ʤʠʥʫʣʠʡ ʨʽʢ) ɹʫʣʦ ʉʪʘʣʦ 

Notable events (ʩʝʨʝʜʥʴʦ ʟʘ ʪʠʞʜʝʥʴ) >500 163 

ʏʘʩʪʢʘ ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ 

(FPR) 

>85 % 48,2 % (ʮʽʣʴ ð 

40 %) 

ʏʘʩ ʜʦ ʚʟʷʪʪʷ ʚ ʨʦʙʦʪʫ (Time To 

Triage) 

ʥʝ 

ʚʠʤʽʨʶʚʘʚʩʷ 

5 ʭʚ 8 ʩ 

ʏʘʩ ʜʦ ʟʘʢʨʠʪʪʷ (Time To Closure) ʥʝ 

ʚʠʤʽʨʶʚʘʚʩʷ 

8 ʭʚ 28 ʩ 

ʇʦʢʨʘʱʝʥʥʷ ʧʦʢʘʟʥʠʢʽʚ ʥʝ ʣʠʰʝ ʟʙʽʛʘʻʪʴʩʷ ʚ ʯʘʩʽ ʽʟ ʟʘʧʨʦʚʘʜʞʝʥʥʷʤ ML-

ʧʨʘʚʠʣ ʽ RBA, ʘ ʡ ʟʫʤʦʚʣʝʥʝ ʩʘʤʠʤ ʤʝʭʘʥʽʟʤʦʤ ʜʽʾ ʤʝʪʦʜʫ: ʩʢʦʨʦʯʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

notable events, ʱʦ ʥʘʜʭʦʜʷʪʴ ʥʘ ʧʝʨʚʠʥʥʠʡ ʘʥʘʣʽʟ (ʚʽʜʩʽʶʻʪʴʩʷ ʰʪʘʪʥʠʡ çʰʫʤè ʽ 

ʥʝʘʥʦʤʘʣʴʥʽ ʩʧʨʘʮʶʚʘʥʥʷ), ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʨʦʟʚʘʥʪʘʞʫʻ ʘʥʘʣʽʪʠʢʽʚ, ʫʥʘʩʣʽʜʦʢ 

ʯʦʛʦ ʟʥʠʞʫʻʪʴʩʷ ʯʘʩʪʢʘ ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ. ʃʠʰʝ ʧʽʩʣʷ ʪʘʢʦʛʦ 

ʨʦʟʚʘʥʪʘʞʝʥʥʷ ʧʦʢʘʟʥʠʢʠ TTT ʽ TTC ʥʘʙʫʚʘʶʪʴ ʧʨʘʢʪʠʯʥʦʛʦ ʩʝʥʩʫ: ʜʦ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʝʪʦʜʫ ʧʦʚʥʝ ʦʧʨʘʮʶʚʘʥʥʷ ʚʩʴʦʛʦ ʦʙʩʷʛʫ notable events ʥʝ 

ʟʘʙʝʟʧʝʯʫʚʘʣʦʩʷ, ʪʦʞ ʮʽ ʤʝʪʨʠʢʠ ʬʘʢʪʠʯʥʦ ʙʫʣʠ ʥʝʜʦʩʷʞʥʠʤʠ ð ʘʥʘʣʽʪʠʢʠ 

ʚʩʪʠʛʘʣʠ ʦʙʨʦʙʣʷʪʠ ʧʝʨʝʚʘʞʥʦ ʧʦʜʽʾ ʢʨʠʪʠʯʥʦʛʦ ʨʽʚʥʷ, ʪʦʜʽ ʷʢ ʧʦʜʽʾ ʨʽʚʥʽʚ High ʽ 

Medium ʥʘʢʦʧʠʯʫʚʘʣʠʩʷ ʙʝʟ ʩʚʦʻʯʘʩʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ. 

ʆʢʨʝʤʦ ʩʣʽʜ ʥʘʛʦʣʦʩʠʪʠ ʥʘ ʧʦʨʽʚʥʷʥʥʦʩʪʽ ʯʘʩʪʢʠ FP. ɼʦ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʤʝʪʦʜʫ ʯʝʨʝʟ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʦʧʨʘʮʴʦʚʫʚʘʣʠʩʷ ʧʝʨʝʚʘʞʥʦ ʧʦʜʽʾ ʢʨʠʪʠʯʥʦʛʦ 

ʨʽʚʥʷ, ʽ ʥʘʚʽʪʴ ʥʘ ʮʴʦʤʫ ʟʚʫʞʝʥʦʤʫ ʥʘʚʘʥʪʘʞʝʥʥʽ ʯʘʩʪʢʘ ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʠʭ 

ʩʧʨʘʮʶʚʘʥʴ ʧʝʨʝʚʠʱʫʚʘʣʘ 85 %. ʇʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʚʦʥʘ ʟʥʠʟʠʣʘʩʷ ʜʦ 48,2 % 

ð ʫʞʝ ʟʘ ʫʤʦʚʠ ʦʧʨʘʮʶʚʘʥʥʷ ʧʦʜʽʡ ʨʽʚʥʽʚ Critical, High ʽ Medium. ʆʪʞʝ, 

ʧʦʢʨʘʱʝʥʥʷ ʻ ʧʦʜʚʽʡʥʠʤ: ʥʠʞʯʘ ʯʘʩʪʢʘ FP ʟʘ ʦʜʥʦʯʘʩʥʦ ʰʠʨʰʦʛʦ ʦʭʦʧʣʝʥʥʷ 

ʧʦʜʽʡ ʟʘ ʢʨʠʪʠʯʥʽʩʪʶ. 

ɺʘʞʣʠʚʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʥʘʚʝʜʝʥʽ ʤʝʪʨʠʢʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʘ ʾʭ ʦʧʠʩʠ 

ʧʦʭʦʜʷʪʴ ʽʟ ʨʝʘʣʴʥʠʭ ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ ʜʘʥʠʭ ʢʦʥʢʨʝʪʥʦʾ ʢʦʤʧʘʥʽʾ ʪʘ ʾʾ ʫʥʽʢʘʣʴʥʦʾ 
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ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʘ ʥʝ ʚʽʜʪʚʦʨʝʥʽ ʥʘ ʪʠʧʦʚʠʭ ʜʘʪʘʩʝʪʘʭ ʟ ʚʽʜʢʨʠʪʠʭ ʜʞʝʨʝʣ [43, 

44, 47, 48, 52]. 

ɺʦʜʥʦʯʘʩ ʚʘʨʪʦ ʧʽʜʢʨʝʩʣʠʪʠ, ʱʦ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʩʪʘʙʽʣʴʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ 

ʮʝʥʪʨʫ ʥʝʜʦʩʪʘʪʥʴʦ ʚʧʨʦʚʘʜʠʪʠ ʦʢʨʝʤʠʡ ʤʝʪʦʜ ʯʠ ʽʥʩʪʨʫʤʝʥʪ. ʇʦʙʫʜʦʚʘ 

ʝʬʝʢʪʠʚʥʦʾ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ð ʮʝ ʙʝʟʧʝʨʝʨʚʥʝ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʥʘʷʚʥʠʭ ʽ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʥʦʚʠʭ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʪʘ ʧʨʦʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ, ʘ ʪʘʢʦʞ 

ʟʣʘʛʦʜʞʝʥʘ ʚʟʘʻʤʦʜʽʷ CSOC ʽʟ ʚʥʫʪʨʽʰʥʽʤʠ ɯʊ-ʧʽʜʨʦʟʜʽʣʘʤʠ ʦʨʛʘʥʽʟʘʮʽʾ, ʦʩʢʽʣʴʢʠ 

ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ ʤʘʻ ʩʝʥʩ ʣʠʰʝ ʟʘ ʫʤʦʚʠ ʰʚʠʜʢʦʛʦ ʪʘ ʷʢʽʩʥʦʛʦ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʥʝʾ. 

ʆʪʞʝ, ʦʧʪʠʤʽʟʘʮʽʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʟʘ ʨʘʭʫʥʦʢ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ML 

ʤʝʪʦʜʫ, ʜʝ ʮʝ ʜʦʮʽʣʴʥʦ, ʜʘʻ ʟʤʦʛʫ ʧʦʢʨʘʱʠʪʠ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʦ ʟʣʦʚʤʠʩʥʠʭ 

ʜʽʡ (ʘʥʦʤʘʣʽʡ) ʙʝʟ ʟʥʘʯʥʠʭ ʜʦʜʘʪʢʦʚʠʭ ʬʽʥʘʥʩʦʚʠʭ ʽʥʚʝʩʪʠʮʽʡ, ʱʦ ʻ ʧʦʟʠʪʠʚʥʠʤ 

ʨʝʟʫʣʴʪʘʪʦʤ ʷʢ ʜʣʷ ʩʘʤʦʛʦ ʮʝʥʪʨʫ, ʪʘʢ ʽ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʚ ʮʽʣʦʤʫ. 

 

ɺʠʩʥʦʚʢʠ ʜʦ ʨʦʟʜʽʣʫ 3 

 

1. ʉʬʦʨʤʦʚʘʥʽ ʢʨʠʪʝʨʽʾ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʽʡ ʫ ʧʦʚʝʜʽʥʮʽ ʩʠʩʪʝʤ ʪʘ 

ʤʝʨʝʞ, ʷʢʽ ʤʦʞʫʪʴ ʩʚʽʜʯʠʪʠ ʧʨʦ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʘʙʦ ʘʪʘʢʠ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʩʪʘʪʠʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʜʦʟʚʦʣʷʻ ʘʥʘʣʽʟʫʚʘʪʠ 

ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʧʽʜʚʠʱʫʶʯʠ ʟʜʘʪʥʽʩʪʴ ʚʠʷʚʣʷʪʠ 

ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʥʦʨʤʠ. 

2. ʇʽʩʣʷ ʦʮʽʥʢʠ ʨʽʟʥʠʭ ʤʝʪʦʜʽʚ ʧʦʩʣʽʜʦʚʥʦʛʦ ʥʘʚʯʘʥʥʷ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʜʘʧʪʠʚʥʽ ʪʝʭʥʽʢʠ, ʪʘʢʽ ʷʢ ʩʪʦʭʘʩʪʠʯʥʠʡ ʛʨʘʜʽʻʥʪʥʠʡ ʩʧʫʩʢ ʪʘ 

ʨʝʛʫʣʷʨʠʟʘʮʽʷ ʥʘ ʦʩʥʦʚʽ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ. ʎʽ ʤʝʪʦʜʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʩʪʘʙʽʣʴʥʝ 

ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʥʘ ʜʠʥʘʤʽʯʥʠʭ ʜʘʥʠʭ, ʟʙʝʨʽʛʘʶʯʠ ʷʢʽʩʪʴ ʤʦʜʝʣʽ. 

3. ʆʙˇʨʫʥʪʦʚʘʥʦ ʪʘ ʚʠʙʨʘʥʦ ʘʣʛʦʨʠʪʤ DensityFunction ʷʢ ʙʘʟʦʚʠʡ ʜʣʷ 

ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʫ ʟʘʧʨʦʧʦʥʦʚʘʥʦʤʫ ML ʤʝʪʦʜʫ. ʇʨʦʚʝʜʝʥʝ ʪʝʩʪʫʚʘʥʥʷ ʥʘ 

ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ ʧʦʢʘʟʘʣʦ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ ʪʘ ʝʬʝʢʪʠʚʥʽʩʪʴ ʮʴʦʛʦ ʘʣʛʦʨʠʪʤʫ ʚ 

ʨʽʟʥʠʭ ʩʮʝʥʘʨʽʷʭ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 
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4. ʈʦʟʨʦʙʣʝʥʦ ʪʘ ʦʧʠʩʘʥʦ ʰʽʩʪʴ ʦʩʥʦʚʥʠʭ ʢʨʦʢʽʚ ʜʣʷ ʩʠʩʪʝʤʠ ʥʘʚʯʘʥʥʷ 

ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ (ʤʝʪʦʜ), ʚʢʣʶʯʘʶʯʠ ʧʽʜʛʦʪʦʚʢʫ ʥʘʙʦʨʫ ʜʘʥʠʭ, ʘʥʘʣʽʟ ʜʘʥʠʭ 

ʪʘ ʟʥʠʞʝʥʥʷ ʰʫʤʫ, ʚʠʜʦʙʫʚʘʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʢʦʨʠʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʫʟʘʛʘʣʴʥʝʥʥʷ 

ʥʘʙʦʨʫ ʜʘʥʠʭ, ʥʘʚʯʘʥʥʷ ʘʣʛʦʨʠʪʤʫ ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʧʝʨʝʜʥʴʦ ʥʘʚʯʝʥʦʾ ʤʦʜʝʣʽ. 

ʎʷ ʩʪʨʫʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

5. ʆʙˇʨʫʥʪʦʚʘʥʦ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʧʨʦʚʘʜʞʝʥʥʷ Risk-Based Alerting (RBA) ʜʣʷ 

ʢʦʥʪʨʦʣʶ ʪʘ ʨʦʙʦʪʠ ʟ ʢʦʨʝʣʷʮʽʡʥʠʤʠ ʧʨʘʚʠʣʘʤʠ ʢʦʪʨʽ ʩʪʚʦʨʶʶʪʴ ʙʘʛʘʪʦ çʰʫʤʫè 

ʧʨʦʪʝ ʥʝʭʪʫʚʘʥʥʷ ʾʭʥʽʤʠ ʩʧʨʘʮʶʚʘʥʥʷʤʠ ʥʝ ʻ ʤʦʞʣʠʚʠʤ. ɺʠʢʦʨʠʩʪʘʥʥʷ RBA 

ʜʦʟʚʦʣʷʻ ʟʥʠʟʠʪʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC, ʧʽʜʚʠʱʠʪʠ ʪʦʯʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ 

ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʠʡ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. 
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ʈʆɿɼɯʃ 4. 

ʈʆɿʈʆɹʂɸ ʇʈʆɻʈɸʄʅʆɻʆ ɿɸɹɽɿʇɽʏɽʅʅʗ ɯɿ 

ʂʆʈɽʃʗʎɯʁʅʀʄʀ ʇʈɸɺʀʃɸʄʀ ɼʃʗ ɿɸʉʊʆʉʋɺɸʅʅʗ ML ʑʆɼʆ 

ɺʀʗɺʃɽʅʅʗ ɸʅʆʄɸʃɯʁ ɿɸɻʈʆɿ 

 

ʂʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʚ ʩʠʩʪʝʤʽ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʧʦʜʽʻʶ ʪʘ 

ʙʝʟʧʝʢʦʶ (SIEM) ʻ ʩʪʨʘʪʝʛʽʯʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʴʥʠʭ ʘʙʦ 

ʧʽʜʦʟʨʽʣʠʭ ʜʽʡ ʫ ʤʝʨʝʞʽ ʪʘ ʩʠʩʪʝʤʘʭ. ʎʽ ʧʨʘʚʠʣʘ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʘʥʘʣʽʟʫ 

ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʜʘʥʠʭ ʪʘ ʧʦʜʽʡ, ʱʦ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʜʦʩʪʫʧ ʜʦ 

ʩʠʩʪʝʤ, ʘʢʪʠʚʥʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ, ʨʦʙʦʪʫ ʧʨʦʛʨʘʤ ʪʦʱʦ [33, 

83]. 

ʋ ʜʦʩʣʽʜʞʫʚʘʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʮʝʥʪʨʫ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʢʦʤʧʘʥʽʾ 

çSoftServeè ʟʘʛʘʣʴʥʠʡ ʜʦʙʦʚʠʡ ʦʙʩʷʛ ʜʘʥʠʭ, ʱʦ ʽʥʜʝʢʩʫʶʪʴʩʷ ʚ ʩʠʩʪʝʤʽ SIEM, 

ʩʪʘʥʦʚʠʪʴ ʙʣʠʟʴʢʦ 400 ɻɹ, ʟ ʷʢʠʭ ʧʨʦʬʽʣʴʥʘ ʜʣʷ ʮʴʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʪʝʣʝʤʝʪʨʽʷ 

(ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ, ʧʦʰʪʘ, IDS, EDR, DNS) ʩʢʣʘʜʘʻ ʙʣʠʟʴʢʦ 273 ɻɹ ʥʘ ʜʦʙʫ. ʉʘʤʝ 

ʪʘʢʽ ʦʙʩʷʛʠ ʚ ʧʦʜʘʣʴʰʦʤʫ ʨʦʟʫʤʽʶʪʴʩʷ ʧʽʜ ʧʦʥʷʪʪʷʤ çʚʝʣʠʢʽ ʦʙʩʷʛʠ ʜʘʥʠʭè. 

ʇʨʠ ʨʦʟʨʦʙʮʽ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʦʰʫʢ ʟʘʢʦʥʦʤʽʨʥʦʩʪʝʡ ʪʘ ʟʚôʷʟʢʽʚ ʚ ʜʘʥʠʭ, ʷʢʽ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʥʘ 

ʧʦʪʝʥʮʽʡʥʦ ʰʢʽʜʣʠʚʫ ʘʙʦ ʘʥʦʤʘʣʴʥʫ ʘʢʪʠʚʥʽʩʪʴ.  

ʈʦʙʦʪʘ ʥʘʜ ʧʦʙʫʜʦʚʦʶ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʜʘʥʠʭ, ʘ ʩʘʤʝ 

ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʦʯʠʱʝʥʥʷ, ʥʦʨʤʘʣʽʟʘʮʽʶ ʪʘ ʚʠʜʘʣʝʥʥʷ ʰʫʤʫ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ 

ʷʢʦʩʪʽ ʘʥʘʣʽʟʫ. ʇʦʪʽʤ ʚʠʟʥʘʯʘʶʪʴʩʷ ʢʣʶʯʦʚʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʘʙʦ ʦʟʥʘʢʠ, ʷʢʽ 

ʙʫʜʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʣʷ ʘʥʘʣʽʟʫ ʜʘʥʠʭ, ʪʘʢʽ ʷʢ IP-ʘʜʨʝʩʘ, ʯʘʩ, ʢʦʨʠʩʪʫʚʘʯ 

ʪʦʱʦ [43, 44]. 

ʅʘʚʯʘʥʥʷ ʤʦʜʝʣʝʡ ʚʠʢʦʥʫʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʥʘʙʦʨʫ ʜʘʥʠʭ, ʜʝ ʢʦʞʥʽʡ ʧʦʜʽʾ 

ʧʨʠʟʥʘʯʘʻʪʴʩʷ ʤʽʪʢʘ «ʥʦʨʤʘʣʴʥʦʾ» ʘʙʦ «ʘʥʦʤʘʣʴʥʦʾ» ʘʢʪʠʚʥʦʩʪʽ. ʇʽʩʣʷ ʥʘʚʯʘʥʥʷ 

ʤʦʜʝʣʽ ʧʨʦʚʦʜʠʪʴʩʷ ʦʮʽʥʢʘ ʾʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʪʝʩʪʫʚʘʥʥʷ. ʗʢʱʦ ʻ ʤʦʞʣʠʚʽʩʪʴ 

ʪʝʩʪʫʚʘʥʥʷ, ʤʦʞʥʘ ʟʜʽʡʩʥʶʚʘʪʠ ʚʽʜʨʘʟʫ ʥʘ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ ʽ ʚʽʜʜʘʚʘʪʠ ʘʥʘʣʽʪʠʢʘʤ 

ʥʘ ʜʦʩʣʽʜʞʝʥʥʷ, ʘ ʧʽʩʣʷ ʦʪʨʠʤʘʥʥʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʚʽʜ ʘʥʘʣʽʪʠʢʽʚ ʦʧʨʘʮʴʦʚʘʥʠʭ 

ʧʦʜʽʡ ʚʠʥʦʩʠʪʠ ʚʣʘʩʥʠʡ ʚʝʨʜʠʢʪ ʱʦʜʦ ʪʦʛʦ ʯʠ ʙʫʣʦ ʚʠʷʚʣʝʥʦ ʪʝ, ʱʦ ʦʯʽʢʫʚʘʣʦʩʴ 
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ʽ ʷʢʘ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʘʮʶʚʘʥʴ. ɸʣʝ, ʷʢʱʦ ʚʠ ʚʦʣʦʜʽʻʪʝ ʜʘʥʠʤʠ, ʜʝ ʚʞʝ ʙʫʣʘ 

ʧʨʠʩʫʪʥʷ ʪʘ ʜʦʩʣʽʜʞʝʥʘ ʘʥʦʤʘʣʴʥʘ ʘʙʦ ʟʣʦʚʤʠʩʥʘ ʜʽʷʣʴʥʽʩʪʴ, ʪʦ ʪʘʢʽ ʜʘʥʽ ʽʜʝʘʣʴʥʽ 

ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ. ɺʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʝ ʥʘʚʯʝʥʫ ʤʦʜʝʣʴ ʽ ʷʢʱʦ ʚ ʨʝʟʫʣʴʪʘʪʽ ʦʪʨʠʤʫʻʪʝ 

ʚʠʷʚʣʝʥʥʷ, ʚʞʝ ʚʽʜʦʤʠʭ, ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ ï ʨʝʟʫʣʴʪʘʪ ʟʘʜʦʚʽʣʴʥʠʡ. ʗʢʱʦ 

ʦʪʨʠʤʫʻʪʝ ʚʠʷʚʣʝʥʥʷ ʥʝ ʪʽʣʴʢʠ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ, ʘ ʡ ʙʘʛʘʪʴʦʭ FP ï ʚʘʨʪʦ 

ʧʦʧʨʘʮʶʚʘʪʠ ʟ ʧʘʨʘʤʝʪʨʘʤʠ, ʢʦʪʨʽ ʤʦʞʫʪʴ ʚʧʣʠʥʫʪʠ ʥʘ ʛʨʘʥʫʣʷʨʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ.  

ʋ ʨʘʟʽ ʫʩʧʽʰʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ ʤʦʜʝʣʴ ʛʦʪʦʚʘ ʜʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʨʝʘʣʴʥʦʤʫ 

ʯʘʩʽ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʠʩʪʝʤʽ SIEM. ɺʦʥʘ ʘʥʘʣʽʟʫʻ ʜʘʥʽ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ 

ʪʘ ʩʧʨʘʮʴʦʚʫʻ ʥʘ ʚʠʷʚʣʝʥʽ ʘʥʦʤʘʣʽʾ, ʩʧʦʚʽʱʘʶʯʠ ʘʥʘʣʽʪʠʢʽʚ 1 ʨʽʚʥʷ (CSOC Tier1 

Analyst) ʧʨʦ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʪʘ ʜʦʧʦʤʘʛʘʶʯʠ ʚ ʾʭ ʧʦʜʘʣʴʰʦʤʫ ʚʠʷʚʣʝʥʥʽ ʪʘ 

ʣʽʢʚʽʜʘʮʽʾ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʚ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣʘʭ SIEM ʜʦʟʚʦʣʷʻ 

ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʧʨʦʮʝʩ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʴʥʠʭ ʧʦʜʽʡ [47, 48, 52] ʪʘ ʧʽʜʚʠʱʫʻ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʇʨʘʢʪʠʯʥʘ ʦʮʽʥʢʘ ʚ ʮʴʦʤʫ ʨʦʟʜʽʣʽ ʟʦʩʝʨʝʜʞʝʥʘ ʧʝʨʝʜʫʩʽʤ ʥʘ ʢʦʨʝʢʪʥʦʩʪʽ 

ʽʥʪʝʛʨʘʮʽʾ ML-ʘʥʘʣʽʪʠʢʠ ʚ SIEM ʽ ʥʘ ʟʤʽʥʽ ʦʙʩʷʛʫ ʧʦʜʽʡ, ʱʦ ʧʦʪʨʘʧʣʷʶʪʴ ʥʘ Tier1. 

ʆʢʨʝʤʫ post-deployment ʚʘʣʽʜʘʮʽʶ TP, FP, FN, precision, recall, detection delay ʪʘ 

ʩʫʢʫʧʥʦʛʦ ʦʧʝʨʘʮʽʡʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʚʽʜ ʫʩʽʭ ʧʨʘʚʠʣ ʨʘʟʦʤ ʧʦʪʨʽʙʥʦ ʨʦʟʛʣʷʜʘʪʠ 

ʷʢ ʥʘʩʪʫʧʥʠʡ ʝʪʘʧ ʜʦʩʣʽʜʞʝʥʥʷ [44, 52]. 

 

4.1. ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʚ ʩʧʨʘʮʶʚʘʥʥʷʭ ʟʘʭʠʩʪʫ ʢʽʥʮʝʚʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ 

 

ʉʪʚʦʨʠʤʦ ʪʘʢʝ ʪʝʩʪʦʚʝ ʩʝʨʝʜʦʚʠʱʝ: 

Å Splunk Enterprise Security (ʜʦʜʘʪʦʢ SIEM ʚʽʜ Splunk) 

Å ʅʘʙʽʨ ʽʥʩʪʨʫʤʝʥʪʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 

Å ʉʠʨʽ ʜʘʥʽ ʦʪʨʠʤʘʥʽ ʟ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʟʘʛʨʦʟʠ ʚ 

ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʷʭ (EDR) ʦʨʛʘʥʽʟʘʮʽʾ. 

ʋ ʮʴʦʤʫ use-case ʘʥʦʤʘʣʽʶ ʜʦʮʽʣʴʥʦ ʚʠʟʥʘʯʘʪʠ ʷʢ ʩʪʘʪʠʩʪʠʯʥʦ ʥʝʪʠʧʦʚʫ 

ʢʽʣʴʢʽʩʪʴ ʫʥʽʢʘʣʴʥʠʭ EDR-ʩʠʛʥʘʪʫʨ ʫ ʨʦʟʨʽʟʽ ʦʢʨʝʤʦʛʦ ʭʦʩʪʘ ʘʙʦ ʤʥʦʞʠʥʠ ʭʦʩʪʽʚ 
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ʟʘ ʦʙʨʘʥʝ ʯʘʩʦʚe ʚʽʢʥʦ. Threat model ʪʫʪ ʦʙʤʝʞʫʻʪʴʩʷ ʜʚʦʤʘ ʩʮʝʥʘʨʽʷʤʠ: ʣʦʢʘʣʴʥʝ 

ʟʘʨʘʞʝʥʥʷ ʦʢʨʝʤʦʾ ʤʘʰʠʥʠ ʪʘ ʤʘʩʦʚʘ ʢʘʤʧʘʥʽʷ ʧʨʦʪʠ ʙʘʛʘʪʴʦʭ ʢʽʥʮʝʚʠʭ 

ʧʨʠʩʪʨʦʾʚ; ʧʨʠ ʮʴʦʤʫ ʧʨʘʚʠʣʦ ʥʝ ʚʠʢʦʥʫʻ ʘʪʨʠʙʫʮʽʶ ʢʦʥʢʨʝʪʥʦʛʦ malware family 

ʽ ʥʝ ʟʘʤʽʥʶʻ ʧʨʷʤʽ EDR-ʘʣʝʨʪʠ ʜʣʷ ʢʨʠʪʠʯʥʠʭ ʘʢʪʠʚʽʚ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ 180-ʜʝʥʥʦʛʦ ʽʩʪʦʨʠʯʥʦʛʦ ʚʽʢʥʘ ʻ ʨʘʮʽʦʥʘʣʴʥʠʤ ʜʣʷ ʧʦʙʫʜʦʚʠ 

baseline, ʦʜʥʘʢ ʽʟ ʥʴʦʛʦ ʙʘʞʘʥʦ ʚʠʢʣʶʯʘʪʠ ʚʽʜʦʤʽ ʽʥʮʠʜʝʥʪʥʽ, ʘʚʘʨʽʡʥʽ ʘʙʦ ʤʘʩʦʚʽ 

ʪʝʭʥʽʯʥʽ ʧʝʨʽʦʜʠ. ɯʥʘʢʰʝ ʤʦʜʝʣʴ ʤʦʞʝ ʯʘʩʪʢʦʚʦ çʚʠʚʯʠʪʠè ʟʣʦʚʤʠʩʥʫ ʘʙʦ 

ʘʪʠʧʦʚʫ ʧʦʚʝʜʽʥʢʫ ʷʢ ʥʦʨʤʫ, ʱʦ ʟʙʽʣʴʰʫʻ ʨʠʟʠʢ baseline contamination ʽ 

ʧʦʜʘʣʴʰʦʛʦ ʧʨʦʧʫʩʢʫ ʽʥʮʠʜʝʥʪʫ [43, 44]. 

ʋ ʮʠʭ ʩʮʝʥʘʨʽʷʭ ʤʠ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ ʜʘʥʽ ʟ ʥʘʰʦʾ ʩʠʩʪʝʤʠ EDR, ʷʢʽ ʙʫʣʠ 

ʥʦʨʤʘʣʽʟʦʚʘʥʽ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʜʘʪʘʤʦʜʝʣʽ çMalwareè ʚ Splunk. ʎʝʡ ʧʽʜʭʽʜ ʥʘʜʘʻ ʥʘʤ 

ʧʝʨʝʚʘʛʫ ʨʦʙʦʪʠ ʟʽ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʤʠ ʧʦʣʷʤʠ, ʚʠʟʥʘʯʝʥʠʤʠ Splunk. ʋ ʨʝʟʫʣʴʪʘʪʽ 

ʥʘʰʽ ʧʨʦʮʝʩʠ ʧʦʰʫʢʫ ʧʨʠʩʢʦʨʝʥʽ, ʽ ʤʠ ʙʽʣʴʰʝ ʥʝ ʟʘʣʝʞʠʤʦ ʚʽʜ ʚʝʥʜʦʨʽʚ EDR ʜʣʷ 

ʩʫʤʽʩʥʦʩʪʽ ʜʘʥʠʭ. ɻʽʧʦʪʝʟʫ ʜʣʷ ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʤʠ ʚʠʩʫʚʘʻʤʦ ʫ ʚʽʜʥʦʰʝʥʥʽ ʜʦ 

EDR ʩʠʛʥʘʪʫʨʠ, ʘ ʩʘʤʝ, ʜʦ ʢʽʣʴʢʦʩʪʽ ʫʥʽʢʘʣʴʥʠʭ ʩʠʛʥʘʪʫʨ ʥʘ ʚʩʽʭ ʢʽʥʮʝʚʠʭ 

ʧʨʠʩʪʨʦʷʭ ʟʘ ʦʜʠʥʠʮʶ ʯʘʩʫ, ʘ ʩʘʤʝ ʚ ʨʦʟʨʽʟʽ ʦʜʥʽʻʾ ʛʦʜʠʥʠ. 

 ɼʘʪʘʩʝʪ ʜʣʷ ʥʘʚʯʘʥʥʷ ʟʙʠʨʘʻʪʴʩʷ ʟʘ 180 ʜʥʽʚ, ʥʝ ʚʨʘʭʦʚʫʶʯʠ ʩʴʦʛʦʜʝʥʥʷ. 
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ʈʠʩ. 4.1. ʉʪʚʦʨʝʥʥʷ ML ʤʦʜʝʣʽ ʥʘ ʦʩʥʦʚʽ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ 

DensityFunction. ʇʦʟʥʘʯʝʥʽ ʝʪʘʧʠ ʤʝʪʦʜʫ 

 

 

ʈʠʩ. 4.2. ɺʠʢʦʨʠʩʪʘʥʥʷ ʥʘʚʯʝʥʦʾ ML ʤʦʜʝʣʽ ʜʣʷ ʧʦʰʫʢ ʘʥʦʤʘʣʽʡ 

ʩʧʨʘʮʶʚʘʥʴ EDR ʩʠʩʪʝʤʠ 
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ʈʠʩ. 4.3. ʂʽʣʴʢʽʩʪʴ NE ʚʽʜ ʢʣʘʩʠʯʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ (ʙʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʤʝʪʦʜʫ) ʥʘ EDR 

 

ʗʢ ʚʠʜʥʦ ʟ ʨʠʩ. 4.3, ʟʘʛʘʣʴʥʦ CSOC ʦʪʨʠʤʘʚ ʚʽʜ EDR ʩʠʩʪʝʤʠ 37 ʧʦʜʽʡ, 

ʢʦʪʨʽ ʙ ʤʘʣʠ ʙʫʪʠ ʜʦʩʣʽʜʞʝʥʽ ʘʥʘʣʽʪʠʢʘʤʠ Tier1 ʜʣʷ ʚʠʥʝʩʝʥʥʷ ʩʚʦʛʦ ʚʝʨʜʠʢʪʫ ʘʙʦ 

ʧʦʜʘʣʴʰʦʾ ʝʩʢʘʣʘʮʽʾ. ʊʘʢʘ ʢʽʣʴʢʽʩʪʴ ʧʦʜʽʡ ʚʽʜ ʦʜʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ ʻ ʥʘʜʪʦ ʚʝʣʠʢʦʶ 

ʜʣʷ ʨʫʪʠʥʥʦʛʦ ʘʥʘʣʽʟʫ [47, 48, 52]. ʇʨʦʪʝ ʮʽʣʢʦʚʠʪʦ ʥʝʭʪʫʚʘʪʠ ʩʧʨʘʮʶʚʘʥʥʷʤʠ 

EDR ʘʙʩʦʣʶʪʥʦ ʥʝʢʦʨʝʢʪʥʦ. ʊʦʤʫ ʧʨʦʧʦʥʫʻʪʴʩʷ ʢʦʤʧʣʝʢʩʥʦ ʧʽʜʽʡʪʠ ʜʦ ʨʦʟʚôʷʟʢʫ 

ʧʨʦʙʣʝʤʠ. ɸ ʩʘʤʝ, ʟʨʦʙʠʪʠ ʧʝʨʝʧʨʽʦʨʠʪʠʟʘʮʽʶ ʧʦ ʫʤʦʚʥʽʡ ʢʨʠʪʠʯʥʦʩʪʽ. ɼʣʷ 

ʩʧʨʘʮʶʚʘʥʴ ʥʘ ʩʝʨʚʝʨʘʭ ʘʙʦ ʽʥʰʠʭ ʢʨʠʪʠʯʥʠʭ ʩʠʩʪʝʤʘʭ (ʢʨʠʪʠʯʥʽʩʪʴ ʩʠʩʪʝʤ 

ʚʠʟʥʘʯʘʻ ʦʨʛʘʥʽʟʘʮʽʷ) ʟʘʣʠʰʠʪʠ ʢʦʞʥʝ ʦʢʨʝʤʦ ʩʧʦʚʽʱʝʥʥʷ ʚʽʜ EDR ʜʣʷ ʘʥʘʣʽʟʫ 

ʚʽʜ Tier1 ʘʥʘʣʽʪʠʢʘʤʠ. ɼʣʷ ʚʩʽʭ ʽʥʰʠʭ ʧʦʙʫʜʫʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ ʥʘ ʦʩʥʦʚʽ 

ML, ʢʦʪʨʽ ʙʫʜʫʪʴ ʰʫʢʘʪʠ ʘʥʦʤʘʣʽʾ ʟʘ ʨʽʟʥʠʤʠ ʛʽʧʦʪʝʟʘʤʠ: 
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¶ ʚ ʤʝʞʘʭ ʢʦʞʥʦʛʦ ʦʢʨʝʤʦʛʦ ʦʢʨʝʤʦʛʦ ʢʽʥʮʝʚʦʛʦ ʧʨʠʩʪʨʦʶ. ʊʦʙʪʦ ʤʠ 

ʦʯʽʢʫʻʤʦ ʚʠʷʚʣʷʪʠ ʟʘʨʘʞʝʥʥʷ ʤʘʰʠʥʠ ʽ, ʷʢ ʥʘʩʣʽʜʦʢ, ʟʥʘʯʥʽ ʩʧʨʘʮʶʚʘʥʥʷ EDR ̔  

ʪʽʣʴʢʠ ʪʦʜʽ ʨʝʘʛʫʚʘʪʠ ʣʶʜʩʴʢʠʤ ʨʝʩʫʨʩʦʤ 

¶ ʚ ʤʝʞʘʭ ʙʘʛʘʪʴʦʭ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ. ʊʦʙʪʦ ʰʫʢʘʻʤʦ ʧʦʪʝʥʮʽʡʥʦ 

ʤʦʞʣʠʚʝ ʤʘʩʦʚʝ ʟʘʨʘʞʝʥʥʷ ʤʘʰʠʥ ʟʘ ʜʦʧʦʤʦʛʦʶ ʐʇɿ.  

ʗʢʠʡ ʚʝʢʪʦʨ ʟʘʨʘʞʝʥʥʷ, ʯʠ ʪʦ ʥʘʷʚʥʽʩʪʴ ʽ ʝʢʩʧʣʫʘʪʘʮʽʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʚ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ, ʯʠ ʪʦ ʘʪʘʢʠ ʥʫʣʴʦʚʦʛʦ ʜʥʷ (zero-day) ï ʮʝ ʚʞʝ ʟʘʚʜʘʥʥʷ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ. ʄʠ ʧʝʨʝʩʣʽʜʫʻʤʦ ʮʽʣʴ ʚʠʢʣʶʯʥʦ, ʱʦʙ 

ʚʠʷʚʠʪʠ ʧʨʦʙʣʝʤʘʪʠʢʫ ʽ ʚʯʘʩʥʦ ʟʘʧʫʩʪʠʪʠ ʧʨʦʮʝʩ ʨʝʘʛʫʚʘʥʥʷ. 

ʆʢʨʝʤʦ ʚ ʤʝʞʘʭ ʧʨʘʢʪʠʯʥʦʾ ʨʝʘʣʽʟʘʮʽʾ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʥʝʦʙʭʽʜʥʦ 

ʚʨʘʭʦʚʫʚʘʪʠ adversarial-ʨʠʟʠʢʠ, ʚʣʘʩʪʠʚʽ ʟʘʩʪʦʩʫʚʘʥʥʶ ML-ʤʦʜʝʣʝʡ ʫ ʟʘʜʘʯʘʭ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ [16]. ɿʦʢʨʝʤʘ, ʘʢʪʠʚʥʽʩʪʴ ʪʠʧʫ low-and-slow ʤʦʞʝ ʥʝ 

ʬʦʨʤʫʚʘʪʠ ʩʪʘʪʠʩʪʠʯʥʦ ʚʠʨʘʞʝʥʦʛʦ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʙʘʟʦʚʦʛʦ ʧʨʦʬʽʣʶ ʧʦʚʝʜʽʥʢʠ, 

ʫʥʘʩʣʽʜʦʢ ʯʦʛʦ ʘʥʦʤʘʣʽʷ ʥʝ ʙʫʜʝ ʽʜʝʥʪʠʬʽʢʦʚʘʥʘ ʚ ʤʝʞʘʭ ʦʙʨʘʥʦʛʦ ʧʦʨʦʛʘ 

ʩʧʨʘʮʶʚʘʥʥʷ. ʂʨʽʤ ʪʦʛʦ, ʙʘʟʦʚʝ ʚʽʢʥʦ ʥʘʚʯʘʥʥʷ ʧʦʪʝʥʮʽʡʥʦ ʤʦʞʝ ʙʫʪʠ 

ʢʦʥʪʘʤʽʥʦʚʘʥʝ ʧʦʜʽʷʤʠ ʧʦʧʝʨʝʜʥʽʭ ʽʥʮʠʜʝʥʪʽʚ, ʱʦ ʧʨʠʟʚʦʜʠʪʠʤʝ ʜʦ ʚʠʢʨʠʚʣʝʥʥʷ 

ʥʦʨʤʘʣʴʥʦʛʦ ʧʨʦʬʽʣʶ. ɼʦʜʘʪʢʦʚʠʡ ʨʠʟʠʢ ʧʦʚôʷʟʘʥʠʡ ʽʟ ʪʠʤ, ʱʦ ʟʤʽʥʠ ʫ lookup-

ʪʘʙʣʠʮʷʭ ʘʙʦ exception lists ʤʦʞʫʪʴ ʰʪʫʯʥʦ ʟʥʠʞʫʚʘʪʠ ʯʫʪʣʠʚʽʩʪʴ ʧʨʘʚʠʣʘ ʪʘ 

ʧʨʠʛʣʫʰʫʚʘʪʠ ʩʠʛʥʘʣ. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʜʣʷ ʢʨʠʪʠʯʥʠʭ ʘʢʪʠʚʽʚ ʜʦʮʽʣʴʥʦ ʟʙʝʨʽʛʘʪʠ 

ʧʨʷʤʽ ʩʧʦʚʽʱʝʥʥʷ ʚʽʜ EDR ʷʢ ʥʝʟʘʣʝʞʥʠʡ ʤʝʭʘʥʽʟʤ ʢʦʥʪʨʦʣʶ, ʘ ʜʣʷ ML-

ʢʦʤʧʦʥʝʥʪʘ ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʜʙʘʯʠʪʠ ʢʦʥʪʨʦʣʴ ʮʽʣʽʩʥʦʩʪʽ ʘʨʪʝʬʘʢʪʽʚ ʤʦʜʝʣʽ, 

ʬʦʨʤʘʣʽʟʦʚʘʥʠʡ change-management ʜʣʷ ʚʠʥʷʪʢʽʚ, ʘ ʪʘʢʦʞ ʦʢʨʝʤʠʡ 

ʨʝʛʣʘʤʝʥʪʦʚʘʥʠʡ ʧʨʦʮʝʩ ʧʝʨʝʥʘʚʯʘʥʥʷ. 

ɺʦʜʥʦʯʘʩ ʩʣʽʜ ʧʨʷʤʦ ʚʠʟʥʘʪʠ, ʱʦ ʢʦʨʝʣʷʮʽʡʥʽ ʧʨʘʚʠʣʘ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ML-ʢʦʤʧʦʥʝʥʪ, ʥʝ ʛʘʨʘʥʪʫʶʪʴ ʧʦʢʨʠʪʪʷ ʚʩʽʭ ʤʦʞʣʠʚʠʭ ʩʮʝʥʘʨʽʾʚ ʜʽʡ 

ʘʪʘʢʫʚʘʣʴʥʦʛʦ ʙʦʢʫ ʪʘ ʥʝ ʚʠʢʣʶʯʘʶʪʴ ʩʠʪʫʘʮʽʡ, ʟʘ ʷʢʠʭ ʘʥʦʤʘʣʽʷ ʥʝ ʙʫʜʝ 

ʚʠʷʚʣʝʥʘ. ɿʘʟʥʘʯʝʥʝ ʦʙʤʝʞʝʥʥʷ ʻ ʦʯʽʢʫʚʘʥʠʤ ʜʣʷ ʩʠʩʪʝʤ ʘʥʦʤʘʣʽʡʥʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʽ ʥʝ ʩʫʧʝʨʝʯʠʪʴ ʜʦʮʽʣʴʥʦʩʪʽ ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ, ʦʜʥʘʢ ʧʦʪʨʝʙʫʻ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʜʦʜʘʪʢʦʚʠʭ ʢʦʤʧʝʥʩʫʶʯʠʭ ʤʝʭʘʥʽʟʤʽʚ ʢʦʥʪʨʦʣʶ. ʉʘʤʝ ʟ ʮʽʻʶ ʤʝʪʦʶ ʚ ʨʦʙʦʪʽ 

ʧʨʦʧʦʥʫʻʪʴʩʷ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʧʽʜʭʽʜ RBA ʷʢ ʜʦʜʘʪʢʦʚʠʡ ʰʘʨ ʜʝʪʝʢʪʫʚʘʥʥʷ, ʱʦ 
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ʟʤʝʥʰʫʻ ʨʠʟʠʢ ʧʨʦʭʦʜʞʝʥʥʷ ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ çʧʦʟʘ ʨʘʜʘʨʦʤè ML-ʤʦʜʝʣʽ 

[75, 86]. 

ʇʨʘʢʪʠʯʥʦ ʮʝ ʦʟʥʘʯʘʻ, ʱʦ ʩʪʘʥʜʘʨʪʥʽ ʩʧʨʘʮʶʚʘʥʥʷ ʚʽʜ EDR ʥʝʜʦʮʽʣʴʥʦ 

ʧʦʚʥʽʩʪʶ ʚʽʜʢʣʶʯʘʪʠ. ʅʘʪʦʤʽʩʪʴ ʜʦʮʽʣʴʥʦ ʟʥʠʞʫʚʘʪʠ ʾʭʥʽʡ ʧʨʽʦʨʠʪʝʪ ʜʦ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʨʽʚʥʷ, ʱʦʙ ʫʥʠʢʥʫʪʠ ʥʘʜʤʽʨʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʘʥʘʣʽʪʠʢʽʚ 

Tier1 ʟʘ ʚʽʜʩʫʪʥʦʩʪʽ ʜʦʜʘʪʢʦʚʠʭ ʧʽʜʪʚʝʨʜʞʫʚʘʣʴʥʠʭ ʦʟʥʘʢ, ʘʣʝ ʚʦʜʥʦʯʘʩ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʘʢʽ ʧʦʜʽʾ ʜʣʷ ʥʘʨʘʭʫʚʘʥʥʷ ʨʠʟʠʢʫ ʚʽʜʧʦʚʽʜʥʦʤʫ ʦʙôʻʢʪʫ 

ʩʧʨʘʮʶʚʘʥʥʷ. ʋ ʨʘʟʽ, ʷʢʱʦ ʩʫʢʫʧʥʠʡ ʨʽʚʝʥʴ ʨʠʟʠʢʫ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʦʙôʻʢʪʘ 

ʜʦʩʷʛʘʻ ʚʠʩʦʢʦʛʦ ʟʥʘʯʝʥʥʷ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʚʧʨʦʚʘʜʞʝʥʦʛʦ risk-based framework, 

ʤʘʻ ʩʧʨʘʮʴʦʚʫʚʘʪʠ ʦʢʨʝʤʝ ʢʦʨʝʣʷʮʽʡʥʝ ʧʨʘʚʠʣʦ, ʧʦʙʫʜʦʚʘʥʝ ʥʘ ʦʮʽʥʮʽ ʨʠʟʠʢʫ. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʟʙʝʨʝʛʪʠ ʚʠʜʠʤʽʩʪʴ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʦʾ ʘʢʪʠʚʥʦʩʪʽ, 

ʟʤʝʥʰʠʪʠ ʦʧʝʨʘʮʽʡʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CSOC ʪʘ ʧʽʜʚʠʱʠʪʠ ʡʤʦʚʽʨʥʽʩʪʴ 

ʚʠʷʚʣʝʥʥʷ ʽʥʮʠʜʝʥʪʽʚ, ʷʢʽ ʥʝ ʙʫʣʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʘʬʽʢʩʦʚʘʥʽ ML-ʜʝʪʝʢʪʦʨʦʤ. 

 

 

ʈʠʩ. 4.4. ʂʽʣʴʢʽʩʪʴ NE ʧʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʜʣʷ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʡ ʚ EDR ʩʧʨʘʮʶʚʘʥʥʷʭ 

 

ʗʢ ʤʦʞʝʤʦ ʦʮʽʥʠʪʠ ʟ ʨʠʩ. 4.4, ML ʧʨʘʚʠʣʘ, ʟʘ ʪʦʡ ʩʘʤʠʡ ʧʨʦʤʽʞʦʢ ʯʘʩʫ, ʥʝ 

ʚʠʷʚʠʣʠ ʞʦʜʥʦʾ ʥʝʪʠʧʦʚʦʾ ʧʦʚʝʜʽʥʢʠ EDR. ʑʦ, ʜʣʷ ʥʘʩ, ʤʦʞʝ ʩʚʽʜʯʠʪʠ, ʱʦ 

ʟʘʨʘʞʝʥʥʷ ʤʦʞʣʠʚʦ ʽ ʧʨʠʩʫʪʥʽ, ʘʣʝ ʚʦʥʠ ʥʝ ʻ ʢʨʠʪʠʯʥʠʤʠ ʽ ʥʝʩʫʪʴ ʚʠʢʣʶʯʥʦ 

ʽʥʬʦʨʤʘʮʽʡʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ. 
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4.2 ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʩʧʨʘʮʶʚʘʥʴ ʚʽʜ IDS 

 

ʊʝʩʪʦʚʝ ʩʝʨʝʜʦʚʠʱʝ: 

Å Splunk Enterprise Security (ʜʦʜʘʪʦʢ SIEM ʚʽʜ Splunk) 

Å ʅʘʙʽʨ ʽʥʩʪʨʫʤʝʥʪʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 

Å ʉʧʦʚʽʱʝʥʥʷ (alerts) ʦʪʨʠʤʘʥʽ ʟ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ ʚʪʦʨʛʥʝʥʴ 

(IDS) 

ʇʨʠʤʽʪʢʘ: ʋ ʮʴʦʤʫ ʩʮʝʥʘʨʽʾ ML-ʜʝʪʝʢʪʦʨ ʽʥʪʝʛʨʫʻʪʴʩʷ ʫ SIEM ʷʢ ʰʘʨ 

ʘʛʨʝʛʘʮʽʾ ʥʘʜ ʩʠʛʥʘʪʫʨʥʠʤʠ IDS-ʩʧʨʘʮʶʚʘʥʥʷʤʠ: ʩʠʨʽ ʧʦʜʽʾ ʥʝ ʘʥʘʣʽʟʫʶʪʴʩʷ 

ʧʦʰʪʫʯʥʦ, ʘ ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʦʟʥʘʢʠ ʫ ʨʦʟʨʽʟʽ ʩʠʛʥʘʪʫʨʠ, ʜʞʝʨʝʣʘ, ʮʽʣʽ ʪʘ 

ʯʘʩʦʚʠʭ ʚʽʢʦʥ. ʊʘʢʘ ʽʥʪʝʛʨʘʮʽʷ ʻ ʢʦʨʝʢʪʥʦʶ ʩʘʤʝ ʷʢ ʤʝʭʘʥʽʟʤ ʟʤʝʥʰʝʥʥʷ ʰʫʤʫ ʽ 

ʧʨʽʦʨʠʪʠʟʘʮʽʾ, ʘ ʥʝ ʷʢ ʟʘʤʽʥʘ IDS ʘʙʦ IPS [43, 47]. 

ɸʥʘʣʽʟʫʶʯʠ ʣʽʪʝʨʘʪʫʨʫ [55] ʪʘ ʩʚʽʪʦʚʽ ʧʨʘʢʪʠʢʠ [75] ʟ ʧʦʙʫʜʦʚʠ ʮʝʥʪʨʽʚ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʟʘʛʨʦʟʘʤ (ʉyberSecurity Operation Center, CSOC), ʦʜʥʠʤ ʽʟ ʦʩʥʦʚʥʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ SecOps ʘʢʪʠʚʥʦʩʪʽ, ʘ ʪʘʢʦʞ ʜʞʝʨʝʣʦʤ ʜʣʷ ʨʝʘʛʫʚʘʥʥʷ ʪʘ ʘʥʘʣʽʟʫ ʻ 

IDS/IPS. ʎʝʡ ʢʣʘʩ ʽʥʩʪʨʫʤʝʥʪʽʚ ʧʨʘʮʶʻ ʟʘ ʧʨʠʥʮʠʧʦʤ ʟʽʩʪʘʚʣʝʥʥʷ ʤʝʨʝʞʝʚʦʛʦ 

ʪʨʘʬʽʢʫ ʟ ʧʝʨʝʣʽʢʦʤ ʩʠʛʥʘʪʫʨ (ʧʨʘʚʠʣ ʢʦʪʨʽ ʦʧʠʩʫʶʪʴ ʧʝʚʥʽ ʧʘʪʝʨʥʠ) ʽ ʷʢʱʦ ʻ ʟʙʽʛ, 

ʪʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʩʪʚʦʨʝʥʥʷ ʧʦʜʽʾ ʧʨʦ ʮ  ʁʘʢʪʠʚʥʽʩʪʴ, ʚʩʽ ʪʘʢʽ ʧʦʜʽʾ ʟʘʧʠʩʫʶʪʴʩʷ ʚ 

ʞʫʨʥʘʣ ʧʦʜʽʾ (ʣʦʛʫʶʪʴʩʷ). ɸʥʘʣʽʪʠʢʠ çʯʠʪʘʶʪʴè ʞʫʨʥʘʣ ʧʦʜʽʡ ʽ ʘʥʘʣʽʟʫʶʪʴ ʚʩʽ 

ʥʘʷʚʥʽ ʩʧʨʘʮʶʚʘʥʥʷ. ʎʝ ʪʠʧʦʚʠʡ ʧʨʦʮʝʩ, ʜʣʷ ʪʠʧʦʚʦʾ ʨʦʙʦʪʠ ʟ ʩʠʩʪʝʤʘʤʠ 

ʚʠ̫ʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ ʚʪʦʨʛʥʝʥʴ. ʇʨʦʪʝ, ʫ ʮʽʡ ʩʭʝʤʽ ʚʟʘʻʤʦʜʽʾ, ʻ ʚʝʣʠʢʘ ʧʨʦʙʣʝʤʘ, 

ʘ ʩʘʤʝ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʚʽʜ IDS.  

 ʆʪʞʝ, ʚ ʷʢʦʩʪʽ IDS ʤʠ ʚʠʢʦʨʠʩʪʘʣʠ ʨʽʰʝʥʥʷ çSuricataè, ʚ ʷʢʦʩʪʽ 

ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʩʠʛʥʘʪʫʨ (ʧʨʘʚʠʣ) ʤʠ ʚʠʢʦʨʠʩʪʘʣʠ ʚʠʨʦʙʥʠʢʘ Proofpoint, ʘ ʩʘʤʝ 

ʭʾʥʽ ʧʣʘʪʥʽ ʧʨʘʚʠʣʘ Emerging Threats Pro (ET Pro). ET Pro ʤʽʩʪʠʪʴ 53 ʢʘʪʝʛʦʨʽʡ ʟʘ 

ʷʢʠʤʠ ʨʦʟʜʽʣʝʥʽ ʧʨʘʚʠʣʘ, ʢʦʞʥʘ ʢʘʪʝʛʦʨʽʷ ʧʨʘʚʠʣ ʧʦʜʽʣʝʥʘ ʥʘ 3 ʨʽʚʥʽ ʢʨʠʪʠʯʥʦʩʪʽ. 

ʆʪʞʝ, ʚʠʟʥʘʯʠʪʠʩʴ, ʱʦ ʚ ʧʝʨʰʫ ʯʝʨʛʫ, ʦʧʨʘʮʴʦʚʫʚʘʪʠ ʤʠ ʤʦʞʝʤʦ. 
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ʈʠʩ. 4.5. ʂʽʣʴʢʽʩʪʴ IDS ʩʧʨʘʮʶʚʘʥʴ ʟʘ 24 ʛʦʜʠʥʠ ʟʛʨʫʧʦʚʘʥʠʭ ʧʦ ʢʘʪʝʛʦʨʽʾ 

 

ʆʮʽʥʠʚʰʠ ʈʠʩ. 4.5, ʤʠ ʤʦʞʝʤʦ ʧʦʙʘʯʠʪʠ, ʱʦ ʯʠʩʣʦ ʩʧʨʘʮʶʚʘʥʴ ʟʘ 24 ʛʦʜ. 

ʟʘ ʥʘʡʢʨʠʪʠʯʥʽʰʠʤ ʧʨʽʦʨʠʪʝʪʦʤ, ʪʦʙʪʦ Priority=1, ʩʪʘʥʦʚʠʪʴ ʙʽʣʴʰʝ 250ʂ. ʅʘʚʽʪʴ, 

ʷʢʱʦ ʚʠʜʽʣʠʪʠ ʩʧʨʘʮʶʚʘʥʥʷ ʟʘ ʥʘʡʙʽʣʴʰ ʢʨʠʪʠʯʥʠʤʠ ʢʘʪʝʛʦʨʽʷʤʠ  (ʢʨʠʪʠʯʥʽʩʪʴ 

ʚʠʟʥʘʯʘʻʤʦ ʟ ʚʣʘʩʥʠʭ ʧʝʨʝʢʦʥʘʥʴ, ʦʮʽʥʢʠ ʨʠʟʠʢʽʚ ʪʘ ʚʠʜʫ ʦʨʛʘʥʽʟʘʮʽʾ), ʚʩʝ ʦʜʥʦ, 

ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʙʫʜʝ ʚʠʤʽʨʶʚʘʪʠʩʴ ʜʝʩʷʪʢʘʤʠ ʪʠʩʷʯ. ʊʘʢʦʞ, ʚʘʨʪʦ 

ʟʘʟʥʘʯʠʪʠ, ʱʦ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʤʦʞʝ ʜʫʞʝ ʜʠʥʘʤʽʯʥʦ ʟʤʽʥʶʚʘʪʠʩʴ ʽ 

ʟʘʣʝʞʠʪʴ ʚʽʜ ʙʘʛʘʪʴʦʭ ʬʘʢʪʦʨʽʚ ʽ ʮʷ ʢʽʣʴʢʽʩʪʴ, ʟʘʟʚʠʯʘʡ, ʚʠʢʣʶʯʥʦ, ʟʙʽʣʴʰʫʻʪʴʩʷ.  

ʅʘʚʝʜʝʥʠʡ ʦʙʩʷʛ ʧʦʜʽʡ ʩʚʽʜʯʠʪʴ ʧʨʦ ʧʨʘʢʪʠʯʥʫ ʥʝʧʨʠʜʘʪʥʽʩʪʴ ʧʦʰʪʫʯʥʦʛʦ 

ʘʥʘʣʽʟʫ ʚʩʽʭ IDS-ʩʧʨʘʮʶʚʘʥʴ ʜʣʷ ʩʝʨʝʜʥʴʦʛʦ ʘʙʦ ʚʝʣʠʢʦʛʦ CSOC. ɺʦʜʥʦʯʘʩ, 

ʪʦʯʥʠʡ ʚʠʩʥʦʚʦʢ ʧʨʦ ʥʝʦʙʭʽʜʥʫ ʢʽʣʴʢʽʩʪʴ ʘʥʘʣʽʪʠʢʽʚ ʜʦʮʽʣʴʥʦ ʧʽʜʢʨʽʧʣʶʚʘʪʠ 

ʤʝʪʨʠʢʘʤʠ ʯʘʩʫ ʨʝʘʛʫʚʘʥʥʷ, ʢʽʣʴʢʽʩʪʶ ʘʥʘʣʽʪʠʢʽʚ ʥʘ ʟʤʽʥʽ ʪʘ ʩʫʤʘʨʥʠʤ ʜʦʙʦʚʠʤ 

ʥʘʚʘʥʪʘʞʝʥʥʷʤ. 

 ʊʘʢʦʞ ʻ ʽ ʽʥʰʠʡ ʥʝʛʘʪʠʚʥʠʡ ʬʘʢʪʦʨ, ʷʢʱʦ ʧʨʦʚʝʩʪʠ ʚʠʙʽʨʢʦʚʠʡ ʘʥʘʣʽʟ IDS 

ʩʧʨʘʮʶʚʘʥʴ ʚʠʷʚʠʪʴʩʷ, ʱʦ 90%+ ʻ ʭʠʙʥʦ-ʧʦʟʠʪʠʚʥʽ (false-positive) ʘʙʦ ʪʘʢʽ, ʱʦ ʥʝ 

ʥʝʩʫʪʴ ʥʽʷʢʦʛʦ ʨʠʟʠʢʫ. ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʣʫʯʝʥʽ ʨʝʩʫʨʩʠ ʜʣʷ ʘʥʘʣʽʟʫ ï 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʥʝ ʜʦʮʽʣʴʥʦ [44, 48, 52]. 

 ʇʨʦʪʝ, ʟ ʽʥʰʦʛʦ ʙʦʢʫ, ʥʘ ʧʨʘʢʪʠʮʽ, ʞʦʜʝʥ ʢʽʙʝʨʽʥʮʠʜʝʥʪ ʥʝ ʚʽʜʙʫʚʩʷ ʪʘʢʠʤ 

ʯʠʥʦʤ, ʱʦʙ ʭʦʯ ʙ ʥʘ ʷʢʦʤʫʩʴ ʝʪʘʧʽ ʨʦʟʚʠʪʢʫ ʘʪʘʢʠ ʩʠʩʪʝʤʘ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʝʚʠʭ 

ʚʪʦʨʛʥʝʥʴ ʥʝ ʚʽʜʧʨʘʮʶʚʘʣʘ ʽ ʥʝ ʩʧʦʚʽʩʪʠʣʘ ʧʨʦ ʧʦʪʝʥʮʽʡʥʫ ʧʨʦʙʣʝʤʫ [8, 25]. 

 ʆʪʞʝ, ʟʘʚʜʘʥʥʷ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʩʪʚʦʨʠʪʠ ʤʝʭʘʥʽʟʤ ʨʦʙʦʪʠ ʟ IDS 

ʚʠʷʚʣʝʥʥʷʤʠ, ʘʣʝ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʾʭʥʷ ʢʽʣʴʢʽʩʪʴ ʙʫʣʘ ʤʦʞʣʠʚʘ ʜʣʷ 

ʦʧʨʘʮʶʚʘʥʥʷ ʩʝʨʝʜʥʽʤ/ʚʝʣʠʢʠʤ CSOC. ɼʣʷ ʮʴʦʛʦ ʧʨʦʧʦʥʫʻʪʴʩʷ, ʷʢ ʽ ʫ ʚʠʧʘʜʢʫ ʟ 

EDR, ʥʝ ʘʥʘʣʽʟʫʚʘʪʠ ʢʦʞʝʥ ʦʢʨʝʤʠʡ ʩʠʛʥʘʣ, ʘ ʰʫʢʘʪʠ ʘʥʦʤʘʣʽʾ ʩʝʨʝʜ ʚʩʽʭ 

ʩʧʨʘʮʶʚʘʥʴ, ʚʠʩʫʚʘʶʯʠ ʨʽʟʥʦʤʘʥʽʪʥʽ ʛʽʧʦʪʝʟʠ: 
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¶ ʘʥʦʤʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʫʥʽʢʘʣʴʥʦʾ ʩʠʛʥʘʪʫʨʠ ʥʘ ʚʩʽʭ ʢʽʥʮʝʚʠʭ 

ʪʦʯʢʘʭ ï ʚʠʷʚʣʷʻʤʦ ʧʦʪʝʥʮʽʡʥʫ ʘʪʘʢʫ ʥʘ ʙʘʛʘʪʦ ʤʘʰʠʥ, ʜʝ ʘʪʘʢʫʶʯʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʝʚʥʫ ʪʝʭʥʽʢʫ.  

¶ ʘʥʦʤʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʫʥʽʢʘʣʴʥʦʾ ʩʠʛʥʘʪʫʨʠ ʚʽʜ ʙʘʛʘʪʴʦʭ ʜʞʝʨʝʣ 

ʘʪʘʢʠ ï ʘʪʘʢʫʶʯʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻ ʙʘʛʘʪʦ ʨʝʩʫʨʩʽʚ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢʠ, 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʦʜʥʫ ʪʝʭʥʽʢʫ ʽ ʘʪʘʢʫʻ ʦʜʥʫ ʘʙʦ ʙʘʛʘʪʦ ʮʽʣʝʡ. ɿʘ ʦʩʪʘʥʥʽʤ 

ʧʘʨʘʤʝʪʨʦʤ ʧʨʘʚʠʣʦ ʤʦʞʥʘ ʨʦʟʜʽʣʠʪʠ ʱʝ ʥʘ ʜʚʘ, ʟʨʦʙʠʚʰʠ ʚʠʷʚʣʝʥʥʷ 

ʙʽʣʴʰʝ ʧʨʝʮʝʥʟʽʡʥʠʤ.  

¶ ʘʥʦʤʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʨʽʟʥʠʭ ʩʠʛʥʘʪʫʨ ʚʽʜ ʦʜʥʦʛʦ ʜʞʝʨʝʣʘ ï 

ʟʥʘʭʦʜʠʤʦ ʧʦʪʝʥʮʽʡʥʦʛʦ ʘʪʘʢʫʶʯʦʛʦ 

¶ ʘʥʦʤʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʩʧʨʘʮʶʚʘʥʴ ʨʽʟʥʠʭ ʩʠʛʥʘʪʫʨ ʥʘ ʦʜʥʽʡ ʢʽʥʮʝʚʽʡ ʪʦʯʮʽ ï 

ʟʥʘʭʦʜʠʤʦ ʧʦʪʝʥʮʽʡʥʫ ʞʝʨʪʚʫ [47, 52] 

ʊʘʢʦʞ, ʢʦʞʥʝ ʟ ʧʨʘʚʠʣ ʜʽʣʠʤʦ ʥʘ ʧʦʜʽʙʥʽ ʧʨʘʚʠʣʘ, ʘʣʝ ʰʫʢʘʻʤʦ ʘʥʦʤʘʣʽʾ ʚ 

ʨʽʟʥʠʭ ʯʘʩʦʚʠʭ ʧʨʦʤʽʞʢʘʭ. ʅʘʧʨʠʢʣʘʜ, ʟʘ ʦʩʪʘʥʥʶ ʛʦʜʠʥʥʫ ʽ ʟʘ ʦʩʪʘʥʥʽ 24 

ʛʦʜʠʥʠ ï ʪʘʢʠʡ ʨʦʟʧʦʜʽʣ ʧʦʢʘʟʫʻ ʟʦʚʩʽʤ ʽʥʰʽ ʘʥʦʤʘʣʽʾ ʘʙʦ ʤʦʞʝ ʙʫʪʠ 

ʚʠʢʦʨʠʩʪʘʥʠʡ ʜʣʷ ʘʥʘʣʽʟʫ ʽ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢʫʶʯʦʛʦ, ʷʢʠʡ ʜʽʻ ʜʫʞʝ ʘʢʫʨʘʪʥʦ ʽ 

ʥʘʤʘʛʘʻʪʴʩʷ ʥʝ ʧʦʪʨʘʧʠʪʠ ʧʽʜ çʨʘʜʘʨè ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʢʦʥʪʨʦʣʽʚ. ɺʽʜʧʦʚʽʜʥʦ, 

ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ ʤʦʞʥʘ ʟʙʽʣʴʰʠʪʠ ʘʙʦ ʟʤʝʥʰʠʪʠ ï ʚʠʭʦʜʷʯʠ ʚʽʜ ʢʦʥʢʨʝʪʥʠʭ 

ʧʦʪʨʝʙ ʽ ʥʘʚʢʦʣʠʰʥʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 
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ʈʠʩ. 4.6. ʉʪʚʦʨʝʥʥʷ ML ʤʦʜʝʣʽ ʥʘ ʦʩʥʦʚʽ ʙʘʟʦʚʦʛʦ ʘʣʛʦʨʠʪʤʫ DensityFunction 

ʜʣʷ IDS ʩʧʨʘʮʶʚʘʥʴ 

 

 

ʈʠʩ. 4.7. ɺʠʢʦʨʠʩʪʘʥʥʷ ʥʘʚʯʝʥʦʾ ML ʤʦʜʝʣʽ ʜʣʷ ʧʦʰʫʢ ʘʥʦʤʘʣʽʡ ʩʧʨʘʮʶʚʘʥʴ 

IDS ʩʠʩʪʝʤʠ 
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ʈʠʩ. 4.8. ʂʽʣʴʢʽʩʪʴ NE ʧʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʜʣʷ 

ʧʦʰʫʢʫ ʘʥʦʤʘʣʽʡ ʚ IDS ʩʧʨʘʮʶʚʘʥʥʷʭ 

 

ɿʛʽʜʥʦ ʟ ʨʝʟʫʣʴʪʘʪʘʤʠ ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʘ ʨʝʘʣʴʥʦʾ ʨʦʙʦʪʠ (ʈʠʩ. 4.8) ʤʦʞʝʤʦ 

ʧʝʨʝʩʚʽʜʯʠʪʠʩʴ, ʱʦ ʩʧʨʘʮʶʚʘʥʴ, ʚʩʝ ʦʜʥʦ, ʟʘʣʠʰʘʻʪʴʩʷ ʜʦʚʦʣʽ ʙʘʛʘʪʦ, ʘʜʞʝ 25 

ʧʦʜʽʡ ʚʽʜ ʦʜʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ ï ʮʝ ʟʥʘʯʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʜʣʷ ʷʢʽʩʥʦʛʦ 

ʦʧʨʘʮʶʚʘʥʥʷ ʘʥʘʣʽʪʠʢʘʤʠ, ʧʨʦʪʝ ʾʭ ʚʞʝ ʥʝ ʜʝʩʷʪʢʠ ʪʠʩʷʯ ʽ ʾʭʥʻ ʦʧʨʘʮʶʚʘʥʥʷ 

ʚʞʝ ʻ ʙʽʣʴʰ ʨʝʘʣʽʩʪʠʯʥʠʤ [47, 48, 52]. 

ɺʦʜʥʦʯʘʩ ʟʘʣʠʰʘʻʪʴʩʷ ʥʝʚʠʨʽʰʝʥʦʶ ʧʨʦʙʣʝʤʘ, ʦʧʠʩʘʥʘ ʚ ʧʽʜʧʫʥʢʪʽ 4.1, ð 

ʡʤʦʚʽʨʥʽʩʪʴ ʧʨʦʧʫʩʢʫ ʟʥʘʯʫʱʠʭ ʧʦʜʽʡ (ʪʘʢ ʟʚʘʥʠʭ false negatives). ɸʥʘʣʦʛʽʯʥʦ, 

ʧʽʜʭʽʜ ʥʝ ʟʤʽʥʶʻʪʴʩʷ, ʤʠ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ RBA ʜʣʷ ʪʦʛʦ, ʱʦʙ ʢʦʥʪʨʦʣʶʚʘʪʠ 

çʰʫʤè, ʘ ʪʘʢʦʞ ʤʦʞʝʤʦ ʚʠʦʢʨʝʤʠʪʠ ʚ ʦʢʨʝʤʝ ʧʨʘʚʠʣʦ ʷʢʽʩʴ ʜʫʞʝ ʩʧʝʮʠʬʽʯʥʽ 

ʩʠʛʥʘʪʫʨʠ, ʘʙʦ ʪʽ ʩʠʛʥʘʪʫʨʠ, ʷʢʽ ʜʘʶʪʴ ʥʘʡʙʽʣʴʰʫ ʢʽʣʴʢʽʩʪʴ ʧʦʟʠʪʠʚʥʠʭ 

ʩʧʨʘʮʶʚʘʥʴ ʘʙʦ ʪʽ ʩʠʛʥʘʪʫʨʠ ʢʦʪʨʽ ʩʧʨʘʮʴʦʚʫʚʘʣʠ ʧʽʜ ʯʘʩ ʧʦʧʝʨʝʜʥʽʭ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. ʊʘʢʠʤ ʯʠʥʦʤ ʤʠ ʟʘʙʝʟʧʝʯʫʻʤʦ ʢʦʤʧʣʝʢʩʥʠʡ ʧʽʜʭʽʜ, ʢʦʪʨʠʡ ʽ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʟ ʮʝʥʪʨʫ ʟʘʙʝʨʝ ʽ ʟʤʝʥʰʠʪʴ ʨʠʟʠʢ ʧʨʦʧʫʩʪʠʪʠ ʜʽʡʩʥʦ ʚʘʞʣʠʚʽ 

ʩʧʦʚʽʱʝʥʥʷ. 



 157 

 

4.3 ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʥʘ ʦʩʥʦʚʽ ʘʚʪʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʟʘʧʠʪʽʚ 

 

ʈʦʟʛʣʷʥʝʤʦ ʪʘʢʝ ʪʝʩʪʦʚʝ ʩʝʨʝʜʦʚʠʱʝ: 

Å Splunk Enterprise Security (ʜʦʜʘʪʦʢ SIEM ʚʽʜ Splunk) 

Å ʅʘʙʽʨ ʽʥʩʪʨʫʤʝʥʪʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ 

Å ɾʫʨʥʘʣ ʧʦʜʽʡ ʚʽʣ Azure Entra ID ʪʘ Active Directory. 

ʆʜʥʽʻʶ ʽʟ ʢʣʘʩʠʯʥʠʭ ʟʘʜʘʯ ʟ ʪʦʯʢʠ ʟʦʨʫ Blue Team (ʢʦʤʘʥʜʠ ʟʘʭʠʩʪʫ) ʪʘ Red 

Team (ʢʦʤʘʥʜʠ ʥʘʧʘʜʫ) ʻ ʘʪʘʢʠ ʘʙʦ ʤʘʥʽʧʫʣʷʮʽʾ ʟ ʩʝʢʨʝʪʘʤʠ, ʢʦʨʠʩʪʫʚʘʯʘʤʠ ʘʙʦ 

ʢʦʤʙʽʥʘʮʽʻʶ ʪʘ ʾʭ ʧʦʻʜʥʘʥʥʷʤ. ɯʩʥʫʻ, ʷʢ ʤʽʥʽʤʫʤ, 7 ʪʝʭʥʽʢ, ʟʛʽʜʥʦ MITRE 

ATT&CK, ʢʦʪʨʽ ʧʦʚôʷʟʘʥʽ ʽʟ ʪʠʤ ʯʠ ʽʥʰʠʤ ʟʘʣʫʯʝʥʥʷʤ ʧʘʨʠ ʚʽʜʧʦʚʽʜʥʦʩʪʽ 

ʢʦʨʠʩʪʫʚʘʯ-ʧʘʨʦʣʴ [86]. ʄʠ ʘʢʮʝʥʪʫʻʤʦ ʫʚʘʛʫ ʥʘ ʢʣʘʩʠʯʥʽʡ ʟʘʜʘʯʽ ʚʠʷʚʣʝʥʥʷ 

brute-force ʘʢʪʠʚʥʦʩʪʽ (ʘʪʘʢʘ ʧʝʨʝʙʦʨʫ ʛʨʫʙʦʾ ʩʠʣʠ).  

ʂʦʥʮʝʧʮʽʷ ʘʪʘʢʠ ʧʝʨʝʜʙʘʯʘʻ ʧʽʜʙʽʨ ʧʘʨʦʣʶ ʜʣʷ ʚʞʝ ʚʽʜʦʤʦʛʦ ʘʢʘʫʥʪʫ [53]. 

ɸʢʘʫʥʪ (ʢʦʨʠʩʪʫʚʘʯʘ) ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʨʽʟʥʠʤʠ ʰʣʷʭʘʤʠ, ʤʦʞʣʠʚʦ ʟʘ ʜʦʧʦʤʦʛʦʶ 

OSINT ʯʠ phishing-ʧʦʜʽʙʥʠʭ ʘʢʪʠʚʥʦʩʪʝʡ. ʇʘʨʦʣʴ ʤʦʞʝ ʧʽʜʙʠʨʘʪʠʩʴ ʘʙʩʦʣʶʪʥʦ 

ʙʝʟ ʚʩʷʢʠʭ ʚʭʽʜʥʠʭ ʜʘʥʠʭ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʩʣʦʚʥʠʢʦʚʫ ʙʘʟʫ ʘʙʦ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʥʘʡʜʝʥʠʭ, ʚʞʝ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʭ ʙʘʟʘʭ, ʢʦʪʨʽ ʤʽʩʪʷʪʴ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʩʪʘʨʽ 

ʧʘʨʦʣʽ ʜʣʷ ʮʴʦʛʦ ʘʢʘʫʥʪʫ. ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʩʘʤʦʾ ʘʪʘʢʠ, ʥʝʤʘʻ ʥʽʷʢʦʛʦ ʟʥʘʯʝʥʥʷ, ʷʢ 

ʩʘʤʝ ʘʪʘʢʫʶʯʠʡ ʧʨʦʚʽʚ ʬʘʟʫ ʧʽʜʛʦʪʦʚʢʠ ʜʦ ʘʪʘʢʠ. ʅʘʤ ʮʽʢʘʚʦ ʟʨʦʟʫʤʽʪʠ, ʷʢʫ 

ʘʢʪʠʚʥʽʩʪʴ ʤʠ ʙʫʜʝʤʦ ʩʧʦʩʪʝʨʽʛʘʪʠ ʧʽʜ ʯʘʩ ʧʦʜʽʙʥʦʾ ʘʪʘʢʠ. 

ʊʘʢ ʷʢ, ʟʘ ʘʚʪʦʨʠʟʘʮʽʶ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚ ʩʠʩʪʝʤʘʭ ʯʠ ʩʝʨʚʽʩʘʭ ʦʨʛʘʥʽʟʘʮʽʾ 

ʚʽʜʧʦʚʽʜʘʻ Active Directory (AD) ʘʙʦ ʡʦʛʦ ʭʤʘʨʥʠʡ ʘʥʘʣʦʛ Azure Entra ID (Entra), 

ʚʽʜʧʦʚʽʜʥʦ ʥʘʤ ʧʦʪʨʽʙʥʦ ʫʪʠʣʽʟʫʚʘʪʠ ʞʫʨʥʘʣʠ ʧʦʜʽʡ (ʣʦʛʠ) ʟ ʮʠʭ ʩʠʩʪʝʤ.  

 ʑʦ ʤʠ ʩʧʦʩʪʝʨʽʛʘʻʤʦ ʚ ʣʦʛʘʭ ʧʽʜ ʯʘʩ ʘʪʘʢʠ? ʄʠ ʙʘʯʠʤʦ ʙʘʛʘʪʦ ʭʠʙʥʠʭ 

ʩʧʨʘʮʶʚʘʥʴ ï ʢʦʣʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʝʨʝʙʽʨ ʤʦʞʣʠʚʠʭ ʧʘʨʦʣʽʚ, ʘ ʧʦʪʽʤ ʧʽʩʣʷ 

ʙʘʛʘʪʴʦʭ (ʘʙʦ ʥʽ) ʥʝʚʜʘʣʠʭ ʩʧʨʦʙ ï ʫʩʧʽʰʥʫ ʚʝʨʠʬʽʢʘʮʽʶ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʣʦʛʽʯʥʠʤ ʚʠʷʚʣʝʥʥʷʤ, ʙʫʣʦ ʙ ʧʦʙʫʜʫʚʘʪʠ ʢʦʨʝʣʷʮʽʡʥʝ 

ʧʨʘʚʠʣʦ ʢʦʪʨʝ ʨʘʭʫʻ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʘʚʪʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʩʧʨʦʙ ʟʘ ʦʜʠʥʠʮʶ ʯʘʩʫ 

ʽ ʷʢʱʦ, ʧʦʨʘʭʦʚʘʥʘ ʢʽʣʴʢʽʩʪʴ ʙʽʣʴʰʘ ʟʘ ʧʦʨʦʛʦʚʝ ʟʥʘʯʝʥʥʷ ï ʩʪʚʦʨʶʚʘʪʠ 
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ʩʧʦʚʽʱʝʥʥʷ. ʇʦʨʦʛʦʚʝ ʟʥʘʯʝʥʥʷ ʨʦʟʨʘʭʦʚʫʚʘʪʠ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʚʣʘʩʥʦʛʦ ʜʦʩʚʽʜʫ, 

ʢʦʥʢʨʝʪʥʦʾ ʦʨʛʘʥʽʟʘʮʽʾ ʘʙʦ ʟʛʽʜʥʦ ʟ ʧʘʨʦʣʴʥʦʶ ʧʦʣʽʪʠʢʦʶ ʦʨʛʘʥʽʟʘʮʽʾ (Password 

Policy).  

 ʊʘʢʠʡ ʧʽʜʭʽʜ ʻ ʮʽʣʢʦʤ ʚʠʧʨʘʚʜʥʠʤ ʜʣʷ ʤʘʣʠʭ ʦʨʛʘʥʽʟʘʮʽʡ ʘʙʦ ʦʨʛʘʥʽʟʘʮʽʡ, 

ʜʝ ʥʝʤʘʻ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʩʝʨʚʽʩʽʚ. ʊʦʙʪʦ, ʷʢʱʦ ʧʨʠʩʫʪʥʷ ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʘʙʦ ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʩʝʨʚʽʩʽʚ, ʤʦʥʽʪʦʨʠʥʛʦʚʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʘʙʦ ʆʊ(operational technology) ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ï ʤʦʞʣʠʚʘ ʚʝʣʠʢʘ ʽ 

ʙʝʟʧʝʨʝʨʚʥʘ ʢʽʣʴʢʽʩʪʴ ʙʫʜʴ-ʷʢʠʭ ʘʚʪʝʥʪʠʬʽʢʘʮʽʡ. ɼʣʷ ʪʘʢʦʛʦ ʪʠʧʫ ʦʨʛʘʥʽʟʘʮʽʡ, 

ʷʢʱʦ ʧʨʦʘʥʘʣʽʟʫʚʘʪʠ ʞʫʨʥʘʣ ʧʦʜʽʡ ʟ AD, ʪʦ ʚʽʥ ʙʫʜʝ ʤʽʩʪʠʪʠ ʩʦʪʥʽ ʪʠʩʷʯ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʟʘʧʠʩʽʚ ʟʘ ʜʦʙʫ. ɺʽʜʧʦʚʽʜʥʦ, ʚ ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤʘʭ ʚʠʥʠʢʘʶʪʴ 

ʨʽʟʥʦʤʘʥʽʪʥʽ ʧʦʤʠʣʢʠ, ʢʦʪʨʽ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʟʙʦʾʚ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʚ ʤʝʞʘʭ 

ʦʜʥʽʻʾ ʘʧʣʽʢʘʮʽʾ ʘʙʦ ʦʜʥʦʛʦ ʩʝʨʚʽʩʫ, ʘ ʚʩʽ ʽʥʰʽ ʩʝʨʚʽʩʠ ʙʫʜʫʪʴ ʧʨʘʮʶʚʘʪʠ ʢʦʨʝʢʪʥʦ. 

ʈʦʟʛʣʷʥʝʤʦ ʥʘʡʙʽʣʴʰ ʜʝʤʦʥʩʪʨʘʪʠʚʥʠʡ ʧʨʠʢʣʘʜ: ʫ ʢʦʨʠʩʪʫʚʘʯʘ <n> ʥʘʩʪʘʚ ʯʘʩ 

ʟʤʽʥʠ ʧʘʨʦʣʷ ʜʣʷ ʡʦʛʦ ʘʢʘʫʥʪʫ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʧʘʨʦʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʢʦʤʧʘʥʽʾ. 

ʇʘʨʦʣʴ ʙʫʚ ʟʤʽʥʝʥʠʡ ʫʩʧʽʰʥʦ. ʇʨʦʪʝ ʢʦʨʠʩʪʫʚʘʯ ʥʝ ʧʝʨʝʟʘʡʰʦʚ ʫ ʚʩʽ ʩʠʩʪʝʤʠ 

ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʥʦʚʦʛʦ ʧʘʨʦʣʷ. ʅʘʩʣʽʜʦʢ ï  ʩʝʩʽʷ ʫʤʦʚʥʦʛʦ, MS Outlook ʜʦʩʽ 

ʧʨʠʩʫʪʥʷ ʽʟ ʩʪʘʨʠʤ ʧʘʨʦʣʝʤ ʽ ʧʦʩʪʽʡʥʦ ʥʘʤʘʛʘʻʪʴʩʷ ʘʚʪʝʥʪʠʬʽʢʫʚʘʪʠʩʷ, ʦʩʢʽʣʴʢʠ 

ʧʨʠʥʮʠʧʠ ʨʦʙʦʪʠ ʮʽʻʾ ʘʧʣʽʢʘʮʽʾ ʧʦʣʷʛʘʶʪʴ ʫ ʪʦʤʫ, ʱʦ ʚʦʥʘ ʢʦʞʥʽ ʜʝʢʽʣʴʢʘ ʩʝʢʫʥʜʫ 

ʩʠʥʭʨʦʥʽʟʫʻ ʧʘʨʦʣʴ ʟ AD. ɼʣʷ ʪʘʢʦʛʦ ʚʠʧʘʜʢʫ, ʷʢʱʦ ʚ ʥʘʩ ʙʫʜʝ ʩʪʘʪʠʯʥʝ ʧʨʘʚʠʣʦ 

ʽʟ ʢʣʘʩʠʯʥʠʤ ʧʦʨʦʛʦʚʠʤ ʟʥʘʯʝʥʥʷʤ ï ʤʠ ʦʪʨʠʤʫʻʤʦ ʚʽʜʨʘʟʫ ʩʧʨʘʮʶʚʘʥʥʷ ʜʣʷ 

ʘʥʘʣʽʟʫ, ʷʢʝ ʻ ʭʠʙʥʠʤ. ɸ ʪʘʢʠʭ ʧʨʦʮʝʩʽʚ, ʚ ʦʨʛʘʥʽʟʘʮʽʷʭ, ʜʝ ʜʦʙʨʝ ʨʦʟʚʠʥʫʪʘ ɯʊ-

ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʘʙʦ ʦʨʛʘʥʽʟʘʮʽʷʭ, ʙʽʟʥʝʩ ʷʢʠʭ ʥʘʧʨʷʤʫ ʧʦʚôʷʟʘʥʠʡ ʟ ɯʊ-ʨʠʥʢʦʤ, 

ʙʝʟʣʽʯ. ʅʝ ʚʙʘʯʘʻʪʴʩʷ ʤʦʞʣʠʚʠʤ ʥʘʚʝʩʪʠ ʢʦʥʢʨʝʪʥʽ ʟʥʘʯʝʥʥʷ, ʢʽʣʴʢʽʩʥʫ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ, ʜʣʷ ʦʧʠʩʫ ʧʨʦʮʝʩʽʚ, ʢʦʪʨʽ ʤʦʞʫʪʴ ʩʧʨʠʯʠʥʠʪʠ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ 

ʭʠʙʥʠʭ ʘʚʪʦʨʠʟʘʮʽʡʥʠʭ ʩʧʨʦʙ. ɸʜʞʝ ʥʘ ʦʧʠʩ ʙʫʜʫʪʴ ʚʧʣʠʚʘʪʠ ʙʝʟʣʽʯ ʬʘʢʪʦʨʽʚ.  
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 ʈʠʩ. 4.9. ɿʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʚʜʘʣʠʭ ʪʘ ʭʠʙʥʠʭ ʩʧʨʦʙ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʟʘ 24 

ʛʦʜʠʥʠ ʚ ʤʝʞʘʭ ʦʨʛʘʥʽʟʘʮʽʾ 

 

 ʄʠ ʤʦʞʝʤʦ ʧʦʙʘʯʠʪʠ ʟ ʨʠʩ. 4.9 ï 26667 ʭʠʙʥʠʭ ʩʧʨʦʙ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʟʘ 24 

ʛʦʜʠʥʠ [48, 53]. ʉʘʤʝ ʪʦʤʫ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʦʛʦ brute-force ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʢʣʘʩʠʯʥʦʛʦ ʧʽʜʭʦʜʫ ʙʽʣʴʰʝ ʟʘ n-ʢʽʣʴʢʽʩʪʴ ï ʥʝ ʧʨʘʮʶʻ. 

 ʊʦʤʫ, ʤʠ ʚʽʜʰʪʦʚʭʫʻʤʦʩʴ ʥʝ ʚʽʜ ʨʦʟʚôʷʟʘʥʥʷ ʢʣʘʩʠʯʥʦʾ ʟʘʜʘʯʽ ʟ ʧʦʰʫʢʫ 

brute-force, ʘ ʜʦ ʧʦʰʫʢʫ ʘʥʦʤʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʭʠʙʥʠʭ ʘʚʪʝʥʪʠʬʽʢʘʮʽʡ ʟ ʦʜʥʠʤ ʽ 

ʙʽʣʴʰʝ ʚʜʘʣʠʭ ʩʧʨʦʙ ʘʚʪʦʨʠʟʘʮʽʾ ʚ ʤʝʞʘʭ ʪʦʛʦ ʞ ʯʘʩʦʚʦʛʦ ʧʨʦʤʽʞʢʫ. ʊʘʢʘ 

ʧʦʩʪʘʥʦʚʢʘ ʟʘʚʜʘʥʥʷ ʜʦʟʚʦʣʠʪʴ ʤʘʢʩʠʤʘʣʴʥʦ ʝʬʝʢʪʠʚʥʦ ʟʘʧʫʩʪʠʪʠ ʫʪʠʣʽʟʘʮʽʶ ʷʢ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʪʘʢ ʽ ʣʦʛʽʚ ʟ AD. 

 ɸʥʦʤʘʣʽʾ ʙʫʜʝʤʦ ʰʫʢʘʪʠ, ʦʧʠʨʘʶʯʠʩʴ ʥʘ ʪʘʢʽ ʛʽʧʦʪʝʟʠ: 

¶ ʙʨʫʪʷʪʴ (ʟʜʽʡʩʥʶʶʪʴ ʘʪʘʢʫ ʪʠʧʫ brute-force) ʢʦʥʢʨʝʪʥʠʡ ʘʢʘʫʥʪ ʟ 

ʢʦʥʢʨʝʪʥʦʛʦ ʜʞʝʨʝʣʘ 

¶ ʙʨʫʪʷʪʴ ʢʦʥʢʨʝʪʥʠʡ ʘʢʘʫʥʪ ʟ ʙʘʛʘʪʴʦʭ ʜʞʝʨʝʣ 

¶ ʙʨʫʪʷʪʴ ʩʝʨʚʽʩ (ʙʘʛʘʪʦ ʘʢʘʫʥʪʽʚ) [53]  

ɿʥʦʚʫ ʞ, ʥʝ ʟʘʙʫʚʘʻʤʦ, ʛʨʘʥʫʣʶʚʘʪʠ ʧʨʘʚʠʣʦ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʨʽʟʥʠʭ ʯʘʩʦʚʠʭ 

ʧʨʦʤʽʞʢʽʚ. ʇʨʠʯʠʥʘ ʙʘʥʘʣʴʥʦ ʧʨʦʩʪʘ ï ʥʽʭʪʦ, ʚ ʩʫʯʘʩʥʠʭ ʨʝʘʣʽʷʭ, ʥʝ ʟʜʽʡʩʥʶʻ 

ʢʣʘʩʠʯʥʠʡ ʧʝʨʝʙʽʨ ʥʘ on-line ʩʝʨʚʽʩʘʭ, ʜʝ ʟʘ ʜʝʢʽʣʴʢʘ ʩʝʢʫʥʜ ʧʝʨʝʚʽʨʷʻʪʴʩʷ 

ʩʦʪʥʷ ʧʘʨʦʣʽʚ. ʆʩʢʽʣʴʢʠ ʪʘʢʘ ʘʢʪʠʚʥʽʩʪʴ ʧʨʠʟʚʝʜʝ ʘʙʦ ʜʦ ʧʦʷʚʠ ʢʘʧʯʠ (captcha), 

ʘʙʦ ʜʦ ʙʣʦʢʫʚʘʥʥʷ ʘʢʘʫʥʪʫ ʤʝʭʘʥʽʟʤʘʤʠ ʩʘʤʦʛʦ AD. ʇʦʜʽʙʥʘ ʟʣʦʚʤʠʩʥʘ 

ʘʢʪʠʚʥʽʩʪʴ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʦʚʽʣʴʥʦ, ʧʨʠʮʽʣʴʥʦ ʪʘ ʪʘʨʛʝʪʦʚʘʥʦ.  
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ʈʠʩ. 4.10. ʉʪʚʦʨʝʥʥʷ ML ʤʦʜʝʣʽ ʥ ʜʣʷ ʧʦʰʫʢʫ ʘʪʘʢ ʪʠʧʫ Brute-Force 

 

 

ʈʠʩ. 4.11. ɺʠʢʦʨʠʩʪʘʥʥʷ ʥʘʚʯʝʥʦʾ ML ʤʦʜʝʣʽ ʜʣʷ ʧʦʰʫʢ ʘʪʘʢ ʪʠʧʫ  

Brute-Force 
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ʇʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʢʦʨʝʣʷʮʽʡʥʠʭ ʧʨʘʚʠʣ, ʢʦʪʨʽ ʙʘʟʫʶʪʴʩʷ ʥʘ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦʤʫ ML ʤʝʪʦʜʫ, ʦʪʨʠʤʘʣʠ ʪʘʢʠʡ ʨʝʟʫʣʴʪʘʪ:  

 

 

ʈʠʩ. 4.12. ʂʽʣʴʢʽʩʪʴ NE ʧʽʩʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ ʜʣʷ ʧʦʰʫʢʫ 

ʘʥʦʤʘʣʽʡ ʭʠʙʥʦʾ ʘʚʪʦʨʠʟʘʮʽʾ 

 

28 ʩʧʨʘʮʶʚʘʥʴ ʟʘ 24 ʛʦʜʠʥʠ, ʢʦʪʨʽ ʧʦʪʨʽʙʥʦ ʧʨʦʘʥʘʣʽʟʫʚʘʪʠ ʽ ʧʽʜʪʚʝʨʜʠʪʠ 

ʘʙʦ ʩʧʨʦʩʪʫʚʘʪʠ ʧʦʪʝʥʮʽʡʥʦ ʟʣʦʚʤʠʩʥʫ ʘʢʪʠʚʥʽʩʪʴ [47, 53]. ɼʣʷ ʧʝʨʝʩʪʨʘʭʫʚʘʥʥʷ 

ʩʘʤʠʭ ʩʝʙʝ ʽ ʜʣʷ ʧʦʥʠʞʝʥʥʷ ʨʠʟʠʢʫ ʧʨʦʧʫʩʢʫ ʚʘʞʣʠʚʠʭ ʧʦʜʽʡ, ʚʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, 

ʱʦ ʢʨʠʪʠʯʥʽ ʩʠʩʪʝʤʠ, ʢʦʨʠʩʪʫʚʘʯʽ ʚʠʥʝʩʝʥʽ ʚ ʦʢʨʝʤʠʡ ʙʽʣʴʰ ʧʨʝʮʝʥʟʽʡʥʠʡ 

ʤʦʥʽʪʦʨʠʥʛ. ʊʘʢʦʞ, ʚʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʚ ʤʝʞʘʭ ʮʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʪʘ 

ʧʨʦʚʝʜʝʥʦʛʦ ʙʘʛʘʪʦʤʽʩʷʯʥʦʛʦ ʘʥʘʣʽʟʫ ʪʘ ʩʧʽʣʢʫʚʘʥʥʷ ʟ Tier1 ʘʥʘʣʽʪʠʢʘʤʠ, ʘ ʪʘʢʦʞ, 

ʚʠʭʦʜʷʯʠ ʟ ʚʣʘʩʥʦʛʦ ʜʦʩʚʽʜʫ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʙʫʣʦ ʚʠʟʥʘʯʝʥʦ, ʱʦ 

ʜʦʩʣʽʜʞʝʥʥʷ ʙʘʟʦʚʠʭ ʧʦʪʝʥʮʽʡʥʠʭ ʧʘʪʝʨʥʽʚ brute-force ʥʝ ʻ ʜʦʮʽʣʴʥʠʤ. ʆʩʢʽʣʴʢʠ 

28 ʧʦʜʽʡ, ʮʝ ʜʦʚʦʣʽ ʚʘʛʦʤʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʘʥʘʣʽʪʠʢʽʚ ʚ ʤʝʞʘʭ ʪʽʣʴʢʠ ʮʽʻʾ 

ʘʢʪʠʚʥʦʩʪʽ. ɸʣʝ ʽ ʧʦʚʥʽʩʪʶ ʥʝʭʪʫʚʘʪʠ ʪʘʢʠʤ ʪʠʧʦʤ ʘʢʪʠʚʥʦʩʪʝʡ ʪʘʢʦʞ ʥʝ ʤʦʞʥʘ, 










































































